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ProC bezpecnost?

Zamezeni uniku citlivych dat
Zamezeni neautorizovanemu pristupu
Zamezeni zneuziti prostredku (ftp archiv,

)

Zpravidla levnéjsi nez reseni nasledku
— Jinak je snadnegjsi prijmout rizika



Zabezpeceni bezpecnosti

1

 ,Security is not a product; it's a process’
— B. Schneier

* Bezpecnostni postupy a procedury se
musi pravidelne revidovat

» Reflektovani bezpecnostnich incidentd,
analyzy rizik, technologického rozvoje,
technik utoku, apod.



Terminologie

Zranitelnost vs. exploit
Incident

Autentizace (ne autentifikace, autentikace)
vs. Autorizace

Botnet
Script kiddies

— Na radu zranitelnosti existuji exploity (nektere
mohou byt pastmi na samotné utoCniky!)



Typicky incident

« Kompromitovani stroje
 (eskalace prav)
* |nstalace backdoor, bota



Reseni incidentt

Computer Security Incident Response Team

(CSIRT)

Bezpecnostni politiky

— Stanoveni zodpovednosti

— Stanoveni procedur pro reseni incidentu a praktik pro
jejich predchazeni

Bezpecnostni odbornik nemusi byt spravce

systemu

Dulezita je komunikace se svétem

— Dobra reputace v komunite



Obrana proti utokum

|dentifikace hrozeb a rizik
—  Silna hesla nemaji smysl, pokud stroj nabizi
derave sluzby
Spravna konfigurace

— Mnoho sluzeb je v defaultni konfiguraci spatnée
nastavena

VCasna aktualizace

— Resi/omezi drtivou vétsinu utokl — pro Gtoénika
Monitoring

—  Centralni sbér logu

—  Sbér netflow zaznamu



Forenzni analyza

Nevypinat stroj!

Pokud je moznée, provadet minimum operaci na
aktivnich filesystemech

Sbér zivych dat ze systemu — otevrena spojeni,
data v ramdiscich, ...

— Pokud mozno nepouzivat prikazy z
kompromitovaného stroje

Obraz disku a jeho nasledna off-line analyza

—  Existuji specializované nastroje (coroner's
toolkit, sleuth kit, ...)
Obnova stroje a vraceni do provozu

— Report o incidentu!



Techniky utoku

« Utoky na protokol

— SSL negotiations, WEP (RC4), MD5
* Chyba v implementaci

— Neovérovani vstupu (SQL injections)

— XSS

—  Buffer overflows

— openssi RND
» Socialni inzenyrstvi

— Phishing, Pharming

— Hadani hesel



Utoky na protokoly - SSL

SSL Client SSL Server

(1) "client hello”

'
Cryptographic information
(2) "server hello”
-
(3 CipherSuite
Verify server Server certificate
certificate. "client certificate request" (optional)
Check
cryptographic
parameters (4) Client key exchange

Send secret key information
(encrypted with server public key) (6)

(5) Send dient certificate Vet e
certificate
(7) Cliert “finished” . (if required)

(8) Server “finished”

(9) Exchange messages

(encrypted with shared secret key)




Utoky na protokoly - SSL

« SSL renegotiation

» Casto pouzivana u webovych servert
— Autentizace klientskym certifikatem
— Zmeéna sifrovaciho protokolu
— Uzivatelem iniciovana renegociace
- Utocnik
— MITM utok

— Prehrava komunikaci mezi klientem a SSL
serverem

—Po renegociaci uto€nik vlozi svuj



Utoky na protokoly - WEP

. Sifra RC4
— Pouziva XOR nad CipherText, IV a zpravou
— 1V je pouze 24-bitovy
— Vyzaduje vzdy jiny IV pro kazdou zpravu
- WEP
— 1V je prenasen v plain-text
—Jiny IV pro kazdy paket, tzn. pro kazdy
167 77216-ty paket je pouzit stejny IV jako pro
prvni.
— Kazdy paket zacina znamymi daty
— Z1ténv vazbhv me7i CinhetText a ifrovanoti



MDS

V soucasne dobe jiz slaby hashovaci
algoritmus

Hasovaci fce musi byt bezkolizni (2
ruzné zpravy musi generovat ruzny
hash)

U MD5 se souCasnym vypocetnim
vykonem lze nalézt kolizni texty

Dva ruzné X.509 certifikaty, které maji
stejny podpis

RapnidSSL - 200 Plavstation 3 za 2 dnv



Buffer Overflows

» NejCastéji se setkavame u programu
psanvch v C a C++

N Proménna x

SO 2

prepsanim dat v pamell

o Stack based

— Zmena dat ulozenych na zasobniku
— Manipulace s promennymi

ZrmMmAanna nAaviratav/ia aAdracys



Socialni inzenyrstvi

» Tyto techniky nejsou zameéreny na chyby v
protokolech nebo programech, vyuzivaji
neznalosti, oklamani, zmateni uzivatele.



Phishing

» Podvodné ziskavani citlivych udaju od
uzivatelu

* Rozeslani mailu s odkazem na podvodnou
stranku, ktera vypada stejne jako
duveryhodna a uzivateli znama (el.
Bankovnictvi, webmail)

» Casto se vyuzivaji maily ve formatu
HTML:

<a
href=" "> </a


http://evilsite.org/index.html
http://mojebanka.cz/zmensiheslo.php

Pharming

« Zmena mapovani DNS jméno — IP

« Uzivatel vidi spravné domenove jmeno v
URL, ale ta je umistena na jiném stroji.

* NejCasteji jsou obeti koncoveé stroje:
— Pocitace (soubor hosts)
— Domaci routery (DNS relay)



Hadani hesel

* Prihlaseni k webovym sluzbam, SSH,
FTP, ...
* Metody ziskavani hesel
— Brute force
— Slovnikoveé utoky
— Socialni inzenyrstvi
» Vyuzivani vlastnosti protokolu

— Navratové hodnoty pro platné/neplatnée
zaznamy



(D)DOS

e DOS — Denial of Service

— Omezeni/zastaveni funkcnosti sluzby
nahlym zvySenim pozadavku k vyfizeni

— TCP/SYN flood

—  Webové servery

« DDOS - Distributed Denial of Service

— Zdroj utoku neni jeden pocitac, ale cela
sit
— Predevsim Botnety



Bezpecnost na webu

Slides based on 1-day Web Application
Security Tutorial given by Ken van
Wyk, KRvW Associates at FIRST/TF-
CSIRT meeting in January 2010



Bezpecnost na webu

* Open Web Application Security Project
(OWASP)

« OWASP Top-10

— Klasifikace nejhorsich bezpecnostnich
problému na webu

« OWASP WebGoat

— Vyukova aplikace umoznujici seznameni se s
chybami a jejich zneuzitim



OWASP Top-10

6. Information leakage and

Cross site improper error handling
SCII ptlng 7. Broken authentication and

_ _ session management
InJeCtlon ﬂaWS 8. Insecure crypto storage
Malicious file 9. Insecure comms
exeCUtiOn 10. Failure to restrict URL access

Insecure direct
object reference

Cross site request
forgery



The only web app security rule

* Nothing in an HTTP Request can be
trusted

— EVER!
— No kidding



#1 Cross site scripting (“XSS”)

[Ny |

 Can occur whenever a user *Where can it happen?
can enter data into a web app . ANY data input

— Consider all the ways a user
can get data to the app *Two forms of XSS

 When data is represented in
browser, “data” can be * Stored XSS

dangerogs _ _ * Reflected XSS
— Consider this user input

<script>
alert (document.cookie)
</script>



Stored XSS

» Attacker inputs script data on web app

— Forums, “Contact Us” pages are prime
examples

— All data input must be considered

* Victim accidentally views data
— Forum message, user profile, database field

» Can be years later
— Malicious payload lies patiently in wait
— Victim can be anywhere



Reflected XSS

» Attacker inserts script data into web app

* App immediately “reflects” data back
— Search engines prime example
— “String not found”

* Generally combined with other delivery
mechanisms
— HTML formatted spam most likely

— Image tags containing search string as HTML
parameter

« Consider width=0 height=0 IMG SRC



XSS

Why is this #17?

— Input validation problems are pervasive
— Focus on functional spec

Why is it such a big deal?

— Highly powerful attack

Anything the user can do, the attacker can do
— Take over session

— Install malware

— Copy/steal sensitive data

Reflected (via spam email) attacks most
common technique by phishers



#2 Injections flaws

* Most common is SQL injection
— Attacker taints input data with SQL statement
— SQL passes to SQL interpreter and runs
— Question: Isn’t XSS really just HTML injection?

* Consider the following input to an HTML form
(via POST or GET)

— Form requests a variable called “username”
— Attacker enters * or 1=1 --

— What happens next?



Other injections dangers

« SQL injection is common but others exist
— XML
— LDAP
— Command shell
— Comma delimited files
— Log files
» Context is everything
— Must be shielded from presentation layer

* Input validation will set you free
— Positive validation is vital



#3 Malicious file execution

« Can occur whenever a user can directly affect
an interpreted system resource name

— Generally in combination with sending input to
command interpreter

« Consider an app that displays a user supplied
filename via a system call
— User enters as filename file.txt; rm -rf / &

— What happens?



Ll

4 Insecure direct object reference

* Another input validation issue

* Unchecked user input allowing an attacker
to access an unintended resource

 Examples include
— Files
— Sensitive application functions

— Consider
e www.victim.com/AddUser.jsp?userid=123

— What if attacker changes to “32177?



Object reference issues

Map objects in server code

Many web apps use presentation layer security
to “hide” sensitive functions

— This approach is doomed to failure

Strive for a positive input validation whenever
possible

— Map exposed names to system objects on the server
— Discard all others

— Applies for other mentioned issues as well!

OS-layer data access control and
compartmentalization also highly useful



#5 Cross site request forgery
(CSRF)

* Relatively new, but potentially disastrous

» Attacker sends an image request to victim
— During an active session on vulnerable app
— Request may include malicious parameters
— Response may include session cookie

« Consider if the image request arrived via spam
email
— Emailer renders the HTML and retrieves all “images’

— Occurs while web browser is open and logged into
popular banking site



CSRF Issues

* What's the big deal?

— <img src="...”> can be used to hide commands other
than images

— Session cookies often have long timeout periods

— Can redirect commands elsewhere on local network
« 192.168.1.1 is very likely your web-enabled ADSL/ router ;-)

e http://192.168.1.1/admin/doSomething.ctl?user
name=adminé&passwd=admin

 CSRF remediation
— This requires a lot of new coding
— Very few existing web apps are protected
— Phishers beginning to actively use this technique



PFiklady Gtokd

e Chuck Norris



Zdroje k dalsimu studiu

Wikipedie:-)
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http://www.owasp.org/
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http://www.terena.org/activities/tf-csirt/
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http://www.first.org/
http://www.first.org/
http://www.securityfocus.com/
http://www.securityfocus.com/

