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I L—S———————————————————————————
HARDWARE

HW pro I/O je znacné rozmanity
® Existuji vSak urcCitée bézné pouzivané prvky
e port
e sbérnice (bus)
e fadi€ (host adapter, controller)

® |/O zarizeni jsou fizeny I/O instrukcemi (IN, OUT)

® Adresy I/O zarizeni

o gv_é}[giéné primo v I/O instrukcich (napf. IN AL, DX : DX port, AL ziskany
aJ
e |/O se mapuje na pfistup k paméti (napr. graficka karta, videopamét)

® Zakladni zpusoby ovladani I/O
e polling, programované |/O operace
aktivni Cekani na konec operace
e preruseni
e DMA
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PRIKLAD: INSTRUKCE IN

IN-Input from Port

Optcode Instruction Op/En | 64-Bit Mode Li;r:llp:;le Description
E4 ib IN AL, imm8 A Valid Valid Input byte from imm8 1/O port adress into AL.
E5ib IN AX, imm8 A Valid Valid Input word from imm8 1/O port adress into AX.
E5ib IN EAX, imm8 A Valid Valid Input dword from imm8 1/O port adress into EAX.
EC IN AL,DX B Valid Valid Input byte from 1/O port in DX into AL.
ED IN AXDX B Valid Valid Input word from 1/O port in DX into AL.
ED IN EAX,DX B Valid Valid Input doubleword from 1/O port in DX into EAX.

Copies the value from the 1/O port specified with the second operand (source operand) to the
destination operand (first operand). The source operand can be a byte-immediate or the DX reqister;
the destination operand can be register AL, AX, or EAX, depending on the size of the port being
accessed (8, 16, or 32 bits, respectively). Using the DX register as a source operand allows /O port
addresses from 0 to 65,535 to be accessed; using a byte immediate allows 1/O port addresses 0 to 255
to be accessed.
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I
ROZMISTENI /O PORTU V PC

1/0 address range (hexadecimal) device
000-00F DMA controller
020-021 interrupt controller
040-043 timer
200-20F game controller
2F8-2FF serial port (secondary)
320-32F hard-disk controller
378-37F parallel port
3D0-3DF graphics controller
3F0-3F7 diskette-drive controller
3F8-3FF serial port (primary)
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/O PORTY

® |/O port se obvykle sklada ze 4 registru
e Data-in
Cteni vstupu od zafizeni
e Data-out
Pro zapis vystupu do zarizeni
e Status
Aktualni stav (data pripravena, chyba, ...)
e Control
Ovladani zafizeni, konfigurace, prikazy,...
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PRIKLAD: SERIOVY PORT

® COM1 — porty od 3F8, COM2 — porty od 2F8

8250 SCC Registers

1/0 Address (hex) Description
3F8/2F8 Receive/Transmit data register. Alsto the L. O. byte of the Baud Rate Divisor Latch Register.
3F9/2F9 Interrupt Enable Register. Also the H. O. byte of the Baud Rate Divisor Register.
3FA/2FA Interrupt Identification Register (read only).
3FB/2FB Line Control Register
3FC/2FC Modem Control Register.
3FD/2FD Line Status Register (read only).
3FE/2FE Modem Status Register (read only).
3FF/2FF Shadow Receive Register (read only not available on original PCs)
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TECHNIKY PROVADENI I/O

® Programovany /O (busy-waiting)

e oOpakovane se ptam na stav zarizeni
pripraven
pracuje
chyba

® |/O rizeny prerusenim
e zahajeni I/O pomoci I/O prikazu
e paralelni beh I/O s béhem procesoru
e |/O modul oznamuje prerusenim konec prenosu

® Direct Memory Access (DMA)

e kopirovani bloku mezi paméti a I/0O zafizenim na
principu kradeni cyklu pameti

e preruseni po prenosu bloku (indikace konce)
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R
PRERUSENI
® Preruseni obsluhuje ovladac preruseni (kod OS)

® Maskovanim Ize nektera preruseni ignorovat nebo
oddalit jejich obsluhu

® Patricny ovladac preruseni se vybira prerusovacim
vektorem
e nektera preruseni nelze maskovat
e preruseni mohou byt usporadana podle priorit

® Preruseni se pouziva i pro reseni vyjimek (nejsou
asynchronni)
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/0 CYKLUS RIZENY PRERUSENIM

CPU 1/O controller
1

4>| device driver initiates 1/0 2

1 initiates 1/O
CPU executing checks for interrupts

between instructions
i 3
\ 4 \ 4

CPU receiving interrupt, 4 input ready, output
transfers control to < complete, or error
7 interrupt handler generates interrupt signal

v 5

interrupt handler
processes data, returns
from interrupt

vy O

CPU resumes processing
of interrupted task
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I
VEKTOR PRERUSENI PROCESORU INTEL PENTIUM

vector number description
0 divide error
1 debug exception
2 null interrupt
3 breakpoint
4 INTO-detected overflow
5 bound range exception
6 invalid optcode
7 device not available
8 double fault
9 coprocessor segment overrun (reserved)
10 invalid task state segment
11 segment not present
12 stack fault
13 general protection
14 page fault
15 (Intel reserved, do not use)
16 floating-point error
17 alignment check
18 machine check
19-31 (Intel reserved, do not use)
32-255 maskable interrupts
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I L—S———————————————————————————
DMA

® Primy pristup do pameéti
(Direct Memory Access - DMA)
e nahrazuje programovany |/O pri velkych presunech dat
e vyzaduje specialni DMA fadicC
e pri prenosu dat se obchazi procesor, pristup do pameti
zajistuje primo DMA radic
e procesor a DMA soutezi o pristup k pameti
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I
DMA: PRIKLAD

1. device driver is told
CPU

to transfer disk data
to buffer at address X

5. DMA controller transfers

bytes to buffer X, increasing 2 _device driver tells disk
memory address and controller to transfer C bytes
decreasing C until C =0 from disk to buffer at address X

| |
DMA/bus/ I X
interrupt controllerll_ SN I e e 1 memory ‘

cache

6. When C = 0, DMA
interrupts CPU to signal
transfer completion

| PCI bus |

DMA transfer

IDE disk 3. disk controller initiates
controller

4. disk controller sends each

@ @ byte to DMA controller
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I
APLIKACNI ROZHRANI I/O

® Jadro OS se snazi skryt rozdily mezi I/O zarizenimi a
programatorum poskytuje jednotné rozhrani

® Dale vrstva ovladacu ukryva rozdilnost chovani I/O
radiCu i pred nékterymi Castmi jadra

® Nektere viastnosti I/0 zarizeni

mod prenosu dat: znakoveé (terminal) / blokové (disk)

zpusob pristupu: sekvenéni (modem) / pfimy (disk)

sdilené/dedikované: klavesnice / paska

rychlost prenosu: vystaveni, prenos, ...
read-write, read only, write only
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I
IOV JADRE A HW

kernel
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device device device . device device device
driver driver driver driver driver driver
SCSI keyboard mouse PCl bus floppy ATAPI
device device device . device device device
controller controller controller controller controller controller
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©
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(3]
N e
ATAPI
floppy- devices
SCSI keyboard mouse . PCl bus disk (disks,
devices drives tapes,
drives)
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BLOKOVA A ZNAKOVA ZARIZENI

® Blokova zarizeni — typicky disk
e prikazy: read, write, seek

e logicky zpusob pfistupu: obecny I/O nebo souborovy
system

e mozny pfistup formou souboru mapovaného do paméti

® /Znakova — klavesnice, mys, sériovy port
e prikazy: get, put

e nad nimi knihovni podprogramy pro dalsi moznosti
(napf. fadkova editace)
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LINUX: SPECIALNI ZARIZENI

MAME
mknod - make block or character special files

SYNOPSIS
mknod [OPTION]... MAME TYPE [HMAJOR MIHOR]

DESCRIPTION
Create the special file HAME of the given TYPE.

Mandatory arguments to long options are mandatory for short options too.

-m, ——mode=HODE
set file permission bits to HODE, not a=rw - umask

-2, ——context=CTHX
set the SELinux security context of HAME to CTX

--help display this help and exit

--yersion
output version information and exit

Both HAJOR and HMIHOR must be specified when TYPE is b, ¢, or u, and they must be omitted when TYPE is
p. If MAJOR or MINOR begins with Bx or OX, it is interpreted as hexadecimal; otherwise, if it begins
with 8, as octal; otherwise, as decimal. TYPE may be:

create a block {(buffered) special file

create a character (unbuffered} special file

create a FIFD
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LINUX: SPECIALNI ZARIZENI

Fama
ramy
rami
ram?
random

root -> sdbd1
rtc -> rtce
rtch

scdB -> sr@
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I
WINAPI: PRACE S DISKY

When cpening a physical drive x, the lpFileMame string should be the following form: ™\ \PhysicalDriveX™. Hard disk nurmbers start at zero. The

following table shows some examples of physical drive strings.

String Meaning
"UWAPhysicallrivel”  Opens the first physical drive,

"WAPhysicalDrive2”  Opens the third physical drive,

To cbtain the physical drive identifier for a volume, cpen a handle to the volume and call the DeviceloControl function with
[OCTL_VOLUME_GET VOLUME_DISE_EXTENTS. This cantral code returns the disk number and offset for each of the volume's one or more

extents; a volume can span multiple physical disks,
For an example of opening a physical drive, see Calling DeviceloControl,

When cpening a velume or removable media drive (for example, a floppy disk drive or flash memory thumb drive), the (pFileName string should
be the following form: ™A 0" Do not use a trailing backslash ), which indicates the root directory of a drive, The following table shows some

examples of drive strings,
String Meaning
"WAAT Opens floppy disk drive A,
"WAST Opens the G volume,

"OACA"  Opens the file system of the G velume,

You can also open a volume by referring to its volume name, For moere information, see Maming a Velume,
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PRIKLAD: LINUX

® Mapovani souboru do pameti

#include <sys/mman.h>
void *mmap(void *start, size t length, int prot, int flags, int fd, off t offset);

int munmap(void *start, size_t length);

The mmap() function asks to map length bytes
starting at offset offset from the file (or other object)
specified by the file descriptor fd into memory,
preferably at address start. The prot argument
describes the desired memory protection (and must
not conflict with the open mode of the file). It is either
PROT _NONE or is the bitwise OR of one or more of
the other PROT _* flags...
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I
SITOVA ZARIZENI

® Pristup k nim se znacneé lisi jak od znakovych, tak od
blokovych zarizeni
e proto mivaji samostatné rozhrani OS

® Unix i Windows obsahujici rozhrani nazyvane
,Sockets”
e separuji sitove protokoly od sitovych operaci
e pristup jako k souborum (vCetné funkce select)

® Existuje cela rada pfistupu k sitovym sluzbam
e Pipes (roury), FIFOs, streams, queues, mailboxes
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BLOKUJICI A NEBLOKUJICI IO

® Blokujici
e z hlediska procesu synchronni
e proces Ceka na ukonceni I/O

e snadné pouziti (programovani), snadné porozumeni (po provedeni
operace je hotovo to co jsem pozadoval

e nékdy vSak neni dostacujici (z duvodu efektivity)

® Neblokujici

fizeni se procesu vraci co nejdrive po zadani pozadavku
vhodné pro uzivatelské rozhrani, bufferovany |I/O

byva implementovano pomoci vlaken

okamzité vraci poCet nactenych ¢i zapsanych znakl

® Asynchronni
e proces bézi soubézné s I/O
e konec I/O je procesu hlasen signaly

e obtizné na programovani, slozité pouzivani, ale v pfipadé vhodné
promysleného programu velice efektivni
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PRIKLAD: LINUX

® Blokujici Cteni
e ssize_tread(int fd, void *buf, size_t count);

® Neblokujici volani

e int select(int nfds, fd_set *readfds, fd_set *writefds,
fd_set *exceptfds, struct timeval *timeout);

® Asynchronni Cteni
e intaio_read(struct aiocb *aiocbp);
e int aio_error(const struct aiocb *aiocbp);
e ssize_t aio_return(struct aiocb *aiocbp);
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/0 SUBSYSTEM V JADRU

® Planovani
e nekteré |/O operace pozaduji razeni do front na
zarizeni
e néekteré OS se snazi o ,spravedinost”
® \/yrovnani (vyrovnavaci pameti), buffering
e ukladani dat v paméti v dobé prenosu k/ze zarizeni

e reSirozdilnost rychlosti
e resirozdilnost velikosti datovych jednotek
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PRIKLAD: SUN ENTERPRISE 6000

gigaplane bus ]
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L
/0 SUBSYSTEM V JADRU

® Caching
e rychla pamet udrzuje kopii dat
e vzdy pouze kopii
e caching je klicem k dosazeni vysokého vykonu

® Spooling
e udrzovani fronty dat urCenych k vypis na zafizeni
e pokud zafizeni muze vyfizovat pozadavky pouze sekvencné

e typicky tiskarna

® Rezervace zarizeni
e exkluzivita pristupu k zarizeni pro proces
e rezervace / uvolnéni — volani systému
e pozor na uvaznuti (deadlock)
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CHYBOVE RIZENI

® \/zpamatovani se po poruse pri chybe cteni z
disku, zjisteni nedostupnosti zarizeni, po
nahodné chybé zapisu, ...

® \/olani pozadujici I/O operaci ziska Cislo chyby
e typicky zaporna hodnota

® Udrzuje se zaznam o chybach v systemu
e pro nasledné analyzy
e syslog, events (viewer), ...
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1/0O completed, input

A4 A4 :
request I/O USer process data available, or
" output completed
L | |
system call return from system call
|
transfer data (if
apropriate) to process,

return completion or
error code

*

kernel
I/O subsystem

can already
satisfy request?

® Priklad ¢teni souboru
z disku:

1. Zjistime, které zarizeni send requesttodevioe | oy

driver, block process if /0 subsystem

ObsahUje SOuUu bor apropriate

" . v
2 . P reved e m e J m e n O n a process request, issue determine whitch 1/0

. commands to controller, device completed, indicate
re p reze n ta Cl n a configure controller to dri\Cer state change to /O
block until interrupted subsystem

zarizeni 3
3. Fyzicky preCcteme data dovicocontroller mtemupt | "S05e AP St

commands handler buffer in input, signal to

Z diSkU dO bUfferu unblock device driver

4. Ziskana data *p

N4 4 ' ) 1
Z p rl Stu p n I m e p roces u monitor device, I cg:t\:lc?lleer /O -
7 g7 vz 7 interrupt when 1/O enef;z%e;m,
5. Vratime fizeni procesu compieted | ST

| time >
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I
VYKON

® |/O je nejvyznamnéjSim faktorem vykonu celého
systemu
e CPU musi provadét ovladace a programy |/O Casti
jadra
® pri preruseni se prepina kontext
e provadi se kopirovani dat
e zvlaste vyznamny je sitovy provoz
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PRIKLAD: SITOVA APLIKACE

character system call
typed completes
context switch context switch
interrupt interrupt
generated handeled
' )
state save
state save
!
interrupt interrupt
handeled generated
3
\ 4
device network
driver adapter
3
kernel | deyice |
driver
1
context switch
¥ context
switch
| user I ‘I kernel |
process | 1
sending system
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N
ZVYSOVANI VYKONU
® Omezujeme pocet prepnuti kontextu

® Omezujeme zbytecCné kopirovani dat

® Omezujeme pocet preruseni tim, ze prenasime delsi
bloky

® \yuzivame vSech vyhod (funkci) modernich fadicu
® Pouzivame co nejvice DMA

® \/Sechny komponenty kombinujeme s cilem dosazeni
CO nejvyssi propustnosti
e CPU, pamét, sbérnice, I/O zarizeni
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