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OPERACNi SYSTEMY
A JEJICH ROZHRANI

“ Principy vystavby OS




VNITRNI STRUKTURA OS

® Existuje rada pristupu a implementaci
e jedno velké monoliticke jadro
e modularni, hierarchicky pristup
e malé jadro a samostatneé procesy

® Struktura mnoha OS je poznamenana historii OS
a puvodnimi zamery, které se mohou od
soucasneho stavu radikalne lisit
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PRIKLAD: MS-DOS

( application program

resident system program

MS-DOS device drivers D

ROM BIOS device drivers
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PRIKLAD MS-DOS (2)

® Pri programovani pro OS MS-DOS vyuzivame sluzeb
e spusténych rezidentnich programu
napr. ovlada€ mysi (poskytuje sluzby na INT 33h)
e operacniho systemu
napf. pristup k soubortim (INT 21h)
e BIOSu

napr. nastaveni grafického rezimu (INT 10h)
e primo HW

napr. primo zapis do videopameti pro zobrazeni dat
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PRIKLAD MS-DOS (3)

® Zmeéna fontu v textovém rezimu (bez vyuziti sluzeb BIOSu, OS, pfimo HW)
asm cli;

outport(0x3c4,0x0402)

outport(0x3c4,0x0704);

outport(0Ox3ce,0x0204);

)

)

outport(0x3ce,0x0005
outport(0x3ce,0x0406
for(i=0;i<=254;i++)
{ for(j=0;j<=15;j++)
{p=MK_FP(0xa000,32%i+j);
“p=font[y]; y++; } }
outport(0x3c4,0x0302)
outport(0x3c4,0x0304);
outport(0x3ce,0x0004);
)
)

outport(0x3ce,0x1005
outport(0x3ce,0x0e06
asm sti;
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PRIKLAD MS-DOS (4)

® Hlavni cil navrhu

e maximalni mozna funkcionalita v co nejmensim
prostoru

® \/ysledek
e modulova architektura neni aplikovana

e i kdyz MS-DOS ma jistou strukturu, jeho rozhrani a
jednotlivé komponenty nejsou dusledné separovany a
usporadany

PB 153 OPERACNI SYSTEMY A JEJICH ROZHRANI




I
PRIKLAD UNIX

® [aké omezen hardwarem
e vznik v polovine 70. let

® OS Unix sestava ze 2 Casti
e systémové programy
e jadro
vsSe, co se nachazi pod rozhranim volani systemu a nad
fyzickym hardware

obstarava plnéni funkci z oblasti systému souboru, planovani
CPU, spravy paméti, ...

vrstvova architektura sice existuje, ale hodné funkci je na jedné
urovni

PB 153 OPERACNI SYSTEMY A JEJICH ROZHRANI




PRIKLAD UNIX (2)

(the users)

shells and commands
compilers and interpreters
system libraries

system-call interface to the kernel

signals terminal file system CPU schelduling

handling swapping block 1/0 page replacement
character I/0 system system demand paging
terminal drivers disk and tape drivers virtual memory

kernel interface to the hardware

terminal controllers device controllers memory controllers

terminals disks and tapes physical memory
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PRIKLAD: UNIX (3)

uUsG A USDL FATTIS

First Edition

Bell Labs

Research

Fifth Edition

Sixth Edition

CB UNIX

| Seventh Edition |\ 3oV_

XENIX

System v [XEnix 3]

1969 DSG / USO / USL
1973
1976 |[PDP-11
1977 PWEB MERT
1978 UNIX/RT
1979
3|.D
1980
3.01
981 4.0.1
1982 5.0 System |lI
1983 5.2
~.[ S
ystem V
o84
o8 Release 2
1985
1986
System V
|987 [Chorus] Release 3
loss ‘
UM
1989 System V
Chorus
va Release 4
1990
1991
1992
1993
v

PB 153 OPERACNI SYSTEMY A JEJICH ROZHRANI

Solaris

\\\_

Berkeley
Software
Distributions

S TT——___ iBsD

WAX

Eighth

T 3BSD

4.0BSD

4.1BSD

4. 1aBsD

_. 2BSD

2.8BSD

4.1cBSD._ ™., |

Edition | 2.98BSD
/lﬁBSD
T
Ninth BSD |\
Edition 2.10BSD
Tenth 4.3BSD
Edition Tahoe
|
[Plano | [Labsb
Reno
4.4BSD
v v




XENIX

® V roce 1979 koupill M!C:HGSEFT: —
Microsoft licenci na OA1S/B4 L VEREION:1.00
Unix verze 7 od i -;'.'2 4 IBM CORFURATION

1984 MICROGOFT OREDEAT 1

AT&T.

MICROSOFT.

® V roce 1987 predal
Microsft Xenix firmé
SCO.

® Koncem 80. let byl
Xenix pravdepodobnée
nejrozsSirengjsim OS
unixoveho typu podle
pocCtu stroju, na
kterych bezel
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L
PRIKLAD OS/2

application application application
application-programming interface I API extension I
subsystem subsystem subsystem
system
kernel
* memory management
» task dispatching
» device management

device driver device driver device driver device driver
| ———— ﬁ | ———— ﬁ |c——— ﬁ | ———— U
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I
HIERARCHICKA VRSTVOVA ARCHITEKTURA

® OS se deli do jistého pocCtu vrstev (urovni)

® Kazda vrstva je budovana na funkcionalité
nizsich vrstev

LI 40" 4 4

® Nejvyssi vrstva je uzivatelskeé rozhrani

® Pomoci principu modulu jsou vrstvy vybirany tak,
aby kazda pouzivala funkci (operaci) a sluzeb
pouze vrstvy n — 1
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HIERARCHICKA ARCHITEKTURA

> layer M
new :
operations °
>
i >
hidden ¢ layer M - 1
operations e
_>
>
existing .
operations e >
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HIERARCHICKA STRUKTURA

® Resi problém prilisné sloZitosti velkého systému
e Provadi se dekompozice velkého problému na nekolik
mensich zvladnutelnych problému

® Kazda uroven resi konzistentni podmnozinu funkci

® Nizsi vrstva nabizi vyssi vrstve ,primitivni” funkce
(sluzby)

® NizSi vrstva nemuze pozadovat provedeni sluzeb
VySSi vrstvy

® Pouzivaji se presne definovana rozhrani

e Jednu vrstvu Ize uvnitf modifikovat, aniz to ovlivni
ostatni vrstvy — princip modularity
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HIERARCHICKA STRUKTURA

® \/yhodou je modularita OS

® Nevyhodou je predevsim vyssi rezie a tim pomalejsi
vykonavani systemovych volani

® Protoze efektivita hraje v jadre OS vyznamnou roli je
treba volit kompromis
e pouze omezeny pocet urovni pokryvajici vyssi
funkcionalitu
e priklad: prvni verze Windows NT mely hierarchickou
strukturu s radou vrstev, avSak pro zvyseni vykonu OS

bylo ve verzi NT 4.0 rozhodnuto presunout vice
funkcionality do jadra a sloucCit nékteré vrstvy
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PRIKLAD: LINUX

Linux kernel map
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PROVADENI SLUZEB V KLASICKEM OS

® Kilasicky OS (non-process kernel OS)
e OS je provaden jako samostatna entita v privilegovaném rezimu
e procesy — jen uzivatelské programy

® Sluzba se provadi jako soucCast jadra

® SluZzba se provadi v ramci procesu
e obecné Ize cely OS provadét v kontextu uzivatelského procesu
Lezi v jeho adresovéem prostoru

e preruseni (volani sluzby OS) vyvolava implicitné pouze prepnuti
rezimu procesoru (z uzivatelského do privilegovaného), ne zménu
kontextu

e Kk pfepinani kontextu procesu dochazi jen tehdy, je-li to nutné z
hlediska planovani

e pro volani procedur v ramci jadra se pouziva samostatny zasobnik

e program a data OS jsou ve sdileném adresovem prostoru a sdili je
vsechny uzivatelské procesy
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I
SLUZBY V PROCESOVE KONSTRUOVANEM OS

® OS je souhrnem systémovych procesu

® Jadro tyto systemove procesy separuje,
ale umoznuje jim synchronizaci a komunikaci

® Snaha o provadeéni co nejmensi casti kodu
v privilegovanem rezimu procesoru

® \/ krajnim pripade je jadro pouze ustredna
pro prepojovani zprav

® Takove reseni OS je snadno implementovatelné
na multiprocesorovych systemech

® Male jadro - mikrojadro
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I
STRUKTURA S MIKROJADREM

® Microkernel System Structure

® Male jadro OS plnici pouze nekolik malo nezbytnych
funkci
e primitivni sprava pameéti (adresovy prostor)
e komunikace mezi procesy — Interprocess
communication (IPC)

® Vetsina funkci z jadra se presouva do ,uzivatelske”
oblasti

e ovladace HW zafrizeni, sluzby systému souboru,
virtualizace pameti ...

e mezi uzivatelskymi procesy se komunikuje predavanim
zprav
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R
STRUKTURA S MIKROJADREM (2)

® \/yhody mikrojadra
e snadna prenositelnost OS, jadro je malé
e VvySSi spolehlivost (moduly maji jasné API a jsou snadnéji
testovatelné)
e vySSi bezpecCnost (méné kodu OS bézi v rezimu jadra)
e flexibilita (jednodussi modifikace, pridani, odebrani modulu)
e vSechny sluzby jsou poskytovany jednotné (vymeénou zprav)

® Nevyhoda mikrojadra
e zvysSena rezie
volani sluzeb je nahrazeno vymeénou zprav mezi procesy
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MIKROJADRO A MONOLITICKE JADRO

Monolithic Kernel based Microkernel based
Operating System Operating System
Application
System Call

/

VFS

user
mode

IPC, File System o : : :
Application Unix Device File

IPC Server Driver Server

Basic IPC. Virtual Memory, Schelduling

Hardware Hardware

Scheduler, Virtual Memory

kernel
Device Drivers, Dispatcher, ... mode
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I L—S———————————————————————————
MACH

® Klasickym prikladem OS s mikrojadrem je Mach
vytvoreny v 80. letech

® Na pristupu Mach je zalozen napr. Tru64 UNIX nebo
realtimovy OS QNX

® \Vindows NT pouzivaji hybridni strukturu

e jadro ma vrstevnou strukturu a zajistuje komunikaci
aplikace se ,servery”

e pro jednotlive typy aplikaci (Win32, OS/2, POSIX)
existuji ,servery” bézici v uzivatelském rezimu
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PRIKLAD: WINDOWS NT

WIN32
application

0S/2
application

POSIX
application

POSIX
server

kernel
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R
PRIKLAD: WINDOWS NT (pokr.)

® DalSi vyvoj téchto subsystemu
e OS/2 subsystem naposled ve Windows 2000

e POSIX subsystém je v novejsich Windows (ne
variantach Home apod.) k dispozici ve forme
,oubsystem for Unix-based Applications” (SUA)

Do Windows 8. Od Windows 8.1 odstranéno.

e Win32 se nyni jmenuje Windows API
A zahrnuje také API na 64bitovych systemech
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I L—S———————————————————————————
LINUX: MODULARITA

® Do linuxového jadra muzeme pfi béhu pfidavat
kod — moduly
e KM - Loadable Kernel Module

® Presto je Linuxove jadro monoliticke
e Moduly bezi stejne jako zbytek jadra v privilegovanem
rezimu
e Jde o modularitu kodu jadra ne o modularni
architekturu jadra (mikrojadro)
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LINUX: MODULARITA

® | KM umoznuiji:
e Pridavat funkCnost za béhu
Napfr. pripojeni nového USB zarizeni
e Snizuji pametoveé naroky jadra
Nahravame jen moduly, ktere potrebujeme

Oproti specialné zkompilovanému jadru vSak maiji vyssi
rezii
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I L—S———————————————————————————
LINUX: MODULARITA

® insmod, rmmod, Ismod, modinfo, depmod,
modprobe

[rootPlocalhost 7 1# lsmod
Size
28144
92136
1424
4169608
6232
82688
64932
17992
56988

=
]
y]
="
=
=

snd_intel8x=A
gnd_ac9?_codec

snd_seq
snd_intel8xB,snd_ac9?_codec

snd_seq,snd_pcm
snd_intel8xH,snd_ac9?_codec,snd_seq.snd_seq_dewi

TS e D e =

5672
7892
22748
11968
£9388
£Z3168
Zoaae
1128
47788

snd
snd_intelBxA,s=nd_pcm

ppdev,parport_pc
iZc_piixd

pcnet3Z

1
2
H
B
2
1
B
1
B
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I L—S———————————————————————————
LINUX: MODULARITA

® Linux moduly obvykle nepodepisuje

[root@Plocalhost ipv4]l#t modinfo ipip.ko
ilename: ipip.ko

license: GPL
ErcuUersion: C977B3338489AACZ3EC3ECC

tunnel4d
2.6.31.5-127.fc12.i686.PAE SMP mod unload 6386
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Podepisovani modulu v Linuxu

[root@localhost nfs1#t modinfo nfs. ko
i lename : slib/modules~3.13.5-Z82 . fc2B . x86_641-kernel fs-nfs-nf=.ko
license: GPL

author : Olaf Kirch <okirBmonad.swb.de>

alias: nfs4

alias: f=-nf=z4

alias: fz—nfs

depends : f=cache,sunrpc, lockd
intree: Y

ermagic: 3.13.5-28Z .fc2B . xB6_64 SHMP mod_unload

=igner: Fedora kernel =signing key

=ig_key: 87:85:EB:98:7C:F3:67:AA:CA:FF:98:88:B2:E4:25:94:3B:75:A41:DB
=ig_hashalgo: shaZbb

parm: callback_tcpport :portnr

[parm: nf'z_idmap_cache_timeout :int

parm: nfs4_disable_idmapping :Turn of f NFSw4 idmapping when using ‘sec=sys’ (bool)

parm: max_seszion_slots Maximum number of outstanding NFSw4.1 requests the client will negotiate (ushort)

[parm: zend_implementation_id:Send implementation ID with NFSw4.1 exchange_id (ushort)

[parm: nfsd_unique_id:nfs_client_id4d uniquifier string (string)

parm: recover_lost_locks:If the server reports that a lock might be lost, try to recover it risking data corruption.
hoo 1)

[parm: enable_inob4:bool

35.186882]1 emptymodul : module verification failed: signature and-sor required key missing - tainting kernel
35.1111681 Hello world in kernel space.
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Podepisovani modulu v Linuxu

® Podepisovani k dispozici od roku 2004

e Ale nevyuzivano Casto a nebylo soucasti standardniho
jadra do verze 3.7

® Prosazuje RedHat (Fedora)
e Aby umoznil tzv. BezpecCny Boot (Secure Boot)

Table 1. Module States

‘ 2 Zé kI ad n I’ reii my Module State Permissive Mode Enforcing Mode

Unsigned Ok EKEYREJECTED
Signed, no public key EMNOKEY EMOKEY

Yalidly signed, public key Ok Ok

Invalidly signed, public key EKEYREJECTED EKEYREJECTED
Yalidly signed, expired key EKEYEXPIRED EKEYEXFPIRED
Signed, hash algorithm unavailable | EMNOPKG EMOPKG
Signed, pubkey algorithm unavailable  EMOPKEG EMOPEG
Signature without sig packet EMNOMSG EMOMEG
Corrupt signature EBADMSG EBADMSG
Corrupt file ELIBBAD ELIBBAD
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LINUX: MODIFIKACE JADRA ZA BEHU

® /dev/kmem
e Moznost primo Cist/menit pamet jadra za behu

e Pristupné pouze pro administratora, presto
nebezpecné

e V radé distribuci uz /dev/ikmem nenajdeme

® LKM
e Bezi v privilegovaném rezimu procesoru jako zbytek
jadra
e Moznost zmeny chovani jadra
e Rootkity
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LINUX: TABULKA SYSTEMOVYCH VOLANI

® Nejjednodussi zpusob jak implementovat rootkit
je modifikovat tabulku rutin obsluhujicich
systémova volani (sys call _table) a navazat se
na volani jako open, readdir, ...

® Snaha omezit moznost LKM modifikovat tabulku
systemovych volani

® Dnes neni tento symbol exportovan a neni tak
mozneé ho v LKM primo pouzit a ziskat tak
ukazatel na tabulku
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WINDOWS: MODULARITA

® Do jadra Windows muzeme za béhu vkladat
ovladace

® Ty béezi v privilegovaném rezimu jadra
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R
WINDOWS: MODULARITA (PR.)

Driver Mame | Loaded From {could be only name) | Address | Size | Hidden | References |
ACPLsys ACFLsys 0xBIF7A000 155416 [ACPLsvs]

ACPIEC, sws ACPIEC svs QxBA4C4000 12258 [ACPIEC svs] [ntkrnlpa.exe]
ACPT_HAL ACPT_HAL Ox805E4000 134400 [hal.di] [ntkrnlpa.exe]

afc, sys CIWIMDOW S syskem3z2 driver shafc,sys QxBA445000 32768 [Afc.sys]

afd. sys CWIMNDOWS Syskem3 2 drivers)afd. sys QxABFFF000 139264 [afd. svs]

akapi.sys akapi.sys xBOCZ000 95304 [atapi.sys] [ntkrnlpa.exe]
ATMFD.DLL C W TMDOW S Sywskem 32 A TMED, DLL OxEFFADOO0 2aa720

audstub, svs CWIMDOW S sywsbernm 32| DRIVER Shaudstub, sys xBAFIF000 40965 [audstub, sys] [ntkrnlpa.exe]
BATTC.5YS CWINDOW S sysbem 32 DRIVER W BATTC, 55 OxBA4C0000 16384

Beep.SYS CWINDOW S Syskem 32 DriversiBeep, S5 QxBAG3A000 819z [Beep.5Y3] [ntkrnlpa.exe]
BOCTYID, Il CWIMDOW S sy sbem 32 BOOTYID, d OxBA4BS000 12288

Cdfs.5%5 CWIMDOW S Syskem 32 DriversyCdfs, 55 xBA 195000 BE536 [Cdfs.5%5] [ntkrnlpa.exe]
cdrom, sys CWINDOW S syskem 32\ DRIVER Shcdrom. sys QxBA1CE000 BES36 [cdrom.sys] [CLASSPMP.SY. ..
CLASSPMP.SYS C W IMNDOW S svstem 32\ DRIVER S CLASSPRP, S5 OxBADESOOO 53248

CmBatt, sys Ci W IMNDOW S svstem 32 DRIVER S\ CmBatt, sys OxEIA4B000 16334 [CrBatt.sws] [ntkrnlpa.exe]
crdguard. sys CWIMDOW S Swsbemnm 32\ DRIVER S crndquard. svs QxAT7EZ2000 126976 [crmdguard.sws] [nkkrnlpa.e...
crmdhlp.sys CWINDOW S Syskem 32\ DRIVER S crndhlp, sys QxBAIAE000 20480 [crmdhlp. sws]

compbatt, sys comphbatt, sys QxBA4BCO00 12258 [compbatk.sys] [ntkrnlpa.e. ..
cwigsd, sys cwigsd, sys QxBo031000 1228300 [cwgsd.svs] [ntkrnlpa.exe]
disk, svs disk. svs QxBAODE000 36864 [disk.sys] [CLASSPRP.SYS] ...
drrk.sys CWIMDOW S syskem32 driver shdrmik., svs 0xBAS 18000 f1440

dump_atapi.sws C W IMNDOW S Svstem 32\ Driversidump_akapi,sys OxARCEFO00 5304

durnp_WMILIE.S%S CWINDOW S Swstem32 Drivers\dump_WMILIE....  OxBAGSCOO00 g19z

Cucapi.sys CWINDOW S Syskem 32 drivers\Dxapi, sws QA 7052000 12258

dx.svys CWINDOW S Syvskem3 2 driversidxg, sys Q:xBFOOO000 7aTza

duxgthlk. svs CWIMDOW S Sy skem 32 driver sidxgthk, svs QxBAFF4000 4095

PB 153 OPERACNI SYSTEMY A JEJICH ROZHRANI 34/45



OVLADACE VE WINDOWS XP

MoZnosti podpisd ovladacd 4 b4 | @l 1nstalace hardwaru

Fii inskalaci hardwaru miiZe svském Windows rozpoznat software, Software instalovani pro tento hardware:
ktery neprodel testem pro ziskani loga systému \Windows a nebyla kak L E
averena kompatibilita se syskémem Windows, (fde se dogvite, prod

je kento best dileziby )

YWirtwal Smart Card Feader

neproFel testem pro ziskani loga svstému Windows a nebyla tak

B _ . _ ) overena kompatibilita 22 suztémem Windows #F. [£de s dozvite
Jakou akci ma swském Windows prowesk? prod je tenta test dilesity. |

" Ignorowat - nainstalovat software a nevyiadovat souhlas

Pokracovanim v instalaci tohoto zoftwaru milZete

% Upozornit - pokadé zabrazit wizvu ke zvoleni akce poikodit nebo omezit spravnou funkénost systému nyni
i ¥ budoucnosti. Spoleénost Microsoft doporucuje
instalaci tohoto softwaru nyni ukoncit a vyZadat u
dodavatele hardwaru zoftware, kterp dspéiné progel
testem pro ziskani loga syztému Windows.

™ Blokowat - nikdy neinstalovat nepodepsany software oviadace

—MoZnosti sprasvce

W Mastavit buto akei jako wychozi akei systému

K, Skorno Puokratowat
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OVLADACE A NOVEJSI WINDOWS

S5

i Windows requires a digitally signed driver

1. Program Compatibility Assistant

A recently installed program tried to install an unsigned
driver. This version of Windows requires all drivers to have a
wvalid digital signature. The driver is unavailable and the
program that uses this driver might not work correctly.

Uninstall the program or device that uses this driver and
check the publisher's support website to get a digitally
signed driver,

Driver: Low-level floppy filter
S Service: fdrawemd

Publisher: simonowen.com
Location: Ch\Windows\System.. \fdrawcmd.sys

Close

lﬁl What is a signed driver?
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[ Windous secuit

'3.1 Windows can’t verify the publisher of this driver software

2 Don't install this driver software

You should check your manufacturer’s website for updated drrver software
for your device,

< Install this driver software anyway
Only install devver software obtained from your manufacturer's website or

disc. Unsigned software from other sources miay hamm your computer or steal
infarmation.

A Hide details

The driver software you're attempting to install does not have a valid digital signature that
weres who published #, and could potentially be malicious software. You should only
install driver software from publishers you trust. How can [ decide which device software is

safe to ingtal




I
PODPISY VYZADOVANY U 64BITOVYCH SYSTEMU

advanced Boot Options

| Options for: windows 7

v keys to highlight your choice.)
Repair Your Computer
cafe Mode

cafe Mode with Metworking
Safe Mode with Command Prompt

Enable Boot Logging

Directory Services Restore Mode
Debugging Mode
Disable automatic restart on system failure

Disable Driver Signature Enforcement

tart windows KHormally

pescription: Allows drivers containing improper signatures to be Toaded.

ENTER=Choose EsC=Cance
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I
PODPISY OVLADACU

® U Windows nejde pri podepisovani o Cistotu jadra
Ci licence
® Jde predevsim o
e Spolehlivost systému — tj. kvalitu kddu béziciho v
privilegovaném rezimu
e A s tim souvisejici bezpecCnost jadra/systemu
e DRM (1)

® User mode drivers — snaha snizit mnozstvi kodu
bézici primo v jadre
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I
IMPLEMENTACE SYSTEMU

® Tradicne byval OS napsany v symbolickém
strojovém jazyku (assembleru)

® OS se stale Castéji pisi v beznych
programovacich jazycich vysoke urovne (obvykle
C/C++)
e |ze naprogramovat rychleji
e vysledek je kompaktnejsi
e OS je srozumitelnéjsi a Ize ho snadnégji ladit
e je snadneji prenositelny na jinou architekturu
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e
SYSTEM GENERATION (SYSGEN)

® OperacCni systém je navrzen tak, aby mohl bézet na jisté tride
architektur / sestav pocitaCe

® OS musi byt konfigurovatelny na konkrétni sestavu

® Program SYSGEN

e Ziskava informace tykajici se konkrétni konfigurace konkrétniho
hardwaroveho systemu

® Bootovani
e Spusteni Cinnosti poCitaCe zavedenim jadra a predanim fizeni
na vstupni bod jadra pro spusteni Cinnosti

® Bootstrap program

e Program uchovavany v ROM, ktery je schopny nalézt jadro, zavést
ho do paméti a spustit jeho provedeni
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L
BOOTOVANI IBM PC

® Ridi BIOS
e provede se inicializace HW komponent

e na zaklade ulozené konfigurace zjistime z kterého
zafizeni se ma OS zavest

e Vv pripade pevného disku se spusti kdd ulozeny
v Master Boot Recordu (MBR)

tento kod napriklad zjisti, ktera partition je aktivni a spusti boot
sektor této partition. Kod ulozeny v boot sektoru nacCte soubory
s jadrem OS do paméti

nebo napf. LILO/Grub umozni interaktivné vybrat ktery OS
bude zaveden (bootsektor které partition se ma spustit?; kde je
soubor s jadrem OS?)

tento kod muze byt delSi nez je délka MBR, musi pak byt
ulozen v jiné oblasti disku
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PRIKLAD: BOOTOVANI LINUXU (IBM PC)

® BIOS kontroluje HW

® / vybraneho zarizeni se ziska a spusti zavadec
(,ooot loader®)

e Napr. se z pevného disku precte prvnich 512 baijtu
(tzv. MBR) a spusti se tento ,kod” (faze 1).
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I
HLAVNI ZAVADECI|I ZAZNAM

Struktura MBR

Adresa Popis Délka
Hex | Oct | Dec v bajtech
. s 440
000010000
0 Kod zavadéce (max 446)
01B8|0670| 440 | Volitena délka disku 4
01BC|0674| 444 | Obvykle nuly; 0x0000 2
Tabulka primarnach oddilu
01BE|0676
A (4 polozky po 16 bajtech, IBM schéma oddil() Bs
01FE|0776| 510 55h
Signatura MBR,; 5
O0xAA55
01FF|0777| 511 Aah
Celkova délka MBR: 446 + 64 + 2 = 512
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R
PRIKLAD: BOOTOVANI LINUXU (IBM PC) - POKRACOVANI

® Spusténi zavadece

e Ve volitelné fazi 1.5 se zavede kod pro pfistup k disku
(BIOS nemusi plné umét).

e Ve fazi 2 se zavede zbytek kodu zavadece.

® \ybér OS a parametru

e GRUB je schopen pracovat s ext2, ext3, ext4
souborovymi systémy

e LILO souborové systéemy nezna a pracuje s primymi
adresami souboru na disku
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VYBER OS - GRUB

GNU GRUB wersiom 0.97 (639K lower -~ B2323Z2K upper memory)

Fedora (£.6.29.5-191.fc11.i586)
Fedora (£.b6.29.4-167.fcll.i586)

Uzse the T and 1 keys to =select which entry is highlighted.
Press enter to boot the selected DS, ‘e’ to edit the

commands before booting, "a’ to modify the kernel arguments
before booting, or ‘c’ for a command-line.

The highlighted entry will be booted automatically in 7 seconds.

fedora.

PB 153 OPERACNI SYSTEMY A JEJICH ROZHRANI 45/45



R
BOOTOVANI LINUXU (IBM PC)

® Spusteni jadra
e Z disku je precCten obraz jadra
e Tento obraz se dekomprimuje
e Provede se zakladni inicializace (napr. tabulka stranek
paméti)
e Spusti se jadro (vola se funkce start_kernel())

® Jadro

e Nastavi systém (ovladacCe prerusSeni, inicializace
zarizeni a ovladacu zafizeni) a spusti planovac.

e Vytvori proces Init (Cislo procesu 1) — napfr. /sbin/init
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GPT

® MBR je limitovan velikosti disku 2TB

e 32 bitu pro pocet sektoru x 512 bitu na sektor

® Intel vyvinul novy standard GUID partition table
o GPT
e Redundance: tabulka na zaCatku a konci disku
e Chranici MBR polozka (oddil EEh pres cely disk)
e Minimalne 128 polozek pro oddily

® Podporovano na vétsiné dnesnich OS

e GPT nepodporuje Win XP (32 + 64 bit) a Win Server
2003 (32 bit)
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.
GUID jednotlivych oddilu

Operating system

(None)

Windows

HP-UX

Linux

Partition type
Unused entry
MEBR. partition scheme
EFl System partition
BIOS Boot partition®

Intel Fast Flash (iFFS) partition (for Intel Rapid Start technology)“™<"!

Sony boot partition’™!

Lenovo boot partition!™

Microsoft Reserved Partition (MSR)

Basic data partition!“!

Logical Disk Manager (LDM) metadata partition
Logical Disk Manager data partition

Windows Recovery Environment

IBM General Parallel File System (GPFS) partition
Data partition

Service Partition

Linux filesystem datal®!

RAID partition

Swap partition

Logical Volume Manager (LVM) partition
/home partition™?

/srv partition™

Plain dm-crypt partition/2<824

LUKS partitiont23I24]
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Globally unique identifier (GUID)"
00oo0000-0000-0000-0000-000000C00000
0Z24DEE41-33E7-11D3-9D69-0003CT31F3SF
C12AT328-FE1F-11D2-BA4B-00AOQC93ECS3E
21686148-6449-6E6F-744E-656564454649
D3BFEZDE-3DAF-11DF-BA40-E3A556083553
F4019732-066E-4E12-8273-346C5641494F
BEEFAFET-A34F-44BA-9ASB-6213EEB736C22
E3C9E316-0BSC-4DBE-517D-F9Z0F00215AF
EEDOAORZ-BSES-4433-87C0-6BBEeBT2699C7
SBOBCEAR-TERF-42E0-B5DZ-E1ES0434CFB3
AFSEeQRAD-1431-4F62-BCeB-3311714265AD
DES4BBEL4-06D]1-4D40-Al&6RA-BFDS0179D6AC
37AFFCS0-EF7D-4E836-91C3-2D7AEQOS5B174
75894C1E-3AEB-11D3-B7C1-7TB03R00 00000
EZRAIETZE-32E3-11De-A682-7BO3A0000000
OFC&3DAF-8483-4772-8BE79-3DESDE47TDE4
AlSDEROF-05FC-4D3E-AQ006-743F0F34911E
06537FDED-RA4AB-43C4-84E5-0933CE4B4F4F
E6D6D373-F507-44C2-A23C-23BF2RADFS2E
933ACTE1-2ZEE4-4F13-BE44-0E14EZAEFS15
3BAFB425-20E0-4F3B-907F-1L25AT6F33ER
TEFECS5CS-2D00-45%B7-8941-3ER1O0ASSEBEET

CATDTCCB-e3ED-4C53-661C-1742536055CC

Zdroj:
Wikipedia (GPT)




-
Bezpecny boot (secure boot)

® Snaha o bezpecné zavedeni OS
e Ochrana samotného zavadéeni komponent OS
e Prevence rootkitu (bootkitu)

® Soucast tzv. bezpecneho bootu
e Bezpecnost i dalSich komponent (uz. programu)

Secure Boot is a technology where the system firmware checks that the
system boot loader is signed with a cryptographic key authorized by a
database contained in the firmware. With adequate signature verification
in the next-stage boot loader(s), kernel, and, potentially, user space, it is
possible to prevent the execution of unsigned code.

Zdroj: Fedora 18. UEFI Secure Boot Guide
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Bezpecny boot ve Windows 8

Firmware Boot
Components

Boot Critical
Driver Installation

~ Initialization

on

Rt ettty

iz ey
" e .
iy e e
| s Ty T
B
]

.
LT T

Zdroj: MSDN
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Bezpecny boot ve Fedora Linux (18+)

® Postupne zavadeni komponent
e Shim, Grub, jadro, moduly jadra

« Shim: This is signed by the UEFI signing service. We do not have control
over this key. The shim contains the Fedora Boot CA public key.

« GRUB: This is signed by the "Fedora Boot Signer" key, which chains off
the Fedora Boot CA key. GRUB doesn't contain any keys, it calls into shim
for its verification.

« Kernel: This is also signed by the Fedora Boot Signer. The kernel contains
the public key used to sign kernel modules.

« Kernel Modules: These are signed with a private key generated during
build. This key is not saved, a new key is used with each kernel build.

Zdroj: Fedora 18. UEFI Secure Boot Guide
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.
Bezpecny boot — boj proti malware?

LINUX VENDOR Red Hat will pay Verisign to sign Fedora 18 so it can work with
Microsoft's UEFI Secure Boot.

Microsoft has ordered all PC makers shipping Windows 8 PCs to have its UEFI
Secure Boot feature enabled, which poses a significant hurdle for users should they
want to install a different operating system. Now the Red Hat sponsored Fedora
project has said it intends to pay Verisign $99 to sign its software.

Microsoft's intention with UEFI Secure Boot is to only allow trusted software to interact
with PC hardware, including bootloaders and drivers. However many observers have
pointed out that the company can also use this requirement to make it extremely
difficult for users to install alternative operating systems.

While Verisign will be receiving $99 from Fedora and presumably the Ubuntu project
and other Linux distributions, it is Microsoft that is the real winner, so far, since it is
clear that UEFI Secure Boot will hurt not just Linux distributions but any operating
systems that don't have the resources to sign everything to meet Microsoft's
unilaterally imposed security regime.

Zdroj: http://www.theinquirer.net/inquirer/news/2181774/red-hat-pay-verisign-sign-fedora-microsofts-uefi-secure-boot
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Vyukovou pomucku zpracovalo

Servisni stfredisko pro e-learning na MU

CZ.1.07/2.2.00/28.0041
Centrum interaktivnich a multimedialnich studijnich opor pro inovaci vyuky a efektivni uceni
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