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PROBLEM UVAZNUTI

® Existuje mnozina blokovanych procesu, kazdy proces
vlastni nejaky prostredek (zdroj) a Ceka na zdroj
drzeny jinym procesem z téeto mnoziny

® Priklad 1
e Vv systemu existuji 2 paskové mechaniky

e procesy P41 a P2 chteji kopirovat data z pasky na pasku,
kazdy z procesu ,vlastni“ jednu mechaniku a pozaduje

alokaci druhé

® Priklad 2
e Semafory A a B, inicializované na 1
PO P1
wait (A); wait(B)
wait (B); wait(A)
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PRIKLAD: UZKY MOST

® Most s jednosmérnym provozem
® Kazdy vjezd mostu Ize chapat jako zdroj

® Dojde-li k uvaznuti, Ize ho resit tim, ze se jedno auto vrati
e Preempce zdroje (pfivlastnéni si zdroje, ktery vlastnil nékdo jiny)
a vraceni soupere do situace pred zadosti o pridéleni zdroje
(preemption a rollback)
® P¥ifeSeni uvaznuti se muze vracet i vice vozu

® Muze dochazet ke starnuti
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ANIMACE UZKEHO MOSTU
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DEFINICE UVAZNUTI A STARNUTI

® Uvaznuti

e mnozina procesu P uvazla, jestlize kazdy proces Pz P
ceka na udalost (uvolneni prostredku, zaslani zpravy),
kterou vyvola pouze néktery z procesu P

® Starnuti

e pozadavky 1 nebo vice procesu z P nebudou splnény v
koneCném cCase
z duvodu vySSich priorit jiného procesu
z duvodu prevence uvaznuti apod.
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MODEL

® Typy zdroju Ry, Ry, ..., Rm

tiskarna, pamét, 1/O zafrizeni, ...
® Kazdy zdroj Ri ma W, instanci

® Kazdy proces pouziva zdroj nasledujicim

Zpusobem
1. zadost
2. pouziti

3. uvolnéni (v koneCném Case)
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CHARAKTERISTIKA UVAZNUTI

® K uvaznuti dojde, kdyz zaCcnou soucasneé platit 4 nasledujici
podminky
e vzajemne vylouCeni (mutual exclusion)
sdileny zdroj muze v jednom okamziku pouzivat pouze jeden proces
e ponechani si zdroje a ¢ekani na dalSi (hold and wait)

proces vlastnici alespon zdroj Ceka na ziskani dalsiho zdroje, dosud
vlastnéného jinym procesem

e bez predbihani (no preemption)
zdroj Ize uvolnit pouze procesem, ktery ho vlastni, dobrovolné po te,
co dany proces zdroj dale nepotrebuje

e kruhové Cekani (circular wait)

existuje takovy seznam Cekajicich procesu (Po, P4, ..., Pn), Ze Po Ceka
na uvolnéni zdroje drzeného P4, P1 Ceka na uvolnéni zdroje drzeného
P2, ..., Pn-1Ceka na uvolnéni zdroje drzeného Py, a P, Ceka na
uvolneni zdroje drzeného P
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GRAF PRIDELENi ZDROJU

Resource-Allocation Graph, RAG
Mnozina uzld V a mnozina hran E

uzly jsou dvou typu:
o P={P4, Py, ..., Pn}, mnozina procesu existujicich v systému
e R ={R1, Ry, ..., Rn}, mnozina zdroju existujicich v systému

Hrana pozadavku — orientovana hrana P;— R;

Hrana pfidéleni — orientovana hrana R;— P;

Proces:
: : . oo
Zdroj se 4 instancemi:

Proces Pi pozaduijici prostfedek R;: .

Proces P; vlastnici prostfedek R;: G
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PRIKLAD RAG (BEZ CYKLU)

R, R;




PRIKLAD RAG (S UVAZNUTIM)
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PRIKLAD RAG (BEZ UVAZNUTI)

___—®
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I
RAG: ZAVERY

® Jestlize se v RAG nevyskytuje cyklus — k uvaznuti
nedoslo

® Jestlize se v RAG vyskytuje cyklus

e existuje pouze jedna instance zdroje daného typu
— k uvaznuti doslo

e existuje vice instanci zdroje daného typu
— k uvaznuti muze (ale nemusi) dojit
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PROBLEM UVAZNUTI

® QOchrana pfed uvaznutim prevenci
e zajistime, ze se system nikdy nedostane do stavu uvaznuti

e zrusime platnost nekteré nutne podminky

® Obchazeni uvaznuti

e detekce potencialni moznosti vzniku uvaznuti a nepripusteni
takoveho stavu

zamezujeme soucasné platnosti vSech nutnych podminek
prostfedek se nepfidéli, pokud by hrozilo uvaznuti (hrozi starnuti)

® Obnova po uvaznuti
e uvaznuti povolime, ale jeho vznik detekujeme a reSime

® [gnorovani hrozby uvaznuti
e uvaznuti je vec aplikace ne systemu
e zpusob feSeni zvoleny vétSinou OS
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OCHRANA PREVENCI

® Neprime metody
e zneplatneni nekterée nutne podminky
Virtualizaci prostfedku, ruSim nutnost vzajemné
vylucnosti pri pristupu
pozadovanim vSech prostfedku najednou
odebiranim prostfedku

® Prime metody

e nepripusteni platnosti postacujici podminky (cyklus v
grafu)
usporadani pofadi vyZzadovani prostredku
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R
PREVENCE UVAZNUTI (1)

® \/zajemné vylouceni
e podminka neni nutna pro sdilené zdroje
e U nesdilenych zdroju musi podminka platit
e feSi se napf. virtualizaci prostfedku (napf. tiskarny)

® Ponechani zdroju a ¢ekani na dalsi
e pri zadosti o zdroje proces zadné zdroje ,vlastnit®
nesmi
e proces musi pozadat o zdroje a obdrzet je drive nez je
spusten beh procesu
e dusledkem je nizka efektivita vyuZiti zdroju a moznost
starnuti
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PREVENCE UVAZNUTI (2)

® Zakazané predbihani

e jestlize proces drzici nejakeé zdroje a pozaduijici
pridéleni dalSiho zdroje, nemuze zdroje ziskat
okamzite, pak se uvolni vSechny timto procesem
drzené zdroje

e ,odebrané” zdroje se zapiSi do seznamu zdroju, na
které proces Ceka

e proces bude obnoven, pouze jakmile muze ziskat jak
Jim puvodné drzeneé zdroje, tak jim nove pozadované
zdroje

® Zabranéni kruhovému poradi

e zavedeme uplné usporadani typu zdroju a kazdy
proces bude zadat o prostredky v poradi daném
vzrustajicim poradi vyctu
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OBCHAZENI UVAZNUTI

® Systém musi mit nejake dodatecne apriorni
informace

LD &l

kazdy proces udal maxima poctu prostredku kazdého
typu, které muze pozadovat

® Algoritmus resici obchazeni uvaznuti dynamicky
zkousSi, zda stav systému pridélovani zdroju zarucuje,
Ze se procesy v zadnem pripade nedostanou do
cyklické fronty Cekani

® Stav systemu pridelovani zdroju se definuje poCtem
dostupnych a pridelenych zdroju a maximem zadosti
procesu
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DETEKCE UVAZNUTI

® Umoznime, aby doslo k uvaznuti
® Ale toto uvaznuti detekujeme

® Aplikujeme plan obnovy
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I
1 INSTANCE PROSTREDKU KAZDEHO TYPU

® Udrzuje se graf cekani (wait-for graph)
e uzly jsou procesy
e P; — P;jestlize P; Ceka na P,

® Periodicky se provadi algoritmus, ktery v grafu
hleda cykly

® Algoritmus pro detekci cyklu v grafu pozaduje
provedeni n2 operaci, kde n je pocCet uzlu v grafu
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GRAFY

Graf pridéleni zdroju Odpovidajici graf cekani
(@) (b)
R, R, R,

O @ G‘G'G
. . .
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I
OBNOVA: UKONCENI PROCESU

® Nasilné ukonceni uvaznutych procesu

® Nasilne se ukoncuje jednotlivé proces po procesu,
dokud se neodstrani cyklus

® Cim je dano poradi nasilného ukon&eni?

priorita procesu

doba behu procesu, doba potrebna k ukonceni procesu
prostredky, ktere proces pouzil

prostredky, ktere proces potrebuje k ukoncCeni

pocCet procesu, které bude potfeba ukondit

preference interaktivnich nebo davkovych procesu
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OBNOVA: NOVE ROZDELENiI PROSTREDKU

® \/ybér obéti: minimalizace ceny

® Navrat zpét (rollback) — navrat do nektereho
bezpecneho stavu, proces restartujeme z tohoto
stavu

® Starnuti — néktery proces muze byt vybiran jako
obét trvale

e feSeni: do cenové funkce zahrneme pocet restartu
(rollbacku)
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Windows: retezec cekani (1)

(=] svche o I ST NLSE.. 00 12936 k Host Process for Windows Services
Ukoncit dlohu . .
[m=] swehe L SE... 00 783 k  Host Process for Windows Services
[m=] swehe Ukencit strom procesu L 5E... o0 28980k Host Process for Windows Services
[m=] swehe Nastavit prioritu sy LS3E. 01 13764 k  Host Process for Windows Services
[m5] swehe e I o0 3148 k  Host Process for Windows Services
[#E] sveh Nastavit spiazeni L SE i 1396 k HostP for Wind Servi
svche ost Process for Windows Services
[m=] sweche Analyzovat fetézec cekani M 00 3768 k Host Process for Windows Services
[ svechc Ladit 00 1208 k  Host Process for Windows Services
E‘]S}rsta Virtualizace fizeni uZivatelskych Gétd oo 36k Nastaveni
EES}rsta TR 00 3380k Systemn Settings Broker
(=] Systés M 0o 53168k MNT Kernel & System
| (B Systes Oteviit umisténi souboru M 00 Ok OdloZend volani procedur a rutiny prerutenr sluieb
[m=] taskh Hledat online 00 3772k  Host Process for Windows Tasks
| 15 Taskn Vlastnosti 0o 16636k  Spravece dloh
| (=] TestD Prejit ke sluzbé 00 488k TestDeadlock.exe
|ila=| TestD ) 00 480k TestDeadlock.exe
! f- TrayManager.exe 2636 Spuiténc zriha ] 512k TrayManager
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Windows: retezec cekani (2)

Analyzovat fetézec cekani by

Proces TestDeadlock exe je zablokovan jednim &i vice procesy. Jablokovani
muzete wyrest okamiité ukoncenim procesd nebo miZete pockat, zda nedojde k
automatickeému vyreseni problému.

[ ] TestDeadlock exe (PID: 5408) Vidkno: 8562

Strom analyzy retézce cekani zobrazuje, kderé procesy (kofenove uzly v
zobrazeni stromu) pouZivaji nebo celaji na pouziti prostrediu, ldery je pouZivan
jirym procesem (podfizené uzly v zobrazeni stromu) a je nezbytny k pokracovani
vybraneho procesu.

= i ) - - r - - E
Dals1informace o retézcich cekan: Ukondit proces Zrudit
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Windows: nastroje pro vyvojare

® Diriver verifier — Deadlock detection (viz MSDN)

e \When Deadlock Detection finds a violation, it will issue bug check
0xC4. The first parameter of this bug check will indicate the exact
violation. Possible violations include:

Two or more threads involved in a lock hierarchy violation
A resource that is released out of sequence

A thread that tries to acquire the same resource twice (a self-
deadlock)

A resource that is released without having been acquired first

A resource that is released by a different thread than the one
that acquired it

A resource that is initialized more than once, or not initialized at
all

A thread that is deleted while still owning resources
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Windows Applications: Best Practices

Users like responsive applications. When they click a menu, they want the
application to react instantly, even if it is currently printing their work. When they
save a lengthy document in their favorite word processor, they want to continue
typing while the disk is still spinning. Users get impatient rather quickly when the
application does not react in a timely fashion to their input.

A programmer might recognize many legitimate reasons for an application not to
instantly respond to user input. The application might be busy recalculating some
data, or simply waiting for its disk 1/0 to complete. However, from user research, we
know that users get annoyed and frustrated after just a couple of seconds of
unresponsiveness. After 5 seconds, they will try to terminate a hung application.
Next to crashes, application hangs are the most common source of user disruption
when working with Win32 applications.

Zdroj: MSDN
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Windows Applications: Best Practices

Do:

*Design a lock hierarchy and obey it. Add all the necessary locks. There are many more synchronization
primitives than just Mutex and CriticalSections; they all need to be included. Include the loader lock in your
hierarchy if you take any locks in DIIMain()

*Agree on locking protocol with your dependencies. Any code your application calls or that might call your
application needs to share the same lock hierarchy

Lock data structures not functions. Move lock acquisitions away from function entry points and guard only
data access with locks. If less code operates under a lock, there is less of a chance for deadlocks

*Analyze lock acquisitions and releases in your error handling code. Often the lock hierarchy if forgotten
when trying to recover from an error condition

*Replace nested locks with reference counters - they cannot deadlock. Individually locked elements in lists
and tables are good candidates

*Be careful when waiting on a thread handle from a DLL. Always assume that your code could be called under
the loader lock. It's better to reference-count your resources and let the worker thread do its own cleanup
(and then use FreeLibraryAndExitThread to terminate cleanly)

*Use the Wait Chain Traversal API if you want to diagnose your own deadlocks

Do not:

*Do anything other than very simple initialization work in your DIIMain() function. See DIIMain Callback
Function for more details. Especially do not call LoadLibraryEx or CoCreatelnstance

*Write your own locking primitives. Custom synchronization code can easily introduce subtle bugs into your
code base. Use the rich selection of operating system synchronization objects instead

*Do any work in the constructors and destructors for global variables, they are executed under the loader lock

Zdroj: MSDN
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