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25

Discourse surrounding networks, in keeping with the idea of networks them -
selves, is becoming more and more ubiquitous.

For the last decade or more, network discourse has proliferated
with a kind of epidemic intensity: peer - to - peer file - sharing networks,
wireless community networks, terrorist networks, contagion networks
of biowarfare agents, political swarming and mass demonstration,
economic and finance networks, online role - playing games, personal
area networks, mobile phones, “generation Txt,” and on and on.

Often the discourse surrounding networks tends to pose itself both
morally and architecturally against what it sees as retrograde structures
like hier archy and verticality.

These structures are seen to have their own concomitant tech-
niques for keeping things under control: bureaucracy, the chain of
command, and so on. “We’re tired of trees,” wrote Deleuze and Guat-
tari. But even beyond the fields of technology and philosophy, the
concept of the network has infected broad swaths of contemporary
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life. Even the U.S. military, a bastion of vertical, pyramidal hier archy,
is redefining its internal structure around network architectures, as
the military strategists Arquilla and Ronfeldt have indicated in their
work. They describe here a contemporary mode of conflict known as
“netwar”: “Netwar is about the Zapatistas more than the Fidelistas,
Hamas more than the Palestine Liberation Organization (PLO), the
American Christian Patriot movement more than the Ku Klux Klan,
and the Asian Triads more than the Cosa Nostra.”1 These in/ out lists
are, of course, more fun to read than they are accurate political eval-
uations, but it is clear that the concept of connectivity is highly privi -
leged in today’s societies.

In fact, the idea of connectivity is so highly privileged today that it is be-
coming more and more difficult to locate places or objects that don’t, in some
way, fit into a networking rubric.

This is particularly the case as the Fidelistas and so on are further
eclipsed by their network - savvy progeny. The 2001 USA PATRIOT
Act and other legislation allowing increased electronic surveillance
further reinforce the deep penetration of networked technologies and
networked thinking. One wonders if, as networks continue to propa-
gate, there will remain any sense of an “outside,” a nonconnected locale
from which we may view this phenomenon and ponder it critically.

In today’s conventional wisdom, everything can be subsumed under a
warm security blanket of interconnectivity. But this same wisdom hasn’t
yet indicated quite what that means, nor how one might be able to draft a
critique of networks.

All this fanfare around networks highlights the continued indis -
sociability of politics and technology. There are several sides to the
debate. The technophilic perspective, such as that expressed by Howard
Rheingold or Kevin Kelly, is an expression of both a technological
determinism and a view of technology as an enabling tool for the ele-
vation of bourgeois humanism in a broadly general sense. The juridical/
governance perspective, seen in the work of Lawrence Lessig, Yochai
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Benkler, and others, posits a similar situation whereby networks will
bring about a more just and freer social reality via legal safeguards.
The network science perspective, expressed in popular books by Mark
Buchanan or Albert - László Barabási, portrays the network as a kind
of apolitical natural law, operating universally across heterogeneous
systems, be they terrorism, AIDS, or the Internet. Moreover, this di-
chotomy (between networks as political and networks as technical) is
equally evident in a variety of other media, including news report-
age, defense and military research, and the information technology
industries.

Yet this “network fever” has a tendency to addle the brain, for we
identify in the current literature a general willingness to ignore poli-
tics by masking them inside the so - called black box of technology.2

Thus one of our goals is to provide ways of critically analyzing and engag-
ing with the “black box” of networks, and with this ambivalence between
politics and technology (in which, sadly, technology always seems to prevail).

The question we aim to explore here is: what is the principle of political
organization or control that stitches a network together?

Writers like Michael Hardt and Antonio Negri have helped answer
this question in the sociopolitical sphere. Their concept of “empire”
describes a global principle of political organization. Like a network,
empire is not reducible to any single state power, nor does it follow
an architecture of pyramidal hierarchy. Empire is fluid, flexible, dynamic,
and far - reaching. In that sense, the concept of empire helps us greatly
to begin thinking about political organization in networks.

But are networks always exclusively “human”? Are networks misan-
thropic? Is there a “nonhuman” or an “unhuman” understanding of networks
that would challenge us to rethink the theory and practice of networks?

While we are inspired by Hardt and Negri’s contribution to polit-
ical philosophy, we are concerned that no one has yet adequately an-
swered this question for the technological sphere of bits and atoms.
That is, we seek a means of comprehending networks as simultaneously
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material and immaterial, as simultaneously technical and political, as
simultaneously misanthropic and all - too - human.

Let us continue then not with an empirical observation but with a con-
cept. Derived from the discourses of both the life sciences and computer
science, the concept of “protocol” refers to all the technoscientific rules
and standards that govern relationships within networks. Protocols abound
in technoculture. They are rooted in the laws of nature, yet they sculpt the
spheres of the social and the cultural. They are principles of networked inter -
relationality, yet they are also principles of political organization.

Quite often networked relationships come in the form of commu-
nication between two or more computers, but the relationships can
also refer to purely biological processes, as in the systemic phenome-
non of gene expression or the logics of infection and contagion. Pro-
tocol is not a single thing but a set of tendencies grounded in the
physical tendencies of networked systems. So by “networks” we mean
any system of interrelationality, whether biological or informatic,
 organic or inorganic, technical or natural—with the ultimate goal of
undoing the polar restrictiveness of these pairings.

Abstracted into a concept, protocol may be defined as a horizon-
tal, distributed control apparatus that guides both the technical and
political formation of computer networks, biological systems, and other
media.

Molecular biotechnology research frequently uses protocols to con -
figure biological life as a network phenomenon, whether in gene ex-
pression networks, metabolic networks, or the circuitry of cell signal-
ing pathways. In such instances, the biological and the informatic
become increasingly enmeshed in hybrid systems that are more than
biological: proprietary genome databases, DNA chips for medical diag -
nostics, and real - time detection systems for biowarfare agents. Likewise
in computer networks, science professionals have, over the years,
drafted hundreds of protocols to create e - mail, Web pages, and so
on, plus many other standards for technologies rarely seen by human
eyes. An example might be the “Request for Comments” series of
Internet white papers, the first of which was written by Steve Crocker
in 1969, titled “Host Software.”3 Internet users commonly use proto-
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cols such as http, FTP, and TCP/ IP, even if they know little about
how such technical standards function. If networks are the structures
that connect organisms and machines, then protocols are the rules
that make sure the connections actually work.

Protocol is twofold; it is both an apparatus that facilitates networks and
a logic that governs how things are done within that apparatus.

Today network science often conjures up the themes of anarchy,
rhizomatics, distribution, and antiauthority to explain interconnected
systems of all kinds. Our task here is not to succumb to the fantasy
that any of these descriptors is a synonym for the apolitical or the
disorganized, but in fact to suggest the opposite, that rhizomatics and
distribution signal a new management style, a new physics of organi-
zation that is as real as pyramidal hierarchy, corporate bureaucracy,
representative democracy, sovereign fiat, or any other principle of social
and political control. From the sometimes radical prognostications of
the network scientists, and the larger technological discourse of thou-
sands of white papers, memos, and manuals surrounding it, we can
derive some of the basic qualities of the apparatus of organization
that we here call protocol: 4

• Protocols emerge through the complex relationships between
autonomous, interconnected agents.

• To function smoothly, protocological networks must be
robust and flexible; they must accommodate a high degree
of contingency through interoperable and heterogeneous
material interfaces.

• Protocological networks are inclusive rather than exclusive;
discrimination, regulation, and segregation of agents happen
on the inside of protocological systems (not by the selective
extension or rejection of network membership to those
agents).

• Protocols are universal and total, but the diachronic emer -
gence of protocols is always achieved through principles of
political liberalism such as negotiation, public vetting, and
openness.
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• Protocol is the emergent property of organization and con -
trol in networks that are radically horizontal and distributed.

Each of these characteristics alone is enough to distinguish protocol
from many previous modes of social and technical organization (such
as hierarchy or bureaucracy). Together they compose a new, sophisti-
cated system of distributed control. As a technology, protocol is im-
plemented broadly and is thus not reducible simply to the domain of
institutional, governmental, or corporate power.

In the broadest sense, protocol is a technology that regulates flow, directs
netspace, codes relationships, and connects life - forms.

Networks always have several protocols operating in the same
place at the same time. In this sense, networks are always slightly
schizophrenic, doing one thing in one place and the opposite in an-
other. The concept of protocol does not, therefore, describe one all -
encompassing network of power—there is not one Internet but many
internets, all of which bear a specific relation to the infrastructural
history of the military, telecommunications, and science industries.
This is not a conspiracy theory, nor is it a personification of power.
Protocol has less to do with individually empowered human subjects
(the pop - cultural myth of hackers bringing down “the system”) who
might be the engines of a teleological vision for protocol than with
manifold modes of individuation that arrange and remix both human
and nonhuman elements (rather than “individuals” in the liberal
humanist sense). But the inclusion of opposition within the very fabric
of protocol is not simply for the sake of pluralism—which of course
it leverages ideologically—but instead is about politics.

Protocological control challenges us to rethink critical and political ac-
tion around a newer framework, that of multiagent, individuated nodes in
a meta stable network.

Political action in the network, then, can be guided deliberately
by human actors, or accidentally affected by nonhuman actors (a
computer virus or emerging infectious disease, for example). Often,
tactical misuse of a protocol, be it intended or unintended, can iden-
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tify the political fissures in a network. We will suggest later that such
moments, while sometimes politically ambiguous when taken out of
context, can also serve as instances for a more critical, more politi-
cally engaged “counterprotocol” practice. As we shall see, protoco-
logical control brings into existence a certain contradiction, at once
distributing agencies in a complex manner while at the same time
concentrating rigid forms of management and control. This means
that protocol is less about power (confinement, discipline, normativ-
ity), and more about control (modulation, distribution, flexibility).

Technology (or Theory)

There exists an entire science behind networks, commonly known as
graph theory, which we would like to briefly outline here, for it sub-
tends all our thinking on the nature of networks and systems.5 Math-
ematically speaking, a graph is a finite set of points connected by a
finite set of lines. The points are called “nodes” or vertices, and the
lines are called “edges.” For the sake of convenience we will use G to
refer to a graph, N to refer to the nodes in the graph, and E to refer
to its edges. Thus a simple graph with four nodes (say, a square) can
be represented as N ! {n1, n2, n3, n4} and its edges as E ! {(n1, n2),
(n2, n3), (n3, n4), (n4, n1)}. In a graph, the number of nodes is called
the “order” (in the square example, |N| ! 4), and the number of
edges is called the “size” (|E| ! 4).

In the mathematical language of graph theory, networks provide us with
a standard connect - the - dots situation.

Given this basic setup of nodes and edges, a number of relation-
ships can be quantitatively analyzed. For instance, the “degree” of a
node is the number of edges that are connected to it. A “centralized”
or “decentralized” graph exists when a relatively small number of
nodes function as “hubs” by having many edges connected to them,
and when the remaining “leaf ” nodes have only one edge. This re-
sults in a graph where the order and size are roughly the same. Like-
wise, a “distributed” graph exists when the hub/ leaf split disappears
and all nodes have approximately the same degree. This results in a
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graph where the size far exceeds the order. What can we tell by both
the order and size of a graph? One of the basic theorems of graph the-
ory states that for any graph with a finite number of edges, the sum of
the degrees of the nodes equals twice the number of edges. That is, if
the degree of any node is the number of edges connected to it (for
node n1 with two edges connected to it, its degree ! 2), the sum of
all the degrees of the graph will be double the size of the graph (the
number of edges). For a square, the sum of the degrees is 8 (the nodes
[the square’s corners] each have 2 edges [the square’s lines] connected
to them), while the sum of the edges is 4. In other words, the connec-
tivity of a graph or network is a value different from a mere count of
the number of edges. A graph not only has edges between nodes but
also has edges connecting nodes.

From a graph theory perspective, networks can be said to display three
basic characteristics: their organization into nodes and edges (dots and lines),
their connectivity, and their topology. The same sets of entities can result
in a centralized, rigidly organized network or in a distributed, highly flex -
ible network.

The institutional, economic, and technical development of the
Internet is an instructive case in point. While the implementation of
packet - switching technology in the U.S. Department of Defense’s
ARPANET ostensibly served the aims of military research and secu-
rity, that network also developed as a substantial economic network,
as well. Paul Baran, one of the developers of packet switching, uses
basic graph theory principles to show how, given the same set of nodes
or points, and a different set of edges or lines, one gets three very dif-
ferent network topologies.6 The familiar distinction between central-
ized, decentralized, and distributed networks can be found everywhere
today, not only within computer and information technologies but
also in social, political, economic, and biological networks.

As we have suggested, networks come in all shapes and flavors,
but common types include centralized networks (pyramidal, hier -
archical schemes), decentralized networks (a core “backbone” of hubs
each with radiating peripheries), and distributed networks (a collec-
tion of node - to - node relations with no backbone or center).
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From the perspective of graph theory, we can provisionally describe net-
works as metastable sets of variable relationships in multinode, multiedge
configurations.

In the abstract, networks can be composed of almost anything:
computers (Internet), cars (traffic), people (communities), animals
(food chains), stocks (capital), statements (institutions), cultures (dias-
poras), and so on. Indeed, much of the research in complex dynamic
systems, nonlinear dynamics, and network science stresses this con-
vergence of heterogeneous phenomena under universal mathemati-
cal principles.

However, we stress this point: graph theory is not enough for an under-
standing of networks; or rather, it is only a beginning.

Although graph theory provides the mathematical and technical
underpinning of many technological networks (and the tools for ana -
lyzing networks), the assumptions of graph theory are equally instruc-
tive for what they omit.

First is the question of agency. The division between nodes and
edges implies that while nodes refer to objects, locations, or space,
the definition of edges refers to actions effected by nodes. While
agency is attributed to the active nodes, the carrying out of actions is
attributed to the passive edges (the effect of the causality implied in
the nodes). Graphs or networks are then diagrams of force relation-
ships (edges) effected by discrete agencies (nodes). In this, graphs
imply a privileging of spatial orientations, quantitative abstraction,
and a clear division between actor and action.

Second is what might be called the “diachronic blindness” of graph
theory. Paradoxically, the geometrical basis (or bias) of the division
between “nodes” and “edges” actually works against an understand-
ing of networks as sets of relations existing in time. While a graph
may evoke qualities of transformation or movement in, for example,
the use of directed edges, it is an approach that focuses on fixed “snap-
shot” modeling of networked ecologies and their simulation using
mathematical models and systems. This is, we suggest, a fundamentally
synchronic approach.
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Related to this is the pervasive assumption that networks can exist
in an ideal or abstract formulation (a mathematical graph) estranged
from the material technologies that, in our view, must always consti-
tute and subtend any network.

A final disadvantage of graph theory is the question of internal
complexity and topological incompatibility. Not only are networks
distinguished by their overall topologies, but networks always con-
tain several coexistent, and sometimes incompatible, topologies.
This is a lesson learned from general systems theory, whereby networks
consist of aggregate interconnections of dissimilar subnetworks. The
subnet topologies will often be in transition or even be in direct oppo-
sition to other forms within the network. Thus any type of protoco-
logical control exists not because the network is smooth and continu-
ous but precisely because the network contains within it antagonistic
clusterings, divergent subtopologies, rogue nodes. (This is what makes
them networks; if they were not internally heterogeneous, they would
be known as integral wholes.) For example, a merely “technical” de-
scription of the topology of the Internet might describe it as distrib-
uted (for example, in the case of peer - to - peer file - sharing networks
based on the Gnutella model, or in the routing technologies of the
Internet protocol). But it is impossible to disassociate this technical
topology from its motive, use, and regulation, which also make it a
social topology of a different form (file - sharing communities), an eco-
nomic topology with a still different form (distribution of commodi-
ties), and even a legal one (digital copyright). All of these networks
coexist, and sometimes conflict with each other, as the controversy
surrounding file sharing has shown. While graph theory can indeed
model a number of different topologies, we prefer an approach wherein
the coexistence of multiple incompatible political structures is assumed
as fundamental.

Thus not only do existing network theories exclude the element that
makes a network a network (its dynamic quality), but they also require
that networks exist in relation to fixed, abstract configurations or patterns
(either centralized or decentralized, either technical or political), and to
specific anthropomorphic actors.
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Indeed, one of the arguments presented here is to reinforce the
notion that material instantiation is coextensive with pattern for-
mation. Material substrate and pattern formation exist in a mutually
reciprocal relationship, a relationship that itself brings in social -
 political and technoscientific forces.

Theory (or Technology)

In the “Postscript on Control Societies,” a delectably short essay from
1990, Deleuze defines two historical periods: first, the “disciplinary
societies” of modernity, growing out of the rule of the sovereign, into
the “vast spaces of enclosure,” the social castings and bodily molds
that Michel Foucault has described so well; and second, what Deleuze
terms the “societies of control” that inhabit the late twentieth cen-
tury—these are based around protocols, logics of “modulation,” and
the “ultrarapid forms of free - floating control.”7 For Deleuze, “con-
trol” means something quite different from its colloquial usage (as in
“control room” or “remote control”).

Control is not simply manipulation, but rather modulation.

One does not simply control a device, a situation, or a group of
people; rather, “control” is what enables a relation to a device, a sit -
uation, or a group. “People are lines,” Deleuze suggests. As lines,
 people thread together social, political, and cultural elements. While
in disciplinary societies individuals move in a discrete fashion from
one  institutional enclosure to another (home, school, work, etc.), in
the societies of control, individuals move in a continuous fashion
between sites (work - from - home, distance learning, etc.). In the dis-
ciplinary societies, one is always starting over (initiation and gradua-
tion, hiring and retirement). In the control societies, one is never
finished (continuing education, midcareer changes). While the disci-
plinary societies are characterized by physical semiotic constructs
such as the signature and the document, the societies of control are
characterized by more immaterial ones such as the password and the
computer.8
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The problem of “control” in networks is always doubled by two perspec-
tives: one from within the network and one from without the network. Net-
works are, in this sense, the horizon of control.

On the one hand, control is tantamount to forms of network
man agement, for control in networks must meet the challenge of net-
work regulation from a site that is internal to the network—the most
“controlled” control would be one that pervades the network itself.
Control in networks must aim for an effectiveness that is immanent
to the network, in the sense that the most perfectly controlled net-
work is one that controls or regulates itself. But, on the other hand,
control in networks is always counterbalanced by another challenge:
to be effective from outside the network (either as a set of meta -
 guidelines or as being logically “above” the network itself). The net-
work itself must be articulated as an object of design, implemen -
tation, and regulation. Control in this sense does not pervade the
network but operates over it; control in this sense is topsight and
oversight.

The breakdown of disciplinary societies and the emergence of control
societies raise a whole host of philosophical problems, problems that are
both absolutely “ancient” and contemporary. Take, for example, the notion
of “substance.”

Classical philosophers from the pre - Socratics to Aristotle mused a
great deal on substance. They asked: Of what is the world made? What
is the fundamental property of, for example, a living creature that
 allows us to conceive of and say “creature”? The question of sub-
stance is not a question of being: it is not that it exists but rather how
it exists.9 The question is not “what is it?” but rather “how does it
work?”

The question of substance poses particular problems when think-
ing about networks. Is it safe to define a network as a substance, as a
particular thing? We can ask: Of what is a network made? Is it enough
to say that a network is made of fiber - optic cable, routers, and termi-
nals? This would limit our concept of “network” to computer net-
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works. Would it be enough to expand this to include organisms, cells,
and proteins? Is it thus the more abstract notion of “nodes” and “edges”
we noted earlier? This alone would be too general, for potentially
anything and everything could be conceived of as a node or an edge
(if everything is a network, then nothing is).

Should we define an essential property—“relation” or “interrela-
tion”—and construct a concept of the network from that? This
could provide a starting point, but defining essences is always a tricky
business. Relation always presupposes at least two “things” that are
related. Relation is not, then, a “thing” but the relation between things.
Is it a gap, an interval, a synapse? We are led into even more treach-
erous waters: relation is “the nothing” between two things. Following
such a line of argument, our notion of “network” would be founded
on the most insubstantial of substances.

Like the concept of substance, the problem of “individuation” is
also a long - standing concept in philosophical thought (we will re-
turn to this later in a different vein). And, like substance, individua-
tion is a concept that is equally filled with aporias. But unlike sub-
stance, these aporias are generative and evocative rather than reifying
or reductive.

To individuate is to posit both the specific and the generic.

For instance, if one says, “I am reading this book,” the “book” in
the statement is implicitly one of a general category of objects called
books, as well as an explicit reference to a specific and singular book
(not just any book, but this one here in hand). Late medieval philos-
ophy, influenced greatly by Aristotle’s Categories, debated individua-
tion at length. At the most general level, individuation is about what
makes a thing what it is: what is it that makes a “cloud” a cloud?
More specifically, individuation also has to do with predication: what
is it that makes “Socrates” a man? But individuation is not simply
about language (subject and predicate), for it brings together the con-
cept (the concept of clouds), the thing (a specific cloud, that one up
there), and language (“cloud”) into an isomorphic field that bypasses
later philosophical debates about language and the “thing in itself.”10
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A mode of individuation may produce a distinct person, a mass of people,
a nation - state, a corporation, a set of gadgets, animals, plants, or any for-
mation of matter.

Subjects as individual people, then, are particular modes of indi-
viduation to which sets of values are ascribed: agency, autonomy,
self - consciousness, reason, emotion, rights, and so on. Although “in-
dividuation” is a well - worn philosophical concept, in the context of
the control societies, individuation is assumed to be continually modu-
lated, precisely because it is informatic, statistical, and probabilistic.

Perhaps it is best to define a network as a mode of individuation? But if
so, how is a network individuated? What makes a network “a” network?
What is the “circumference” of a network?

These almost geometrical quandaries become even more relevant
when couched in the language of political philosophy: What is inside
a network? What is outside? This is not simply a question about who
gets access to a network or about who decides what to include or
 exclude from a network. Such an approach presumes the prior exis-
tence of a network, and then, only after this, is access or inclusion
raised as a problem. Instead, the question of individuating a network
is really a problem of establishing the very conditions in which a net-
work can exist at all. It is, in other words, a problem of sovereignty.

Traditional concepts of sovereignty are often juridical in nature—
that is, they define sovereignty as the ability to exercise control over
bodies and resources based on law, or, as Foucault put it, the authority
to “take life or let live.” By contrast, contemporary political thought
often defines sovereignty not as the power to command or execute a
law but as the power to claim exceptions to the rule.11 The sovereign
ruler occupies a paradoxical position, at once within the law (in that
the ruler forms part of the body politic), and yet outside the law (in
that the sovereign can decide when the law no longer applies). Sov-
ereignty is, then, not power or force but the ability to decide—in
particular, the ability to decide what constitutes an exceptional situ-
ation, one that calls for a “state of exception” and a suspension of the
law.12 But it is not always clear where the line between “exception”
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and “rule” lies. The notion of a “permanent state of emergency” is
one consequence of this definition of sovereign power. If this is the
case, then a central challenge for any radical politics today is explain-
ing the strange intimacy between the sovereign “state of exception”
and the decentralized character of global networks for which “excep-
tionalism” is formally necessary.

The tension we noted within “control”—at once inside and outside the
network, at once “within” and “above”—can be rephrased as a question
about sovereignty. The quandary is this: no one controls networks, but
networks are controlled.

And we stress that no “one” controls networks because they de -
individuate as much as they individuate. Networks individuate within
themselves (stratifying different types of nodes, different types of users,
different types of social actors), and they also auto - individuate as
well (the systems of “small worlds” or “friends of friends” described in
social network theory). But these processes of individuation are al-
ways accompanied by processes of deindividuation, for each individ-
uation is always encompassed by the “mass” and aggregate quality of
networks as a whole, everything broken down into stable, generic
nodes and discrete, quantifiable edges. Nodes are erased as quickly as
edges are established, hierarchies exist within networks, “horizontal”
decentralization interferes with “vertical” centralization, topologies
become topographies . . .

In the control society, what is the difference between sovereignty and
control? That is, does sovereignty exist in networks?

If we are to take seriously the networked view of power relations,
then individuals would need to be considered not as individuals but
as what Deleuze calls “dividuals”: “In control societies . . . the key thing
is no longer a signature or number but a code: codes are passwords,
whereas disciplinary societies are ruled (when it comes to integration
by resistance) by precepts. The digital language of control is made 
of codes indicating where access to some information should be al-
lowed or denied. We’re no longer dealing with a duality of mass and
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 individual” from the modern era. Instead “individuals become ‘divid-
uals,’ and masses become samples, data, markets, or ‘banks.’ ”13

What follows from this is that control in networks operates less
through the exception of individuals, groups, or institutions and more
through the exceptional quality of networks or of their topologies.
What matters, then, is less the character of the individual nodes than
the topological space within which and through which they  operate
as nodes. To be a node is not solely a causal affair; it is not to “do” this
or “do” that. To be a node is to exist inseparably from a set of possi-
bilities and parameters—to function within a topology of control.

Not all topologies are equal; some are quite exceptional, existing
for short periods of time (e.g., a highly centralized organization may
briefly become decentralized to move its operations or internally re-
structure). But every network has its own exceptional topology, the
mode of organization that is uncommon to itself. Distributed networks,
be they computer based or community based, must at some point
confront the issue of “decision,” even if the decision is to become a
network itself. If the network is anthropomorphized, such decision
points require centralization, a single point from which the decision
can be made. (Sometimes this is called “the central nervous system”
or “the standards - setting community.”) The point at which sover-
eignty touches network control may very well lie in this notion of an
exceptional network, an exceptional topology. In the case of con-
temporary politics, America’s networked power rises only in direct
proportion to the elimination, exclusion, and prohibition of net-
worked power in the guerrilla and terrorist movements.

Perhaps we are witnessing a sovereignty that is unlike the traditional
forms of sovereignty, a mode of sovereignty based not on exceptional events
but on exceptional topologies.

Without a doubt, these exceptional topologies are troubling. They
exercise sovereignty, and yet there is no one at the helm making each
decision. One might call these societies “misanthropic” or “anti -
 anthropological.” The societies of control have an uncanny ability to
elevate nonorganic life, placing it on par with organic life. And yet
there is a sense in which networks remain dynamic, always changing,
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modulating, in flux, alive. If the body in disciplinary societies is pre-
dominantly anatomical and physiological (as in Foucault’s analyses
of the microphysics of the prison or hospital), in control societies,
bodies are consonant with more distributed modes of individuation
that enable their infinite variation (informatic records, databases,
consumer profiles, genetic codes, identity shopping, workplace bio-
metrics).14 Their effects are network effects, and their agency is an
anonymous agency (in this sense, “anonymity” exists quite happily
alongside “identification”).

This does not mean, however, that network control is simply
irrele vant, as if the mere existence of a network does away with the
notion of agency altogether. Network control ceaselessly teases out
elements of the unhuman within human - oriented networks. This is
most easily discovered in the phenomenology of aggregations in
everyday life: crowds on city streets or at concerts, distributed forms
of protest, and more esoteric instances of flashmobs, smartmobs, crit-
ical massing, or swarms of UAVs. All are different kinds of aggrega-
tions, but they are united in their ability to underscore the unhuman
aspects of human action. It is the unhuman swarm that emerges from
the genetic unit.

Network control is unbothered by individuated subjects (subjected
subjects). In fact, individuated subjects are the very producers and fa-
cilitators of networked control. Express yourself! Output some data!
It is how distributed control functions best.

The twofold dynamic of network control—distributing agency while in -
stantiating rigid rules—implies that subjects acting in distributed networks
materialize and create protocols through their exercise of local agency.

While Deleuze referred to it as “free - floating,” control does not in
fact flit through the ether dissociated from real physical life. Quite
the opposite is true. Control is only seen when it materializes (though
in a paradoxical way), and it aims constantly to make itself “matter,”
to make itself relevant.

In control societies, control “matters” through information—and infor-
mation is never immaterial.15
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Often control does this through bottom - up strategies that set the
terms within which practices may possibly occur.16 Network protocols
are a bottom - up strategy, but at the end of the day, they exert massive
control over technologies on a global scale.

Protocol in Computer Networks

It will be valuable at this point to explore further some of the aspects
of actually existing networks with reference to two technoscientific
systems, computer networks and biological networks. We hope this
will underscore the material bent of the current approach.

Computer networks consist of nothing but schematic patterns de-
scribing various protocols and the organizations of data that consti-
tute those protocols. These protocols are organized into layers. The
Open System Interconnection (OSI) model, an abstract foundational
model drafted in the 1980s for guiding the design of everything from
secure private networks to normal Internet e - mail and Internet tele -
phony, outlines seven layers for networked communication. Four of
these seven are used in the design of most Internet communications:
(1) the application layer (e.g., TELNET, the Web), (2) the transport
layer (e.g., transmission control protocol [TCP]), (3) the Internet layer
(e.g., Internet protocol [IP]), and (4) the physical layer (e.g., Ethernet).

Technical protocols are organized into layers (application, transport,
Internet, physical); they formalize the way a network operates. This also
allows us to understand networks such as the Internet as being more than
merely technical.

These technical layers are nested, meaning that the application
layer is nested within the transport layer, which is nested with the
Internet layer, and so on. Each layer typically interfaces only with
the layer immediately below or immediately above it. At each level,
the protocol higher in precedence parses and encapsulates the proto-
col lower in precedence. Both actions are pattern based: on the one
hand, parsing (computing checksums, measuring size, and so on) is
about forcing data through various patterns, while on the other, encap-
sulation means adding a specific pattern of information to the begin-
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ning of the data object. For most Web traffic, the outermost layers
are the IP layer and the TCP layer. Next typically comes an http
header, which in turn encapsulates HTML text and simple ASCII
text. Many technological protocols come into play during any typical
network transaction, some interesting to humans, others interesting
only to machines.

The application layer is perhaps most interesting to humans. It operates
at the level of user software. The application layer often must deal with the
messy requirements of human users, users who care about the semantic
quality of “content.”

A good metaphor for application layer communications is the per-
functory “paratextual” headers and footers attached to a written letter
such as a salutation, a signature, the date, or a page number. These
add - ons serve to encapsulate and structure the content of the letter,
which itself is written using entirely different protocols (poetry, prose,
or what have you). The application layer is unconcerned with infra-
structural questions such as addressing or routing of messages. It simply
frames and encapsulates the user “content” of the communication at
the highest level.

The transport layer is the next layer in the hierarchy. The transport layer
is responsible for making sure that data traveling across the network arrives
at its destination correctly.

The transport layer acts as a concierge. It ensures that messages
are bundled up correctly and are marked with the appropriate tags
 indicated by the various application layers encapsulated by it—
e - mails directed over here, Web pages over there. In TCP, for ex -
ample, each application in the application layer is inscribed into the
transport header by numbers representing the source and destination
ports (ports are computer interfaces that can send and receive data).
To continue the metaphor, these are roughly equivalent to apart-
ment numbers contained within a single building. If data is lost in
transit, the transport layer is responsible for error correction. It is
also the layer that is responsible for establishing persistent connec-
tions or “abstract circuits” between two machines.
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The third layer is the Internet layer. This layer is more fundamental still
than both the application and transport layers. The Internet layer is con-
cerned with one thing: the actual movement of data from one place to
 another.

The Internet layer contains the source address of the machine send-
ing the data, plus the destination address of the machine receiving
the data. It is not aware of the type of data it is sending, simply the
sender and receiver machines for that data. The Internet layer guides
messages as they are routed through complex networks. It is also able
to repackage the message in such a way as to fit through very small
pipes or flow quickly through large ones.

The fourth layer, the physical layer, is the protocol layer specific to the
actual material substrate of the communication network.

Copper wires have different physical properties from fiber - optic
wires, despite the fact that both are able to transport an e - mail from
one place to another. The physical - layer protocols interface directly
with photons, electrons, and the material substrate, be it glass or metal
or another medium, that allows them to flow. Consequently the physi-
cal layer is highly variable and differs greatly depending on the tech-
nology in question. It is less of a purely software - based layer in that it
must take into account the material properties of the communica-
tions medium.

We wish to foreground the layer model of the Internet for several reasons.
The first is to illustrate the technical basis for how multiple or “exceptional”
topologies may coexist in the same network.

A classic example is the topological schism between the Domain
Name System and the Internet protocol, two technologies that are in -
tensely interconnected but are structured on radically different models
of network control and organization: the Domain Name System is a
database of information that is centralized in its core administration
but decentralized in its global implementation (there are a limited
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number of top - level name servers, yet all subsequent name resolution
is delegated down the chain to individual service providers and users),
while the Internet protocol largely remains true to the radically dis-
tributed addressing and routing technologies proposed by scientists
like Paul Baran, Donald Davies, and Leonard Kleinrock in the early
1960s. The distributed network topology, which Baran knew to be
“exceptional” vis - à - vis the then - existing model of communication
infrastructures dominated by AT&T’s telephony network, is in some
senses tempered by any number of more conventional (or sometimes
reactionary) topologies that may exist in different layers. An ex -
ample would be the deployment of digital rights management (DRM)
usage restrictions within a piece of networked software. The DRM
technologies exert centralized, coercive control from within the ap-
plication layer even if they ultimately must burrow inside the TCP/
IP layers to connect across the network. In this sense, network - based
DRM shows how two antagonistic network topologies may work in
coordination.

The “diachronic blindness” lamented earlier is also remedied somewhat
with an investigation into how some of the core protocols deal with state
changes and transformation over time.

For example, TCP is a state - based protocol, meaning that certain
knowledge about the past is embedded in the technology itself. TCP -
- enabled network interfaces may be in one of several states. The net-
work actions they perform will change their current state based on
history and context. Being state based allows TCP to create a virtual
circuit between sender and receiver and to perform actions such as
error correction. The cruel irony is that history, context, and even
“memory” have been exceedingly well integrated into any number of
control technologies. Thus “trust” technologies that grew out of in-
novative social network research are now just as often deployed in
data - mining and profiling operations related to national and interna-
tional security. And likewise the “data trails” left by both human and
nonhuman actors are the key data points for the compilation of pro -
files and the extraction of trends via the statistical analysis of their
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interconnection. Not all network technologies are state based, how-
ever, meaning that large sections of networking technologies act in a
more synchronic manner.

The third point relates to the foregoing discussion about substance and
individuation.

While networks are always material in the sense that they consist
of material technologies such as electronic machines and physical
media (metal, air, light, plastic), we are still reticent about using the
philosophical model of substance to define a network. The process of
instantiating and defining data is better understood as a process of in-
dividuation. All informatic sciences must deal with this issue. In com-
puter science, certain artifices are used to “sculpt” undifferentiated
data into discrete units or words, the most basic of which is the con-
vention of collecting of eight binary bits into a byte. And beyond
this, computer languages are designed with detailed technologies of
individuation whereby specific mathematical values, such as a segment
of memory, are given over to artificially designated types such as a
character from A to Z or a decimal point number. Further up on the
ladder of abstraction, generic data values may be “informed” or indi-
viduated into complex constructs such as data structures, objects,
and files. The layer model of Internet communication is an extension
of this privileging of modes of individuation over substance. The var-
ious layers are artificial and arbitrary from the perspective of raw bits
of data; however, following all the allowances of the technologies
 involved, the “substance” of data is informed and individuated in
specific, technologically intelligible ways. Indeed, many software ex-
ploits come from the voluntary transgression of individuated bounds.
Thus a buffer overflow exploit “overflows” out of the expected bound-
aries of a given memory buffer writing to adjacent locations in mem-
ory and in doing so might cause the system to perform in a way it was
not designed to.

Last is the principle of distributed sovereignty, the idea that control and
organization are disseminated outward into a relatively large number of
small, local decisions.
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This process may be partial, as in the case of the Domain Name
System, which, being decentralized, organizes a core subset of the
technology into centralized systems while delegating the rest to local
control. Or it may be more extensive, as in the case of IP routing,
which uses a more anarchic, “emergent” model of decision making
and control, whereby individual routers in the network make a num-
ber of local decisions that cumulatively result in robust networkwide
functionality and “intelligence.” Much of this design also flows from
the so - called end - to - end principle governing much of network proto-
col design, which states that networks should remain neutral as to
their uses and all machinic and user functionality not necessary for
pure data transfer should be consigned to the “edges” of the network
(i.e., personal computers and servers, rather than the various way-
points within the network). The agnostic quality of layer nesting—
that a higher layer simply encapsulates a lower layer, manipulating it
in certain mathematically agnostic ways such as computing a check-
sum or recording the size of its payload—is one of the core techno-
logical design principles that allows for the distributed model of sov-
ereignty and control to exist.

Protocol in Biological Networks

In the example of computer networks, “protocol” is both a technical
term and, as we’ve suggested, a way of describing the control particu-
lar to informatic networks generally.

While the example of Internet protocols may be viewed as a bona fide
technology, protocols also inhere in the understanding of biological life. In
turn, this informational, protocol - based understanding has led to the develop -
ment of biotechnologies that take on a network form.

What is the “protocol” of biological networks? Since the mid -
 twentieth century, it has become increasingly common to speak of
genes, proteins, and cells in terms of “information” and “codes.” As
historians of science point out, the informatic view of genetics has its
roots in the interdisciplinary exchanges between cybernetics and
 biology during the postwar period.17 Today, in the very concept of
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