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e e o | Komponenty OS

o Sprava procesu

o Sprava operacni pameti

o Sprava souboru

o Sprava |/O zarizeni

o Sprava sekundarnich pameti
o Sprava sitovych sluzeb

o Ochranny system

o Interpret prikazu (shell)
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Struktura OS

user and other system programs

GUI batch command line
user interfaces
system calls
program l/O file N resource :
; : communication : accountin
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error pro;icglon
detection _ security
services

operating system

hardware
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® e o | Sprava procesu

o Proces (aktivni entita) je spustény program (pasivni
entita)
jeden program muze byt zaroven spustén radou
uzivatell

proces je jednotkou prace systemu
e procesy jadra OS
 uzivatelskeé procesy

o Proces pro svou Cinnost potrebuje zdroje
procesor, pamet, soubory
zdroje se alokuji pri spusténi nebo pri behu
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®e o Sprava procesu (2)

o Typické aktivity OS v oblasti spravy procesu

vytvareni a ukoncovani uzivatelskych a
systémovych procesu

potlacovani (suspending) a obnovovani
(resuming) procesu

mechanismy pro synchronizaci procesu
mechanismy pro komunikaci mezi procesy

mechanismy pro detekci a reseni uvaznuti
(deadlock)
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® ® o | Sprava operacni pameti

o Pri spusteni procesu musime program nahrat
do pameti

o Pozdéji muze proces vyzadovat dodateCnou
pamet pro data a tuto pamet OS vracet

o Jakmile proces konci, musi OS vesSkerou
pamet uzivanou procesem opet uvolnit
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® ® o | Sprava operacni pameti

o Typicke aktivity OS v oblasti spravy pameti

znalost, ktera cast pameti je vyuzivana a kym
(kterym procesem)

pridelovani (alokace) a uvolnovani
(dealokace) paméti podle pozadavku procesu

rozhodovani o tom, ktery proces kdy zavest
do pameti
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® e o | Sprava souboru

o Soubor

kolekce souvisejicich informaci definovana svym
tvlrcem

muze mit strukturu, ale nemusi
z hlediska OS typicky jen posloupnost bajtu
o /O zarizeni na kterych jsou soubory ulozeny mohou
byt nejriznéjSiho typu
magnetické disky, opticke disky, magneticke pasky
OS zavadi abstraktni koncept souboru
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® e o | Sprava souboru (2)

o Typické aktivity OS v oblasti spravy souboru
vytvareni a ruseni souboru
vytvareni a ruseni adresaru (slozek)

zakladni operace pro manipulaci se soubory a
adresari (napr. Cteni ze souboru, zapis do
souboru, seznam souboru v adresafi)

zalohovani
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e e o | Sprava |/O zarizeni

o Snhaha o skryti specifik jednotlivych I/O
zarizeni
co nejjednotngjsi pristup k jednotlivych |/O
zafizenim
mnoho OS zpristupnuje /O zarizeni pres
specialni soubory
 /dev/sda, /dev/lp0 v UNIXu
* W\PHYSICALDRIVEZ2, CONIN$ ve Win32
o Ovladace jednotlivych HW komponent
o Rizeni buffert, kedovani, spooling
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® ¢ o | Sprava sekundarni pameti

o Typicke sekundarni pameti jsou disky

o Sprava sekundarnich pameti obvykle formou
souboru — souborového systému

o Typicke aktivity OS
sprava volneho mista
pridelovani mista
planovani Cinnosti disku (které pozadavky kdy
vyridit)
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® e o | Sprava sitovych sluzeb

o Komunikace je rizena protokolem

protokol je neékolikastranny algoritmus pro
dosazeni urcitého cile

o Snaha o transparentnost
sitové souborove systemy (SMB, NFS, ...)
API podobné jako pfistup k souborum

12 PB 153 Operacni systémy a jejich rozhrani



® ¢ o | Ochranny systém

o V multitaskingovém a multiuzivatelskem OS musime
jednotlivé procesy navzajem chranit

o Ochrana je mechanismus, ktery ridi pristup
programu, procesu a uzivatelu ke zdrojum
pocCitacoveho systemu

HW za pomoci OS zajistuje, Zze proces muze
pouzivat pouze adresy sveho adresového prostoru
Casovac brani jednomu procesu v ziskani plneho
pristupu k CPU

rezim CPU brani uzivatelskym procesim spoustet
privilegovane instrukce

o Ochranny mechanismus rozliSuje autorizovane a
neautorizované pouziti prostredku
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® o o | Interpret prikazu

o Interpret pfikazu, neboli command-line interpreter
(command line interface - CLI), neboli shell

ukolem je ziskavat prikazy od uzivatele a provadet je
o Za tento interpret pfikazu muzeme povazovat |
moderni GUI
o Nékdy je interpret pfikazu primo soucast jadra
operacniho systemu, nekdy je to jen specialni
program
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® e o | Interni sluzby OS

o Zabezpecuji efektivni provoz samotneho OS
o Alokace zdroju
planovaci algoritmy pro pridelovani CPU
pridelovani pristupu k tiskarnam apod.
o Ugtovani
mame prehled o tom, kteri uzivatelé kdy
vyuzily ktere zdroje
o Ochrana
autentizace, rizeni pristupu
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® ¢ o | Systémova volani

o Systémova volani tvori rozhrani mezi
uzivatelskym procesem a OS

typicky jsou popsana jako instrukce
assembleru a jsou uvedena v
programatorském manualu k OS

VYSSi programovaci jazyky obsahuji neékteré
funkce, které odpovidaji systemovym volanim
(napf. open, write) a dale knihovni funkce,
které poskytuji vyssi funkCnost a v ramci téeto
spousti (treba hned nekolik) systemovych
volani (napr. fopen, fwrite).
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® ¢ o | Systémova volani

user application

open ()
user
mode
system call interface
kernel
mode A
E— open ()
Implementation
i » of open ()
system call
return
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e ¢ o | Systemova volani (2)

o Ruzné OS a ruzné HW platformy mivaji rizné
zpusoby jak volat sluzby OS a ruznou strukturu
techto sluzeb

o Nicmeéne existuji urCite standardy, které usnadnuiji
prenositelnost programoveho kodu
v oblasti UNIXu: POSIX

V oblasti Windows: Win32
o Teoreticky kdd ktery bude psan podle standardu
bude prelozitelny na kompatibilnich platformach, v

praxi vSak existuje cela rada verzi standardu a
mnoho vyjimek co je a neni implementovano
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®e o | /pusob predani parametru

o Registry
mov ah,01lh
mov cX,2000h
int 10h
o Zasobnik
mov ax,0001h
push ax
int 10h
o Blok (struktura, tabulka) v pameéti & pointer
mov ax,0001h
mov [tabulkal],ax
mov bx,tabulkal
int 10h
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¢ ¢ o | Priklad volani AP| (Win32)

return value

'

BOOL ReadFile ¢ (HANDLE file,
LPVOID buffer,
T DWORD bytes To Read, | parameters
LPDWORD bytes Read,
LPOVERLAPPED ovl) ; ]

function name

o Popis parametru funkce ReadFile()
HANDLE file — deskriptor otevieného souboru
LPVOID buffer — buffer pro Ctena data
DWORD bytesToRead — pocet bajtu, které chceme Cist
LPDWORD bytesRead — kam ulozit poCet nactenych baijtu
LPOVERLAPPED ovl — pro asynchronni I/O
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e ¢ o | Priklad volani APl (Win32)

o Funkce Win32 ,CreateProcessAsUser"

BOOL CreateProcessAsUser(
HANDLE hToken, /I handle to a token representing the logged-on user
LPCTSTR IpApplicationName, // pointer to name of executable module
LPTSTR IpCommandLine, /I pointer to command line string
LPSECURITY_ATTRIBUTES IpProcessAttributes, // process security attributes
LPSECURITY_ATTRIBUTES IpThreadAttributes, // thread security attributes

BOOL blinheritHandles, /l whether new process inherits handles
DWORD dwCreationFlags, /I creation flags
LPVOID IpEnvironment, // pointer to new environment block

LPCTSTR IpCurrentDirectory, // pointer to current directory name
LPSTARTUPINFO IpStartupinfo, // pointer to STARTUPINFO
LPPROCESS_INFORMATION IpProcessinformation // pointer to PROCESS INFORMATION

);
o Windows NT: Requires version 3.51 or later.
Windows: Unsupported.
Windows CE: Unsupported.
Header: Declared in winbase.h.
Import Library: Use advapi32.lib.
Unicode: Implemented as Unicode and ANSI versions on
Windows NT.
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Windows AP|

o Programatorskeé
rozhrani neni
definovano na urovni
systemovych volani
jadra

o Windows API

dfive Win32
kernel32.dll, user.dll

o Nizsi vrstva ntdll.dll
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e ¢ o | Systemova volani Windows

o Preruseni Ox2E

o Priklad ReadFile z ntdll.dll:
Ntdll!ZwReadFile
77f8¢c552 mov eax, 0Oxa1l ; the service number
77f8c557 lea edx, [esp+4]
77f8c55b int 2e
77f8c55d ret 0x24

o Priklad pouzivajici SYSENTER:
mov aex, 112h
mov edx, 7FFE0300h
call dword prt ds:[edx]
retn 24
Pricemz volame funkci s kodem:
mov edx, esp
sysenter
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O O

24

Priklad: SYSENTER

,The SYSENTER instruction is part of the "Fast System Call"
facility introduced on the Pentium® Il processor. The
SYSENTER instruction is optimized to provide the maximum
performance for transitions to protection ring 0 (CPL = 0). The
SYSENTER instruction sets the following registers according to
values specified by the operating system in certain model-
specific registers.

mCS register set to the value of (SYSENTER _CS_MSR)

mEIP register set to the value of (SYSENTER EIP_MSR)

mSS register set to the sum of (8 plus the value in
SYSENTER_CS_MSR)

mESP register set to the value of (SYSENTER _ESP_MSR)"
SYSENTER/SYSEXIT pro procesory Intel (od Pentia Il)
SYSCALL/SYSRET pro procesory AMD (od K7)
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® ¢ o | Systemova volani Windows

System Call Symbaol [LIT-5P3 |NT-5P4 [MT-5P5 [MT-5P6 [2E-5P0 (2E-5P1 |2E-5P2 |ZE-5P3 |2E-5P4 [EP-5P0 (XP-5P1 [XP-5PI (XP-5P3 :;2%3_ ii?_ :EI;L_ zEp;'TN_
[MtAcceptiConnectPort 0x0000 00000 |0x0000 [0x0000 Mx0000 (Oxd000 |0x0000 |0x0000 (w0000 |0x0i00 |[0x0000 J0x0000 (OxO000 [0x0000 |0x0000 |0xO0300  [0xO000
MtAccessCheck 0x0001 00001 J0x0001 [0x0001 Px0001 [Ox0001 |0x0001 j0x0001 (00001 |Ox0001 [0x0001 j0x0001 |[Ox0001 |[0=0001 |0x0001 |0xO0001  [0x001
INtAccessCheck And AnditAlanm 0x0002 (0002 J0x0002 [0x0002 x0002 |[0x0002 |0=x0002 |0=0002 (w0002 |0x0002 [0xD002 j0x0002 |0x0002 [0=0002 |0x0002 |0xO0002  [0xp002
[MtAccessCheckByTyps (00003 |0xd003 |[0x0003 |0x(D03 [0x0003 |0x0003 |0wB003 |0x0003 |0x0003 |[0x0003 [0x0003 [0x(003 |0x0003
[HtAccessCheckByTypeAnd Audit4 larm {00004 (00004 |[0x0004 |0x0B04 [Dec0004 00004 |OoB004 |0x0004 (00004 |[0m0004 |0x0004 |[0x0004  |0xbO04
MitAccessCheckByTypeResulilist (00005 |0x0005 |[0x0005 |0x0005 [Owx0005 |0x0005 |0x0005 |0x0005 |0x0005 |[0x0005 |[0x0005 [0x0005 |0=0005
MtAccessCheckByTypeRemhlistAndAwditd lanm (00006 |0x0006 |[0x0006 |0x0006 [De0006 |Ox0006 (000046 |0x0006 |0x0006 |[0x0006 (0x0004 [0x(0046 |0x0004
MtAccessCheckBy TypeResultlistAndAuditd larmByHandle {00007 [0x0007 |0x0007 |0x0R07 [0w0007 00007 [0x0007 |0x0007 (00007 [0x0007 [0x0007 [0xO007  [0x0007
[HtAdd4om 0x0003 {0003 |0x0003 [0x0003 Mx0008 |[Owd008 |[0x0008 |0x0008 (w0008 |Ox000E8 (0xD008 |0xO0008 |0wd0038 [0=0008 |0x0008 |0xOD08 [0xBOOS
HtAddBootEntry 0000 |0x0009 J0x0009 (00009 [0x0009 [0x(i08  |0x0008
MtAddDrverEnty (0m000A [0x000A [0x(00A |0x000A
[MtAdjustGroups Token 0x0004 00004 |0x0004 [0x0004 Px0009 |OxO009 |0x0009 |0x0000 |[0m0009 |0x000A [0x000A J0x000A [Ox000A [0x000BE |0x000B |0xO000B  [0x000B
[NtAdjustPrivilegesToken 0x0005 (00005 |0x0005 |0x0005 Hx0004 [Ox(00A [0x0004 |0x0004 [Ix000A (x0MB [0x000B |0x000B |0x(00B [0=x000C |0x000C |0x000C |[0xD00C
M tAlertR esume Thread 0x0006 |[00006 |0x0006 [0x0004 x000B [txl00B |[0x000B |0xd00B |[iw000B |ix0d0C [0x000C |0x000C |0xd00C [x000D |0x000D |0xdd0D (0xDO0D)
(MtAlertThread 0x0007 (00007 |0x0007 [0x0007 Hx000C |[0xd00C |[0x000C (00000 [ix000C |0x0dD [0x000D |ix000D (Gxd00D (0x000E |0x000E |0xO00E  [0xDO0E
[HtAllocatel ocallyUnigueld 0x0008 00008 |0x0008 [0x0008 Mx000D |[Gxd00D |0x000D |0x000D [ix000D |0x(i0E [0xd00E |ix00E |((xD00E [0x000F |0x000F |0xOO0F [0=xO00F
IMiallocateFeserveldhbject 00010
[HtAllocatel JsarPhysicalPages [ 000E |0x000E [0x000E |0x(00E [((x000E |0x000F |OxB00F |0x000F |0x000F |[0x0010 (0x0010 [0x{010 |0x0011
[MtAllocate] Tuids 0x0009 0009 |0x0009 [0x0009 Hx00F |[OxB00F |[0x000F |0xO000F (0x000F |0x0010 (0xD010 j0x0010 |OxO010 [0=0011 |0x0011 |0xOD11 [0=BO12
M tAllocateVirualhlemory 0x000A [Ix000A |0x000A [0x000A Ox0010 |[0xd010 [0x0010 |0xO0010 (w0010 |0x0011 [0xD011 jO0xO0011 |0x0011 [0=0012 |0x0012 |0xO012 [0xB013
[MrAlpcAcceprConnectPort 0x0013  [Ox0014
IMtAlpcCancelbeszage 0x0014  [0xBOL5
|MtAlpcConnectPort 0x0015  [0xBOLG
(NtAlpcCreatePort 00018 (00017
IMrAlpcCrestePortSection 0x0017  [0x0O18
[MtAlpcCreateFesourceFleserve 0x0018  [0xBO19
IMAlpcCreateSectonView 0x(019  [0xlOlA
[HtAlpcCreateSecarity Context OxdllA |[0x001B
(HtAlpcDeletePortSecton 0x001B [0x001C
MrAlpcDeleteResourceFesers 0x001C [0x001lD
[MrAlpcDeleteSecdonView 001D [0=xDOLE
|MiAlpcDeleteSecurity Context 0x(01E |0xDOLF
[ tAlpcDisconnectPort 0x(01F  [0x0020
[MtAlpcImpersonateClisntOfPort 0x0020  [0x0021
(MrAlpcOpenSenderProcess 00021  [O(022
[HtAlpcOpenSenderThread 0x0022  |0x0023
IMtAlpcQueryIlnformation 0x0023  [OxD024
(HtAlpcQueryInformatonheszaze 0x0d24  [0xD025
M rAlpcRevokeSecurityContext 020024

25 PB 153 Operacni systémy a jejich rozhrani



e e Priklad 1: MS-DOS

o DOQOS interrupts
INT 20H Terminate a program
INT 21H DOS Services
INT 25H/26H Absolute Disk Read/Write
INT 27H Terminate but Stay Resident
INT 28H DOS Safe Interrupt / DOS Timeslice (UNDOCUMENTED)
INT 2eH Perform DOS Command (UNDOCUMENTED)
INT 2fH Multiplex Interrupt (print spooler, TSR control)
INT 33H Mouse Support
INT 67H Expanded Memory Manager (LIM-EMS)
o Address Pointers (not used as software interrupts)
INT 22H Terminate address
INT 23H Control-Break address
INT 24H Critical Error Handler address
o Volani sluzeb DOSu:
AH = Cislo sluzby
ostatni registry (AL, DL, DX, CX, DS:DX, DS:SI, ES:DI, ES:BX) = parametry
INT 21H
navratova hodnota byva v AL
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e e o Priklad 1: MS-DOS (2)

o Systémoveé volani pro otevreni existujiciho souboru

o DOS Fn 3dH: Open a File Handle

Expects:
 AH=3dH
« DS:DX=address of an ASCIIZ string of a filespec
 AL=0Open Mode
* AL = 0 to open for reading

* AL =1 to open for writing
« AL = 2 to open for reading and writing

Returns: AX=error code if CF is setto CY
=file handle if no error
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e oo | Priklad 1: MS-DOS (3)

o Programovy kod

Tfilename: DATA “c:-\autoexec.bat”,0

mov ax,3d00h
mov dx, [filename]
int 21h
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e e o | Priklad 2: Linux

o Systémova volani

standardné pres 1nt 0x80

nove i pres instrukci syscall (sysenter)
o Cislo systémového volani

V registru eax

v jadre 2.2 pfiblizné 200 volani, v jadre 2.6 pfes 300 volani
o Parametry systemového volani

v registrech ebx, ecx, edx, esi, edi, ebp

krome fce 117 (parametrem je odkaz na strukturu)
o Vysledek

ulozen v eax
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e ¢ o | Priklad 2: Linux (2)

o Hello world v assembleru pod Linuxem
section .text
global _start
msg db 'Hello, world!',0xa
len equ $ - msg
_start:
mov edx,len ;message length
mov ecx,msg ;message to write
mov ebx, 1 ;file descriptor (stdout)
mov eax,4 ;system call number (sys_write)
int 0x80 ;call kernel
mov eax,1 ;system call number (sys_exit)
int 0x80 ;call kernel
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user
mode

kernel
mode

31

#include <stdio.h>
int main ()

{

printf ("Greetings");

return O;

J

Priklad 2: Linux (3)

standard C library

write ()

write ()
system call
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e e o | Priklad 2: Linux (4) - strace

anxur:~$!)strace echo "Ahoj"

execve("/bin/echo", ["echo”, "Ahoj"], [/* 33 vars */]) = 0

brk(0) = 0x1a4fe000

mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x2b0d6f209000
uname({sys="Linux", node="anxur.fi.muni.cz", ...}) = 0

access("/etc/ld.so.preload", R_OK) =-1 ENOENT (No such file or directory)

open("/etc/ld.so.cache", O_RDONLY) =3

fstat(3, {st mode=S_IFREG|0644, st _size=104404, ...}) =0

close(3) =0

open("/lib64/libc.so0.6", O_RDONLY) =3

read(3, "\177ELF\2\1\1\0\0\0\0\0\0\0\0\0\3\0>\0\1\0\0\0\220\332\1Y7\0\0\0"..., 832) = 832

fstat(3, {st_ mode=S_IFREG|0755, st_size=1717800, ...}) =0

mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x2b0d6f224000

close(3) =0
arch_prct(ARCH_SET_FS, 0x2b0d6f225260) = 0
munmap(0x2b0d6f20a000, 104404) =0

open("/usr/lib/locale/locale-archive", O_RDONLY) = 3
fstat(3, {st_ mode=S_IFREG|0644, st_size=56454288, ...}) =0
mmap(NULL, 56454288, PROT_READ, MAP_PRIVATE, 3, 0) = 0x2b0d6f226000

close(3) =0
brk(0) = 0x1a4fe000
brk(0x1a51f000) = 0x1a51f000

fstat(1, {st_ mode=S_IFCHR|0620, st_rdev=makedev(136, 110), ...}) =0

mmap(NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS, -1, 0) = 0x2b0d727fd000
write(1, "Ahoj\n", 5Ahoj) =5

close(1) =0

exit_group(0) =7
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33

PFiklad 2: Linux (5)

System Call Quick Reference

No Func Name

1 exit

2 fok

3 read

4 waite

5 open

6 close

7 waitpid

8 creat

9 link
10 unlink
11 execve
12 chdir
13 time
14 mknod

15 chmod

16 Ilchown

Description

terminate the current process
create a child process

read from a file descriptor
write to a file descriptor
open a file or device

close a file descriptor

wait for process termination

create a file or device ("man 2 open” for
mformation)

make a new name for a file

delete a name and possibly the file it refers fo
execute program

change working directory

get time in seconds

create a special or ordinary file

change permissions of a file

change ownership of a file
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Source

karneliexif.c
arch/i386/kernel process.c
fiiread_write.c
f&iread_write.c

fslopen.c

fs/open.c

kermellexit.c

filopen.c

fSmamei.c

fSmamei.c
arch/i386/kernel/process.c
fi‘open.c

kerneal/time.c

fE/mamei.c

fi‘open.c

filopen.c



e e o | Priklad 3: FreeBSD

o Systémova volani
pres VOLANI FUNKCE, ktera obsahuje int 0x80

nebo pres volani brany call 7:0

o Cislo systémového volani

V registru eax
o Parametry systémového volani

na zasobniku (prvni parametr je ukladan posledni)
o Vysledek

V registru eax

volajici proces musi vycCistit zasobnik (parametry)
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PFiklad 3: FreeBSD (2)

Hello World v assembleru ve FreeBSD
section .text
global _start
msg db "Hello, world!",0xa
len equ $ - msg
_syscall: int 0x80 ;system call
ret
_start: ;tell linker entry point
push dword len ;message length
push dword msg ;message to write
push dword 1 ;file descriptor (stdout)
mov eax,0x4 ;system call number (sys_write)
call _syscall ;call kernel
add esp,12 ;clean stack (3 arguments * 4)
push dword O ;exit code
mov eax,0x1 ;system call number (sys_exit)
call _syscall ;call kernel
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e e o | Komplexita OS

o Pocet systemovych volani OS / API volani

0OS rok pocet systémovych/API volani
UNIX 1971 33

UNIX 1979 47

Windows 1985 450

SunOS 1989 171

4.3 BSD 1991 136

SunOS 1992 219

SunOS 1997 190

Linux 1998 229

NT 4.0 1999 3443

Linux 2009 336
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Komplexita OS (2)

Rozsah zdrojového koddu Windows

Verze

NT 3.1
NT 3.5
95

NT 4.0
08

2000

XP

2003 Svr
Vista

rok

1993
1994
1995
1996
1998
2000
2001
2003
2009

miliony radku
4-5

7-8

10

11-12

18

29

40

50

64
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