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1. Protokol RTP




Protokol RTP

RTP (Real-time Transport Protokol) je aplikacni protokol, ktery byl navrzen

pro pfenos audio/video dat pres Internet. Postaven je na protokolu UDP a

jsou mu pridany néektere vlastnosti pro zajisteni lepsiho prenosu medialnich dat.
Zajistuje serazeni jednotlivych paketu (sequence number), jejich Easové znackovani
(timestamp — vzorkovaci znaCka prvniho oktetu v paketu) a multiplexovani

a demultiplexovani. Zahlavi je velké obvykle 12 byte.

RTP nezajistuje rezervaci kanalu a negarantuje QoS (Quality of Service ).

Verze: 1996 — RFC 1889 a 1890 (verze 2),
2003 — RFC 3550 a 3551 (vylepsuji predevsim dohled nad RTP),
2004 — RFC 3711 (SRTP).

Doporuceny zdroj:
Wiki Wireshark http://wiki.wireshark.org/SampleCaptures#SIP_and_RTP



K ¢emu RTP slouzi

Poskytuje mechanizmy pro koncové multimedialni pfenosy v realném cCase.
Protokol podporuje prenos dat mezi dvema i vice ucastniky.

- Identifikace ramce — ldentifikuje zaCatek a konec ramce
- Rekonstrukce spravného poradi paketll na zakladé sekvendénich Cisel

- Synchronizace: UrCuje spravny okamzik prehravani dat na zakladé
casovych razitek, a to
- Intermedia — Synchronizace vice médii (audio-video-text)
- ldentifikace toku — Identifikuje typ médii a jeho kddovani



RTP v RFC 3550

Hetwork Working Group H. Schulzrinne
REequest for Comment=z: 35520 Columbia University
Ch=zolete=: 188% 5. Caszner
Category: Standards Track Packet De=sign

E. Frederick

BElue Coat System=z Inc.
V. Jacobson

Packet De=zign

July 2003

RETP: A Transport Protocol for Eeal-Time Applications
Status of this Memo

Thiz document specifie=z an Internet =2tandards track protocol for the
Internet community, and requests discuszion and suggestions for
improvements. Pleaze refer to the current edition of the "Internet
O0fficial Protocol Standards™ (5TD 1) for the =standardization =state
and =statu=s of this protocol. Distribution of thizs memo is unlimited.

Abstract

Thiz memorandum describes RTP, the real-time transport protocol. RTP
providez end-to-end network transport functionsz suitable for
applications transmitting real-time data, such a=s audio, video or
zimaulation data, over multicast or unicast network services. RETP
doez not addreszs resource rezservation and does not guarantee
quality-of-zervice for real-time =services. The data transport is
augmented by a control protocol (RTCP) to allow monitoring of the
data delivery in a manner =scalable to large multicast networks, and
to provide minimal control and identification functionality. RTP and
RTCP are designed to be independent of the underlying transport and
network layers. The protocol supports the use of ETP-level
tran=slators and mixers.




RTP v RFC 3551

Network Working Group H. Schulzrinne
Requeat for Commentszs: 3551 Columbia University
Cbh=zoletes: 18380 5. Casner
Category: Standards Track Packet Design

July 2003

RTP Profile for Audio and Video Conferences
with Minimal Control

Status of thiz Memo

Thiz document specifies an Internet standards track protocol for the
Internet community, and requests discusszion and suggestions for

improvements. Pleaze refer to the current edition of the "Internet

O0fficial Protocol Standards™ (STD 1) for the standardization state

and status Tg this protoceol. Distribution of this memo is unlimited.
Abh=tract

Thiz document describes a profile called "RTE/LAVE" for the use of the
real-time transport protocol (RTP), wversion 2, and the associated
control protocol, RICP, within audio and video multiparticipant
conferences with minimal control. It provides interpretations of
generic fields within the RIP specification suitable for audio and
video conferences. In particular, this document defines a =set of
default mappings from payload type numbers to encodings.

Thiz document alzso describez how audio and video data may be carried
within ETP. It defines a set of standard encodings and their names
when used within ETP. The descriptions provide pointers to reference
implementations and the detailed standards. Thiz document is meant
az an aid for implementors of audio, video and other real-time
multimedia applications.

This memorandum obsocletesz RFC 18%0. It is mostly backwards-
compatible except for functionz removed because two interoperable



Format zahlavi

| MAC header| IP header | UDP header| RTP message |
O(1)12(3|4(5|6T|8|9[10011(12|13[14|15(16]17[18|19( 20| 21|22|23| 24| 25| 26| 27| 28| 29| 30| 31
Ver | P X Co ] FT sequence number
timestamp

= =y
SSRC

] i Ti i~
=
CSRC[0_15]

Ver oznacuje verzi protokolu (dnes se pouziva verze 2),

P (padding field) v pfipadé P=1 oznacuje vycpavku v poslednim paketu toku na dorovnani
jednotné délky. Posledni oktet obsahuje informaci o tom, kolik oktetl bylo celkem pfidano,
X (extension bit) v pfipadé X=1 oznacuje, Ze za zahlavim nasleduje rozSifeni paketu s CSRC
vyznam M (marked field) je dan aplikaénim profilem (napf. konec paketu v toku ramcu).

RTP na rozdil od UDP zavadi nasledujici sluzby:

» dentifikace obsahu paketu (PT — payload type);

» doru€eni ve spravném poradi, kontrola ztraty paketu (sequence number);

» zavedeni Casoveho razitka (timestamp);

= rozliSeni synchronizaéniho zdroje — pfi pfenosu vice kanall audio/video (SSRC —
indikace synchroniza¢niho zdroje, CSRC — identifikace pfispévkoveho (contribution) zdroje,
pouzivana pfi mixovani zdroju). 8




Typy zatéze (PT)

Typ kédovani  médium taktovaci pocet kanall
kmitocet

0 FOMUT Audin &0m 1
1 1018 audio 8,000 1
g GT88-42 audin 000 1
2 CEM Audin &0m 1
g 3723 audio 8,000 1
g T4 audin 000 1
& DV audin 18,000 1
4\5 7 LEc fAudio &,000 1
g FOMA audio &000 1
8 a7eE Audin &0m 1
10 L1 Audin 44100 2
11 L1 audio 44100 1
+12 GXELF audin 000 1
13 Resarwed 1
14 MEA audio 80,000 1
15 3728 audio &000 1
*16 DVl Audin 11,085 1
“17 oWl Audin 2200 1
18 378 audin 000 1
19 Fesated 1
0 Urassigred 1
21 Unassigred 1
o Unassigred 1
23 Unassigred 1
*“dyn OEMHE audio 8,000 1
*dym %M -EFE audin 000 1
*dyn Le Audin Variable 1
*“dyn RED audio Corditioral 1

*dym WLV Aandin Wariable 1



Jaké je Casovani odesilani paketl ze zdroje?

Mo. . Time Source Destination Protocol Info

623 1444.395302 192.168.1.2 182.168.1.1 DNS standard query SRV _sip._udp.sip. cyherc1ty dk
PT=ITU-T G.711 PCMA, SSRC=0x3796CB/71,

625 1444 _ 5749046 192168 1.2 M2.242_ 33 36 RTP PT=TTILI-T &.711 PCMA. SSRC=0xI7A6CRT1. Sen= ?R'ifﬂ/'n pe=1400

Frame 624 (214 bytes on wire, 214 bytes captured)
Ethernet II, Src: Silicom_0l:6e:bd (00:eD:ed:01:6e:bd), Dst: Castlene_00:34:56 (00:30:54:00:34:586)
Internet Protocol, Src: 192.168.1.2 (192.168.1.2), Dst: 212.242.33.36 (212.242.33.386)
User Datager Protocol, src Port: 30000 (30000), Dst Port: 40392 (40392)

Real-Time Transport Protocol

F [5tream setup by SDP (frame 620)]

(N3 CE R I |

10.. = Version: RFC 1889 version (2)

.0. .... = Padding: False

.0 .... = Extension: False

0000 = Contributing source identifiers count: O

0. = Marker: False
Pa 1oad type: ITU-T G.711 PCMA (8
2; type: TTUT G ) At = (1400 — 124078 kHz = 160/8000 = 20 ms
[Fxtended sequence number: 94126] NebO" 50 paketﬂ za Sekundu

Timestamp: 1240
synchronization Source identifier: Ox3796ch7l (932629361)
Payload: D5D5DSD5SD5D5SDSD5SD5D5D5S0505D5D5050505D5050505D505. ..

1000 00 30 54 00 34 56 00 e0 ed 01 6e bd OB 00 45 00
)010 00 c8 6b fc 00 00 80 11 16 68 c0O a8 01 02 d4 f2

1020 24 75 30 c8 00 b4 18 de

}[}3[} ¥ F ¥ C F [~ [~ [~ [~

1040 d5 d5

1050 d5 d5

1060 : 18 10 14

1070 ] 05 19

JO80 4 04 07 03 00

1090 = 02 03

10al 7 086 3 03 06

10bO 60 60 6 10 14 . S
J0cO 9 d7¥ 47 5c 56 52 Y. GAWVR Lth BUY'S X
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Pienosu DTMF a jinych toni fesi RFC 2833

Network Working Group H. Schulzrinne
Eequeat for Comments: 2833 Columbia University
Category: Etandari@ Track 5. Petrack
MetaTel
May 2000

BETF Payleoad for DTMF Digits, Telepheny Tones and Telephony Signals
Status of this Memo

Thia document specifies an Internet standards track protococl for the|
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current editicn of the "Internet
Official Protocel Standards™ (STD 1) for the standardizaticn state
and status of this protocol. Distribution of this memo iz unlimited.

Ekhatract

Thia memo describes how to carry dual-tone maltifrequency (DIME)
signaling, cther tone 3ignals and telephcny events in BTP packets.

1 Introducticn

Thizs memc defines twe paylead formats, cne for carrying dual-tone
miltifreqguency (DTMF) digits, other line and trunk signals (Section
3), and a second one for general multi-freguency tones in BTP [1]
packets (Secticn 4). Separate RTP paylcad formats are desirable since
low-rate woice codeca cannct be guaranteed to reproduce these tone
gignals accurately enocugh for autcmatic recogniticn. Defining
geparate paylcad formats alseo permits higher redundancy while
maintaining a low bit rate.

The paylcad formats described here may be useful in at least three

applicaticns: DTMF handling for gateways and end systems, as well as

"BTP trunks". In the first applicaticn, the Internet telephony

gateway detecta DTMF on the incoming circuits and sends the BTP

payload described here instead of regular audic packets. The gateway

likely has the necessary digital signal procesgcrs and algorithma, as 11
it often needs to detect DIMF, e.g., for two-3tage dialing. Having

the gateway detect tcnes reliewes the receiwving Internet end system



Co zde z prenasenych udaju o prenosu tonu
DTMF podle RFC 2833 vyCteme?

|dentifikace volajiciho (DTMF):
- out-of-band (mimo hovorové pasmo): Cisla, kmitoCet...
- in-band: PCM, tony v pasmu 300-3400 Hz digitalizované dle

o 1 2 3
0123245785012 3456789%012345678501
V=2|P|X CcC M PT segquence number
2 |0|0 E 0 o 96 28
timestamp
11200
zynchronization source (S5RC) 1
Ox5234a8
F block timestamp offs block length
1 a7 4
block block length
1 a7 4
F Block
o a7

digi duration
O 1600

digit duration
1 2000

digit ER lun duration
1 oo 20 400

G.711.

Co se dovidame:
- bylo voleno Cislo 911
- prvni Cislice ,9“ je ton o délce trvani 200 ms
(1 600/8 kHz) a zaCina v Case 0
- druhé Cislice ,1“ je ton o délce trvani 250 ms
(2 000/8 kHz) a zaCina v Case 800
(6 400/8 kHz) €asovych jednotek, timetamps)
- treti Cislice ,,1 je ton o délce trvani 50 ms
(400/8 kHz) a bylo stisknuto v Case1,4 s
(11 200/8 kHz) ¢asovych jednotek, timetamps)

Prvni generace Cisco IP telefona (7902, 7905,
7910, 7912, 7940, 7960) RFC 2833 nepodpo-
rovala, druha (7906, 7911, 7941, 7942, 7945,
7961, 7962, 7965, 7970, 7971, 7975) a dalSi

uz ano. U Cisco Unified Call Manager a je

RFC 28833 podporovano od verze 5.0. Je dobré
DTMF na branach feSit in-band pomoci Named
Telephone Events, které RFC 2811 12

znaji, napf. out-of-band SIP signalizace ne.



2. Protokol RTPC



Protokol RTCP

| MAC header| IP header | UDP header| RTCP header | data |

0(1]2(3|4(5|6| 78| 9(10011(12|13{14|15(16(17|18| 19| 20{ 21|22| 23| 24| 25| 26| 27| 28| 29| 30| 31
Ver | P Count Type Length
Cata

RTP podporuje slou¢eni nékolika medialnich toku do jedné relace (session) za ucelem
podpory aplikaci ,jako je poradani konferenénich hovord. Chybi mu v8ak zpétna kontrola
o0 tom, zda a v jakém stavu dorazily pakety k pfijemci.

Z tohoto duvodu je pro protokol RTP implementovan doplrikovy protokol Real-time
Transport Control Protocol (RTCP) zajistuje odezvu od pfijemce k odesilateli.
Odesilatel tak mlze ziskavat informace o tom, v jaké kvalité je signal pfijiman, kolik
paketl se cestou ztratilo nebo jaky byl rozkmit zpozdéni (jitter) doruc¢enych paketu.
Lze tedy s jeho pomoci sledovat uroven kvality sluzby.

Periodicke posilani mezi ucastniky komunikace (na jiném portu nez RTP — o jedna vétsi).
Sitka pasma pro RTCP nesmi presahnout 5 % Sitky pasma pro RTP spojeni.  ,



Zprava od zdroje — Send Report

(soubor statistik o pfijimanych a vysilanych datech)

header

zender
info

report
block
1

report
block

<

+

012 3 5678590123456 788012345678501
e e o e e

|V=2|E| RC |  BT=SR=200 | length
T e A T e

S5RC of sender

+
|

A e e Rt e ANt Bt

HIP timestamp, most significant word

e s a  at Eant T

HIP timestamp, least significant word

e s a  at Eant T

RETPF timestamp

e s a  at Eant T

zender's packet count

e s a  at Eant T

zender's octet count

A e e Rt e ANt Bt

SSRC_1 (S55RC of first source)

e s a  at Eant T

fraction lost | cumulative number of packets lost

e s a  at Eant T

|
+
|
+
|
+
|
+
|
+

+
|
+

extended highest sequence number received
—+—+—+—+—+—+—t+—+—+—+—+—+—+—+—F—t—t—t—— -
interarrival jitter
—+—+—+—+—+—+—t+—+—+—+—+—+—+—+—F—t—t—t—— -
last SR (LSR)
—+—+—+—+—+—+—t+—+—+—+—+—+—+—+—F—t—t—t—— -
delay =since last SR [(DLSE)

SSRC_2 (55RC of second source)
—+—+—+—+—+—+—t+—+—+—+—+—+—+—+—F—t—t—t—— -

profile-specific extensions
—+—+—+—+—+—+—t+—+—+—+—+—+—+—+—F—t—t—t—— -

|
+

|
+

|
+

|
+

|
+

+

|
+
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Zprava od pfijemce — Recelved Report

0 1 2 3
01234567859 012345678 501234956878 5901
Lt I o o e e o e o R amt Et ot ol Sl St St o e St ot ol
header |V=2|F| RC ] FI=RE=201 ] length ]
Lt I o o e e o e o R amt Et ot ol Sl St St o e St ot ol
| S55RC of packet =sender |
L B e e L s e e e o o e LS B e s Bt e e e e

report | SSRC_1 (S5RC of first source) |
block +-+—+—+—+—+—+—+—+—+—+—+—+—+—+—t+—+—F+—+—+—+—+—F—F—F—+—F+—F+—+—+—+—+—+
1 | fraction lost | cumulative number of packets lost |

Lt I o o e e o e o R amt Et ot ol Sl St St o e St ot ol
| extended highest seguence j?nber received |
Lt I o o e e e e o B amt Et at ol Sl ot Sl o o St ot ol
| interarrival jitter |
Lt I o o e e o e o R amt Et ot ol Sl St St o e St ot ol
] last SR (L3R} ]
Lt I o o e e o e o R amt Et ot ol Sl St St o e St ot ol
| delay =since last SR (DL3E) |
L B e e L s e e e o o e LS B e s Bt e e e e

report | SSRC_2 (S55RC of second source) |

block +-+—+—+—+—+—+—+—+—+—+—+—+—+—+—t+—+—F+—+—+—+—+—F—F—F—+—F+—F+—+—+—+—+—+
2 : .. :
L B e e L s e e e o o e LS B e s Bt e e e e

| profile-specific extensions |
Lt I o o e e o e o R amt Et ot ol Sl St St o e St ot ol



Vizitky odesilatelii — Source DEScription

header

chunk
1

chunk

(vlastnosti odesilateli RTP komunikace)

0 1 2 3
0123457852 01234587 8590123456878 5901
et e D et B L e e
| V=2 | B| 5C | PI=SDES=202 | length |
+=t+=+r=+=t=t=t=t =t e e e e e e e e e e e e e e e e e e e
| SSRC/CSRC 1 |
- 44—+t +—+
| SDES item= |
| .as |
T T T T T T T T T T S T T T T S T T T T S S ST S ST S TS
| S55RC/CSRC 2 |
-+t e kST b et et +—+
| SDES items |
| .as |
L B e e A B B B e e e o o e e B o o o o e B LA Bt Bt S
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Packet RTCP s vizitkou SDES
odchyceny Wiresharkem

Chunk 1, SSRC/CSRC OxBCDC0094

Feal-time Transport Control Protocol (Sender EReport)
[Stream setup by H245 (frame 51))
[Setup frame: 51]
h’ [Setup Method: H2435]
10.. .... = Wersiomn: BRFC 1889 Version (2}
-=llz zzca= Padding: False
««.0 0001 = Reception report count: 1
Packet type: Sender Beport (200)
Length: 12 (52 bytes)
Sender SSRC: 0xbecdc009%4 (3168534676)
Timestamp, MS5W: 11 (0=0000000L)
Timestamp, LSW: 22544384 (0x01530000)
[M5W and LS5W as NTP timestamp: Feb 7, 2036 06:28:27,0052 UTC]
RTP timestamp: 45823528
Sender's packet count: 166
Sender's octet count: 3360
Source 1
Identifier: 0xf5e33db0 (4125310384)
55EC contents
Fraction lost: O / 256
Cumulative number of packets lost: 0
Extended highest sequence number receiwved: 28620
Sequence number cycles count: 0
Highest segquence number received: 28620
Interarrival jitter: 0
Last SR timestamp: 0 (0x00000000)
Delay =since last 5B timestamp: 0 (0 millisec
FEeal-time Transport Control Protocol (Source de i
[Stream setup by H245 (frame 51))
[Setup frame: 51]
[Setup Method: H2435]
10.. .... = Version: RFC 1889 Version
-=llz zzca= Padding: False
+2.0 0001 = Source count: 1
Packet type: Source description (202)
Length: 11 (43 bytes)

ITdentifier: 0Oxbcdc0054

SDES items

Type: CHAME (user and domain)

Length: 14

Text: IP200AER0.0.0.0
Type: NAME (common name) (2)

Length: &
Text: IPZ00R

Type: TOOL (name/version of source app)

Length: 11

Text: inmnovaphone

Type: END (0)
[RICP frame length check:

Verze 2

OK - 100 bytes]

(3168534676)

(1)

18
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Zasilani rozSirenych zprav
dohledu dle RTCP XR

Rozsiteni RTCP XR (Extended Reports) v RFC 3611 z roku 2003 umoziiuje zasilani informace o kvalité hovoru v MOS.
K vyméné téchto zprav se pouzivaji tzv. bloky oznameni (Report Blocks), napf.:

pakety zahozené siti

0
0

1

1
23 4587880123456 T838C0

(%]

12345

3

& 78501

e T B e e e aat e

BET=6 |L|D|J|ToH | csvd. |

block length = 9

B L e e e I B B S S S S

|
+_
|
+_
|
+_
|
+_
|
+_
|
+_
|
+—
|
+_
|

+

+

min ttl or hl
e e e Bt A

55RC of source
44—+
begin_seq |
e . B e e e e Bt
lost_packets
44—+
dup packets
e . B e e e e Bt
min jitter
44—+
max jitter
e . B e e e e Bt
mean jiccer
B it e e o it ot
dev jitter
—+—+—t+—t+—+—t+—+—+—+—+—+—1-
max_ttl or hl |mean ttl_
—+—t—F—t—F— -

e Rt

+ - 4

F—t—+—+—+—4—
end =eq
e

Fot—to
+—t—t—
Fot—to
+—t—t—
R
o

or_hl
+—+—+-

+

+
|

.
.
.
.
.

dev

Fot—t—t—4
Fot—t—t—t
Fot—t—t—4
Fot—t—t—t
Fot—t—t—4
Fot—t—t—t
L S

+—+—+—+—+
ttl or hl

I
-+
I
-+
I
-+
I
-+
I
-+
I
-+
I
-+
I
-+
I
-+
I

et s et

pakety zahozené uzivatelem

1

| lo==s rate |

| =ignall level | noise level

4 53678595012 34|]567T82S8

e e ARt e S

tam zpét [ms]

burst density

RERL

B et T

+

|
Fodododododododod—d—dodododo ottt d—d—d—d—d—d—t- N4

|

+

|

end system delay
-+ttt

mezi konci [ms]

Gmin

3

R ] L et e T T

| E fagtor | ext.

o e Tt T e st e e

| JE ma nam

shluky ~ mezery mezi shluky

jitter buffer
(adaptive — nonadaptive)

| MOS-LQ

MOS-CQ

| JB nominal

| JB abs max

Residual Echo Return Loss

(vznika ve 4/2 vidlici)

MOS-LQ - listening quality, MOS-CQ — conversational quality

19




Namgéfen udaje lze pouzit pro vylepSovani
vlastnosti pfenosu

33

AT

4.5

3.3

K

214

2.7

Priklad: Pouziti Gilbert-Elliotova modelu pro vylepSovani vlastnosti algoritmu PLC
( Packet Loss Concealment) pouzitého v kodeku G.729A.

Zdroj:
Jinsul Kim, Seung Ho Han, Hyun-Woo Lee, Won Ryu, and Minsoo Hahn: ,QoS-Factor
Transmission Control Mechanism for Voice over IP Network based on RTCP-XR Scheme*

MCE —i—Cngna FLC —— FPrapas=d ALC Mo Criging FLE Crapazed FLC

KR

kv‘%—\_\g i k&
T —__'—\q__
4.5

e N I

ar
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Namgéfen udaje lze pouzit pro vylepSovani
vlastnosti pfenosu

33

AT

4.5

3.3

K

214

2.7

Priklad: Pouziti Gilbert-Elliotova modelu pro vylepSovani vlastnosti algoritmu PLC
( Packet Loss Concealment) pouzitého v kodeku G.729A.

Zdroj:
Jinsul Kim, Seung Ho Han, Hyun-Woo Lee, Won Ryu, and Minsoo Hahn: ,QoS-Factor
Transmission Control Mechanism for Voice over IP Network based on RTCP-XR Scheme*

MCE —i—Cngna FLC —— FPrapas=d ALC Mo Criging FLE Crapazed FLC

KR

kv‘%—\_\g i k&
T —__'—\q__
4.5

e N I

ar
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3. Protokoly cRTP, SRTP
a ZRTP



CRTP

RFC 2508 — komprese zahlavi IP, UDP, RTP pro nizkorychlostni sériova pfipojeni.
RFC 2509 — komprese zahlavi IP pres protokol PPP.
RFC 3545 — protokol ECRTP pro pfipojeni s vysokym zpozZdénim, ztratou paketl zpfehazenymi pakety.

Podstata: nepfenasi se opakuijici se stejné udaje. Nevyhoda: Zatéz procesort na smérovacich. Kalkulace:

G.711- 160 B
IP/UDP/RTP 40 B, FR 4 B
Celkem 204 B * 50 p/s * 8b = 81 600 kb/s

G.711-160B
IP/UDP/cCRTP 5B, FR 4B
Celkem 169 B * 50 p/s * 8b = 67 600 kb/s

G.729-20B
IP/UDP/RTP 40 B, FR 4 B
Celkem 64 B * 50 p/s * 8b = 25 600 kb/s

G.729-20B
IP/UDP/cRTP5B,FR 4B
Celkem 29 B * 50 p/s * 8b = 11 600 kb/s
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Enhanced Compressed RTP v RFC 3545

Network Working Group T. Koren
Beguest for Comments: 3545 Cisco Systems
Category: Standards Track 5. Casner

Packet Design

J. Geevarghese

Motorola Indiz Electronics Ltd.

E. Thompson

B . Buddy
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L\s July 2003

Enhanced Compressed RTP (CETP) for Links with High Delay, Packet Loss and Reordering

Status of this Memo

This document specifies an Internet standards track protocol for the
Imternet commmity, and reguests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards"™ (STD 1) for the standardization state
and =tatus of this protocol. Distribution of this memo is unlimited.

Abstract

This document describes a header compression scheme for point to
point links with packet loss and long delays. It is based on
Compressed Reasl-time Transport Protocol (CETR), the IB/UDE/RTE header
compression described in BFC 2508. CRIP does not perform well on
such links: packet loss results in conteXt corruption and due to the
lomg delay, many more packets are discarded before the context is
repaired. To correct the behavior of CRIP over such links, a few
extensions to the protocol are specified here. The extensions aim to
reduce context corruption by changing the way the compressor updates
the context at the decompressor: updates are repested and include
updates to full and differentizl context parameters. With these
extensions, CETP performs well over links with packet loss, packet
reordering and long delays. 24



Nastroje pro odposlech
(VOIPSA — The Voice over IP Security Alliance)

VoIP Sniffing Tools

+ AuthTool - Tool that attempts to determine the password of a user by
analyzing SIP traffic.
+ Cain B Abel - Multi-purpose tool with the capability to reconstruct RTP media

calls.
* Cu:umm‘ufie'.—k-:ulp Analyzer & - WoIP analysis module for CommView that is

suited for real-time capturing and analyzing Internet telephony (VolP)
events, such as call flow, signaling sessions, registrations, media streams,
errors, etc.

+ Etherpeek é - general purpose VolP and general ethernet sniffer.

« ILTY ("I'm Listening To ¥You") - Open-source, multi-channel SKINNY sniffer.

*+ NetDude - A framework for inspection, analysis and manipulation of tepdump
trace files.

+ Oreka - Oreka is a modular and cross-platform system for recording and
retrieval of audio streams.

+ PSIPDump - psipdump is a tool for dumping SIP sessions [(+RTP traffic, if
available) from pcap to disk in a fashion similar to "tcpdump -w'".

+ rtpBreak - rtpBreak detects. reconstructs and analyzes any RTP session
through heuristics over the UDP network traffic. It works well with SIP, H.23232,
SCCP and any other signaling protocol. In particular, it doesn't require the
presence of RTCP packets.

*+ SIPomatic - SIP listener that's part of LinPhone

*+ SIPvE Analyzer - An Analyzer for SIF and IPvE.

*+ UCSniff - UCSniff is an assessment tool that allows users to rapidly test for
the threat of unauthorized VolIP eavesdropping. UCSniff supports SIP and
Skinny signaling, G.711-ulaw and G.722 codecs, and a MITM ARP Poisoning
mode.

* VoiPong - VolPong is a utility which detects all Voice Owver IP calls on a
pipeline, and for those which are G711 encoded, dumps actual conversation
to separate wave files. It supports SIP, H323, Cisco's Skinny Client Protocol,
RTP and RTCP.

+ VolPong IS0 Bootable - Bootable "Live-CD" disc version of VolPong.

« VOMIT - The vomit utility converts a Cisco IP phone conversation into a wave
file that can be played with ordinary sound players.

+ Wireshark - Formerly Ethereal, the premier multi-platform network traffic

analyzer.
« WIST - Web Interface for SIP Trace - a PHP Web Interface that permits you
to connect on a remote host/port and capture/filter a SIF dialog. 25

http://www.voipsa.org/Resources/tools.php



Protokol SRTP

(Secure Real-time Transport Protocol)

0 1 2 3
0123 45¢785%012345e785012345e78501
+—+—+—+—+—+—+—+—t—+—t—Ft -+ttt -ttt -ttt +<+
| V=2 |P|X]| CC | M| PT | seguence number |
d—t—t -ttt -ttt -ttt —F—F—F—F—F—F—+—F—+—+
| timestamp |
+—+—+—+—+—+—+—+—+—+—t—+—+—+—+— -+ttt -+ttt —+—+—+—+
| synchronization source (SSRC) identifier |
t=t+=4=t=d=tmdmtmdmtmdmtodstsdstsds b st sd st sd ===t === == =4=4
| contributing source (CSREC) identifiers |
I I
S S S S S S OSSR SO
| RTP extension (OPTIONAL) |
+
I
I

+>+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
rayload ... |
e -

| | RTP padding

e T e s et e e e
: authentication tag (RECOMMENDED) :

I

I

I

I

I

I

I

I

I

I

I

I

I

| P pad co%ﬂt | |
++++++ F+++-+ -+t + -+ -+ -+ -+ -+ -+ +r—+—+—4+4+—4+F=+4<4
I

I

: |
+I+++++++ +++ +—+r-—++++ -+ -+ -+t +r—+—+—4+4+—4+-+1+4+ |
I

+

I
I
I
+
|~ SRTP MKI (OPTIONAL) ~
I
I
I
I
+

Encrypted Portion® Authenticated Portion —---
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Format SRTP paketu

(zdroj http://realtimesecure.asp2.cz/srtp.aspx)

Ol1|2|3(4|5(6|(7|0(1|2|3|4|5|6|7(0(1(2|3(4(5|e|(7|0|1]|2|3|4|5|6|7
WOIP|XE| CC b Ty dat Pofadowe tislo
o a
(Casova znacka 1
Tdentifik ator zdroje - SSEC 2
f1
Identifikatory piispivagicich zdol - CSRC i
1
8 z
i 0
f
r Data g
o n
v 0
a : . 1w
o ETP padding {wypli)
0

SETE master key identifikcator (METL nepowinng)

Authentication tag (dopotiuceng)

Pole, ktera jsou navic oproti RTP: MKI a Authentication tag.
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Pole, ktera jsou navic oproti RTP

Master Key Identifier (MKI) — nepovinné a identifikuje master key, od
kterého jsou odvozeny tajné symetrické kliCe session keys (kliCe
relace). KliCe relace jsou dohodnuty mezi uzivateli hned po navazani
spojeni a po zbytek celé relace se jimi Sifruji prenasena multimedialni
data. Nejdriv si ovSsem komunikujici strany musi vymeénit master key,
pomoci ktereho si pak vygeneruji vSechny potrebné kliCe sezeni.

K vyméné master key se muze pouzit protokol SDP (protokol pro
inicializaci relaci). Ten ale neposkytuje zadnou formu zabezpeceni a tak
je treba navic pouzit protokoly TLS nebo IPSec.

Authentication tag je Sifrovany kontrolni soucet zahlavi a téla RTP
paketu. Je doporuceny a chrani pakety od neautorizované zmeny
obsahu.
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Format paketu SRTCP

Ol1)2| 3145|701 2(3|4|5|e|7|C|1(2|3[4)3(6|7(0|1|2|3|4|5|6|7
v [p[x|] RC i  Typ dat Délkca t
Identifikdtor zdroje - SSRC 2
&
Informace o odesilatel ;
: n
1 t
! Tnformatni blok 1 i
z
u 0
v ki
4 Informatnd blok 2 a
i n
0 ;
+ +
E SETCP mdex
SETCP master key identfikater (WET nepowinne)
Authentication tag

SRTCP paket je chranény obdobné jako SRTP paket, ale na rozdil od SRTP je zde pole Authentication
tag povinné. Jinak by bylo napfiklad mozné ukoncit spojeni, kdyby uto€nik poslal paket BYE. Navic je
zde jesté pole SRTCP index, ktery se pouziva jako &ita€ poradi SRTCP paketl a slouzi k zabranéni
opakovanym utokum. Prvni bit v tomto poli E se pouziva jako Sifrovaci znacka (Encryption flag), ktera
znaci, jestli bylo télo SRTCP paketu Sifrovano. 29



AES je v counter nebo F8 modu

1. counterméd  E(k, IV) || E(k, IV + 1 mod 22128) || E(k, IV + 2 mod 2*128)...

povinny pro Sifrovani a vyvozovani kli¢l relace z master key

Algoritmus umoznuje pfijemci zpracovat prijaté pakety v nestanoveném poradi, coz je pozadovano
pfi pouziti real-time aplikaci, kde pakety nemusi byt vzdy spolehlivé doruceny.

IV = (k_s*2*6) XOR (SSRC * 264) XOR (i * 2*6)
Inicializacni vektor IV, ktery se sklada z kontrolniho souctu salt_key k_s, SSRC (nahodné Cislo jednoznacné
identifikujici zdroj) a indexu paketu i.

2. F8 mdd (varianta OFB — Output Feedback Block)
S(j) = E(k_e, IV' XOR j XOR S(j-1))
volitelny pro Sifrovani (urCen pro pro UMTS 3G mobilni sité)

Iv

| - +
| ]
m —> (*) t t b ... ————— +
| ' | | ] |
| ] =1 > (%) j=z -> (*) J=L-1 ->(¥)
| ] | ] |
| ] +=> (¥) +=> (¥) +=> (¥)
| ] ] | ] ] ] |
I v ] v ] v | v
| | t | + t | +———— +
ke ———+-——-->| E | I | E | Il | E I [ |
] ] 1 | 1 | |1 |
| t | + : | 4————— +
] ] ] ]
: : +
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Generovani dodatku pomoci hash funkce

zprava %

{
=
_

zprava dodatek
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Zaj15téni autenticity a integrity v SRTP

HMAC — Hash Message Authentication Code

Jde o hash funkci nad zpravou m kombinovanou s klicem k

ipad = 00110110 opakované 64x
opad = 01011100 opakované 64x Kk

Je popsana v RFC 2104 (D<— ipad

V TLS a IP Sec se pouziva
HMAC-MD5 i HMAC-SHA-1, > Jan
V SRTP jen HMAC-SHA-1 \r

2006: Uspé&sny plny atok na MD4 output |« B
a CasteCny na MD5 h A

Vzhledem k tomu, Ze je pfi pfenosu kladen duraz na co nejmensSi
Sifku pfenosoveého pasma, je vysledny kontrolni soucCet zkracen

na 80 nebo 32 bitd. 32


http://upload.wikimedia.org/wikipedia/en/3/38/Hmac.png

Generovani klic¢u relace pomoci
jednoho master key

packet index ---—+

I

v
+-—— + master +———m———— + session encr key
| ext | kevy | |- g
| kev mgmt | ——————— > key | session auth key
| (optional | | deriv {-—"————-— g
| rekevy) | ———————— > ﬂ sezsion salt key
| | master | |- g
+-——— + =alt +——————— +

Pro distribuci je pouzit protokol nechranény protokol SDP (viz RFC 4566).

33



ZRTP jako nastavba SRTP

(Zimmermann Real-Time Transport Protocol)

Pro vyménu kli¢l pouziva mechanismus Diffie-Hellmana
(D-H hodnoty 3072 a 4096) a pak pfepne do rezimu SRTP.

Pro zamezeni utoku typu MITM pouziva metody
- SAS (Short Authentication Key) — porovnavaji se hashe
sdileného symetrického klice

M. Abdall: A Simple Threshold Authenticated Key Exchange from Short. ASIACRYPT 2005.
S. Pasini and S. Vaudenay: SAS-Based Authenticated Key Agreement. http://lasecwww.epfl.ch/pub/lasec/doc/PV06b.pdf
Pro WiFi patentovano v USA v roce 2009 (Luciana Costa (It))

- Retained secrets — porovnavaji se hashe vytvorené z predchoziho
hashe a z nového sdileneého symetrickeho kliCe.

BliZe viz http://realtimesecure.asp2.cz/zrtp.aspx (2010, VoSec - Petr Otoupalik, pékné)
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Priklad pouziti algoritmu D-H

1. Dohodag=11,n=347,1<g <347
2. Tajné kliCe jsou x =240,y = 39

3. Apocita X = g*mod n = 11240 mod 347 = 49
B pocita Y = g¥ mod n = 1139 mod 347 = 285

4. A posle B 49, B posle A 285

5. A pocitda Y*mod n = 285240 mod 347 = 268
B pocita XY mod n = 4939 mod 347 = 268

A a B maji dohodnut spolecny kliC rovny 268, aniz by byl prenasen.
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Reseni problému s nechranénym pienosem
master key v SDP pouzitim DTLS

PROPOSED STLNDLED
Errata Exi=st

Internet EngiIneering Task Force (IETF) J. Fi=chl
Eequest for Comments: 5763 Skype, Inc.
Category: Standards Track H. T=schofenig
ISSN: 2070-1721 Hokia Siemens HNetworks
E. Ee=scorla

ETFM, Inc.

May 2010

Framework for Establishing a Secure EReal-time Transport Protocol (5RIP)
Security Context Using Datagram Transport Layer Security (DTLS)

Abh=stract

Thi= document specifie=z how to use the Seszion Initiation Protocol
(5IP) to establish a S5ecure Real-time Transport Protocol (S5ETE)
Security context using the Datagram Transport Layer Security (DTLS)
protocol. It describes a mechanism of transporting a fingerprint
attcribute in the Session Description Protocol (5DPF) that identifies
the key that will be presented during the DTLS handshake. The key
exchange travels along the media path a=s opposed to the signaling
path. The S5IP Identity mechanis=sm can be used to protect the
integrity of the fingerprint attribute from modification by
intermediate proxies.
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Priklady feSeni bezpeCnosti RTP
u softphonu

Program Protokoly Bezpecnost
sisrls SCCP (Skinny). SIP, TFTP SRTP
Communicator
Google Talk XMPP ZETP
Mirial Enftﬁhnne SIP.H 323 RTSP DTLS-SRTP
Mumble CELT/ Speex TLS a OCB-AES128

SIP, (XMPP, STUN, ICE, Libjingle
OctroTalk 2 RTP (media) TLS a SASL
Revation SIP/SIMPLE TLS a SRTP
Communicator
SFLphone SIP,RTP, IAX2 STUN, SEV Hlas (SETP). signalizace (TLS),
SIP , Hlas (SETP s potvrzovanim
Communicator SIP/SIMPLE, XMPP zRTP), signalizace (TLS)
Zfone SIP,RTP SETP, ZRTP

Na téma penetracnicjh testl doporucuji http://www.cesnet.cz/akce/2010/vzdalena-spoluprace/p/voznak-penetracni-ggsty.pdf



4. Protokol SCTP



Protokol SCTP

| MAC header| IP header | SCTP header | Data |

O(1|2|3|4|5|6| 78| 9100 11[12{13[14|15|16|17|18[19] 20| 21|22|23|24| 25| 26| 27| 28| 29| 30| 31
Source port Crestination poit
Verification tag

Checksum

Chunk[Q. n]
0112 3[4[5][6[7[8]9]10011]12]13| 14| 15{16|17|18[19][ 20 21[22[23| 24| 25| 26| 27| 28| 29| 30| 31

Chunk bype iZhunk flags Chunk length
Chunk data

Protokol SCTP (Stream Control Transmission Protocol), je protokol, ktery se ve VoIP
zatim jeSté priliS neprosadil. Primarné byl navrzen pro pfenos PSTN signalizace pies
sité 1P, Ize jej vS8ak pouZit 1 pro pfenos signalizacnich protokold. Jedna se

o nespojovany protokol, podobn¢ jako UDP, ale na rozdil od UDP je spolehlivy,
dorucuje pakety ve spravném potadi a ma ochranu proti zahlceni.

Protokol rovnéZ zavadi podporu multihoming, kde se jeden (nebo oba) koncové body,
mohou skladat z vice IP adres.

Data jsou zde prendSena v davkach zvanych chunk. Kazdy chunk je identifikovan svym

typem, osmibitove pole umoziuje definovat 255 typti, RFC 4960 jich zatim definovalgyl5.




Chunky v SCTP (Wireshark)

Mo. . Time Source Destination Protocol Info

Frame 1 (106 bytes on wire, 106 bytes captured)
Ethernet II, Src: EdimaxTe_24:37:5F (00:0e:2e:24:37:5F), Dst: ExtremenN_08:e0:40 (00:04:96:08:e0:40)
Internet Protocol, Src: 155.230.24.155 (155.230.24.155), Dst: 203.255.252.194 (203.255.252.194)
Stream Control Transmission Protocol, Src Port: 32836 (32836), Dst Port: 80 (80)
Source port: 32836
Destination port: B0
verification tag: 0x00000000
Checksum: 0x30baef54 [correct CRC32C]
= INIT chunk (outbound streams: 10, inbound streams: 65535)
F Chunk type: INIT (1)
Chunk flags: 0x00
Chunk length: &0
Initiate tag: 0x3bb99c4s
Advertised receiver window credit (a_rwnd): 106496
Number of outbound streams: 10
Number of dinbound streams: 65535
Initial TsN: 724401842
= IPv4 address parameter (Address: 155.230.24.155)
[ Parameter type: IPvd address (0x0005)
Parameter length: 8
IP version 4 address: 155.230.24.155 (155.230.24.155)

OB E&

# IPv4 address parameter (Address: 155.230.24.156)

# Supported address types parameter (Supported Types: IPv4)

F ECN parameter

# Forward TSN supported parameter

# Adaptation Layer Indication parameter (Indication: 0)
0000 OO0 04 96 08 e0 40 00 Oe 2e 24 37 5T 0B 00 45 02 ..... @ . .%7_..E.
0010 00 5c 00 00 40 00 40 84 bc d8 9b ed 18 9b cb ff - N
0020 fc c2 80 44 00 50 00 00 00 00 30 ba ef 54 01 00 ...D.P.. ..0..T..
0030 00 3c 3b b9 9c 46 00 01 a0 00 00 Oa ff ff 2b 2d A +-

0040 7e b2 00 05 00 08 Sb e6 18 9b 00 05 00 08 9b ed e e
0050 18 9c 00 Oc 00 06 00 05 00 00 80 00 00 04 cO 0D ...v.ivir wennuwnns

0060 00 04 EUNEEEEERETERERE . .




Zdroje

Wiki Wireshark http://wiki.wireshark.org/SampleCaptures#SIP_and_RTP
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