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Vlaknové programovani Zamky Zaklady ladéni aplikac C 11 Domaci dkol

Zamky

e Vzijemné vylouceni vldken
o Well-known algoritmy (ze ,staré Skoly")

e Petersonilv algoritmus
o Dekkerliv algoritmus
e Lamportiv algoritmus , pekafstvi*



Zamky

Petersoniv algoritmus

flag[0] = 0;
flag[1] = 0;
turn;
PO: flag[0] = 1; Pl: flag[l] = 1;
turn = 1; turn = 0;
while (flag[l] == 1 && while (flag[0] == 1 &&
turn == 1) turn == 0)
{ {
// busy wait // busy wait
}
// critical section // critical section
// end of critical section // end of critical section
flag[0] = O; flag[l] = O;

Pro¢ nefunguje:
http://bartoszmilewski.wordpress.com/2008/11/
05/who-ordered-memory-fences-on-an-x86/



http://bartoszmilewski.wordpress.com/2008/11/05/who-ordered-memory-fences-on-an-x86/
http://bartoszmilewski.wordpress.com/2008/11/05/who-ordered-memory-fences-on-an-x86/
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Zmény poradi zapisil a Cteni

Pro¢ algoritmy ze ,staré skoly“?
e Soucasné procesory mohou ménit poradi zapist a Cteni

o Cteni mize prohozeno se starsim zapisem

int a,b;

1
2
3] a =35;
4] if(b) { }

Disledek:

init: x=0, ready=0

Thread 1 Thread 2

x =1 if ready ==1
ready = 1 R = x
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Zamky

Zmény poradi zapisil a Cteni

Pro¢ algoritmy ze ,staré skoly“?
Soucasné procesory mohou ménit poradi zapist a ¢teni

Cteni miize prohozeno se starSim zapisem

int a,b;

a =25;
if(b) { }

Disledek:

init: x=0, ready=0

Thread 1 Thread 2

x =1 if ready == 1
ready = 1 R = x

W N e

e R=1 && x=0



Zamky

Zmény poradi zapisil a Cteni

Pro¢ algoritmy ze ,staré skoly“?

Soucasné procesory mohou ménit poradi zapist a ¢teni

Cteni miize prohozeno se starSim zapisem

int a,b;

a=>5;

if(b) { }

Dasledek:
°
1| init: x=0, ready=0
2| Thread 1 Thread 2
3lx = 1 if ready == 1
4| ready = 1 R = x
e R=1 && x=0
°
1| init: x=0, y=0;
2| Thread 0 Thread 1
3lmov [x], 1 mov [y], 1
4

mov rl, [yl mov r2, [x]




Zamky

Zmény poradi zapisil a Cteni
Pro¢ algoritmy ze ,staré sSkoly“?
Soucasné procesory mohou ménit poradi zapist a ¢teni

Cteni mize prohozeno se star$im zapisem

int a,b;
a =5;
if(b) { }
Disledek:
[ ]
1| init: x=0, ready=0
2| Thread 1 Thread 2
3lx = 1 if ready == 1
4| ready = 1 R = x

e R=1 && x=0

[ ]

1| init: x=0, y=0;

2| Thread 0 Thread 1
3lmov [x], 1 mov [y], 1
4|mov rl, [yl mov r2, [x]

e r1=0 && r2=0
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Specialni instrukce CPU

e Pamétové bariéry
e rmb(), wmb()
e _ sync_synchronize () — plnd pamétova bariéra



Zamky

Specialni instrukce CPU

e Atomické operace

e Bit test (testandset())
e Load lock/Store Conditional (LL/SC)
e Compare and Swap (CAS) (x86 — cmpxchg)
®  sync_bool_compare_and_swap ()
® _ sync_value_compare_and swap ()
e Atomicka aritmetika — specialita x86, x86_64
e Specidlni instrukce lock formou prefixu
e atomic_inc() { "lock xaddl %0, %1"}
__sync_fetch_and add(val, 1)
e atomic_dec() { "lock xsubl %0, %1"}
_ sync_fetch_and sub(val, 1)
® xchg(int a, int b) { "xchgl %0, %1"}



Zamek

e Naivni algoritmus zamku

«gorvAQ® 10/45



Zamky

Zamek s podporou kernelu

Podpora kernelu o ,volani“ my_sleep_while ()
e Pozastavi proces pravé tehdy kdyz je podminka splnéna

© 0 N O G A W N =
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yvolani" my_wake ()
e Vzbudi pozastaveny proces(y)

volatile int val=0;

void lock () {
int c;
while ((c=atomic_inc(val)) !=0) {
my_sleep_while (val==(c+l));
}
}

void unlock() {
val = 0;
my_wake () ;




Zaklady ladéni aplikaci
@000

GDB

Kompilace s podporou GDB: gce -g —o a.out foo.c
—-pthread -D__REENTRANT

Spusténi pro ladéni: gdb a.out
Breakpoint — misto, kde je zastaven béh programu

e br main — breakpoint na funkci main, tj. gdb zastavi na zacatku
programu
e br foo.c:10 — breakpoint v souboru foo.c na radku 10
e del 1 - smaze prvni breakpoint
e del — smaze vSechny breakpointy
Béh programu: (gdb) run [parametry] - spusti nahrany
program a.out s pfipadnymi parametry
e Béh se zastavi a) na breakpointu, b) skonZenim programu, c)
prerusenim ctrl-c nebo jinym signalem

help p¥ikaz zobrazi ndpovédu k zadnému pfikazu



Zaklady ladéni aplikaci
0e00

e Pohybovani se mezi funkcemi (po zastaveni béhu)

e list — vypiSe okoli mista zastaveni

e up — posune se do volajici funkce (v sekvenci volani smérem k
prvotni funkci main () )

e down — posune se do volané funkce (smérem od prvotni funkce
main ())

e where — vypiSe sekvenci volani od main () po aktudlni funkci, kde
byl prerusen béh

e Sledovani proménnych

e print [promennd] vypiSe jednorazové obsah proménné, Ize
pouzivat pretypovani, dereference, napf. print (struct
*foo) x—->next.

e Je-li pouzita volba —02 pri prekladu, nemusi nékteré proménné
existovat — optimalizace je nahradily. Pro pfistupné proménné je
nutné pouzit —00.

e display [promennd] bude vypisovat obsah proménné po
kazdém ptikazu pro gdb.



Zaklady ladéni aplikaci
[e]e] o)

o Prikazy pro trasovani programu
e n [enter] krok dal, je-li funkce, provede se a krok skonéi za ni
e s [enter] krok dal, je-li funkce, vstoupi se do ni
e Pfikazy n a s neni nutné stile psit, [enter] automaticky opakuje
posledni prikaz
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Ladéni aplikaci

o Ladici vypisy
e Debugger



Zaklady ladéni aplikaci
oooe

Ladici vypisy

Pozor na mixovani vypisii jednotlivych vldken do sebe.
Jeden print je obvykle atomicky.
getpid () vraci pro vlakna stejnou hodnotu.

pthread_self () vraci identifikaci vldkna
(pthread_t — Ize vypsat jako integer).

Ladici vypisy zplsobuji urlitou synchronizaci!
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Debugger

e Pouziti gdb:
e info threads — vypiSe zakladni informace o bézicich vlaknech.
e thread ID — prepnuti se na konkrétni vlakno.

e Debugger zplisobuje velkou synchronizaci!
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Zaklady ladéni aplikaci
oooe

Ladéni aplikaci

(gdb) info threads

2 Thread 0x40da4950 (LWP 12809) 0x00007£9£852c7b99 in
pthread cond wait@EGLIBC_2.3.2 () from /lib/libpthread.so.0
* 1 Thread 0x7£9f856de6e0 (LWP 12806) 0x00007£9£84ff8b81 in nanosleep ()

from /lib/libc.so.6

(gdb) thread 2
[Switching to thread 2 (Thread 0x40da4950 (LWP 12809))]#0 0x00007£9£852c7
in pthread cond wait@@GLIBC_2.3.2 () from /lib/libpthread.so.0
(gdb) where
#0 0x00007£9£852¢c7b99 in pthread cond wait@EGLIBC_2.3.2 ()

from /lib/libpthread.so.0
#1 0x0000000000400907 in worker (arg=0x0) at conditions.c:13
#2 0x00007£9£852c33f7 in start_thread () from /lib/libpthread.so.0
#3 0x00007£9£85032b2d in clone () from /lib/libc.so.6
#4 0x0000000000000000 in ?? ()
(gdb)

99
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Ladéni aplikaci

valgrind - ladici nastroj

helgrind — reZim valgrindu

Pouziti: valgrind -tool=helgrind aplikace
Detekuje

e Chybné pouziti knihovny pthreads
e Nekonzistentni pouziti zamki
o Né&které nezamknuté pfistupy ke sdilenym datiim (data races)
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Ladéni aplikaci

==20556==
=20556==
=20556==
=20556==
=20556==
=20556==
=20556==
=20556==
=20556==
==20556==
=20556==
=20556==
=20556==
==20556==

Possible data race during read of size 4 at 0x601040 by thread #3
at 0x400630: foo (critsecl.c:10)

This conflicts with a previous write of size 4 by thread #1
at 0x4006D9: main (critsecl.c:24)

Possible data race during write of size 4 at 0x601040 by thread [#3
at 0x40064C: foo (critsecl.c:12)

This conflicts with a previous write of size 4 by thread #1
at 0x4006D9: main (critsecl.c:24)

Possible data race during read of size 4 at 0x601040 by thread #2
at 0x400643: foo (critsecl.c:12)

This conflicts with a previous write of size 4 by thread #4
at 0x40064C: foo (critsecl.c:12)
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Ladéni aplikaci

#include <stdio.h>
#include <stdlib.h>
#include <pthread.h>
#include <math.h>

void * test_prime(void xarg) {
long i,j, prime = *(longx*)arg;
int sieve[prime];
for(i = 0; i < prime; i++) sievel[i] = 1;
for(i = 2; i < prime; i++) {
if (sieve[i]) {
printf("%1ld, ", 1i);
for(j=i*2; j < prime; j+=i) sieve[]j]

}

printf("\n"); return NULL;
}

int main(int argc, char xargv[]) {
if (argv[l] == NULL) {
printf ("usage: _test prime\n"); return 1;
} else {
long test = atoi(argv[1l]);
test_prime (&test);
}

return O;
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Ladéni aplikaci

pthread mutex t lock_x, lock y, lock_ z;
volatile int x = 20, y = 10, z = 0, quit = 0;

void * foo(void xarg) ({
while (!quit) {

if(x(intx)arg == 1) { // z = x + y
pthread mutex_lock (&lock_x);
pthread mutex_lock (&lock_y) ;
pthread mutex_lock (&lock_z);
z =x +y;
pthread mutex_unlock (&lock_z) ;
pthread mutex_unlock (&lock_y) ;
pthread mutex_unlock (&lock_x);

}

if (x(intx)arg == 2) { // z =y + x
pthread mutex_lock (&lock_y) ;
pthread mutex_lock (&lock_x);
pthread mutex lock (&lock_z);
z =y + x;
pthread mutex unlock (&lock_z);
pthread mutex_unlock (&lock_x) ;
pthread mutex_unlock (&lock_y) ;

}

}
return NULL;




Ladéni aplikaci
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C++11

Start vldkna v C++11

e Trida thread
e #inclulde <thread>
o Metody
e join — odpovidd pthread_join
e detach — osamostatni vldkno, obdoba
PTHREAD_ CREATE_DETACHED
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Start vldkna v C++11

C++11

#include <iostream>
#include <thread>

void fool ()

{

std: :cout << "Fool\n";
}
void foo2 (int x)
{

std: :cout << "Foo2\n";
}

int main ()

{
std: :thread first (fool);
std: :thread second(foo2,0);

second.detach () ;

std::cout << "main, foo_and_bar_now_execute_ concurrently..

first.join();

std: :cout << "foo_and bar completed.\n";

return O;

2\l g




C++11

Start vldkna v C++11

e Preklad: g++ —o clltest clltest.C -std=c++11
—pthread

e Neuvedeni —pthread zplsobi runtime chybu

[ ]
1
2
3
4

terminate called after throwing an instance of ’'std::system erro

what () : Enable multithreading to use std::thread: Operation n
permitted

Aborted (core dumped)

ot




C++11

Zamykani

e Trida mutex
e #inclulde <mutex>

o Metody

e lock — odpovidd pthread_mutex_lock
e unlock — odpovidid pthread mutex_unlock



© 0 N O G A W N =

10

12
13
14
15
16
17
18
19
20
21
22
23

C++11

Zamykani

#include <iostream>
#include <thread>
#include <mutex>

std: :mutex mtx;

void print_block (int n, char c) {

}

mtx.lock () ;

for (int i=0; i<n; ++i) { std::cout << c; }
std::cout << "\n’;

mtx.unlock () ;

int main ()

{

std: :thread thl (print_block,50,  *");
std: :thread th2 (print_block,50, 5");

thl. join();
th2.join();

return O;




C++11

Zamykani

Sablona std: :unique_lock
#inclulde <mutex>
Sablona garantuje odemknuti zdmku p¥i destrukci objektu

Pouziti: std: :unique_lock<std: :mutex> lck (mtx);
e Zamek mtx je zamknut.

Co podobného maji pthreads?



C++11

Podminky

e Tfida condition_variable
e #inclulde <condition_variable>
o Metody
e wait — odpovidd pthread_condition_wait

e notify all - odpovidd pthread condition_broadcast
e notify_one — odpovidid pthread_condition_signal
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Zamykani

C++11

#include <iostream>

#include <thread>

#include <mutex>

#include <condition_variable>

std: :mutex mtx;
std: :condition_variable cv;
bool ready = false;

void print_id (int id)

{
std: :unique_lock<std: :mutex> lck (mtx);
while (!ready) cv.wait (lck);
std::cout << "thread " << id << '\n’;

void go()
std: :unique_lock<std: :mutex> lck (mtx);

ready = true;
cv.notify all();




Zamykani
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C++11

Atomické typy

Sablona atomic

#inclulde <atomic>

V C++ 8ablona akceputuje libovolny typ (véetné objektil a-la IMB)
Operatory

Ptirazeni =

++

PFirazeni s operatorem napf. +=



C++11

Atomické typy

o Metody

e is_lock_free — vraci true, pokud lze pouzit lock free
mechanismus
e exchange — atomicky swap
e load — atomické Cteni objektu
e store — atomicky zapis objektu
® Pro load a store lze specifikovat usporadani operaci
® memory_order_relaxed — Zadné bariéry
® memory_order_consume — synchronizace proti zavislym datiim z
memory_order_seq cst
® memory_order_acquire — synchronizace proti véem datim z
memory_order_seq cst
® memory_order_seq cst — lplna bariéra
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Atomické typy

C++11

#include <iostream>
#include <thread>
#include <atomic>

std: :atomic<int> x;

void foo()

{
for(int i = 0; i < 1000000; i++) {
// x=x+1 <—— does NOT work!
x+=1;
}
std::cout << x << "\n';
}

int main ()
{
x.store (0, std::memory order relaxed);
std: :thread first (foo);
std: :thread second (foo);
first.join();
second. join() ;
std: :cout << "foo_completed with " << x <<
return O;

"\n";




C++11

Futures

e Sablona future

e #inclulde <future>
o Metody

e get — vrati hodnotu future, |ze volat nejvyse jednou

e valid — vraci true pokud je mozné zavolat get (), tj. future objekt
je platny

e wait — ¢ekd (a blokuje) dokud neni k dispozici vysledek

e wait_for — ¢eka (a blokuje) dokud neni k dispozici vysledek nebo

nevyprsi Casovy limit
e share — vrati sdilenou instanci future get () lze pak volat vicekrat
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C++11

Futures

#include <iostream>
#include <future>
#include <chrono>

bool is_prime (int x)

{

}

for (int i=2; i<x; ++i) if (x%i==0) return false;
return true;

int main ()

{

std: : future<bool> fut = std::async (is_prime,b 444444443);

std: :cout << '"checking, please_wait";

std: :chrono::milliseconds span (100);

while (fut.wait_for (span)==std::future_ status::timeout)
std::cout << ' .’;

bool x = fut.get();

std: :cout << "\n444444443 " << (x?"is":"is_not") << " prime.\n";

return O;




Futures
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Zpusoby vykonavani futures

e async
e promise: :get_future

e packaged_task::get_future



C++11

Async

e Asynchronni volani funkce
e std: :async(funkce, [argumenty, [...]])

o Navratovy typ je future objekt



C++11

promise::get_ future

e promise je objekt, ktery umoZnuje uchovavat hodnoty, které
obdrzi future objekt

e Hodnota pro future je explicitné nastavena metodou
promise: :set_value

o Konstrukci jde o jakési future "naruby"
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promise::get_ future

C++11

#include
#include
#include
#include

<functional>
<thread>
<future>
<iostream>

void print_int (std::future<int>& fut)

{

}

int
std

int main ()

{

std:

std:

std:

x = fut.get();
ricout << "value: " << x << ‘\n’;

:promise<int> prom;
: future<int> fut = prom.get_future();

:thread thl (print_int, std::ref(fut));

prom.set_value (10);

thl

.join();

return O;




Vlaknové programovant Zamky

Zéklady ladéni aplikaci C++11
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packaged_ task::get_ future

e packaged_task je objekt, ktery obaluje funkce a umoznuje je
volat asynchronné

e Misto kopirovaciho konstruktoru lze pouzit move konstrukci
std: :move

Domaci dkol
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C++11

packaged_ task::get_ future

#include
#include
#include
#include

int trip

int main

{

<iostream>
<utility>
<future>
<thread>
le (int x) { return x*3; }
0
std: :packaged_task<int (int)> tsk (triple);

std: : future<int> fut = tsk.get_future();
std: :thread(std: :move (tsk), 33) .detach();

int value = fut.get();
std::cout << "The triple of 33 is " << value << ".\n";

return O;




Domaci ukol

e Vhodnym zplsobem paralelizujte hledani prvocisel pomoci
Eratosthenova sita

o Lze vyuzit sekvenéni verz z téchto slidd, musi vSak fungovat i pro

velka &isla

Domici tikol

1| void * test_prime (void xarg) {

2 long i,j, prime = *(longx)arg;

3 int sieve[prime];

4 for(i = 0; i < prime; i++) sieve[i] = 1;
5 for(i = 2; i < prime; i++) {

6 if (sieve[i]) {

7 printf("%1ld, ", i);

8 for(j=i*2; j < prime; j+=i) sieve[]j]
9 }

10 }

11 printf("\n"); return NULL;

12| }

0;
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