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The Skinny Client Control Protocol

1. Skinny




Co Je SCCP

» Proprietarni protokol firmy Cisco, ktery slozi ke komunikaci
mezi IP telefony Cisco (obvykle 79xx) a Cisco Call
Managerem (CCM). Call Manazer je proxy na bazi H.323.

= SCCP byl puvodné vyvinut spolecnosti Selsius Corporation.
Termin ,skinny” vyjadruje, ze SCCP je jednoduchy a
nekomplikovany ("light") protokol a je nenaroCny na praci
pocitacCe. Telefon je tupy terminal zcela rizeny CCM.

= Cilem je nizka cena a slozitost koncovych stanic (pouziva TCP
port 2000).
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Funkce skinny

CCM uplne ridi IP telefony. To znamena, ze kdyz nekdo na
telefonu zvedne sluchatko, tak telefon oznami CCM zvednuté
sluchatko.

&
i i i BI‘
B 3 i
" Y e
: o . = A

CCM mu poté fekne, at' zaCne prehravat urcity ton a at' na
displeji ukaze napr. 123.



Pouziti tohoto signalizaCniho protokolu

= registrace koncovych bodu

= posilani zprav (zvednuto/polozeno
sluchatko

» adresace (vytaceni Cisel)

= zobrazovani na displeji atd.

Jde o proprietarni protokol => problémy s dokumentaci



Skinny topologie

U CCME je smérovac konfigurovan nejen jako call server, ale
| jako DHCP server

Call Manager (CME)
Also DHCP and TFTP
192.168.1.254

\i
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Monitor
I'm watching
ephone 1

Monitor
I'm watching
~ ephone 2

Switch

7960G ephone 1 7960G ephone
4755001 4755002 7
192.168.1.1 192.168.1.3



Stazeni souboru pomoci TFTP

Request,

CTLSEP0013C4615F16.tlv, Transfer type: octet

TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP
TFTP

Read
Read
Read
Read
Read
Read
Read
Read
Read
Read
Read

Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,
Request,

File:
File:
File:
File:
File:
File:
File:
File:
File:
File:
File:

SEP0013C4615F16.cnf.xml, Transfer type: octet
CTLSEP0013C4615F16.tlv, Transfer type: octet
SEP0013C4615F16.cnf.xml, Transfer type: octet
English_United_States//960-font.xml, Transfer type: octet
English_United_States/SCCP-dictionary.xml, Transfer type: octet
English_United_States//960-dictionary.xml, Transfer type: octet
English_United_States//960-kate.xml, Transfer type: octet
United_States//960-tones.xml, Transfer type: octet
SEP0013C4615F16.cnf.xml, Transfer type: octet

RINGLIST.XML, Transfer type: octet

DISTINCTIVERINGLIST.XML, Transfer type: octet



Asoclac directory number (DN)
s MAC adresou

ephone-dn 1 dual-li1ne
number 737215217

ephone 1

mac-address 0013.C461.5F16
button 1:1
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. VoIP telefony pfijmou adresy od DHCP serveru (router).
. VoIP telefony kontaktuji TFTP server pro aktualizované

soubory.

. Telefony se zaregistruji u call serveru.

. Telefon kontaktuje Call Server s Cislem cile.
. Call Server kontaktuje cilovy telefon.

. Call Server predava parametry volani obéma telefonum.
. Telefony spolu komunikuji primo.
. Jeden z telefonu ukoncCi hovor.

. Call server zrusi operaci.
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Uvodni handshaking

TCP 50752 > cisco-sccp [ACK] Seg=1 Ack=1 win=1400 Len=0
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Format skinny zprav

= v jednom paketu muze byt i vice zprav
= plytva se prostorem®

= Pole o 4 byte, aby se to dobre v PC zpracovavalo
12



Vybrané zpravy skinny




Filter: | skinny 88 ip.sre==192168.1.1
Me.

Source

217 192.

218 192.
219 192.
224 192.
226 192.
227 192.
228 192.
231 192.
234 192.
243 192.
248 192.
251 192.
255 192.
259 192.
264 192.
272 192.
274 192.
291 192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

el el el el el sl el sl el ad
el el e el e s e e e ]

Destination

192.168.
192.166.
192.168.
192.168.
192.168.
192.168.
192.16&.
192.168.
192.168.
192.166.
192.168.
192.168.
192.168.
192.168.
192.16&.
192.168.
192.168.

el el e e e e e e N e ]

IZI Expression... Clear Apply

.254
.254
.254
.254
.254
.254
.254
. 254
.254
.254
.254
.254
.254
.254
.254
. 254
.254

Protocol

SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY
SKINNY

Seznam zprav Skinny

Info

AlarmMessage

AlarmMessage
RegisterMessage
HeadsetStatusMessage
CapabilitiesResMessage
HeadsetStatusMessage
ButtonTemplateRegMessage
softkeyTemplateRegMessage
softkKeySetRegMessage
LinesStatRegMessage
LinesStatRegMessage
LineStatRegMessage
LinesStatRegMessage
LineStatRegMessage
LineStatRegMessage
RegisterAvailableLinesMessage
TimeDateRegMessage
KeepAliveMessage
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Registrace telefonu k CCM
(typ, Jméno)

@ 34 41.380339 192.168.218.29 192.168.218.9 SKINNY RegisterMessage

# Frame 34 (118 bytes on wire, 118 bytes captured)

® Ethernet II, Src: Cisco_66:57:58 (00:09:43:66:57:58), Dst: CompagHp_9a:80
# Internet Protocol, Src: 192.168.218.29 (192.168.218.29), Dst: 192.168.218
@ Transmission Control Protocol, Src Port: 49968 (49968), Dst Port: 2000 (2
= Skinny Client Control Protocol

Data Length: 56

Reserved: 0x00000000

Message ID: RegisterMessage (0Ox00000001)
DeviceName: SEPDQ0943665758

StationUserId: 0O

StationInstance: 1

IP Address: 192.168.218.29 (192.168.218.29)
DeviceType: TelecasterBus (8)

MaxStreams: 0O

< ' | >

0000 OO0 Ob cd 9a 80 a7 00 09 43 66 57 58 08B 00 45 68  ........ CTwx. .Eh
0010 00 68 02 Ba 00 00 40 06 42 26 cO a8 da 1d cO a8 dhssisalty Blsss o
0020 da 09 c3 30 07 dO 34 74 Oe fc ab ee f9 56 50 1B o L WP .
0030 38 00 00 00 00 00 00 01 OO0 ; o

0040
looso
0060
0070
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Skinny registrace na port 2000

Ethernet II, Src: Cisco_61:5f:16 (00:13:c4:61:5f:16), Dst: Cisco_f4:c2:10 (00:1c:58:f4:c2:10)
Internet Protocol Version 4, Src: 192.168.1.1 (192.166.1.1), Dst: 192_.168.1.234 02_168.1.254)
Transmission Control Protocol, Src Port: 50752 (50752), Dst Port: ciﬁco—Sccp seq: 209,
skinny Client Control Protocol

Data length: 56

Header wersion: Basic (0x00000000)

Message ID: RegisterMessage (0x00000001)

Device name: SEP0013C4615F16 MAC adresa

Station user ID: 0

Station instance: 1

IP address: 192.168.1.1 (192.168.1.1)

Device type: TelecasterMgr (/)
Max streams: 0
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Potvrzeni registrace

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.166.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port: 50752 (50752), Seq: 1, Ack: 273
skinny Client Control Protocol

Data length: 24

Header wersion: Basic (0x00000000)

Message ID: RegisterAckMessage (0x00000081) .o ; ) ) ;

Keep-alive interval: 30 Ovéreni, zda je telefon aktivni

Date temp lesEatm—pintBiii,

Secondarylﬁiep—a?ive interval: 60
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CCM se pak pta, co telefon umi

@ 38 41.386894 192.168.218.29 192.168.218.9 SKINNY CapabilitiesResMessage M =]b

® Ethernet T i pladiy Cisco_56:57'58 (00:09:43:66:57:58), Dst: CompagHp_9a -,
® Internet Protocol, Src: 192.168.218.29 (192.168.218. 29) Dst: 192.168.
® Transmission ControT Protocol, Src Port: 49968 (49968), Dst Port: 2000
= Skinny Client Control PPDtDED1
Data Length: 120
Reserved: 0Ox00000000
Message ID: CapabilitiesResMessage (0x00000010)
CapCount: 7
PayloadCapability: Wideband 256k (25)
MaxFramesPerPacket: 120
PayloadCapability: G.711 u-law 64k (4)
MaxFramesPerpPacket: 40
PayloadCapability: G.711 A-law 64k (2)
MaxFramesPerPacket: 40
PayloadCapability: G.729 Annex B (15)
MaxFramesPerPacket: 60
PayloadCapability: G.729 Annex A+Annex B (16)
MaxFramesPerPacket: 60
PayloadCapability: G.729 (11)
MaxFramesPerPacket: 60
PayloadCapability: G.729 Annex A (12)
MaxFramesPerPacket: 60

00 Db cd 9a BOD a7 00 09 43 66 57 58 08 00 45 68
00 a8 02 8c 00 30 40 06 41 e4 cO a8 da 1d O a8
0 34
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Vymeéna informaci
0 podporovanych vlastnostech

Ma. Source Destinaticn Protocol Info

222 192.168.1.254 192.168.1.1 SKINNY CapabilitiesRegMessage

226192.168.1.1 192.168.1.254 SKINNY CapabilitiesResMessage

4 | m

® Frame 222: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
® Ethernet II, Src: Cisco_f4:c2:10 (00:1c:58:f4:c2:10), Dst: Cisco_b1:5F:16 (00:13:c4:61:5f:16)
® Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
® Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port: 50752 (50752), seq: 33, Ack: 273
= Skinny Client Control Protocol
Data length: 4
Header wversion: Basic (0x00000000)
Message ID: CapabilitiesRegMessage (0x0000009b)

B Frame 226: 182 bytes on wire (1456 bits), 182 bytes captured (1456 bits)

# Ethernet II, Src: Cisco_61:5f:16 (00:13:c4:61:5f:16), Dst: Cisco_ft4:c2:10 (00:1c:58:Ff4:c2:10)
B Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.254 (192.168.1.254)
B Transmission Control Protocol, Src Port: 50752 (50752), Dst Port: cisco-sccp (2000), Seq: 289, Ack: 45,
B Skinny Client Control Protocol

Data length: 120

Header wversion: Basic (0x00000000)

Message ID: CapabilitiesResMessage (0x00000010)

Capabilities count: 7

Payload capability: wideband 256k (25)

Max frames per packet: 120

Payload capability: G.711 u-law 64k (4)

Max frames per packet: 40

Payload capability: G.711 A-law 64k (2)

Max frames per packet: 40

Payload capability: G.729 Annex B (15)

Max frames per packet: 60

Payload capability: G.729 Annex A+Annex B (16)

Max frames per packet: 60

Payload capability: G.729 (11)

Max frames per packet: 60

Payload capability: G.729 Annex A (12)

Max frames per packet: 60
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CCM posle zpravu o tom, kam
umistit ¢islo

Skinny Client Control Protocol
Data length: 116
Header version: Basic (0Ox00000000)
Message ID: LineStatMessage (0x00000092)
Line number: 1
Line directory number: 4755001
Fully gualified display name: 47533001
Display name:
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A Jaky prompt se bude zobrazovat

Skinny Client Control Protocol
Data length: 48§
Header version: Basic (Ox00000000)
Message ID: DisplayPromptStatusMessage (0x00000112)
Message time-out: 0
Display message: Packets!
Line instance: 0
Call identifier: 0O
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Oznameni o ukonCeni registrace

LISCO SYSTEMS

CISCO IP PHONE
lLl.I.IJJJ.u.l IUIJJ Ly —r . . _ 6_1 SERIES
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Chci se o registraci dozvedet vice

port typ koncového bodu
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Telefon se zpravou LineStat dozvi, kde
je umisténo jeho dial number

Skinny Client Control Protocol
Data length: 116
Header wversion: Basic
Message ID: LineSs
Line number: 1
Line directory number: 4755001
Fully qualified display name: 4755001
Display name:

0000000)
essage (Ox00000092)

Pak je mu poslan prompt
Skinny Client Control Protocol
Data length: 48§
Header wversion: Basic {0x00000000)
Message ID: DisplayPromptStatusMessage (Ox00000112)
Message time-out: 0O
Display message: Packets!
Line instance: 0
Call i1dentifier: 0



Pred a po zvednutim sluchatka

= Telefon periodicky odesila ,keepalive* zpravy CCM (podle
pokynu CCM béhem registrace).

» V pripade chyby jsou zasilany Alarmy — vétSinou chyby v siti,
jako napr. telefon neni schopen nacist soubor z TFTP, atd.

» Kdyz uzivatel zvedne sluchatko, telefon odeSle zpravu
"vyveseni" na CCM. CCM zase rekne telefon pfesne, co maji
delat — od vysvetleni ON / OFF, pres prompt, pfes nastaveni
klice az dokonce po oznamovaci ton.
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Pak mohou chodit alarmy

Skinny Client Control Protocol

Data length: 96
Header wversion: Basic (0x00000000)

Message ID: AlarmMessage (0x00000020)

Alarm severity: Warning (1)
Display message: 3: Name=SEP0013C4615F16 Load=/.2(2.0)Version Error

Alarm param 1: 0x00000900
Alarm param 2: 192.168.1.1 (192.168.1.1)

26



Vybrané zpravy skinny

SCCP (“Skinny”) Messages

(in order of appearance)

Stage | V2 — Keep Alive/Alarm h-1essages

SCCP

Msg Usage Data
= | 0000 KeepAliveMessage — (sent periodically by phone)
€ | 0100 KeepAliveAckMessage — (sent periodically by callMgr)
= | 0020 | Alarm Message Alarm Seventy, Display Message & Params
Stage Il — Picking up the handset
Msg Usage Data
— | 0006 | OffHookMessage =
&« | 0099 DisplayTextMessage ASCII text, NULL terminated
€ | 0086 | SetLampMessage Stimulus, Stimulusinstance, LampMode
< [ 0111 CallStateMessage Call State (code), Line Instance, Call Ident
& EDI2 DisplayFromptStatus Timeout, DisplayMessage®, Line Inst, Call Ident
o | 0110 | SelectSoftkeysMessage Line Instance, Call ldent, SoftkeySet, SoftkeyMap
{16-bit bitmap)
< | 0116 | ActivateCallPlaneMessage Line Instance
& | 0082 StartToneMessage Dial Tone (as 32 bit identifier)

—: Phone to Call Mgr < Call Mar to phone

27



Zpravy vytaceni (dialing)

= KeyPadButton zprava (pro kazdou vytoCenou Cislici) a zprava
CallState. Ta se zasila CCM na stanici v ruznych fazich volani.

» VSimnete si, opet, ze protokol je velmi nehospodarny. Kazda
Cislice je poslana samostatné v KeyPadButton zpraveé (jako
jeden byte yAS étyf) KeyPadButtonMessage

CallStateMessage

On Hook (= disconnected)

Ox05 Connected
Ox12 Proceed (= dial ok)




TocCime Cislo 475

Skinny Client Control Protocol

Data length: 16
Header wversion:

Basic

Message ID: KeyPadbwt
Keypad button:
Line instance:

Call identifier:

2

tonMessage
0x00000004)

skinny Client Control Protocol

Data length: 16
Header wversion:

Message ID: Keywraliow
Keypad button: @

Line instance:

Call identifier:

Basic

2

tonMessage
(0x00000007)

skinny Client Control Protocol

Data length: 16
Header wversion: Basic

Message ID: KerdtuyttonMessage
Keypad bu ttoanDDDDDClClS)
Line instance:

Call identifier: 2
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Call Server odpovida zpravou
DialedNumberMessage

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 50202 (50202), Seq: 225,

skinny Client Control Protocol
Data length: 36
Header version: Basic (0x00000000)
Message ID: DialedNumberMessage (0x0000011d)
Called party number: 4755002
Line instance: 1
Call identifier: 13
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Je tfeba pak vyloudit zvuk

A4 7¢6

.,zvoneni

Skinny Client Control Protocol
Data length: 20
Header wversion: Basic (Ox00000000)
Message ID: StartToneMessage (Ox00000082)
Tone: AlertingTone (0x000000.24)
Line instance: 1
Call identifier: 2
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Na piijem je predano Cislo
volajiciho a zobrazen prompt

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst:
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port:

skinny Client Control Protocol
Data length: 28
Header wversion: Basic (0x00000000)
Message ID: CallsStateMessage (0x00000111)
Call state: RingIn (4)
Line instance: 1
Call identifier: 14

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst:
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port:

skinny Client Control Protocol
Data length: 48
Header version: Basic (0x00000000)
Message ID: DisplayPromptStatusMessage (0Ox00000112)
Message time-out: 0
Display message: “\200M027: 4755001
Line instance: 1
Call identifier: 14

192.168.1.3 (192.168.1.3)
51052 (51052), sSeq: 13, A

192.168.1.3 (192.168.1.3)
51052 (51052), seq: 49, A
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Dalsi zprava da pokyn na zvonéni

\Y2 4

na piijmu

Internet Protocol Version 4, Src: 192.166.1.254 (192.168.1.254), Dst: 192.168.1.3 (192.168.1.3)
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port: 51052 (51052), Seq: 581,
Skinny Client Control Protocol

Data length: 20

Header wversion: Basic (0Ox00000000)

Message ID: SetRingerMessage (0x000000&5)

Ring type: InsideRing (0x00000002)

Ring mode: RingForever (0x00000001)

Line instance: 1

Call identifier: 12
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Po zpravée o zvednuti sluchatka
zvonéni skonci

Internet Protocol Version 4, Src: 192.16&8.1.3 (192.168.1.3), Dst: 192.16&8.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 51052 (51052), Dst Port: cisco-sccp (2000), Seq: 13, Ack
skinny Client Control Protocol

Data length: 12

Header wversion: Basic (0x00000000)

Message ID: OffHookMessage (0x00000006)

Line instance: 1

Call identifier: 12
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Pro zapoceti hovoru server da prikaz

\YA 4

k otevieni kanalu na strané prijmu

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.3 (192.168.1.3)
Transmission Control Protoceol, Src Port: cisco-sccp (Z2000), Dst Port: 51052 (51052), Seq: &85,
Skinny Client Control Protocol

Data length: 72

Header version: Basic (0x00000000)

Message ID: OpenReceiveChannel (0x00000105)

Conference ID: 4

Pass-thru party ID: 0

MS/packet: 20

Payload capability: G.711 u-law 64k (4)

Echo-cancel type: Media_EchoCancellation_on (1)

G/23 bitrate: Media_G/23BRate_6_4 (2)

Internet Protocol Version 4, Src: 192.168.1.3 (192.16&8.1.3), Dst: 192.168.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 51052 (51052), Dst Port: cisco-sccp (2000), seq: 105,
Skinny Client Control Protocol

Data length: 24

Header version: Basic (0x00000000)

Message ID: OpenReceiveChannelAck (0x00000022)

Opened receive-channel status: orcok (0)

IP address: 192.168.1.3 (192.168.1.3)

Port number: 27368

Pass-thru party ID: 0
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...call server urcCi finalni parametry
volani a...jesté ne...

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.3 (192.168.1.3)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 51052 (51052), Seq: 985,
skinny Client Control Protocol

Data length: 88

Header version: Basic (0x00000000)

Message ID: StartMediaTransmission (0x0000008a)

Conference ID: 4

Pass-thru party ID: 0

Remote IP address: 192.168.1.1 (192.168.1.1)

Remote port: 25438 A ¢
Ms/packet: 20 VZdaIeny port
Payload capability: G.711 u-law 64k (4)

Precedence: 0

Silence suppression: Media_SilenceSuppragsion_Off (0x00000000)

Max frames per packet: 0
G/23 bitrate: Media_G/23BRate_b_4 (2)

kodek
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pro zapoceti hovoru server da prikaz
k otevieni kanalu na stran€ volani

Internet Protocol Vversion 4, src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 50202 (50202), seq: 1105,
Skinny Client Control Protocol

Data length: 72

Header wversion: Basic (0Ox00000000)

Message ID: OpenReceiveChannel (0x00000105)

Conference ID: 2

Pass-thru party ID: 0

MS/packet: 20

Payload capability: G./11 u-law 64k (4)

Echo-cancel type: Media_EchoCancellation_On (1)

G/23 bitrate: Media_G/23BRate_6_4 (2)
Internet Protocol version 4, src: 192.1668.1.1 (192.166.1.1), Dst: 192.168.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 50202 (50202), Dst Port: cisco-sccp (2000), Seq: 273,
skinny Client Control Protocol

Data length: 24

Header version: Basic (0Ox00000000)

Message ID: OpenReceiveChannelack (0x00000022)

Opened receive-channel status: orcok (0)

IP address: 192.168.1.1 (192.168.1.1)

Port number: 25438

Pass-thru party ID: 0O
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Call server finalizuje nastaveni
kanalu

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 50202 (50202), seq: 1205,
skinny Client Control Protocol

Data length: &8

Header version: Basic (0x00000000)

Message ID: StartMediaTransmission (0x0000008a)

Conference ID: 2

Pass-thru party ID: 0

Remote IP address: 192.168.1.3 (192.168.1.3) , ,

Remote port: 27368 VZda|eﬂy pOl’t

MS/packet: 20

Payload capability: G.711 u-law 64k (4)

Precedence: 0

Silence suppression: Media_SilenceSuppression_Off (0x00000000)

Max frames per packet: 0

G/23 bitrate: Media_G/23BRate_6_4 (2)
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Dal se komunikuji telefony bez
ucasti call serveru

ARP pro zjisteni MAC adresy

63 192.168.1.254 192.168.1.1 LKINNY StartMediaTransmission

64 192.168.1.1 192.168.1.254 TCP 50202 > cisco-sccp [ACK] Seq=305 Ack=1301 win=1400 Len=0

65 Cisco_61:5f:16 Broadcast ARP who has 192.168.1.37 Tell 192.168.1.1

66 Cisco_7f:32:97 Cisco_61:5f:16 ARP 192.168.1.3 s at 00:19:2f:7f:32:97

67 192.168.1.1 192.168.1.3 RTP PT=ITU-T G.711 PCMU, SSRC=0x165F61CD, Seq=1093, Time=169872
68 192.168.1.1 192.168.1.3 RTP PT=ITU-T G./711 PCMU, SSRC=0x165F61CD, Seq=1094, Time=170032
32 192.168.1.254 192.168.1.3 SKINNY StartMediaTransmission

33 Cisco_61:5f:16 Broadcast ARP Who has 192.168.1.37 Tell 192.168.1.1

34 Cisco_7/f1:32:97 Cisco_61:5f:16 ARP 192.168.1.3 is at 00:19:2F:7F:32:97

35192.168.1.3 192.168.1. 254 TCP 51052 > cisco-sccp [ACK] Seq=137 Ack=1081 win=8076 Len=0

36 192.168.1.1 192.168.1.3 RTP PT=ITU-T G.711 PCMU, SSRC=0x165F61CD, Seq=1093, Time=169872,
37 192.168.1.1 192.168.1.3 RTP PT=ITU-T G./11 PCMU, SSRC=0x165F61CD, Seq=1094, Time=170032

Ethernet II, Src: Cisco_61:5f:16 (00:13:cd4:61:5f:16), Dst: Cisco_7f:32:97 (00:19:2Ff:7F:32:97)
Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.3 (192.168.1.3)
User Datagram Protocol, Src Port: 25438 (25438), Dst Port: 27368 (27368)

Real-Time Transport Protocol
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Priklad komplexn¢jSi zpravy
- Start Media Transmission

e L e

SCCP (“Skinny”) Messages

StartMediaTransmission

40



Pole ,,Payload Capability” urcuje typ
pienosu RTP (napt. “4” pro G.711)

CCM dava telefonu pokyn,
aby se pfipojil k této IP adrese
a portu s RTP

- (el '
@ 2199 66.299397 192.168.218.9 192.168.111. 11 SKINNY StartMediaTransmission \_ Hﬁlﬁ]

® Frame 2199 €150 bytes on wire, 150 bytes captured)

® Ethernet II, Src: 192.168.215.9 (00:0b:cd:9a:80:a7), Dst: Cisco_45:81:40

® Internet Protocol, Src: 192.168.218.9 (192.168.218.9), Dst; 192.165.111.1

® Transmission Control Protocal, Sec Port: 2000 (20000, Dst Fort: 50160 C5(
f Client Control P

1

Data Length: B8

Reseryed: Ox00000000

Message ID: StartMediaTransmission (Ox0000008a)
Conference ID: 23626928

PassThruPartyID: 34095329

Remote Ip Address: 192.168.111.240 (192.168.111.240)
Remotfe Port: 19150

MS/Packet: 20

PayloadCapability: G.711 u-Taw 64k (4]

Praecedence: 184

Silence Suppression: Media_Silencesuppression_Off (Ox00000000%
MaxFramesPerPacket: O

G723 BitRate: Unknowa (00

< | ?

0000 00 Oc cf 45 81 40 00 0b cd 9a B0 a7 OB 00 45 60
0010 00 28 82 70 00 Q0 80 06 ed 39 c0 a8 da 09 c0 a8
0020 67 Ob 07 do c3 70 18 5d d9 e2 ce 42 67 2d 50 L8
0030 el5E (0 00 00 DO 00 G 00
SOYLENCO 00 20 b O

0050
0060
0070
0080
0090




Polozeni sluchatka

= Konec hovoru telefon signalizuje CCM zpravou
"OnHook - Zaveseno".

= CCM poteé vyzve telefon, aby prestal vysilat, uzavrel

kanaly, nastavil stav hovoru na Zaveseno — OnHook
(odpojeny), a prezentoval defaultni uzivatelsky prompt.
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Vybrané zpravy skinny

SCCP (“Skinny”) Messages

{in order of appearance)

Stage Ill - Placing a call

SCC

Msg Usage Data
- | 0003 KeyPadButtonMessage Dialed Digit
€ | D0B3 StopToneMessage 0110 may follow to reconfigure softkeys..
< | DOBF CalllnfoMessage Calling/Called Party & Party Names, Line Inst, Call
Ident, Call Type, Ong. called party
< | 0105 OpenReceiveChannel Receive Channel Details..
< | D0BA | StartMediaTransmission Transmission Channel Details..
= | 0022 OpenReceiveChannelAck Status, IP, Port, Pass Through Party 1D
- | 0007 OnHookMessage — (serves as a call hangup)
< (8113 ClearPromptStatusMess... Line Instance, Call Ident
< | D106 CloseReceiveChannel Conf Id, Pass Through Party Id
< | D0BB | StopMediaTransmission Conf Id, Pass Through Party Id

—: Phone to Call Mgr <-: Call Mgr to phone
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Polozeni sluchatka

Call Manager (CME)
Also DHCP and TFTP
192.168.1.254

Monitor
I'm watching
ephone 1

Monitor
I'm watching
~ ephone 2

Switch

7960G ephone 1 7960G ephone
4755001 4755002
192.168.1.1 192.168.1.3

Polozi sluchatko
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Byla zprava o zvednuti sluchatka
sluchatka

Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.168.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 50202 (50202), Dst Port: cisco-sccp (2000), seq: 13, A
Sskinny Client Control Protocol

Data length: 12

Header wversion: Basic (0x00000000)

Message ID: OffHookMessage (0x00000006)

Line instance: 0

Call identifier: 0
Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port: 50202 (50202), seq: 13, A
Skinny Client Control Protocol

Data length: 28

Header wversion: Basic (0x00000000)

Message ID: CallstateMessage (Ox00000111)

Call state: OffHook (1)

Line instance: 1

Call identifier: 13
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Nyni zprava o polozeni sluchatka

Internet Protocol Version 4, Src: 192.168.1.3 (192.166.1.3), Dst: 192.168.1.254 (192.168.1.254)
Transmission Control Protocel, Src Port: 51052 (51052), Dst Port: cisco-sccp (2000), seq: 209,

Skinny Client Control Protocol

Data length: 12
Header wversion: Basic (0x00000000)

Message ID: OnHookMessage (0x00000007)
Line instance: 0
Call identifier: 0
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A zastaveni komunikace

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst:
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port:

Skinny Client Control Protocol
Data length: 16
Header version: Basic (0x00000000)
Message ID: CloseReceiveChannel (0x00000106)
Conference ID: 4
Pass-thru party ID: 0

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst:
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port:

Skinny Client Control Protocol
Data length: 16
Header version: Basic (0x00000000)
Message ID: StopMediaTransmission (0x0000008b)
Conference ID: 4
Pass-thru party ID: 0

192.168.1.3 (192.168.1.3)
51052 (51052), seq: 1245,

192.168.1.3 (192.168.1.3)
51052 (51052), sSeq: 1269,
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Skinny s1 zjiSt'uje statistiky bez
navaznosti na RTCP — volajici start

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.166.1.3 (192.168.1.3)
Transmission Control Protocol, Src Port: cisco-sccp (Z2000), Dst Port: 51052 (51052), Seq: 841,
skinny Client Control Protocol

Data length: 36

Header wversion: Basic (0x00000000)

Message ID: ConnectionStatisticsReqg (0x00000107)

Directory number: 4755002

Call identifier: 14

stats processing type: clearstats (0)

Internet Protocol Version 4, Src: 192.168.1.3 (192.166.1.3), Dst: 192.168.1.254 (192.166&.1.254)
Transmission Control Protocol, Src Port: 51052 (51052), Dst Port: cisco-sccp (2000), seq: 33, A
skinny Client Control Protocol

Data length: 64

Header wversion: Basic (0x00000000)

Message ID: ConnectionStatisticsRes (0x00000023)

Directory number: 4755002

Call identifier: 14

Stats processing type: clearStats (0)

Packets sent: 244

Octets sent: 41968

Packets Received: 250

Octets received: 43000

Packets lost: O

Jitter: 0O

Latency(ms): 13
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Skinny s1 zjist'uje statistiky bez
navaznosti na RTCP — volany start

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.166.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port: 50202 (50202), seq: 1697,
Skinny Client Control Protocol

Data length: 36

Header wersion: Basic (0x00000000)

Message ID: ConnectionstatisticsReq (0x00000107)

Directory number: 4755001

Call identifier: 13

Stats processing type: doNotClearStats (1)

Internet Protocol Version 4, Src: 192.168.1.1 (192.168.1.1), Dst: 192.16&8.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 50202 (50202), Dst Port: cisco-sccp (2000), seq: 305,
Skinny Client Control Protocol

Data length: 64

Header wversion: Basic (0x00000000)

Message ID: ConnectionStatisticsRes (0x00000023)

Directory number: 4755001

Call identifier: 13

Stats processing type: doNotClearStats (1)

Packets sent: 238

Octets sent: 40936

Packets Received: 229

Octets received: 39388

Packets Tlost: 0

Jitter: 0O

Latency(ms): 0
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Uzavreni statistik po ukoncCeni volani

Internet Protocol Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: cisco-sccp (2000), Dst Port: 50202 (50202), Sseq: 1741,
skinny Client Control Protocol -

Data length: 36

Header wversion: Basic (0x00000000)

Message ID: ConnectionStatisticsReq (0x00000107)

Directory number: 4755001

Call identifier: 13

Stats processing type: doNotClearstats (1)

Internet Protocel Version 4, Src: 192.168.1.254 (192.168.1.254), Dst: 192.168.1.1 (192.168.1.1)
Transmission Control Protocel, Src Port: cisco-sccp (2000), Dst Port: 50202 (50202), seq: 1833,
skinny Client Control Protocol

Data length: 36

Header version: Basic (0x00000000)

Message ID: ConnectionStatisticsReq (0x00000107)

Directory number: 4755001

Call identifier: 13

Stats processing type: clearStats (0)
Internet Protocol Version 4, src: 192.168.1.1 (192.166.1.1), Dst: 192.168.1.254 (192.168.1.254)
Transmission Control Protocol, Src Port: 50202 (50202), Dst Port: cisco-sccp (2000), Sseq: 377,
Skinny Client Control Protocol

Data length: 64

Header wversion: Basic (0Ox00000000)

Message ID: ConnectionStatisticsRes (0x00000023)

Directory number: 4755001

Call +didentifier: 13

Stats processing type: doNotClearstats (1)

Packets sent: 389

Octets sent: 66908

Packets Received: 380

Octets received: 65360

Parlate Tact- 0N



Na druhé stran€ se musi ton vratit
na ,,polozene sluchatko

Skinny Client Control Protocol
Data length: 20
Header wversion: Basic (0Ox00000000)
Message ID: StartToneMessage (0x00000082)
Tone: InsideDialTone (Ox00000021)
Line instance: 1
Call 1dentifier: 1

o1



Vice CCM na cesté — vzdalené

Call Manager 1
192.168.1.254

192.168.2.253
Monitor I'm
watching
ephone] Switch
ephoneT ephone2
4755001 4755002
192.168.1.1 192.168.1.3

volani

(all Manager 2
192.168.3.254

Switch 192.168.2.251

Switch

ephone3
Monitor I'm 4766002 Monitor I'm
watching 192.163.3.3 watching
The middle ephone 3
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Urceni, kam s tim

dial-peer voice 1
voip destination-pattern 475....
session target ipv4:192.168.2.253

Incoming called-number
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CCM spolu komunikuji
prostrednictvim H.225

5192.
6192.
7 192.
8192.
10 192.
11 192.
12 192.
13192

168.
168.
168.
168.
168.
168.
168.
168.

P Pd B P Pl Pl B

.254
.253
.253
.254
.253
.253
.254
.253

192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.

P Pod Pl Pd Pl P B

.253
.254
.254
.253
.254
.254
.253
.254

H.225.
H.225.
H.225.

TCP

H.225.
H.225.

TCP
RTP

CS: setup OpenLogicalChannel

CS: callProceeding OpenLogicalChannel

CS: alerting

63780 = h323hostcall [ACK] seq=312 Ack=190 win=2974 Len=0
CS: connect

CS: notify

63780 = h323hostcall [ACK] seq=312 Ack=351 win=2813 Len=0
PT=ITU-T G.729, SSRC=0x7E402FD, Seq=2627, Time=407040, Mark
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CCM s1 vymeni Cisla telefonu

Internet Protocol Version 4, Src: 192.16&8.2.254 (192.16&8.2.254), Dst: 192.168.2.253 (192.166.2.253)
Transmission Control Protocol, Src Port: 63780 (63780), Dst Port: h323hostcall (1720), seq: 1, Ack:
TPKT, Version: 3, Length: 311
Q.931
Protocol discriminator: Q.931
Call reference value length: 2
Call reference flag: Message sent from originating side
Call reference value: 0004
Message type: SETUP (0x05)
# Bearer capability
® Calling party number: '4766002°'
# Called party number: '4755001°'
® User-user
H.225.0 Cs
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Je se treba dohodnout na kodeku
a portech

= Item 0O
FastStart item: 26 octets
= OpenLogicalChannel
forwardLogicalChannelNumber: 1
= forwardLogicalChannelParameters

E]hEESDLﬂg1ca]Channe]ParametEPS
sessionID: 1
= mediaChannel: unicastAddress (0)
= unicastAddress: 1PAddress (0)
= iPAddress

network: 192 1687 g (192_168.2.253)
tsapIdentifie 18964
= mediaControlChanne]l Mynieet tAddress (0)

= unicastAddress: 1PAddress (0)
= iPAddress

network: 192.168 (192.168.2.253)
tsapIdentifier 18965
1... .... silenceSupp wh: True



Kde je H.2457
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Obsah H.245 je zapouzdren
v H.225 (H.245 tunelling)

= Item 1
Faststart item: 30 octets
= OpenLogicalChannel
forwardLogicalChannelNumber: 1
& Torpads f meters
#FeverseLogicalChannelParameter
= dataType: audioData (3)
= audioData: g/29 (10)
g/29: 2

sessionID: 1
= iPAddress
(192 .168.2.254)
= mediaControlChanne e address (0)
network: 192.1
. . . True

= mu P Pl JLogicalChannelParameters (2)
= mediaChannel: unicastAddress (0)
network: 192.
s unicastAddress: iPAddress (0)
tsapIdentifie
maintaincénnect g -

= h2250LogicalChannelParameters
= unicastAddress: iPAddress (0)
tsapIdentifi
= iPAddress
T (192.168.2.253)
18965
1... .... silenceSufmgessa®n: True
: h245Tunnelling: True

True
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Mezi CCM se RTCP pouziva,
zatimco mezi skinny telefony ne

Ethernet II, Src: Cisco_fb:aa:90

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:

Real-Time Transport Protocol

Ethernet II, Src: Cisco_f4:c2:11

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:

Real-Time Transport Protocol

Ethernet II, Src: Cisco_f6:aa:90

Internet Protocol Version 4, Src:
User Datagram Protocol, Src Port:

(00:1c:58:f6:aa:90), Dst:
192.168.2.254 (192.168.2.
17546 (17546), Dst Port:

(00:1c:58:f4:c2:11), Dst:
192.168.2.253 (192.168.2.
18964 (18964), Dst Port:

(00:1c:58:f6:aa:90), Dst:
192.168.2.254 (192.168.2.
17547 (17547), Dst Port:

Real-time Transport Control Protocol (Receiver Report)
Real-time Transport Control Protocol (Source description)

Ethernet II, Src: Cisco_f4:c2:11 (00:1c:5&8:f4:c2:11), Dst:

Internet Protocol Version 4, Src: 192.168.2.253 (192.168.2.

User Datagram Protocol, Src Port: 18965 (18965), Dst Port:
Real-time Transport Control Protocol (Receiver Report)
Real-time Transport Control Protocol (Source description)

Cisco_f4:c2:11

254),
18964

Cisco_

253),
17546

Cisco_

254),
18965

Dst: 192
{18964

f6:aa:90
Dst: 192
(17546)

f4d:c2:11
Dst: 192
{18965)

(00:
.168.

(00:
.168.

(00:
.168.

Cisco_Tt6:aa:90 (00:

253),
17547

Dst: 192
(17547

.168.

1c:58:f4:c2:11)
2.253 (192.168.2_.253)

1c:58:f6:aa:90)
2.254 (192.168.2.254)

1c:58:f4:cZ2:11)
2.253 (192.168.2.253)

1c:58:t6:aa:90)
2.254 (192.168.2.254)
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4 192.168.126.1 - Check Point SmartDashboard - SmartDefense
File Edit “iew Manage Rules

Policy SmartMap  Search  ‘Window Help

Skinny je z hlediska bezpecCnosti
omezenim, napr. nepodporuje NAT

% o B TeaEB
— [ FelE s . .
T Q :'@, E‘b} 12 _ _E':': Security | iE] Address Translation Tﬁ]‘ SmartDefense 'M Wb Intelligence | @ WPH Manager || Qos | S5 Desktop Security |
= T Network Objects : l| Deriisl of Service Ll Skinny Client Control Protocol*

Check Paoint

Metworks
Groups

1P and ICMP
TCP

7| Fingerprint Scrambling

| Successive Events
'2- DShield Storm Center
J Part Scan
L -q Dynamic Ports
— Application Inkeligence
£ [a] mai
FTP
| Micrasaft Metwarks
] Peer to Peer
L__J Instant Messengers
H DNS
VaolP
B3z
e
- Mcp
¢ scep (Skinny)*
=
WPM Protacols
Content Protection
x| ms-rPC
F]ms-sqL
[ socks
: Routing Pratacols
| Sum-RPC
] oHep

5]

el

Werify SCCP header content

Drop multicaszt ATP connections

Attack ID: CPAIS303

Last Update: 01-February-2005

Supported from Yersion: R35W

Severity: Critical

SmartDefense Protection:

SCCP (Skinny Client Control Protocall controls telephony gateways from external call control
devices called Call Agents (also known as Media Gateway Controllers).

SmartDefense provides full connectivity and network level and security for SCCP based YoIP
communication. All SCCP traffic is inspected, and legitimate traffic is allowed to pass while
attacks are blocked, All SmartDefense capabilities are supported, such as anti- spoofing and
protection against Denial of Service attacks, Fragmented packets are examined and secured
uzing kernel based strearning. However, MAT on SCCP devices is not supparted.

In addition, SmartDefense restricts handover locations, and contrals signalling and data
connections.

SmartDefense tracks state and verifies that the state is valid for all SCCP message. For a number
of key messages, it also verifies of existence and correctness of the message parameters,
SrartDefense can perform additional content security checks for SCCP connections, thereby
providing a greater level of protection.

ﬂ Remote Control Application:
v

- ¥

Read/'Wwrite j 60
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Vymeéna zprav s CCM

Call Manager

Skinny S >
RTP/UDP  €======= >

IP Phone
(Skinny Client)

Gateway

IP Phone
(Skinny Client)
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Registration

Keep Alive JL

Placing
<
Call

OUTBOUND CALL

mena zprav s CCM

E INBOUND CALL H
Softphone Call Manager Softphone
. Register Message Register Message
IP port Message . . IP port Message
Register Acknowledge Message Register Acknowledge Message sstration
Capabilities Request Message

Capabilities Request Message

Capabilities Response Message

Capabilities Response Message

Keep Alive Message

Keep Alive Message

Keep Alive Ack Message

Keep Alive Ack Message

Soft Key Event Message (new call)

Set Lamp Message

Start Tone Message

Select Soft Key Message

Call info Message

Call Info Message

l Keep Alive
J

Set Lamp Message

Start Tone Message [Altering)

Set Ringer Message (Ring)

End Call

Stop Tone Message

Set Ringer Message (Off)

Open Receive Channel Message

Set Lamp Message

Receiving

Open Receive Channel Ack Message

Open Receive Channel Message

Start Media Transmission Message

Start Media Transmission Message

User Information Exchange

Soft Key Event Message (End Call}

«

Open Receive Channel Ack Message

Set Lamp Message (Off)

Close Receive Channel Message

Close Receive Channel Message

Stop Media Transmission Message

Stop Media Transmission Message

Set Lamp Message (Off)

End Call
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2. Typy volani
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Typy volani

Mistni volani

Volani pfes ustfednu

Volani z IP sité do PSTN sité

Volani PLAR (Private Line, Automatic Ringdown)

Volani pies dvé ustifedny (PBX-to-PBX)

Volani pifes dva agenty volani (CallManager-to-CallManager)
Volani ze sité mimo sit (On-net to off-net)
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Mistni volani

s =770

_— Frame Relay, — = -
. g ATM, IP g ‘
Cisco Cisco
Voice-Enabled Voice-Enabled

Router Router
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Volani pres ustrednu

X

—
555-0123

Rl —— me H!]lr. ¥ -——
R ATM, IP < '
Cisco Cisco

Voice-Enabled Voice-Enabled
Router Router

66



Volani z IP sit€¢ do PSTN sité

Dial Access Code ﬁ ﬁ

"9" Followed by
the PSTN Phone Cisco

Mumber Voice-Enabled

! Houter

Cisco
Voice-Enabled
Houter

My misto ,,9“ mame ,,0"
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PLAR

Pt1 zvednuti sluchatka volani na pevnou linku

X

Configured to Dial:

PBX .;;) 555-0199 "555-0199"
Y

T1 or E1 m
F

— rame Relay, e A
\ < ATM, IP 4 ‘
Cisco Cisco
Voice-Enabled Voice-Enabled

Router Houter
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Volani pres dv¢ ustredny

/"““‘\

PBX A

— 1 .af:;:ﬂlﬂﬁh P ——— l":h_.
v - ATM, IP e ‘
Cisco Cisco
Voice-Enabled Voice-Enabled
Router Router

// o8 -ﬁ/ | ooxs
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Volani pres dva agenty volani
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Volani ze sité mimo sit

T
—
Cisco i
Vioice-Enabled
Router
; —~— ._ I Cisco
2 = |

= ‘; Voica-Enabled
Router
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3. Konfigurace Cisco IP telefonu
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Signalizace loop-start

Signalizacni technika zajiSt'ujici indikaci stavu zavéSeno, zvednuto

Tekephane co Telephane
'E) | [
ot | |
Ri B S Ring
on Hoak HT 48Y On Hack
Tekphane Tip oo Tip Telephane
Dial Tane Ring Woltage
_ RG  RG
(2) L L :
Ring L L Ring
Coff Haak Ay On Haak
Tekphane co Telephane
Til} =T BG Til}
@
Ring 1 il Ring
Cff Haak e O Haak

1. Necinny stav

2. Volajici zvedne a vytaci Cislo (uzavie se okruh), vyzvanéni 20 Hz, 90 V stf.
3. Hovor je spojen (- 48 V ss)

Béznegjsi volba

CO - Central office
RG — Ring Generator
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Signalizace ground-start

Signalizacni technika zajiSt'ujici indikaci stavu zavéSeno, zvednuto

=

| | Tlp Ground

T I LI Dabector
k1_/ - ] |
i

ra L1 Ring L

CoD PEXFXO
Tip e

|_
%

RG Ring 1L

-4y On-Hook

CD PEAFLD

Ti =

- |Dm:w

RG Ring ml

Pt

)

-4y On-Hook

Necinny stav. PBX a FXO neustale monitoruji uzemnéni linky tip a CO a FXS zase neustale monitoruji uzemnéni linky vyzvanéni.
. PBX nebo FXO uzemni vyzvanéci linku, CO ¢i FXS zjisti zem a lince vyzvanéni a uzemni tip linku, ¢imz FXO uvédomi

o pfipravenosti na pfijem.

PBX zjisti uzemnéni linky tip, uzavie obé smycky a zruSi uzemnéni linky vyzvanéni.
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Opakovani:
Volba frekvence DMTF

Fré*quencies 1200 1336 1477
By 7 1 2 3
770 4 5 &
B52 7 & 4
941 i #
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Tlacitka tonove signalizace

-l 1 1 I
~ | [ [
-l [ 1
[ 1 I

1209 1336 1477 1 633
| Hz Hz Hz
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Kde je v E1 umisténa adresni
Informace?
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Format signalizace E1

slot 1 — ramec (0011011 v 2.-8. bitu slot 17

— 1
: E—
1 /N

Adresni signalizace Kontrolni signalizace Kratké zpravy ISDN ¢i SS7
(DMTF) (sluchatko zvednuto, vcetné identifikace volajiciho,
polozeno) vyzadovaného typu prenosu atd.
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ISDN 2B + D

(signalizace rozprostrena uvniti datovych kanalu)

Fied kength,
in bits 14 & N2y & 2Ny B EEY A

FiL| B1 |L|DJLjFJL|] B2 |L|DJL] B1 |L|DjL| B2

NT frame (network to terminal)

Fiek! kength,
in bits 17 & TH13Y B T197 ‘& T¥Y &

FIL| B1 |E|D|A|F|F| B2 |E|D|S| B1 |(E|D|S| B2

TE fame (terminal to network)

A = Activation bit

B1 = B1 channel bits

B2 = B2 channel bits

D =D channel (4 bits x 9000 frames/sac. = 16 kbps)

E = Echo of previous D bit

F = Framing bit

L = Load balancing 79
S = Spare bit



Jak to vypada na trunku E1

(signalizace sdruzena vn¢ datovych kanalu)

Na E1 trunku se ramec sklada z 32 timeslotu.
Ramec je posilan kazdych 125 usec (1/8000 sec).

E1l
trunk: 20|2110] |z [ 2] 4| 5]e ?‘a 9‘10 11‘12 13| 14|15 18 1?‘1:3 19 20‘21 22(23 | 24|25 )26 |27 23‘29 30[210]1
\ [ v
e
One E1 frame
El timeslot

(& bits of data)

Blize: http.//www.nmscommunications.com/manuals/60041-18/framing.htm/ 80



E1 ramec (signalizace 30B + D)

Frame D channel:
synchronization signaling For all B
FOL channels
B channels carrying voice B channels carrying voice
information infarmatian
A A
f I8 N
El
Frunke Jofz1i0] 122145 67189 (10) 1112|131 14815 16| 17018 | 19]20121|22|123 |24|25|26 |27 |28 1293021 [0
LY A
Y
One E1 frame
El timeslot

FDL — facilities data link



Casové sloty v ramci multirdmee
CEPT E1

CEPT je zkratka pro European Conference of Postal and Telecommunications Administrations

V jednom 8 bit ramci jsou dva kanaly a tak by nebylo efektivni tam davat jesté signalizaci,
ta je shrnuta pro 15 ramcu v tom 16.

E1l frame used for voice
and synchronization only

One E1
frame \ One multi-frame
- 3
\ \
Y | | A
v J
v

These E1 frames each contain voice and signaling
information. Each frame contains the signaling for
two channels (transmitted in channel 18).
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El: 8 x 8,000 x 32 = 2,048 Mb/s

Time Slot 0 1 N 15 Time Slot 18 A7 n 3
Frame 0 |G| O |0 [111]0] 11 I 0/0|0[0[SIAIS|S Il 125 ps
1|0[1[A|S|S|S[S]|S I a: b |d @ |bis|Cie | chs Il
ofc.Jolof1]1]0]1]1 I a.|b.|c.|d.|a-|b:|c|d Il
s{o[1]A[S[S[S|S|S I as by [ |ds [ [bis cis | che i submmultirare |
41C(0 10111011 “ a.|h.|C. duawlbwfns Chs ”
s[o[1]A[S|S[S]S]S I as|bs s [ds|abulce b i
6040 O[1(1[0]1]1 “ as|h:|cs dsanlbzt[:zl cks ”
rlolt[alsIsIsIsIsST o lalbledladpleadl 157 |
sfColol1[1]0]1]1 I a:|bs ¢ [ds [aus] b s [dhs i
sl0|1]A[S[S|S|S]S /| as |bs | |ds [@u] b Cus [chs l
101G[ 0[O [1[1]0]1]1 H [810|D40 | Co |Chio |@us | s | Ces [his ” Subrmulti I
11lo]1[als|s|s]s]s /| 0 01 G [l [ s [ o e I e
12 Cs 0 0 1 1 0 1 1 ” |a1z|b1z Ciz d1zazr ber Cor dzr ”
13 1 A S S S S S ” Ia1s|b1s Cis d1s Au bzs Ces dzs ”
141G/ 001 1[1]0]1]1 ” Ia1s|bis Cis |Chs | @us | P | Ces [Ches H
15 1[A|S[S|S|S]|S ” Ia1s|bn: C1s |Chis @0 | Do | Cso [Chss ” 2ms
Channel 1 Y. . 15 16 Y 30
.. [0] Alignment Bits aulbulcalde] Channel CAS Bits
[A] Remote Alarm Indicator 2T
[E] CRC-4 Error Signaling Bits 7 Channel Bytes
CRC-4 Bits Spare Bits



Konfigurace hlasového portu FXS 1

Router#configure terminal
Router(config)#voice-port 1/1/1

INastaveni hlasoveho konfiguracniho modu na port
Router(config-voiceport)#signal groundstart
Vyber typu signalizace
Router(config-voiceport)#cptone CZ

INastaveni mistniho tonu
Router(config-voiceport)#ring cadence patternOl
1Vzor vyzvaneni (vzorek zvoneni, doba pauzy..)
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Konfigurace hlasového portu FXS 2

Router(config)#voice-port 1/1/1
Router(config-voiceport)#signal loopstart
Router(config-voiceport)#i1mpedance 600r
Router(config-voiceport)#ring cadence pattern02
Router(config-voiceport)#output attenuation -2
Router(config-voiceport)#input gain 3
Router(config-voiceport)#echo-cancel coverage 32

Impedance je nastavena na 600 Q.
Vystupni Gtlum je 2 dB, vstupni zisk 3 dB,
doba registrace echa byla posunuta z implicitnich 8 ms na 32 ms
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Konfigurace portu FXO 1

Imituje nastaveni telefonu

Station Lire

- . . Fa . --H'"-—
STl FED Side Side . \"l
g FSTH
1241 = S

PR

Router(config)#voice-port 1/2/1
Router(config-voiceport)#signal loopstart
Router(config-voiceport)#ring number 3
Router(config-voiceport)#dial-type pulse

Nastavuje se typ signalizace (loop-start, ground-start), typ vytaceni (pulzni, DTMF),
poCet zazvonéni, po kterych FXO odpovi (napf. 3)
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Konfigurace hlasového portu FXO 2

Router(config)#voice-port 0/0/0
Router(config-voiceport)#signal groundstart
Router(config-voiceport)#connection plar opx 4001
Router(config)#dial-peer voice 90 pots
Router(config-dialpeer)#destination-pattern OT
Router(config-dialpeer)#port 0/0/0

Urceni OPX (Off-Premises eXtension) PLAR, touto volbou si zajisti lokalni reakci

pfed vzdalenou odpovédi. Prichozi hovory typu plar jsou pfesmérovany na Cislo 4001.
Dial peer je adresovatelny koncovy bod spojeni.

T oznacuje fetézec Cislic s proménlivou délkou.
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Signalizace E&M

Slouzi pro komunikaci mezi PBX Ci jinymi telefonnimi prepinaci.

Hlas a signalizace jsou pfenaseny riznymi cestami.

Konfiguruje se: typ signalizace E&M, operace (2 dratypro hlas FDX nebo 4 HDX).
Je 6 typu signalizace E&M:

Typ 1: nejbéznéjSi v Severni Americe.

Typ 2: Pro citlivé prostfedi, protoze generuje minimalni interferenci.

Typ 5: Mimo Severni Ameriku.

SSDC5: Velka Britanie, ostatni se pouzivaji vyjimecCné.

Typ 1 a typ 2 jsou si podobné — pro signalizaci vedeni E a M, zbyvajici dva
pary se pouzivaji pro zvuk.

Fyzickym rozhranim je konektor RJ-48.

Tri typy signalizace pristupu:

Immediate-start. \/olajici si vyhradi linku zvednutim sluchatka na E a po min. 150 ms
vySle informace o adrese ve formé Cislic DTMF nebo vytacenych pulsu.

Wink-start. Nejpouzivangjsi, odstranuje kolize. Vysilajici Ceka na ,mrknuti“ z druhg strany.

Delay-start. Volajici po posecCkani ovéruje, zda je na druhé strané sluchatko polozeno.



Konfigurace hlasového portu E&M 1

Router(config)#voice-port 2/1/1
Router(config-voiceport)#type 1
Router(config-voiceport)#operation 4-wire
Router(config-voiceport)#signal wink-start
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Konfigurace hlasového portu E&M 2

) |ES

E&M Trunk Wink Start

— //1 Type | Two-Wire / F/
[1001] PEX _J-
b * -i':
1002 ), _
// I [bound DNIS E&M E!—‘ 'P’ E

Dutl:lfund DMIS 1A I‘I

4 & Em

Router(config)#voice-port 1/1/1

Router(config-voiceport)#signal wink-start
Router(config-voiceport)#operation 2-wire

Router(config-voiceport)#type 1

Router(config-voiceport)#no shutdown

Router(config-voiceport)#exit

Router(config)#dial-peer voice 10 pots
Router(config-dialpeer)#destination-pattern 1. ..
Router(config-dialpeer)#direct-inward-dial

IPrime dovnitr smerovane pripojeni

Router(config-dialpeer)#forward-digits all

1Posilaji se dal vsechna cisla, nejen odpovidajici zastupnym znakum v pattern
Router(config-dialpeer)#port 1/1/1 90




Je mozné nastavit radu ¢asovacu

Router(config)#voice-port 1/1/1

Router(config-voiceport)#timeouts interdigit 20

I Maximalni doba cekani pri vytaceni na dalsi cislici v sekundach
Router(config-voiceport)#timeouts initial 20

I Maximalni doba cekani pri vytaceni na prvni cislici v sekundach
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Digitalni hlasove porty

— N
= ¢ k
Pz yi [ PSTH )

..Il--."-\. e

Router(config)#controller 2/0
Router(config-controller)#clock source line
I Hodinovy signal prichazi ze site
Router(config-controller)#framing|est
! Rozsireny superramec — viz P1-3
Router(config-controller)#linecode b8zs

I Kodovani bipolar with eight-zero substitution
' Eliminuje pro T1 osmice nul

Tri mody: controller-configuration, interface-configuration, voiceport-configuration.
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Opakovani: Co je ESF?

DS0 1 DS0 2 DS0 3 DS0 4
DS0 1 DSO0 2 DS0 3 DS0 4
DS0 1 DS0 2 DSO 3 DS0 4
DS0 1 \ DS0 2 | DS0 3 ‘ DS0 4

DS0 24
DS0 24

DSO 24

DS0 24
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Format signalizace T1
a Extended SuperFrame

DSO0 — 64 kb/s, F — Framing bit, 12 ramcu — SF, 24 ramci — ESF 8 x 24 + 1 = 193 bitu

DS0 1 DS0 2 DS0 3 DS04 |- DSO 24 =
DS0 1 DSO0 2 DSO0 3 DS04 | DS0 24 F

DS0 1 DS0 2 DSO0 3 Dso4 | DS0 24 F

DSO0 1 DSO0 2 DSO0 3 DS04 |- DS0 24 F
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T1: ISDN 23B+D

T1 timeslot (8 bits of data)

@Illllllllllllllllllllllllll
2223 01 2 3 45 6 7 8B 91011121314151617181920212223 0 1

J

\
%

One T1
frame
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D4 framing

» Na konec kazdého ramce je pfilepen jeden framing bit (F bit) pro jejich oddéleni
= Celkem ma ramec (24x8)+1=193 bitU

I DITS

22123||0|1|2|3|4|5|6]|7|8]|9 101112131415151?18192D212223| 0f1]2

N

One T1 frame
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Superframe

2 signalizacCni bity nam umoznuji prenaset 4 signalizacni zpravy

One superframe

One T1 frame

Frames containing
robbed-bit signaling
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Extended superframe

6 ramcovy oddélovac (kazdy 4.)
6 CRC
12 diagnostika

24
Navic 4 bity zevnitf ramcu ukradeny na signalizaci = > 16 moznych zprav

One extended superframe

EEEEES EEEEE SEEEE EEEEe -
LS '
One T1 frame I = bits used for framing
and extra bit [l = bits used for other purposes (such as diagnostics and error checking)

B = frame containing robbed-bit signaling

98



Telefonovani pres CCM
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Casovy graf volani pies CCM

IP Phone 1

Q)

Station Off-Hook
Station Play Tone (Dial Tone)
Station Set Lamp (Steady)
Station Digit Dialled

Station Stop Ton (Dial Tone

Station Digit Dialled

Station Call Info
; Station Start Tone {AIening!
Station Stop Toné
Station Open Receive Channel

station Start Media Transmission

Station Open Receive Channel AcK )

Conversation

Station On-Hook
Station Set Lamp (Off)
Station Close Receive Channel
Station Stop Media Transmission

CCM1

Sraltion Call Information
Station Set Lamp (Blink)
Station Set Ringer (On)

Station Off-Hook
Statiolrr Set Lamp (Stead )
- Statlon Set Ringer (Off)
Sta;atnon Open Receive Channel
1on Open Receive Channel Ack

Station Start Media Transmission

Ssrjjnon Close Receive Channel
on Stop Media Transmission
Station Set

Lam Off

ST& tion O”'HGOR

] LI

@ © OO

IP Phone 2
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Volani pres CCM uvnitr klastru

CallManager Cluster 1

1002 1003
Phone 2 Phone 3
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Volani pres CCM v ruznych klastrech

Intracluster Trunk

(ICT)
([~ H.323v2)

SCCP

1002 1003
Phone 2 Phone 3
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Volani pres branu

H.225 F/S Set-up
H.225 F/S Connect

: 5 RTP Stream " :
1001 Registered CallManager 2001
Phone 1 - - ~H.323RAS Phone 2
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Zdroj na Internetu — ICOMM

| & | http://oneexamamonth.com/ICOMM.aspx

| 43 Hiedat - «
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poloiky | 5k [+ Gmail - PR &l ESET do DS... [+] Gmail - Napsat e-mail - jd... *§ znojmo vino - Vyhledavén... S Slovnik - subscriber [5Y Bezpecnostni stfipky bar
ice (ICOMM)
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1ExamAMonth.com

Offering Resources for One Cisco® Exam
. Every Month

Home CCHNA | CCNP ‘ CCNP Voice ‘ Books | Contact Us |

ICNDA1

CCNA Voice
ICND2
CCNA Voice (ICOMM)

The new CCHNA Voice exam (ICOMM — Exam #: 640-461) was announed by Cisco on 10-19-10.

If an exam candidate already has their basic CCNA cerification, they can earn the CCNA Voice
Concentration by passing the single ICOMM exam.

Free Videos

Introduction to ICOMM

ICOMM Lab 1 - Overview of ICOMM

Introducing Cisco Voice and Unified

Communications Administration (ICOMM) 8.0
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Zdroj na Internetu — CVOICE
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Zdroje

Wiki Wireshark http://wiki.wireshark.org/SampleCaptures#SIP_and RTP
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