Rizeni rizik p¥i vyvoji SW

Barry Boehm, USC



“Pokud aktivn€ nenapadnete rizika, ...
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Vyznam rizikoveho fizeni

Tyka se slozitych SW systém1l.

Soustiedi pozornost projektu na kriticke rizikove polozky.

Poskytuje techniky pro zvladnuti rizikovych polozek.

Redukuje ceny SW tim, Ze sniZzuje cenu prepracovani,
obvykle 40-50% ceny SW.
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Neochota pfipustit existenci rizik.
« Zanechava dojem, ze nevite piesné, co délate.
« Zanechava dojem, Ze vasi panove - zakaznici nevi
presné, co délaji.
 Orientace na uspech.

Tendence odlozit obtizné ¢asti.
 Mozn4, ze zmizi.
* Mozna se budou fesit snaze, az vyreSime lehké Casti.

Prevence stoji penize a Cas.
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Poté, co se spalili v podobné situaci.

* Vyhybani se bolesti.

* PresvédCiva evidence nasledkau.
Kdyz je kazdy zucastnény presvédCen, ze rizika existuji, ale ze ma
stale cenu pokracCovat.

« Kazdy je vitézem, realistickd oCekavani.

KdyzZ se to konecné€ naucili délat spravné.

» Techniky nejsou vSeobecné€ znamé, ale lze se je naucit.



Definice rizika

Riziko = MozZnost ztraty nebo zranéni (Webster)

E=P-Z

E = Expozice rizika
P = Pravdépodobnost nezadouciho vysledku
Z = Ztrata pti nezadoucim vysledku




Slozky uspokojivého vysledku

Z.akaznik:
Vyvojar:
Uzivatel:

Udrzbat

Manazer vyroby:

Cena, termin dodant ...
Rozpocet, plan ...

Funkcionalita, vykon, spolehlivost,
pouzitelnost ...

Modifikovatelnost, prenositelnost ...
Dalsi pouzitelnost ...
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Software fidi vesmirny experiment

PROB (pravdépodobnost kritické chyby) =04
Ztrata po vyskytu kritické chyby = $20M

Pokud se provede nezavisla V&V:

« PROB (kritickd chyba zustane) =0.05

 Pfidana cena k SW projektu =$1M
Pokud se neprovede nezavisla V&V:

« PROB (kritickd chyba ziistane) =0.2

 Ptidana cena k SW projektu =$0



Ztrata = - $1M

Nalezeni CE

T
p=0.35
) -21M
Proved’ IV&V NenalezeniCE ™y \_ Epy=.
p = 0.05
Zadna CE M
p=0.6 —
0
Nalezeni CE —
p=0.2
) Nenalezeni CE =0 _
Zadna IV&V Ty O o/~ Ev=4
Zadna CE 0
I

p=0.6
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Rizeni rizik pti vyvoji SW

Risk
KManagement

Rizk
Identificatiom

Checklists

Decision Driver Analysis

Ansumption Analysis
Dacomposition

Fisk Performance Maodels
Assessment Risk Cost Models
Analysis MHetwork Analysis
Decision Analysis
Cruality Factlor Analysis
Rizk Aizk Exposure
Prioritization Risk Leverage
Compound Risk Reduction
Buying Information
Ri=zk Avoldance
Eli:::r?:t' Risk Transfer
Risk Reduciion
Risk Elament Planning
Rizk Plan Integraticmn
Risk
Control Frototypes
Rizk Simulations
Remsolsiion Benchmarks
Analyses
Staffing
Risk Milestone Tracking
Monitoring Top-10 Tracking

Risk Repsasessameant
Corrective Action

H B I
11



,, Top 10 rizikove polozky

. Nedostatek pracovnikii
. Plany, rozpocty, proces
. COTS, externi komponenty
. Neshody v pozadavcich
. Neshody v uzivatelském rozhrani
. Architektura, vykon, kvalita
. Zmény v poZadavcich
. Zdédeny software
. Externé feSen¢ ulohy
0. Pfecenéni moZnosti informatiky
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,,Jop 10 Rizika vyvoje SW
ryE =

1. Personnel Shortfalls
Staffing with top talent; key personnel agreements; incentives; team-
building; training; tailoring process to skill mix; peer reviews.

2. Unrealistic schedules and budgets
Business case analysis; design to cost; incremental development; software
reuse; requirements descoping; adding more budget and schedule.

3. COTS; external components
Qualification testing; benchmarking; prototyping; reference checking;
compatibility analysis; vendor analysis; evolution support analysis.
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,,Jop 10 Rizika vyvoje SW

4. Requirements mismatch; gold plating
Stakeholder win-win negotiation; business case analysis; mission analysis;
ops-concept formulation; user surveys; prototyping; early users’ manual;
design/develop to cost.

5. User interface mismatch
Prototyping; scenarios; user characterization (functionality, style,
workload).

6. Architecture, performance,quality
Architecture tradeoff analysis and review boards; simulation;
benchmarking; modeling; prototyping; instrumentation; tuning.
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,,Jop 10 Rizika vyvoje SW

10.

Requirements changes
High change threshold; information hiding; incremental development
(defer changes to later increments).

Legacy software
Design recovery; phaseout options analysis; wrappers/mediators;
restructuring.

Externally-performed tasks
Reference checking; pre-award audits; award-fee contracts; competitive
design or prototyping; team-building.

Straining computer science capabilities
Technical analysis; cost-benefit analysis; prototyping; reference checking.
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Stanoveni priority rizik

Risk Probability

Low

Utility - Risk
Loss Estimate
Check

Little Probability

Risk Estimate
Low - High

Loss of Utility
1 & e
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RRL =

- Spacecraft Example

Risk Reduction Leverage (RRL)

RE BerORE - RE AFTER

RISK REDUCTION COST

LONG DURATION
TEST

FAILURE MODE

TESTS
LOSS (UO) $20M $20M
PROB (UO) B 0.2 0.2
REg $4M $4M
PROB (UO) A 0.05 0.07
RE 5 $1M $1.4M
COST $2M $0.26M
4-1 4-1.4 _
= =1. =10
RRL , 18 0.26
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Plany Fizeni rizik Sk,
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Otazky pro kazdou rizikovou polozku:

1. ProC?

Vyznam rizikove polozky, vztah k cilim projektu.
2. Co, kdy?

Vystupy pro rozhodnuti rizik, milniky, sité aktivit.
3. Kdo, kde?

Zodpovédnosti, organizace.
4. Jak?

Ptistup (Prototypy, Piehledy, Modely, ...).
5. Kolik?

Zdroje (Rozpocet, plan, kliCovi pracovnici).
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Identifikovane riziko
- poskozeni auta a zranéni pasazéru pi1 autonehod¢ cestou do prace
 vyhnuti se
- bydlet blizko prace a chodit pésky/ pouzivat MHD
e predpokladani
- jet do prace a doufat, Ze to dobie dopadne
e fizeni
- sniZzeni maximalni povolené rychlosti, bezpecnostni pasy, zesileni
oddélovacich paneld, cesta se zkuSenym, bezpecnym fidiCem
* pienesenti
- pojisténi auta, zachranny systém, Zaloba druh¢ho fidice
e ziskani znalosti

W w7/

- uréeni nejbezpecnéjSich aut pomoci narazovych testi, nalezeni
B B
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nejbezpecnési cesty do prace



Techniky fizeni rizik
1 0 0
Identifikovane riziko
- byt nékym zasttelen
 vyhnuti se
- zakaz rucnich palnych zbrani
e predpokladani
- stane se to nékomu jinému
e fizeni
- drzet se mimo nebezpecné oblasti, byt stale ve stiehu,
koupit nepriistielnou vestu

* pienesenti
- pojistit se, provozovat zachranny systém, Zalovat stielce
e ziskani znalosti

- 7jistit nebezpecna mista, zjistit varovné piiznaky nebezpeci
B B
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Techniky fizeni rizik
Il _

Identifikované riziko

- selhani disku
 vyhnuti se

- nepouzivat disk
e predpokladani

- pouzivat disk a slibit si, Ze zitra udélam zalohu
e fizeni

- pravidelné zalohovat disk
* pienesenti

- pouziti utility pro obnoveni disku
e ziskani znalosti

- ur¢it frekvenci selhdni pro rizné znacky diski
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Schéma rizeni
rizik dle PMI:

Project Risk Management

11.1
Risk Identification

.1 Inputs
.1 Product description
.2 Other planning outputs
.3 Historical information
.2 Tools and Techniques
.1 Checklists
.2 Flowcharting
3 Interviewing
.3 Outputs
.1 Sources of risk
.2 Potential risk events
.3 Risk symptoms
4 Inputs to other processes

11.2
Risk Quantification

.1 Inputs
.1 Stakeholder risk tolerances
.2 Sources of risk
.3 Potential risk events
.4 Cost estimates
.5 Activity duration estimates
.2 Tools and Techniques
.1 Expected monetary value
.2 Statistical sums
.3 Simulation
.4 Decision trees
.5 Expert judgment
.3 Outputs
.1 Opportunities to pursue,
threats to respond to
.2 Opportunities to ignore,
threats to accept

1.3

Risk Response Development

.1 Inputs
.1 Opportunities to pursue,
threats to respond to
.2 Opportunities to ignore,
threats to accept
.2 Tools and Techniques
.1 Procurement
.2 Contingency planning
.3 Alternative strategies
4 Insurance
.3 Outputs
.1 Risk management plan
.2 Inputs to other processes
.3 Contingency plans
4 Reserves
5 Contractual agreements

114
Risk Response Control

.1 Inputs
.1 Risk management plan
.2 Actual risk events
.3 Additional risk identification
.2 Tools and Techniques
1 Workarounds
.2 Additional risk response
development
.3 Outputs
.1 Corrective action
.2 Updates to risk
management plan

22
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Risk identification 23240

Tools & Techniques

.1 Product description 1 Checklists 1 Sources of risk
.2 Other planning outputs .2 Flowcharting .2 Potential risk events
.3 Histarical information 3 Interviewing 3 Risk symptoms

4 Inputs to other processes

SN | SU— | —

Zdroj: PMI
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Tools & Techniques

1 Stakeholder risk .1 Expected monetary value .1 Opportunities to pursue,
tolerances .2 Statistical sums threats to respond to
2 Sources of risk 3 Simulation .2 Opportunities to ignore,
.3 Potential risk events 4 Decision trees threats to accept
A4 Cost estimates 5 Expert judgment
5 Activity duration
estimates

Zdroj: PMI
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Pravdépodobnostni
odhady (ptiklad)

Nastroj pro
ohodnoceni rizik

Zdroj: PMI

Activity Name

a
Triangular Distribution

Initial draft

Gather information 40

Write sections 85

Review informally 10
Inspection

Inspectors inspect 18

Prepare defects/issues list 10
Resolve defects/issues 10
Make necessary changes 15

Estimated Project Totals:

Mean = (a + m + b)/3 Variance = [(b —a)2 + (m=-a)im-b)] /18

Beta Distribution (using PERT approximations)

Initial draft

Gather information 40

Write sections 35

Review informally 10
Inspection

Inspectors inspect 18

Prepare defects/issues list 10
Resolve defects/issues 10
Make necessary changes 15

Estimated Project Totals:

Most
Low Likely High

m

45
50
15

25
20
25

20

200

45
50
15

25
20
25
20

200

b

80
100
30

50
40
60
40

80
100
30

50
40
60
40

Mean = (@ + 4m + b) /6 Variance = [(b - a) f‘lfi]2

Mean

X

55.0
61.7
18.3

M Lo N L2
O ~wo

1.
i
1.
5.

246.0

50.0
55.8
16.7

28.0
21.7
28.3
22.5

223.0

Sigma  Variance
o o
8.9 19.2
13.9 193.1
4.2 18.1
6.9 41.2
6.2 38.9
10.5 109.7
5.4 29.2

RE

22.1 «~ 515.2
6.7 44 4
10.8 117.4
3.3 11.1
53 28.4
5.0 25.0
8.3 69.4
4.2 17.4

RN

17.1 < 313.2
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Cumulative Probability

110 120 130 140 150 160 170 180 190 200
Days After Project Start

This S-curve shows the cumulative probability of project completion by a particular date. For example,the intersection of
the dashed lines shows that there is a 50 percent probability that the project will be finished within 145 days of its start.
Project completion dates toward the left have higher risk while those toward the right have lower risk.
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Rizika plynouci z konvergence cest (ptiklad)
srfy

Milestone A

Y

Activity 1
10, 12, 14

Activity 2
10, 12, 14

Activity 3
10, 12, 14

L

Milestone B

Activities 1, 2, and 3 all have an expected duration of 12 days, + 2 days. The CPM calculated duration of
Milestone A to Milestone B is, therefore, 12 days. However, the actual duration will be greater than 12 days
if any one of the activities is delayed. This is true even if the other activities finish in less than 12 days. Zdroj: PMI
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Rozhodovaci strom (priklad)

Expected
Monetary
Probability (P)  times Outcome =  Value
Uncertain
Aggressive Outcome P=.20 x + $100,000 = + $20,000
Schedule

(EMV=$4,000)

Decision X -$20,000 = -$16,000

Uncertain

Outcome X -$20,000 = -3$6,000

Conservative
Schedule
(EMV=$1,000) P— 70 X +$10,000 = + $7,000

» Expected monetary value (EMV) of result = Outcome x Probability of that outcome.

» Expected monetary value of a decision = sum of EMVs of all Outcomes stemming from that decision.

» Aggressive schedule has expected monetary value of $4,000 and is "preferred” over conservative
schedule with expected monetary value of $1,000.

Zdroj: PMI
1 B I
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Risk response development gﬁ%@@%}

Tools & Techniques

.1 Opportunities to pursue, 1 Procurement .1 Risk management plan
threats to respond to .2 Contingency planning .2 Inputs to other
.2 Opportunities to ignore, .3 Alternative strategies processes
threats to accept A Insurance .3 Contingency plans
4 Reserves

.5 Contractual agreements

—_—

Zdroj: PMI
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Risk response control gﬁi@;%ﬁ%}

Tools & Techniques

.1 Risk management plan 1 Workarounds .1 Corrective action
.2 Actual risk events .2 Additional risk response .2 Updates to risk
.3 Additional risk development management plan

identification

—_

Zdroj: PMI
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« Rizikove¢ fizeni je vhodné u komplexnich SW projekti, kde
umoznuje:

- vyhnout se prekvapenim,
- redukce nakladu.

* Ovéfene techniky fizeni rizik jsou k dispozici.

« Rizikov¢ fizeni nelze délat podle kucharky.
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31



ENH

Revidujte prifazeni pracovnikt podle jejich dovednosti.

Provéite potfebné dovednosti a naplanujte zvySeni kvalifikace.

Identifikujte hlavni rizika a odhadnéte jejich expozice
(pfedpokladejte znalost nakladu).

Prifad’te rizika k jednotlivym fazim projektu.
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Po t€, co jste vSe naplanovali a zahajili jste projekt,
postihla Vasi firmu morova epidemie. Ze dne na den jste
piiSli o dvé tretiny programatoru. Ve Vasem tymu dale
nezustal nikdo, kdo ma zkuSenosti s tvorbou uzivatelského
rozhrani podobnych aplikaci, jake vyvijite.

* Navrhnéte seznam opatieni, kterymi budete danou

situaci resit.
« Jak se tato opatteni projevi na Casovém planu?
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