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Co je OAuth

otevreny standard specifikujici protokol pro
autorizaci pristupu k vyjmenovanym
operacim nejakeho API, ale Ize jej vyuzit i pro
autentizaci v pripade, ze dane APl ma
operace pro ziskani informaci o uzivateli
umoznuje povolit pro konkretniho
poskytovatele sluzby jen urcCité operace (ze
vsech operaci) na API urciteho poskytovatele
API

podporuji APl Google, Facebook, Twitter, ...
seznam implementaci - http://oauth.net/2/



http://oauth.net/2/

Co umoznuje OAuth

® neni omezeno jen na web, lze | pro mobilni
aplikace (Android, iOS), desktopove,
SmartTV, embedded v set-top-boxech

e spoluprace dvou ruznych web serveru

e napr. uzivatel Google Disk muze povolit
jinému webu od firmy X, pripadné jejich
mobilni aplikaci, ¢teni dokumentu a zapis
jejich upravenych verzi

e aplikace muze pfistupovat k APl i bez
uzivatele
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Jak to funguje
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vyvojar aplikace se zaregistruje
u poskytovatele API

O GOOgle APl console nhtips:/icode.qooale.com/apis/console/
o Facebook develOperS https://developers.facebook.com/apps/

zaregistruje aplikaci, ziska client_secret

pri prichodu uzivatele do aplikace
presmeruje na OAuth server se zadosti

0 opravnenl K urCitym operacim

aplikace ziska od uzivatele jednorazovy kod
aplikace vymeni kod a client _secret za token
aplikace vola API a prokazuje se tokenem



https://code.google.com/apis/console/
https://developers.facebook.com/apps/

Registrace aplikace u Google

e

Create Client ID

Client ID Settings

Application type

= Web application
Accessed by web browsers over a netwaork,

Service account

Installed application
Funs on a desktop computer or handheld device (like Android or iIFhone).

Your site or hosthame [more options)

For example: wuy.example.com or localhost
[ https:d T | www example.com

Redirect URI

hitps:Awawnwe. example. comfoauthZeallback

Create client 1D | Cancel |

Calls Google APls on behalf of your application instead of an end-user. Learn more

Learn more
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Zaregistrovana aplikace u Google

Wyhledavani Obrazky Mapy Play ¥ouTube Zpravy Gmail Disk Dalgi « martinkuba@gmail.com ¥ | Nastaveni v | Napovéda | Odhlasit se

Go 3[&3 apis

MUNI Photometric Arch... r

APl Access

Overview To prevent abuse, Google places limits an AP requests. Using a valid OAuth token ar APl key allows you to exceed
Services anonymous limits by connecting requests back to your project.
Team

Authorized APl Access
APl Access OAuth 2.0 allows users to share specific data with you ifor example, contact lists) while keeping their usernames, passwords,
and other infarmation private. A single project may contain up to 20 client D=, Learn more

Branding information

The following infarmation is shown to users whenever you request access to their private data.

Froduct name: PLINI Photometric Archive
Google account: wartinkubalogmail . com
Home page URL: https://wuw.cerit-sc.cz/ login/

Edit branding infarmation. ..

Client ID for web applications

Client 10 558708443072 . apps.googleusercontent . com Edit settings...
Ernail address: 5587058443072Rdeve loper . gserviceaccount . com Feset client secret.
Client secret; & woe -LuMwG Download JSOR
Redirect URIs: https: /A wuw. cerit-sc.c2/f logind google/ auth Daloren

Javascript origins: https://www.cerit-sc.cz

Create another client (D




Povolena API u Google

“yhleddvani Obrazky Mapy Play YouTube Zpravy Gmail Disk Dalsi martinkubag@gmail.com ¥ | Mastaveni v | Mapovéda | Cdhlasit se

Google apis

MUNI Photometric Arch... v | a) (56)  Active () Inactive (56)  Google Cloud Platform

Overview .
All services

Services Select senices for the project.

Team Service Status Notes

APl Access i N
® Ad Exchange Buyer AP @ [ |oFF] Courtesy limit: 1,000 requests/day
% Ad Exchange Seller AP @ ([TJorr) Courtesy limit: 10,000 requests/day
% AdSense Host AP @  Request access.. Courtesy limit: 100,000 requests/day
% AdSense fanagement AR @ ([TJorr) Courtesy limit: 10 000 requests/day
ad Analytics AP @ [Jorr) Courtesy limit: 50,000 requests/day
Q Audit AP @ ([TJorr) Courtesy limit: 10,000 requests/day
% BigQuery AP @ [Jorr) Courtesy limit: 10,000 requests/day = Pricing

Blogger AP 43 @  Request access.. Courtesy limit: 10 000 requests/day

E Books AP @ [Jorr) Courtesy limit: 1,000 requests/day
B Calendar AP @ ([TJorr) Courtesy limit: 10,000 requests/day

Q "rietern = aare b A (7] | | OFF | Hermtacsy ikt N0 ramiiactedday « Heimimm



Zaregistrovana aplikace u Facebooku

facebook developers

Support News Apps

Hledat aplikace

MUMNI Photometri...

Aplikace » MUNI Photometric Archive

Mastaveni

1D aplikace £ &PT kIiE
SO07535432583158

Tajny kli¢ aplikace

B69badce 74bail?
Mazev aplikace

rnuniastro

Refim piskovisté

Wy pnuto

Flatformy, na ktervch aplikace bEET
PrihldaZeni pormoci Faceboolku

Statistiky
Zivatelé
0 Mowych ufivateld dennd
D@ Altivni uZivatelé za den
Ulohy
Ulohy Spravoi:

| # Upravit aplikaci || + ¥ytvoFit novou aplikaci

# Upravit nastaveni ¥y¥wojarska upozornéni

Memate £adna wyvolarska upozornéni,

Zdileni
0 Obsah sdileny za den
0,00 ohlasy podle sdileni

Zobrazit vie

Zobrazit wie

# Upravit dlahy



Prichod uzivatele do aplikace

e uzivatel si vybere poskytovatele uctu

e na screenshotu
o Facebook a Google - OAuth

o Seznam.cz a MojelD - OpenID
o MU, UK, ZCU, JU - SAML
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Odeslani uzivatele na OAuth server

public class FacebookServlet extends HitpServlet {

private static final String cliemt id = "500753543283158";

private static final String clieat secret = "69badc Iba317"";

private static final String redirect wri = "https://www.cerit-sc.cz/login/facebook/auth";
private static final String LOGIN UR! = “https://www.facebook.com/dialog/oauth;

private static final String FOKEN UREL = "https://graph.facebook.com/oauth/access token';
private static fipal String SCOPE = “email™;

@verride
protected void doGet (HttpServletRequest req. HttpServletResponse resp) throws ServletException, IOException {
LR =
if ("/login".equalsireq.getPathInfo())) {
fiinitiate facebook authorization
String state = Integer.taoStringirandom.nextInt{Integer MAX VALUE)); //random valve protecting against XSAF
req.getSession(true) setAdttribute("state”, state):
firedirect to Facebook to ask for permission on amall
String loginRedirectlURL = LOGIN URL
+ "2?2client_id="" + wrlEncodeiclient id)
+ "dredirect uri=" + wriEncode(redirect uri)
+ "bstate=" + wrlEncode(state)
+ "“&scope="" + urlEncode (SCOPE);
resp.sendRedirect (loginRedirectURL);
T else if ("rfadbh™. enualsiren. oetPathTnfn (111



Uzivatel se prihlasi k uctu ...

f Facehook

Fiiblazte 2 pro pouzivani vaseho Uctu = aplikac MUM Photometric Srchive.

E-mail nebo rmiak UBEic s muni.cz
telefon:
Heslo: TR

s Zhistat plihladenia)

i EEI#8 neho Zaregistrujte se na Facebook

Tapomnéli jste své hesla?



... a schvali povoleni k operacim

O Facebooku whvtvofit reklam

Facehook @ 2017 - Cedting

Hiedat nzoby, mizta & ohaah o]

whvtvorit stranku

e DjEF

Kariéra

l I Martin Kuba = Majit pratele  Hlavni stranka gz %

MUHNI Photometric Archive Zad3 o pfistup k
nékterym ddajim {vefejny profil, seznam piatel a

e-rnailovd adresa).

Storno

Soukromi - Soubory cookie Podminky poufti | MNapovéda



Obdobné u Google

COL .rglﬁ' Fdartin Kuba a -

Klient MUNI Photometric Archive poZaduje nasledujici

opravneni MUNI

= Zobrazeni zakladnich informaci o Gétu Photometric
Archive

Lobrazeni jména, webové adresy vefejného profilu a fotky
DalZ informace

Lobrazeni pohlavl a data narozeni
fobrazeni zemé, jazyka a casoveho pasma

 fobrazeni vasi e-mailove adrasy

Lobrazeni e-mailove adresy pfAifazené k vasemu dftu

Povolit piistup He, dékuji



Aplikace vymeni kod od uzivatele a
vlastni client_secret za token

T else if (“/auth™. equals{req.getPathInfoi))) {
Fiprocess google authorization
ffcheck state for XSAF attack
String state = req.getParameter(“state™);
String statel = (String) req.getSession(true). getdttribute (“state™);

if istate == null || !state.equals(statel)) {
resp.sendError{HttpServietResponse. 5C_FORBIDDEN, “'state does not match, probably a XSRF attack™):
return;

T

figet code

String code = req.getParameter(“code");

if icode == null} {
resp.sendErroriHttpServletResponse . 5C FORBIDDEN, “code not present™);
return:

i

fiexchange code for token

FestTemplate restTemplate = new RestTemplate();

MultivalueMap=String, String= map = new LinkedMultiValueMap<-=(};

map.add(*client id"., client id);

map.add{"client secret”, clienst secret);

map.add("redirect uri", redirect ari);

map.add(“code', code);

map.add({*grant_type", "authorization code"):

JsonMode jsonMode = restTemplate.postForObject (FOKEN URE, map. JsonMode.class);

String accessToken = jsonMNode.path({"access token').asText();

String explres = jsonMode.path(“expires in"").asText(};

Log.debug ("accessToken={} expires={}", accessToken. expires);

£k



Aplikace vola API

e aplikace vola urcita URL
e prokazuje se tokenem
e odpoved je obvykle JSON

fiuse token for getting user data

JsonNode userData = restTemplate.getForObject (WSER INFO URI+"?access token={access token}', JsonMode.class,accessToken):
String userId = userData.path({"id").asText();

String userEmail = userData.path ("email™) . asText();

String userMame = userData.path(“name").asText();



Uzivatel muze odebrat opravneéni

+Martin  Search Images Maps Play YouTube HNews Gmail Drive Calendar More -

G{)hﬁgle martinkuba@gmail. com | 0 + Share e A

Authorized Access to your Google Account

Connected Sites, Apps, and Services

You have granted the following services access to your Google Account:

Android Login Serdce — Full Account Access | Rewoke Access |

sfy.google.com — Google Calendar, Google Calendar | Revoke Access |

OAuth? Login Demo — Profile Infarmation | Revake Access |

Google Developers — Google+ You ;.__R_e_yin_lfe_%l:"{:_e_s_s__:

DevRates — Profile Information | Revoke Access

Coloriote — | Revoke Access |




il Timeline a oznacovani
@ Blokowani

e pozornéni
Mahile

Sledujici

Ej Aplikace

ﬁi Felklamy

Plathy
@ Fanel podpory

Mastaveni aplikaci

Vae jméno, profilovd fotka, dvodni fotla, pohlavi, sitg, ufivatelské jméno a vase ID &slo jsou w3dy dostupné vEem ufivateldm
Facebooku, a to wiéetné aplikaci (divody). aplikace navic mohou pfistupovat k vagermu seznamu pfdtel a ostatnim ddajdm, které
jste na svérm profilu nastavili jako vefejné,

Aplikace, které
pouZivate

Cheete na Faceboolku i jinde pouZivat aplikace,

plug-iny, hry a weby?

|E citeuLikeauth

3 cities I've Visited

m Yimeo

ﬁ Heureka.cz

i Uplay

EE Geocaching.com

MUNI Photometric
Archive

Yiditelnost aplikace:

Tato aplikace
vyZaduje:

Posledni pfistup k
adajdm:

Kdy si pfejete byt
upozornéni?

Zapnuto
PFatel&
PFatelé
PFatelé
PFatelé
PFatelé
PFatelé

Fosledni pfiblaZeni: 21 dnor

B PFatelé -

= \afe zakladni informace (7]
= Yaii e-mailovou adresu (makub@ics.muni.cz)

Zakladni informace
Zobrazit podrobnosti « Dalsi informace

KdyZ vam aplikace pogle upozornéni =

Cdebrat aplikaci « Mahlasit aplikaci

Upravit

Upravit

Upravit

Uprawit

pravit

Uprawit

Uprawit

Zavrit

Dnes



OAuth shrnuti

e uzivatel i aplikace jsou zaregistrovany

e oba maji sve heslo (client_secret u app)

e poskytovatel APl v dokumentaci uvadi
mozna opravneni (seznam operaci)

e aplikace zada uzivatele o konkrétni
opravneni (povoleni k urCité mnozine
operaci)

e pokud uzivatel schvali, aplikace ziska token

e uzivatel muze kdykoliv token revokovat



Srovnani s OpenliD 1.0/2.0

e otevreny standard
o OpenlD - pro autentizaci
o OAuth - pro autorizaci

e aplikace se registrovat
o OpenlD - nemusi
o OAuth - musi

e poskytovatel totoznosti

o OpenlD - kdokoliv, ale jak mu véfit ?
o OAuth - konkrétni, API-specific



/ OpenlD Authentication \

“ Who are YOU? Send me a Please write a referral
notarlzed referral letter. stating that I'm user@gmail
{ )
Here is the Here xou
cemﬂcate go . G: I L
(S C (D 25
The Identity Provider
name: Real Name name: Real Mame
email: user@gmaﬂ Eﬂﬂl- USEF@W
VS.
/ Pseudo-Authentication using OAuth \

Give me the valet key* to

our house (account) so Please issue me a
that | know you are the valet key™* for the core APIs
owner of the house
{ )
Here is the Here zrau
valet key* go '

Gdogle &

@ The Identity Provider
& the API Provider

*valet key = limited scope X
OAuth Token adapted from a drawing by @_nat_en




Srovnani se SAML

e SAML

o autentizace, jako OpenlD 1.0/2.0
o potrebuje Discovery Service/WAYF
o uzivatel nema kontrolu nad vydavanymi udaji
o |dP a SP se musi vzajemné dohodnout
o SP nemuze pozadat uzivatele o vice informaci
o uzivatel muze schvalit vSechny nebo nic

e OAuth
o autorizace
o autentizace jako nulova autorizace
o uzivatel ma kontrolu nad vydavanymi opravnenimi
o muze je i zpétné revokovat



OpeniD Connect (OIDC)

e nadstavba nad OAuth 2.0

e OAuth 2 - uzivatel, vlastnici zdroje/data na
resource serveru, zplnomocnuje cizi aplikaci,
aby jeho jménem se zdroji zachazela

e authorization server vyda token se
specifickymi scopes omezujicimi mozné
akce na API resource serveru

e OIDC specifikuje jednotne Userinfo API
autorizované pomoci OAuth 2 k vydani
iInformaci o uzivateli



Konec

Dekuji za pozornost



