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Souvisejici predmety na Fl

PV210 Bezpecnostni analyza sitového provozu
PA151 Soudobé pocitacove site

PV169 Zaklady prenosu dat

PB156 Pocitacové sité

PA160 Pocitacove site a jejich aplikace I

183 Technologie pocitacovych siti

‘ PV233 Pocitacove sité a smerovaci protokoly

$\/234 Prepinani v LAN, bezdratové sité a rozsahlé
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IPv4 adresace

* IPv4 adresa je 32 bitové dislo

— Obvykle zapisovano jako 4 dekadicka cisla
(kazdé Cislo reprezentuje 1 oktet — 8 bit)
oddélena teckou

— Napfr. 192.168.23.245 v binarnim zapise vypada:
11000000 10101000 00010111 11110101
‘/é casti IPv4 adresy
e Network ID (sit)
\ % “Host ID (uzel)







IPv4 adresace 3

* Subnet Mask (maska sité) pletworky | Host
— ktera cast IP adresy oznacuje sit’
192 . 168 . 23 . 245 | (192 . 168 . 23 . 245
255 . 255. O 0 255 . 255 .255. O
168 23 245

11000000

10101000

00010111

11110101

11111111

11111111

0000000000O0O00O0OCOO0O

- Network ID: pro 192.168.23.245/16 = 192.168.0.0

& gJiny zapis masky: 255.255.0.0 = IP/16 (pocet bitti zleva)




IPv4 adresace 4
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255

192
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* 1P:192.168.159.245/18 (maska 255.255.192.0)

* Network ID: 192.168.128.0

— Binarné reprezentovana IP [AND] maska
— [AND] = Bitovy soucin




Processes the packet
Transmits packet to the  because the destination
destination host, which IP address matches a
is on a local network local IP address

Forwards packet
toward 192.168.1.0/24
through a neighboring

router

Forwards packet to
192.168.1.10 through
the default gateway

.-"""‘H
192.168.85.x

192.168.1.10

Packet Packet

192.168.100.x 192.168.120.x 192.168.1.x

192.168.100.5/24 192.168.1.120

192.168.24.x

192.168.1.230



IPv4 adresace s

ONY v/

Network ID
* Nejvyssi adres v siti slouzi pro vsesmeérové
vysilani (broadcast)
* Ostatni jsou pouzitelné pro adresaci uzll v siti
— IP adresa: 192.168.10.0/24

L
E Network ID: 192.168.10.0

g~ Broadcast: 192.168.10.255
A1 'Adresy pro uzly: 192.168.10.1-192.168.10.254
== Pocet adres = 256, pouzitelnych pro uzly = 254




IPv4 adresace 6

* Privatni (neverejné) IP adresy
— Pouziva se pro adresaci vnitrnich siti

— Nejsou globalné smérovatelné v ramci
internetu

— 10.0.0.0/8
—172.16.0.0/12

o
E 192.168.0.0/16




Broadcast domain

206.73.118.103/24 206.73.118.190/24

Router
206.73.118.60/24

206.73.118.1/24

/

Default gateway

Internet

206.73.118.230/24 206.73.118.121/24




IPv4 adresace 7

* Napiste nejmensi postacujici privatni
Network ID, Broadcast, Host min-max pro
sit’ kde:

— Bude 7 poditacu

® . — Bude 255 pocitacu



IPv4 adresace 8

* Re$eni pro 7 poéitaci
— Najdéte nejmensi n takové, ze 2"2P; kde P je pocet
potrebnych adres
— 32-n = velikost masky v bitech
— 23>maska =pocet adres v siti
— 2%>(7+2) [7 pocitacu + network id + broadcast]
- — Maska: 32-4 = 28 (255.255.255.240)
| Network ID: 192.168.0.0/28
¥ Host min: 192.168.0.1, host max: 192.168.0.14
B Broadcast: 192.168.0.15




IPv4 adresace 9

* Reseni pro 255 poéitach
— Najdéte nejmensi n takové, ze 2">P; kde P je pocet
potrebnych adres
— 32-n = velikost masky v bitech
— 23>maska =pocet adres v siti
— 292(255+2) [255 pocitacl + network id + broadcast]
@® . — Maska: 32-9 = 23 (255.255.254.0)
| Network ID: 192.168.0.0/23
2l Host min: 192.168.0.1, host max: 192.168.1.254
B Broadcast: 192.168.1.255




Subnet 1
131.107.1.0/24

Limit of broadcast traffic

131.107.1.11/24

Default gateway

131.107.1.12/24 Switch

131.107.1.13/24

131.107.11 .

Router

Default gateway
131.107.2.1

Subnet 2
131.107.2.0/24

Limit of broadcast traffic

131.107.2.11/24

-

131.107.0.0/16 ~

Switch 131.107.2.12/24

131.107.2.13/24



External view
Metwork ID (16 bits) Host ID (16 bits)

A A

1 1 ISR O |OR0|O|ORRO|O]0|0

172 16 0-255 0-255

Internal view

Network 1D (24 bits) Host ID (8 bits)

A A

' 1 1 IR 0|00 0|OEY O] O] 010

. 172 16 I 0-255 I 0-255
|

" \ J

~

Subnet |D (8 bits)




IPv4 adresace 10

* Rozdéleni sité pomoci rozdilné velikost
masky podsité (VLSM)

* Mame k dispozici rozsah IP/24
— 1. sit' 100 PC, 2.sit’' 50 PC, 3.sit’ 20 PC

Maska sité Podsiti Uzla v podsiti
* @ 255.255.255.0 1 254

¥ |255.255.255.128 2 126

® 8 255.255.255.192 4 62

W4 955255.255.224 8 30




/24 address space
=256 addressess

Subnet2 '\ 92.168.0.128 -

50 computers

6 92.168.0.191

92.168.0.0 -
92.168.0.127

Subnet 1
100 computers

Subnet 3
20 computers
/27

/25

92.168.0.192 -
LTI N 92.168.0.223

Internet

92.168.0.0/24




IPv4 adresace 11

* Jaky je nejmensi subnet takovy, aby na sebe
servery s nasledujicimi adresami vidéli?

* Jaka je adresasité?
— 172.16.254.131
— 172.16.254.140
— 172.16.254.158




IPv4 adresace 12




IPv4 adresace 13

« Reseni
— sit’ 172.16.254.128/27 (255.255.255.224)
* +15 bitd k adrese sité
* 3 bity z posledniho bajtu adresy

— min host: 172.16.254.129
— max host: 172.16.254.158
P — broadcast: 172.16.254.159
) pocet pouzitelnych adres: 30







Ukoly 1

* Kazdy VM ma pravée 2 sitové adaptéry
1. S IP adresou z privatniho rozsahu 192.168.100.X
2. Slink local adresou (APIPA) 169.254.X.X

* Adaptér s IP adresou 192.168.X.X slouzi pro
vzdalené pripojeni (RDP), sit’ je sdilena
vsemi VM. V pripadé spatné konfigurace
nebo zmény IP prestane vzdalené pripojeni
fungovat!

— Pojmenujte tento adaptér WAN na vsech VM



Ukoly 2

* Adaptér s APIPA adresou 169.254.X.X je
pripojen do sité pouze mezi vasi skupinkou VM.
— Pojmenujte tento adaptér LAN na vsech VM

(A AE 4

(A A S 4

privatni IP 10.10.10.2/24 bez DNS a vychozi brany
— Otestujte spojeni mezi stroji pomoci prikazu ping

[ \Vyzkou§eite tracert na stroje fss.muni.cz a
“p Nfi.muni.cz




Ukoly 3

* Zvladnete to stejné pomoci PS?

 PowerShell
* Adaptér: Get-Command -Module NetAdapter
 TCP/IP: Get-Command —Module NetTCPIP
* DNS: Get-Command -Module DnsClient




