Instalace AD, single sigh-on

Simon Suchomel, David Legka



Prerekvizity

e Server 0 a 1 vyvolat instalaci aktualizaci,
volitelné i dalsi stroje.



Motivace, pojmy

Jeden zdroj identit a dalSich informaci (napf.
tiskarny, politiky = konfigurace).

AD je postavena na otevrenych protokolech LDAP,
Kerberos, DNS. Moznost propojeni s jinymi
systémy.

Doména je jedna instance AD.

Domeénovy radic je stroj hostujici databazi a
sluzby AD.

Doména ma hierarchickou strukturu s definici
prav podobné jako treba filesystem.



Logicka struktura AD

* Tree (strom)

— Je hierarchické spojeni domén, vytvoreni vztahem
rodic-potomek

— Domeény ve strome sdili souvisly DNS namespace
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Logicka struktura AD — pokracovani

* Forest (les)
— Kolekce jednoho nebo vice trees
— Prvni doména v lese je tzv. forest root domain
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Instalace AD — pozadavky

Windows Server
Administratorsky pristup

DNS (a NetBIOS) jméno domény — login.local
— Mozna instalace nového DNS serveru

Statickou IP adresu

Pokud v prostredi bézi starsi verze AD, musi byt
pripravena na provoz noveho radice s Windows
Server 2012 za pouziti Adprep.exe



Ukoly — instalace DC

Prejmenujeme serverl na DC1 (reboot!)
Pridame roli AD Domain Services na serverl
Power Shell nebo GUI Server Manager

Vyberete roli Active Directory Domain
Services Pozor je jich tam vice s podobnym
nazvem.

Restart i kdyz neni vyzadan!



Instalace AD role

f, Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

[] Active Directory Certificate Services
Active Directory Domain Service
[ ] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
AD DS [] Active Directory Rights Management Services
[] Device Health Attestation
[ ] DHCP Server
[] DNS Server
[] Fax Server
I [m] File and Storage Services (1 of 12 installed)
[ ] Host Guardian Service
[] Hyper-V
[] MultiPoint Services
] Network Controller
[ ] Network Policy and Access Services
[] Print and Document Services
] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
] Web Server (lIS) W

Features

Confirmation

. O

DESTINATION SERVER
dc.ad.local

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

< Previous | | Next >

Install Cancel




Ukoly — instalace DC

Timto je pouze nainstalovana role, je nutné provést konfiguraci —
povyseni stroje na doménovy radic.
Pro jméno AD vybrat nekonfliktni s existujicimi DNS doménami!
Post-deployment Configuration in Server Manager — konci ukaze
odpovidajici prikaz v PowerShellu.
— Promote this server to a domain controller
— Add a new forest
— Funkcni droven — probirané pozdéji
* lesa: Windows Server 2016
 domény: Windows Server 2016

— Heslo pro obnovu AD (DSRM)

* neni heslo pro doménového spravce = nepouziva se v produkénim prostredi
* nelze zménit, pokud neni dostupna databaze AD! — napsat na bezpecné misto
* pro cvi¢eni pouzijte heslo  PaSSwOrd

— Nova DNS zéna integrovana do AD



Povyseni DC1 1

e Server Manager X

- (\/é) [ FA Manage Tools

Server Manager * Dashboard

1, Post-deployment Configura... ‘

Dashboard WELCOME TO SERVER MANAGER

Configuration required for DHCP Server at DC2

Local Server
All Servers . . :
Configure this local server Complete DHCP canfiguration
AD DS =
_ 1, Post-deployment Configuration
11 DHcP QUICK START
&g File and Storage Services P 2 Add roles and features Configuration required for Active Directory Domain
Services at DC2
3 Add other servers to manage Promote this server to a domain controller e
AR 4 Create a server group p=kbDeak \

Hide

ROLES AND SERVER GROUPS

Roles: 3 | Servergroups:1 | Servers total: 1

ey - = File and Storage
i§l ADDs 1 fi oncp 1| | R 9 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Performance
Performance Performance BPA results
BPA results BPA results
# Local Server 1 i All servers 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results




Povyseni DC1 2

[z Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment Configuration

Domazin Controller Cptions
Additional Cptions

Paths

Review Options

Frereguisites Check

Select the deployment operation

) Add a domain controller to an existing domain
() Add a new domain to an existing forest

® Add a new forest

Specify the domain information for this operation

Root domain name: ad.local

Maore about deployment configurations

< Previous MNext =

a X

TARGET SERVER
pv176-server-0




Povyseni DC1 3

[z Active Directory Domain Services Configuration Wizard — | x
. . TARGET SERVER
Domain Controller Options ov176-server 0

Deployment Configuration

Select functional level of the new forest and root domain
Domain Controller Cptions :

DNS Options Forest functional level: :_Winduws Server 2016 =
Additional Options Domain functional level: Windows Server 2016 =
Paths

Specify domain controller capabilities

Sz lg +'| Domain Mame Systern (DN3) server

Prerequisites Check +| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: Il L)

Confirm password: sassneee

Mare about domain controller options

< Previous | | Mext = Install Cancel




Povyseni DC1 4

[z Active Directory Domain Services Configuration Wizard — O x

DNS Opt]DHS TARGET SERVER

pv176-server-0

| i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show mare »

Deployment Configuration ] ] ]
Specify DNS delegation options

Domain Controller Cptions

Create DN5 delegation

DN Options

Additional Cptions
Faths
Review Cptions

Frereguisites Check

More about DNS delegation

< Previous | | Mext = | Install Cancel




Povyseni DC1 5

[z Active Directory Domain Services Configuration Wizard

Additional Options

Deployment Configuration
Domain Controller Options

DMS Options

Additional Options
Paths

Review Cptions

Prerequisites Check

Verify the NetBIOS name assigned to the domain and change it if necessary

The MetBIOS domain name:

More about additicnal cptions

AD

< Previous | | Mext =

In

=L

| o

TARGET SERVER
pv176-server-0

Cancel




Povyseni DC1 6

[ Active Directory Domain Services Configuration Wizard — O >

P, h TARGET SERVER
aths pv1T6-server-0

Deployment Configuration ) ) )
) - Specify the location of the AD D5 database, log files, and SY5VOL
Domain Controller Cptions
DNS Options Database folder: Chwindows\NTDS

R e Log files folder: Chwindows\NTDS

SYSVOL folder: CAwindows\SYSVOL

Review Cplions

R[]

Frereguisites Check

More about Active Directory paths

< Previous | | Mext = Install Cancel




Povyseni DC1 7

e VSichni zmacknou View Script a prohlédnou si
kod v PowerShellu

[z Active Directory Domain Services Configuration Wizard

- O X
R Y O = TARGET SERVER
EviewW p (ons pvl176-server-0
Deployment Confiquration Review your selections:
Domain Contraller Options Configure this server as the first Active Directory domain controller in a new forest.

DMS Options

The new domain name is "ad.local”. This is also the name of the new forest.

The NetBIOS name of the domain: AD

Forest Functional Level: Windows Server 2016

Domain Functional Level: Windows Server 2016
Additional Options:

Global catalog: Yes

DMNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate
additional installations

More about installation options

< Previous | | Mext > nsta




Povyseni DC1 8

#
# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSForest
-CreateDnsDelegation:Sfalse
-DatabasePath "C:\windows\NTDS" *
-DomainMode "WinThreshold" "
-DomainName "ad.local" *
-DomainNetbiosName "AD" °
-ForestMode "WinThreshold" °
-InstallDns:Strue *

-LogPath "C:\windows\NTDS" *
-NoRebootOnCompletion:Sfalse *
-SysvolPath "C:\windows\SYSVOL" "
-Force:Strue



Povyseni DC1 9

e Active Directory Domain Services Configuration Wizard — O >
y g
. - TARGET SERVER
Prerequisites Check pV176-server-0
| & Al prerequisite checks passed successfully. Click ‘Install’ to begin installation. Show maore x

Deployment Configuration - ] ] ] ) o ]
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Cptions computer
DNS Options Rerun prerequisites check
Additional Cptions
Paths @ View results
1

Windows Server 2016 domain controllers have a default for the security setting named
o "Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

Review Cptions

For maore information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/7Linkld=104751).

! This computer has at least one physical network adapter that does not have static [P
address(es) assigned to its IP Properties. If both IPvd and IPvE are enabled for a network
adapter, both |Pvd and |Pv6 static IP addresses should be assigned to both IPvd and
IPvE Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Mame System

1. If you click Install, the server automatically reboots at the end of the prometion operation.

Maore about prerequisites

< Previous Mext = Install | | Cancel




Povyseni DC1 10

* Nasleduje instalace a po ni automaticky
restart.

e Restart trva delsi dobu, pouzijte konzolovy
pristup, abyste vedéli, ze vas server
nastartoval.

* Po prihlaseni kontrola DNS serveru ve
vlastnosti sité, pokud je tam 127.0.0.1, dat
tam adresu interniho interface 10.x.x.x



slozka NTDS

C:\Windows\NTDS
Ntds.dit

— databazovy soubor Active Directory
— obsahuje vSechny objekty AD na doménovém radici

Edb*.log

— logovaci soubor databazovych transakci

Edb.chk

— soubor s checkpointy transakci

— ukazuje, které transakce z logu, byly zapsany do Active
Directory



slozka SYSVOL

e C:\Windows\NTDS

e obsahuje systémovy svazek, ktery bude sdilen
a replikovan mezi vsemi doménovymi radici

e obsahuje veskeré skupinové politiky domény



Kontrolni otazka

* Po prideleni nové IP adresy urcitému pocitaci
jste zjistili, ze mistni DNS server Spatné
preklada jméno tohoto pocitace ze své lokalni
cache. Jak tento problém vyresite?

a) Na DNS serveru spustite dnscmd /clearcache

b) Restartujete sluzbu DNS klient na klientském
pocitaci

c) Na klientském pocitaci spustite ipconfig
/flushdns

d) Restartujete vsSechny DNS klientské pocitace



Globalni katalog (GC)

* Doménovy radic s rozsirenou databazi

— Kromé vsech atributt objektt z vlastni domény
obsahuji i omezenou mnozinu atributt vSech
objektl z celého lesa

— Nutné pro prihlaseni uzivatelu
— Umoznuiji rychlé vyhledavani v objektech lesa

* Real world practice: GC ze vSech DC



Logicka struktura AD — pokracovani

Domain

Ny J
Y

Tree

R/

Forest

Domain

Obrazek prevzaty z MS 70-270 Training kit



Uzivatelské ucty

* Lokalni
— Ulozeny lokalné na pocitaci
— Pro interaktivni prihlaseni Ize pouzit pouze na tom
pocitaci
* Doménovy
— Ulozeny na doménovém radici
— Lze se s nim prihlasit na vSsechny doménové pocitace,
pokud to prava umoznuji
— Doménové radice nemaji lokalni ucty, ale ostatni
pocitaCe zarazené vdoméné je mit mohou



Ukoly

Prihlaseni na DC

Uveédomit si, Ze neexistuji lokalni ucty

Dostupnost domény z jinych pocitacl — DNS preklad (+ping) jména
domény

mmc snap in — AD Users and Computers (dsa.msc)

Delegate Control Wizard zjednoduseni definice ACL vdoméné
AD Administrative Centrum, umi doménovy odpadkovy kos
ADSI Editor, low level

DNS snap in — prohlidka SRV zaznamu, ukazka koexistence raznych typl
zon na jednom DNS serveru.

Instalace 2. radice domény
— Add a domain controller to an existing domain



Povyseni DC2 1

Prejmenovat server na DC2, reboot.
Nastavit ve vlastnostech sité prvni server jako

Otestovat, ze se resolvuje jméno domény na IP
adresu prvniho radice: nslookup ad.local

Pridat server do domeény, reboot.



Povyseni DC2 2
ridani do domény

Server Manager * Local Server | 7 Mansge Took  View

B PROPERTIES
Dashboard . For dec2

ocal Server
Computer name dc2

i All Servers Workgroup WORKGROUP

TASKS ¥

Never

Download updates only, using Windows Update
Today at 7:00 PM

5 File and Storage Services P

Windows Firewall Public: On Windows Defender Real-Time Protection: On

Remote management Enabled Feedback & Diagno Settings

Rempte Deskion Enabled E Enhanced Security Configuration On

NIC | Time zone {UTC) Coordinated Universal Time

Ethe| Product ID er Name a ange

Ethel Computer Name  Hardware Advanced Remote

You can change the name and the membership of this
[‘ Windows uses the following information to identify your computer computer. Changes might affect access to network resources.
= on the network..
Ope| Computer description: | Pro rs Computer name: re Processor (Broadwell
Hard For example: "IIS Production Server" or nstalled on
= "Accounting Server''. N al ? ‘mem 0 ‘dc2
Full computer name: de2 ‘ Full computer name:
Workgroup: WORKGROUP de2
| More
EVEN To rename this computer or change its domain or
All eve|  workgroup, click Change. Member of TASKS ¥
(®) Domain
Filte ad local ~
(O Workgroup

Serve Log WORKGROUP

DC2 System

Dc2 Applicat 0K Cancel

DC2 b
The af OK Cancel Aoply on for the COM Server application with CLSID
{D63B'rucs-powu-sryr-AvsT-rRUDYUIZUTOU}

and APPID

{9CABBEE3-ACB7-47C8-AFC4-ABT02511C276)

2o tho ueae DEW cladbace inis SIS 1 5 71 A10TONERET 4162470028 1INAZDA0N5 10NN frnm addrare Lacaldacs (Lrine | DM cunoina in the anelicstion cantainar Lokl S0




Povyseni DC2 3

Po rebootu se prihlasit jako doménovy
administrator Administrator@ad.local

Nainstalovat ze server manager roli Active
Directory Domain Services nesplést s jinymi
podobné pojmenovanymi.

Reboot bez ohledu na to, zda byl pozadovan.

Jdeme povysovat — pozor nékteré véci budou

jinak, protoze nebudeme vytvaret novou
doménu, ale pridavat kontroler do stavajici!



Povyseni DC2 4

Server Manager * Dashboard

& Server Manager

- (\’é) [ FVA Manage  Tools View Help

), Post-deployment Configura... ‘

Dashboard WELCOME TO SERVER MANAGER

Configuration required for DHCP Server at DC2

Local Server
All Servers ' H Complete DHCP configuration
Configure this local server
AD DS -
1, Post-deployment Configuration
DHCP QUICK START
File and Storage Services P 2 Add roles and features Configuration required for Active Directory Domain

Services at DC2

3 Add other servers to manage Promote this server to a domain controller ~

WRATE A 4 Create a server group Task Details \

5 Connect this s

Hide

| LEARN MORE

ROLES AND SERVER GROUPS

Roles:3 | Servergroups:1 | Servers total: 1
e = = File and Storage
gl ADDS 1 DHCP 1 [} . 1
" i! . Services
@ Manageability @ Manageability @ Manageability
Events Events Events
Services Services Performance
Performance Performance BPA results
BPA results BPA results
# Local Server 1 5 Al servers 1
@ Manageability @ Manageability
Events Events
Services Services
Performance Performance
BPA results BPA results




Povyseni DC2 5

M Active Directory Domain Services Configuration Wizard - O X
. . TARGET SERVER
Deployment Configuration &e2 ad local

Deployment Configuration

Select the deployment operation
Domain Controller Options| _ o )
- _ (@ Add a domain controller to an existing domain
Additional Options (O Add a new domain to an existing forest

Paths (O Add a new forest

Review Options ) ) ) ) )
Specify the domain information for this operation

Prerequisites Check

Domain: ad.local | Select... |

Supply the credentials to perform this operation

ADVAdministrator (Current user) | Change... |

More about deployment configurations

< Previous Next > Install Cancel

T T T T




Povyseni DC2 6

= Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Specify domain controller capabilities and site information
Domain Controller Options .
Domain Name System (DNS) server

DN5 Options Global Catalog (GC)
Additional Options [] Read only domain controller (RODC)
Paths Site name: Default-First-Site-Name v

Review Options
Type the Directory Services Restore Mode (DSRM) password
Prareguisites Check

Password: ssssssee

Confirm password: ‘o..ol.onl

More about domain controller options

< Previous | | Next > Install

a X

TARGET SERVER
dc2.ad.local

Cancel




Povyseni DC2 7

e Active Directory Domain Services Configuration Wizard O X
D N S O . TARGET SERVER
ptl ons dc2.ad.local

i, A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more *

Deployment Configuration . . _
- Specify DNS delegation options
Domain Controller Options
Update DNS delegation

DNS Options
Additional Cptions
Paths
Review Opticns

Prereguisites Check

More about DNS delegation

< Previous | ‘ Next >

Install

Cancel

T

T




Povyseni DC2 8

e Active Directory Domain Services Configuration Wizard

Additional Options

Deployment Configuration

Domain Controller Cptions
DNS Options

Paths

Review Options

Preraguisites Check

Specify Install From Media (IFM) Options

] Install from media

Specify additional replication options

Replicate from: Any domain controller

More about additional ophions

< Previous | ‘ Next >

Install

O X

TARGET SERVER
dc2.ad.local




Povyseni DC2 9

fe Active Directory Domain Services Configuration Wizard - O X
P h TARGET SERVER
atns dc2.ad.local

Deployment Configuration ) ) .
- Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Options

_ ) Database folder: Chwindows\NTDS
DNS Options

Additional Options Log files folder: CAwindows\NTDS

SYSVOL folder: CAwindows\SYSVOL

Review Options

(R[]

Prerequisites Check

More about Active Directory paths

< Previous | | Next > Install

T T T T




Povyseni DC2 10

e Kliknéte na View Script a zkuste porovnat
rozdily oproti instalaci prvniho kontroleru.

[z Active Directory Domain Services Configuration Wizard — | pre

R,\\ H=nr O ~HiAne TARGET SERVER

eview Uptons dc2.ad.local
Deplovment Configuration Review your selections:

Configure this server as an additional Active Directory domain controller for the domain

Domain Controller O ptions
"ad.local".

DNS Options
Site Name: Default-First-Site-Name

Additional Options

Paths Additional Options:

Review Options
Read-only domain controller: No

Prarequisitas Chack

Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source domain controller: any writable domain controller

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

< Previous | ‘ Next > 1sta Cancel




Povyseni DC2 11

#
# Windows PowerShell script for AD DS Deployment
#

Import-Module ADDSDeployment
Install-ADDSDomainController
-NoGlobalCatalog:Sfalse
-CreateDnsDelegation:Sfalse
-CriticalReplicationOnly:Sfalse
-DatabasePath "C:\windows\NTDS" "
-DomainName "ad.local" *
-InstallDns:Strue *

-LogPath "C:\windows\NTDS" "
-NoRebootOnCompletion:Sfalse
-SiteName "Default-First-Site-Name" °
-SysvolPath "C:\windows\SYSVOL" "
-Force:Strue



Povyseni DC2 12

e Active Directory Domain Services Configuration Wizard - O X
.. TARGET SERVER
Prerequisites Check de2.ad local

l & All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more x

Deployment Configuration o i . ) . ) o )
Prerequisites need to be validated before Active Directory Domain Services is installed on this

Domain Controller Options computer

DNS Options Rerun prerequisites check
Additional Cptions
Paths @ View results

Windows Server 2016 domain controllers have a default for the security setting named
= "Allow cryptography algorithms compatible with Windows NT 4.0° that prevents weaker
Prerequisites Check cryptography algorithms when establishing security channel sessions.

Review Options !

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751),

! This computer has at least one physical network adapter that dees not have static IP
address(es) assigned to its IP Properties, If both IPv4 and IPv6 are enabled for a network
adapter, both IPv4 and IPvb static IP addresses should be assigned to both |Pv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment
should be done to all the physical network adapters for reliable Domain Name System

b If you click Install, the server automatically reboots at the end of the promoticn operation.

More about prerequisites

< Previous Next > Install ‘ | Cancel

T T T T T




Povyseni DC2 13

e Active Directory Domain Services Configuration Wizard — O X

R |_t TARGET SERVER

ESUlts de2.ad.local
Progress

Configuring the DNS Server service on this computer...
@ View detailed operation results

! Windows Server 2016 domain controllers have a default for the security setting named
"Allow cryptography algorithms compatible with Windows NT 4.0" that prevents weaker
cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

! This computer has at least one physical netwerk adapter that does not have static IP
address(es) assigned to its IP Properties, If both IPvd and IPv6 are enabled for & network
adapter, both IPv4 and IPv6 static IP addresses should be assigned to both IPv4 and
IPv6 Properties of the physical network adapter. Such static IP address(es) assignment

should be done to all the physical network adapters for reliable Domain Name System
(DNS) operation.

! A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existina DNS infrastructure. vou should manuallv create a deleaation to this

1 If you close this wizard, the installation will continue and the target server will restart when the
installation is complete.

More about results

< Previous Next > Close Cance




Povyseni DC2 14

* Nasleduje instalace a po ni automaticky
restart.

e Dat na obou dvou radicich jako prvni adresu
DNS serveru interni IP adresu druhého radice
10.x.x.X. Jako druhou adresu DNS serveru
zadejte jeho vlastni 10.x.x.x.



Rest of Domain Tasks 1

* DHCP servery je nutné autorizovat do domény,
jinak nebudou pridéelovat adresy.

 Pokud mate DHCP na obou dvou radicich,
musite je autorizovat na obou zvlast.

* Pridani tretiho serveru a stanice do domény
(DNS servery, pak pridat).



Rest of Domain Tasks 2

Server Manager

Server Manager * Dashboard

1. Post-deployment Configuration el
B Dashboard WELCOME TO SERVER MANAGER . .
i Local Server ;\?:‘_f!ié]-u‘;:;fi.cn required for DHCP Server at
ii All Servers . . - 7
o Configure this local server Complete DHCP configuration
I§! AD DS =
- Task Details
{8 DHCP QUICK START
2 DNs 2 Add roles and features
LR R e the 2ol 3 Add other servers to manage
WHAT'S NEW
4 Create a server group =
5 Connect this server to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 4 | Servergroups:1 | Servers total: 1

il ADDs 1 {1 DHcp 1 & DNS 1
@ Manageability @ Manageability @ Manageability

Events Events Events

Services Services Services

Performance Performance Performance

BPA results BPA results BPA results




Rest of Domain Tasks 3

=i DHCP Post-Install configuration wizard =-[B -
Description

The following steps will be performed to complete the configuration of the DHCP Server on the

target computen
Authorization

Create the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

Authorize DHCP server on target computer (if domain joined).




Rest of Domain Tasks 4

Authorization

Deascription

Authorization

DHCP Post-Install configuration wizard

=E |

®) Use the following user's credentials

User Name:; ADWAdministrator

! Use alternate credentials

) Skip AD authorization

Specify the credentials to be used to authorize this DHCP server in AD D5,

UserMame: Specify...

< Previous Next >

Commit || Cancel




Rest of Domain Tasks 5

Summary

The status of the post install configuration steps are indicated below:

Summary

Creating security groups . Done

Please restart the DHCP server service on the target computer for the secunity groups to be
effective.

Authorizing DHCP server

< Previous ‘ | Next > | | Close | | Cancel




Single sign-on

e Uzivatel se prihlasuje na jednom misté

* Toto jedno prihlaseni mu zajisti pristup ke
vsem sdilenym zdrojum ve forestu

* V AD zajistuje Kerberos
— https://en.wikipedia.org/wiki/Kerberos_(protocol)



V4

Ucty v AD

Uzivatelsky ucet
— Nutny pro prihlaseni ¢lovéka k doméné

— Ustanovuje uzivateli identitu, kterou operacni systém nasledné pouziva
pro autentizaci na siti a autorizaci provadénych cinnosti

Ulet poditace

— Ustanovuje identitu pocitace, ktera se pouziva pro autentizaci, autorizaci
a audit

— Pod uctem pocitaCe bézi vSechny systémoveé procesy

Uéet skupiny

— Uget sdruZujici a zastupuijici jiné uéty

— Muze obsahovat ucty uzivatell, pocitact i dalSich skupin

— Kazdy ucet (i ucet skupiny) muze byt clenem libovolného mnozstvi skupin

— ZjednodusSuje administraci a spravu pristupu ke zdrojiim



Skupiny — typ

* Bezpecnostni
— vyuzivaji se k pridélovani prav a opravnéni a
* Distribucni

— Skupinové mailové adresy

Bezpecnostni skupinu lze také pouzit pro
skupinovou mailovou adresu — néekteri spravci
distribucni adresy vubec nepouzivaiji.



Uéty skupin — scope

e Globalni skupiny (G)

— Clenstvi: Cleny mohou byt pouze Gty a skupiny ze stejné domény jako je
dana skupina

— Opravneéni: Globalni skupiné mohou byt udélena opravnéni k libovolnym
objektiim v celém lese

« Domeénové lokalni skupiny (DL)

— Clenstvi: Cleny doménové lokalni skupiny mohou byt ¢ty a skupiny
z celého vlastniho lesa

— Opravnéni: Doménové lokalni skupiné mohou byt udélena opravnéni
pouze v ramci jeji domény

e Univerzalni skupiny (U)
— Clenstvi: Cleny mohou byt u¢ty a skupiny z libovolné domény v lese

— Opravnéni: Univerzalnim skupinam mohou byt prifazena opravnéni
k libovolnym objektlim v celém lese

— Univerzalni skupiny jsou ukladany pouze na globalnim katalogu



Jmenné konvence + AGDLP pristup

* Definovat konvence pro vytvareni veskerych
objektu

* Ulehceni vyhledavani, ulehceni skriptovani,
ulehceni spravy

 AGDLP — Access Global Domain Local Permissions
* pr. globalni skupina g_opice, doménova lokalni
skupina dl_trhani_bananu

clenem (“

g_opice di_trhani_bananu

tlenem |




Autentizace uzivatele v AD

Uzivatel zadava svUj login a heslo.

Stanice se pta DNS, kde se nachazi LDAP a Kerberos sluzba
pro uzivatelovu doménu. DNS poskytuje odpoved.

Stanice kontaktuje DC, jehoz IP adresu dostala, a zada
0 autentizaci uzivatele.

DC ovéruje platnost loginu a hesla, jsou platné. DC ale neni
GC, takze kontaktuje DNS a zada o SRV zaznamy o GC. DNS
poskytuje odpovéd.

DC se pta GC, zda je uzivatel clenem néjaké univerzalni
skupiny, ktera nedovoluje prihlaseni na dané stanici. Pokud
neni, DC povoluje uzivateli prihlaseni na stanici.



Autentizace uzivatele v AD
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ldentifikace objektu v LDAP

Mame Type
e Distinguished Name ' ®f’= o
— "CN=Kocka Pes, ,DC=test,DC=local,,
e Common Name, Display Name

— Kocka Pes
— Z DN plyne, ze CN je unikatni v ramci OU
* User logon name, sAMAccountName

- — unikatni v ramci domény
General I Address | Accourt | Profile | Telephones | Organization |

User logon name:

kockopes @test local v

User logon name {pre-Windows 2000):
TEST\ kockopes

| LogonHours... | | LogOnTo..



ldentifikace objektu v LDAP

SID
— pokud uzivatel zméni doménu, zméni se SID
— udrZuje se historie
— SID existuje z historickych kompatibilnich divod(

GUID

— nelze zménit objectClass top; person; organizationalPerson; user
, objectGUID acOcadi6-e5ef-4c28-5573 173de8bd025
UPN sufix object Sid 5-1-5-21-1268746369-2550591081-46 19241

— UPN tvori prihlaSovaci inioriiiact u win jaky uzivdier se crice prindgsit
(User Principal Name)
— 2 varianty:
* kockopes@zoo.local
 zoo.local\kockopes
» ZOO\kockopes — NetBIOS varianta

Access Token uzivatele - whoami



mailto:kockopes@zoo.local

Vyznamné ucty skupin

e Domain Users

— Skupina vSech uzivatelskych uctu v doméné
* Domain Computers

— Skupina vSech uctl pocitacl vdoméneé
* Domain Controllers

— Skupina vSech uc¢tl doménovych radi¢u v doméneé



Vyznamné ucty skupin

* Domain Admins
— Spravci domény, maji nejvyssi mozna prava v ramci své domény

* Enterprise Admins
— Spravci organizace, maji nejvyssi mozna prava ve vsech domeénach
celého lesa
— Mohou vytvaret nové domény a navazovat nové vztahy dlvéry mezi
doménami
— Tato skupina se nachazi pouze ve forest-root doméné lesa

 Schema Admins
— Clenové této skupiny mohou provadét zmény schématu Active
Directory
— Tato skupina se nachazi pouze ve forest-root doméneé lesa



Vytvareni a sprava uctu

Mala organizace/vyjimecné poZzadavky
— Active Directory Users and Computers
» Zakladni graficky nastroj pro spravu uctu a organizacnich jednotek
Stfedni organizace/obc¢asné hromadné zmény
— Skripty a nastroje prikazové radky
* powerShell
— import-module ActiveDirectory
— get-help *-AD*
|difde
Csvde

dsadd, dsmod, dsquery, dsget, dsmove, dsrm
Visual Basic Script

Velkd organizace/dynamicky se ménici prostredi
— Propojeni s existujicim personalnim systémem
— Proprietarni reseni



PowerShell

Preferujte ho

RozsSireni ke standardnim od Microsoftu: www.quest.com koupila
firma Dell, prejmenovala na ActiveRoles Management Shell for
Active Directory

Popis AD commandletl na strankach Technetu

New- Get- Set-ADComputer

New- Remove- Get- Set-ADUser

VSechny atributy uctu: Get-ADUser -ldentity 25631 -Properties *
VypiSe vSechny UcCty v organizacni jednotce: Get-ADUser -Filter * -
SearchBase "OU=System,OU=MU,DC=UCN,DC=MUNI,DC=CZ,,
Hledani s filtrem: Get-ADUser -Filter {GivenName -eq "David"} -
Properties "sn"



http://www.quest.com/
https://technet.microsoft.com/en-us/library/hh852274(v=wps.630).aspx

PowerShell

Zalozeni skupiny: New-ADGroup -Name "RODC
Admins" -SamAccountName RODCAdmins -
GroupCategory Security -GroupScope Global -
DisplayName "RODC Administrators" -Path
"CN=Users,DC=Fabrikam,DC=Com" -Description
"Members of this group are RODC Administrators"
Atributy skupiny: Get-ADGroup 'TSUKBUsers’
Clenové skupiny: Get-ADGroupMember 'TSUKBUsers,

Pridani do skupiny: Add-ADGroupMember -Identity
SvcAccPSOGroup -Members SQL01,5SQL02



ds nastroje

dsadd — pridani objektu

dsmod — Uprava objektu

dsget — zobrazeni vlastnosti objektu
dsquery — nalezeni objekt( v adresari
dsmove — presun objektu

dsrm — odstranéni objektu

PT.:
dsadd user CN=Kockopes,OU=Z2virata,DC=z00,DC=local -samid Kockopes
-pwd PaSSwOrd



Idifde

 LDAP Data Interchange format directory exchange
e import/export uctll ve velkém mnozstvi

— Import: Idifde —i —f INPUT.LDF

— Export: |difde —=f OUTPUT.LDF
e Struktura souboru:

dn: CN=Kocko Pes,0OU=Zvirata,0OU=Student,DC=z00,DC=local
changetype: add

cn: Kocko Pes

objectclass: user

givenname: Kocka

sn: Domaci



csvde

Comma-separated values directory exchange
import/export Uctd ve velkém mnozstvi

— Import: csvde —i —f INPUT.CSV

— Export: csvde —f OUTPUT.CSV
Struktura souboru:

dn,UserPrincipalName,objectClass,givenName,sn
“CN=Kocko Pes,0OU=Zvirata,OU=Student,
DC=zo00,DC=local” kockopes@zoo.local,user,Kocka,Domaci
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Ukoly

Vytvorit uzivatelsky ucet nastrojem AD Users and
Computers

Zakazat/povolit tento Ucet

Resetovat uctu heslo

Vytvorit skupinu v AD Users and Computers
Vlozit do skupiny dalsi ucty i dalsi skupiny
Zkontrolovat access token (whoami /all)

Vytvorit u¢et commandletem v PowerShellu (new-
adUser)

Vytvorit ucet prikazem dsadd a upravit ho pres dsmod
Vytvorit ucty nastrojem ldifde



