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Definicia

» ,,PowerShell is an automation platform and scripting language for Windows
and Windows Server that allows you to simplify the management of your
systems. Unlike other text-based shells, PowerShell harnesses the power of
the .NET Framework, providing rich objects and a massive set of built-in
functionality for taking control of your Windows environments. “

Microsoft
» Sucasti:
» Powershell
» Powershell ISE
» Powershell Desired State Configuration (DSC)




Obsah prednasky

Background jobs
Runspaces
Debuging

Remote management
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Novinky v Powershell 5.0




Motivacia

» Mate v sprave 500 zamestnaneckych PC. Dostali ste hlasenie, ze pri vCerajsich
aktualizaciach SW sa korektne nenainstaloval pozadovany SW a naniektorych
spravovanych PC chybaju konfiguracné subory. Ako zaistite napravu?

» Zabezpecujete spravu identit v cloudovom prostredi Microsoft Office365 pre
500 zamestnancov. Vsetkym uzivatelom potrebujete nastavit’ novu e-mailovu
adresu pre ich ucet. Aké moznosti mate?
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Motivacia

» Mate v sprave 500 zamestnaneckych PC. Dostali ste hlasenie, ze pri vCerajsich
aktualizaciach SW sa korektne nenainstaloval pozadovany SW a na niektorych
spravovanych PC chybaju konfiguracné subory. Ako budete postupovat’ pri oprave?

» 1. Zistim, na ktorych PC chybaju pozadované subory:
» Powershell remoting + Background jobs / runspaces
» 2. Zaistim opravu

» GPO + Powershell Remoting

» Zabezpecujete spravu identit v cloudovom prostredi Microsoft Office365 pre 500
zamestnancov. Vsetkym uzivatelom potrebujete nastavit novi e-mailovu adresu
pre ich Ucet. Aké moznosti mate a ako budete postupovat?

» Pouzijem Web GUI a uklikam sa k smrti

» Naskriptujem zmeny a pouzijem Powershell remoting pre komunikaciu s cloudom




Powershell Background jobs

Uvedené vo verzii Powershell 2.0 (Windows server 2008r2<)
Umoznuje asynchronny beh skriptov
,Nahrada“ za vlakna

Samostatna session pre kazdy job - vlastny proces

vV v v v Vv

Pristup len z rodicovského procesu




Powershell Background jobs

Uvedené vo verzii Powershell 2.0 (Windows server 2008r2<)
Umoznuje asynchronny beh skriptov
,Nahrada“ za vlakna

Samostatna session pre kazdy job - vlastny proces

vV v v v Vv

Pristup len z rodicovského procesu

Priklad:
Start-job -name Test -scriptBlock {Get-Process | select name}

Invoke-Command -computerName dc1 -scriptBlock {Get-Process} -asJob




Powershell Background jobs - cmdlety

» Spustenie jobu

>

>

>

>

» Start-Job -Name "Test Job" -ScriptBlock {Write-Output Sargs[0] > C:\output.txt}
» Sprostredkovanie argumentov pomocou ,,-argumentList®
Ziskanie informacii o existujucich Background job-och
» Get-Job -State ....
Pristup k vystupu z Background job-u
» Receive-Job
» Destruktivne Citanie - Sdata = Receive-Job -Job ....
Odstranenie Background job-u
» Remove-Job
Background job pomocou parametru ,,-asJob“

» Invoke-Command -ScriptBlock {....} -AsJob -ComputerName ....




Powershell Background jobs - Priklad

» Zistite s vyuzitim Powershell Background jobs pritomnost’ suboru C:\file.txt na
pocitacoch zo zoznamu C:\computers.csv.

#1
Get-Content C:\computers.csv | %{
Invoke-Command -ComputerName $_
-ScriptBlock {write-output $args|[0];Test-Path C:\file.txt}
-ArgumentList $_
-AsJob
}
while((Get-Job -State Running).count -gt 0){
Start-Sleep -Seconds 1
}

Get-Job -State Completed | %{Receive-Job -Id $_.1d}




Powershell Background jobs - uloha

» Zalozte 5 skupin s nazvom group<x>, kde x je z rozsahu <1,5> v Active
Directory s vyuzitim Powershellu background jobs. Vystup z operacie zapiste
do suboru C:\output.txt

» Zistite, Ci existuju subory zo zoznamu files.csv na lokalnom PC s vyuzitim
Background-jobs.




Powershell Background jobs - uloha

» Zalozte 5 skupin s nazvom group<x>, kde x je z rozsahu <1,5> v Active
Directory s vyuzitim Powershellu background jobs. Vystup z operacie zapiste
do suboru C:\output.txt

1..5 | %{
Start-Job -ScriptBlock {New-ADGroup -Name $groupName -GroupCategory Security
-GroupScope Global -Path "CN=Users,DC=pv176,DC=local"}
-ArgumentList “group$($_)”

3
while((Get-Job -State Running).count -gt 0){

Start-Sleep -Seconds 1
}
Get-Job -State Completed | %{Receive-Job -Id $_.1Id} > C:\output.txt
» Zistite, Ci existuju subory zo zoznamu files.csv na lokalnom PC s vyuzitim
Background-jobs.




Powershell Background jobs - uloha

» Zalozte 5 skupin s nazvom group<x>, kde x je z rozsahu <1,5> v Active
Directory s vyuzitim Powershellu background jobs. Vystup z operacie zapiste

do suboru C:\output.txt

1..5 | %{
Start-Job -ScriptBlock {New-ADGroup -Name $groupName -GroupCategory Security

-GroupScope Global -Path "CN=Users,DC=pv176,DC=local"}
-ArgumentList “group$($_)”

3
while((Get-Job -State Running).count -gt 0){

Start-Sleep -Seconds 1

3
Get-Job -State Completed | %{Receive-Job -Id $_.1Id} > C:\output.txt

» Zistite, Ci existuju subory zo zoznamu files.csv na lokalnom PC s vyuzitim

Background-jobs.

Get-Content C:\files.csv | %{
Start-Job -ArgumentList $_ -ScriptBlock {write-output $args[0]; Test-Path $args[0]}

}
while((Get-Job -State Running).count -gt 0){
Start-Sleep -Seconds 1

}
Get-Job -State Completed | %{Receive-Job -Id $_.1d}




Literatura

» https://msdn.microsoft.com/en-us/library/dd878288(v=vs.85).aspx

» https://msdn.microsoft.com/powershell/reference/5.1/Microsoft.PowerShell
.Core/about/about Jobs

» https://www.howtogeek.com/138856/geek-school-learn-how-to-use-jobs-in-
powershell/
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Powershell runspaces

» Alternativa k Background jobs
» Vyhody:
» Rychlejsia inicializacia
» Mensie naroky na zdroje
» Alternativa k vlaknam
» Nevyhody:
» Nie je plnohodnotna Powershell session - nepodporuje vsetky funkcie PS

» Zlozitost - monitoring vlakna, osetrenie chyb




Powershell runspaces - ukazka

$Runspace = [runspacefactory!::CreateRunspace()
$Powershell = [powershell]::Create()
$Powershell.runspace = $Runspace
$Runspace.open()
'void]$rPowershell.Addscript({

Get-Date

Start-Sleep -Seconds 10

B

$Asyncobject = $Powershell.BeginInvoke()




Literatura

» https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-
use-of-powershell-runspaces-part-1/

» https://thesurlyadmin.com/2013/02/11/multithreading-powershell-scripts/



https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://blogs.technet.microsoft.com/heyscriptingguy/2015/11/26/beginning-use-of-powershell-runspaces-part-1/
https://thesurlyadmin.com/2013/02/11/multithreading-powershell-scripts/
https://thesurlyadmin.com/2013/02/11/multithreading-powershell-scripts/
https://thesurlyadmin.com/2013/02/11/multithreading-powershell-scripts/
https://thesurlyadmin.com/2013/02/11/multithreading-powershell-scripts/
https://thesurlyadmin.com/2013/02/11/multithreading-powershell-scripts/

Powershell debugging

» Praca s vystupom

» Write-Host, Write-Verbose, Write-Output, Write-Debug, Write-Error, Write-Warning
» Odchytavanie chyb

» Try-Catch-Finally
» Logovanie

» Start-transcript, Stop-transcript

» Powershell logs




Powershell debugging - Praca s vystupom

» Praca s vystupom
» Write-Host
Write-Verbose
Write-Output
Write-Debug

Write-Error

vV v v v Vv

Write-Warning
» Write-Information (PS 5.0)

» Aky je rozdiel medzi skupinami cmdletov “Write-host, Write-error, Write-
warning” a “Write-Debug, Write-Verbose” ?




Powershell debugging - Praca s vystupom

» SDebugPreference
» Continue
» Stop
» SilentlyContinue
» Inquire
» SVerbosePreference
» Continue
» Stop
» SilentlyContinue
» Inquire
» SErrorActionPreference - > Viac v dalsej Casti prednasky
Aky je rozdiel medzi jednotlivymi hodnotami?
M6zeme zabezpedit zobrazovanie debug a verbose vystupu aj inym sposobom?




Powershell debugging - Praca s vystupom

» Priklad .\debugging.ps1

» Co vypise na Standardny vystup zadany script?




Powershell debugging - Praca s vystupom

» Priklad .\debugging.ps1
» Co vypise na Standardny vystup zadany script?

» Ako zabezpecim aby sa na standardny vystup vypisali vsetky definované retazce?




Literatura

» https://msdn.microsoft.com/en-
us/powershell/reference/5.1/microsoft.powershell.core/about/about prefer
ence variables

» https://msdn.microsoft.com/en-
us/powershell/reference/5.1/microsoft.powershell.utility/write-host



https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.core/about/about_preference_variables
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.core/about/about_preference_variables
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.core/about/about_preference_variables
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.core/about/about_preference_variables
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/write-host
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/write-host
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/write-host
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/write-host
https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/write-host

Powershell debugging - Odchytavanie chyb

» Try-Catch-Finally

Try
{
$Authorizedusers = Get-Content \\ FileServer\HRShare\UserList.txt -ErrorAction Stop
h
Catch [System.OoutOfMemoryException]
{
Restart-Computer localhost
ks
Catch
{
$ErrorMessage = $_.Exception.Message
$Faileditem = $_.Exception.ItemName
Send-MailMessage -From ExpensesBot@uyCompany.Com -To WinAdmin@uyCompany.Com -Subject "HR
File Read Failed!" -SmtpServer EXCHO1l.AD.MyCompany.Com -Body "we failed to read file
$FailedItem. The error message was $ErrorMessage"
Break
}
Finally
{

$Time=Get-Date
"This script made a read attempt at $Time" | out-file c:\logs\ExpensesScript.log -appen




Powershell debugging - Odchytavanie chyb

» Powershell pracuje s 2 typmi chyb
» Terminating errors
» Non-Terminating errors

» Try-Catch-Finally vyzaduje pre spravnu funkcnost’ aby cmdlety vyhadzovali
Terminating errors

» Ako zabezpecite, aby konstrukcia try-catch-finally vedela reagovat’ na
akékolvek chyby v ramci vasho skriptu?




Powershell debugging - Odchytavanie chyb

» Powershell pracuje s 2 typmi chyb
» Terminating errors

» Non-Terminating errors

» Ako zabezpecdite, aby konstrukcia try-catch-finally vedela reagovat’ na akékolvek
chyby v ramci vasho skriptu?

» Konverzia Non-Terminating errors na Terminating errors
» SErroActionPreference

» Continue

» Stop

» SilentlyContinue

» Inquire

» Suspend
» -ErrorAction




Powershell debugging - Odchytavanie chyb

» Priklad .\Try-catch-finally.ps1

» Co vypise na Standardny vystup zadany script?




Powershell debugging - Odchytavanie chyb

» Priklad .\Try-catch-finally.ps1
» Co vypise na Standardny vystup zadany script?

» Ako zabezpecim aby konstrukcia try-catch-finally fungovala spravne?




Literatura

» https://msdn.microsoft.com/en-
us/powershell/reference/5.1/microsoft.powershell.core/about/about prefer

ence variables

» https://www.vexasoft.com/blogs/powershell/7255220-powershell-tutorial-
try-catch-finally-and-error-handling-in-powershell
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Powershell debugging - Logovanie

» S5 kolegami spravujete 5000 PC. Ako zabezpecite logovanie bezobsluznych
skriptov, ktoré sa spust'aju na PC vo vasej sprave?
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Powershell debugging - Logovanie

» S5 kolegami spravujete 5000 PC. Ako zabezpecite logovanie bezobsluznych
skriptov, ktoré sa spust'aju na PC vo vasej sprave?

» Vyuzijem Write-* cmdlety, poriadne osetrym odchytavanie vynimiek a donutim
takéto riesenie pouzivat' vsetkych kolegov

» Pouzijem Powershell Transcript




Powershell debugging - Logovanie

» S5 kolegami spravujete 5000 PC. Ako zabezpecite logovanie bezobsluznych
skriptov, ktoré sa spust'aju na PC vo vasej sprave?

» Vyuzijem Write-* cmdlety, poriadne osetrym odchytavanie vynimiek a donutim
takéto riesenie pouzivat' vsetkych kolegov

» Pouzijem Powershell Transcript

» Zapnem logovanie pre Powershell pomocou GPO




Powershell debugging - Logovanie

>

>

>
>

Powershell Transcript

» Zaznamenava uzivatelsky vstup a vystup z Powershell session do textového suboru.
Zaznam obsahuje aj aktualne nastavenie Powershell session

Powershell Transcript cmdlety
» Start-Transcript
» Stop-Transcript
Powershell Transcript méze byt hromadne vynateny cez GPO

Od verzie Powershell 5.0 dostupné aj v Powershell ISE




Powershell debugging - Odchytavanie vystupu

» Priklad: .\Transcript.ps1




Powershell debugging - Logovanie

» Nastavenie Powershell Transcript cez GPO

» \Computer Configuration\ Administrative Templates\Windows Components\Windows
PowerShell

File Action View Help

& HE = HE T

& Turn on PowerShell Transcription

E Turn en PowerShell Transcripticn "] Security Center ~ || Setting State

=] Shutdown Optiens =] Turn on Module Logging Mot configured
() Not Configured Comment; _ g z:f;:a(r::;drotection Blatfo =] Turn on PowerShell Script Block Logging Mot configured

|| Turn on Script Execution Mot configured
® Enabled g :Dund Recorder =] Turn on PowerShell Transcription Enabled
() Disabled — Q S]t,:r:],rour setfings =] Set the default source path for Update-Help Mot configured
supported on: | ag | » [ Tablet PC

[7] Task Scheduler

Options: Help:

Transcript cutput directo
proutp v This policy setting lets you capture the input and output of

| C:\Transcript Windows PowerShell commands into text-based transcripts.

[+] Include invecation headers: If you enable this policy setting, Windows PowerShell will
enable transcripting for Windows PowerShell, the Windows
PowerShell IS5E, and any other




Powershell debugging - Logovanie

» Uloha 1: Nastavte vytvaranie transcript logov pre vsetky PC v doméne
pomocou GPO do adresaru C:\Transcript bez zaskrtnutej moznosti
,IncludelnvocationHeader*

» Overte funkcnost’ nastavenia pomocou spustenia Powershell prikazu na
jednom z PC v doméne.

» Uloha 2: Nastavte vytvaranie transcript logov pre vietky PC v doméne
pomocou GPO do adresaru C:\TranscriptWithHeaders so zaskrtnutou
moznost'ou ,,IncludelnvocationHeader“

» Overte funkCnost’ nastavenia pomocou spustenia Powershell prikazu na
jednom z PC v doméne.

Aky je rozdiel vo vytvorenych logoch?




Powershell debugging - Logovanie

» Spracovanie Powershell prikazov je mozné logovat’ aj pomocou systémoveho
logu (Event viewer)

» Logovanie prebieha na 2 urovniach:
» Logovanie modulov (Event ID 4103)
» Logovanie scriptov (Event ID 4104)

» Logy su umiestnené v Casti ,,Applications and Services
Logs\Microsoft\Windows\PowerShell\Operational”

» Zapnutie pomocou GPO v \Computer Configuration\ Administrative
Templates\Windows Components\Windows PowerShell

» Turn on Module Logging
» Turn on PowerShell Script Block Logging

» Zapnuté logovanie generuje netrivialne mnozstvo udalosti




Powershell debugging - Logovanie

» Uloha: Nastavte logovanie Powershell prikazov pre PC v doméne na Urovni
modulov a scriptov pomocou GPO. Overte funkénost’ nastavenia.




Powershell debugging - Logovanie

» Uloha: Nastavte logovanie Powershell prikazov pre PC v doméne na Urovni
modulov a scriptov pomocou GPO. Overte funkénost’ nastavenia.
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S smf-:: a: i) Turn on PowerShell Script Block Logging Enabled Mo
- So :: B Turn on Script Execution Mot configured Mo ain Ci
cund Rec
B store B Turn on PowerShell Transcription Disabled Mo
B Sync your |ﬁ Set the default source path for Update-Help Mot configured Mo
» Tablet PC
d £ Turn on Module Logging O et
=
: E Tum on Mﬂdu'ﬁ Lﬂ.ggl-ng Dleceeimpas ©ottimy | | Polmned ©omttim e |
I—_c Show Contents w0
> o .
s [ (O Mot Configured mment:
B Maodule Names
» 1 @ Enabled
L
[ O Disabled Value
[ Supported on| | P
@ .
@
| Opticns:
L
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Literatura

» https://www.fireeye.com/blog/threat-
research/2016/02/greater visibilityt.html

» https://msdn.microsoft.com/en-
us/powershell/reference/5.1/microsoft.powershell.host/start-transcript
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Powershell remote management

» V ramci prostredia Microsoft Powershell-u mozete vyuzit’' viacero technologii
» RPC - Get-Service -ComputerName ...

» WMI - GetWMIObject -ComputerName ...

» WS-Management - Invoke-Command -ComputerName ..... (Powershell Remoting)

/Base/Library/Operations
/PowerShell/Remoting

PowerShell Remoting Bas;:;L;E!: ?n‘:::::::: "

Base/Library/Operations
SWmMI

Z2o0onmnoO




Powershell Remoting

» Vyuziva WS-Management
» HTTP-TCP/5985
» HTTPs - TCP/5986
» Autentizacia
» Basic Auth
» Digest
» Kerberos
» Umoznuje vytvorit
» Persistentné spojenia
» Interaktivne 1:1 spojenia
» Spustat skripty na viacerych PC
» ,,0Obdoba“ SSH




Powershell Remoting - Konfiguracia

Powershell Remoting sprostredkovava sluzba WinRM
WinRM pozostava z klientskej a serverovej Casti
WinRM mo6zeme konfigurovat'

» Lokalne pomocou Powershellu - Enable-PSRemoting a winrm

» Pomocou GPO - Policies > Administrative Templates > Windows Components >
Windows Remote Management (WinRM)

» Zobrazenie aktualnej konfiguracie cez Powershell:
winrm get winrm/config

» Zakladna konfiguracia

winrm quickconfig a winrm set winrm/config/....




winrm quickconfig

winrm get winrm/config

P5 Windows 132> winrm quickconfig ) )
WinRM 15 not set up to receive requests on this machine.
he following changes must be made:

Start the WinRM =zervice.
Set the WinRM service type to delayed auto start.

Make these changes [v/n]? v
WinRM has been updated to receive regues

WinkM service type changed successfully.
WinRM =zervice started.

em3s> wWinrm Set winrm/contig/cliien

URLPreti
AllowUnencrypted = true
Auth
Basic = true
gest = true
Kerberos = true
Megotiate = true
Certificate = true
CredssP
DefaultPort

=tedHosts

winrm get winr

= 500
e0000
BatchItes 2000
ProviderReque = 4294967

5000

true
1se

= false
ChtHardeninglLevel
DefaultPo
HTTP

EnableCompatibilityHttpslListener
CertificateThumbprint
1l owRemotescce

AllowRe:

IdleTi
oncurrent
hel1RunT

roces




Powershell Remoting - Konfiguracia

» Pomocou GPO - Client + Service
» Potrebné zabezpedit automatické spustanie sluzby WinRM pri starte PC

» Policies > Administrative Templates > Windows Components > Windows Remote

Management (WinRM)
[ WINOOWS IVIDEHITY enTer ~ || Setting State
[ Windows PowerShell — . ,
= Wind Reliability Analve [i=] Allow remote server management through WinRIM Mot configured Mo
= w!ndows F{E ' 1|: It;1 nalyss £ (WinRM) i=| Allow Basic authentication Mot configured Mo
Y .__EIIHW?“:M ECTD : anagemen n |=] Allow CredSSP authentication Mot configured Mo
in iEn
B | Allow unencrypted traffic Mot configured Mo
| WinRM Service P g
9 Windows Remate Shell |i=] Specify channel binding token hardening level Mot configured Mo
v [ Windows Update |i=] Disallow WinRM from storing Runds credentials Mot configured Mo
7 Defer Windows Updates |i=| Disallow Kerberos authentication Mot configured Mo
7| Work Folders |_E°| Disallow Megotiate authentication Mot configured Mo
::_. All Settings [i=] Turn On Compatibility HTTP Listener Mot configured Mo
T Windows Mobility Center ~ || Preferences | Turn On Compatibility HTTPS Listener Mot configured
H T v [ T
g mfnjuws :urm:.?helL i i=] Allow Basic authentication Mot configured
= w!ndows F‘.E 2 tl It:ﬂ nalysts £ (WinRM) |_51 Allow Cred55P authentication Mot confifred
Y jlnvﬁfmi:r:o : anagemen n =] Allow unencrypted traffic Mot configured
in ien
. . iz| Disallow Digest authentication Mot configured
7] WinRM Service g g
] Windows Remate Shell |_51 Dizallow Kerberos authentication Mot configured
v [ Windows Update =] Disallow Negotiate authentication Mot configured
7 Defer Windows Updates =] Trusted Hosts Mot configured
e S VT T [ o N




Powershell Remoting - Ukazka

Interaktivna Powershell session:
Enter-PSSession -ComputerName dc1
Persistentna Powershell session:
Ssession = New-PSSession -ComputerName dc1
Informacie o existujucich Powershell sessions:
Get-PSSession
Ukoncenie spojenia v pripade persistentnej Powershell session:
Remove-PSSession -Session $session
Spustenie scriptbloku v Powershell session:

Invoke-Command -Session Ssession -ScriptBlock {get-service -name dhcp}




Powershell Remoting - Uloha

» Zistite, Ci je na vasich doménovych radi¢och povoleny Powershell Remoting

» Zistite pomocou Powershell Remotingu z doménoveho radica 1 aké sluzby
bezia na doménovom radici 2

» Zmente hodnotu ,,MaxConcurrentoperationsPerUser“ na 500 pre WinRM server
na jednom z vasich radicov

» Vytvorte persistentné spojenie na PC v doméne pomocou Powershell
Remotingu a doménového nazvu PC. Zistite ako procesy beZia na vzdialenom
PC

» Vytvorte persistentné spojenie na PC v doméne pomocou Powershell
Remotingu a IP adresy PC. Na aky problém mozete narazit?




Literatura

» https://msdn.microsoft.com/en-us/library/aa384372(v=vs.85).aspx

» https://msdn.microsoft.com/powershell/reference/5.1/microsoft.powershell
.core/Enable-PSRemoting

» https://blogs.technet.microsoft.com/josebda/2010/03/31/experimenting-
with-powershell-v2-remoting/
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Novinky v Powershell 5.0

» https://msdn.microsoft.com/en-us/powershell/scripting/whats-new/what-s-
new-in-windows-powershell-50#BKMK new50
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