Konfiguracia Windows Firewall — standalone vs. AD domain

V ramci prostredia Microsoft Active Directory moZeme spravovat Windows Firewall (FW) 2 sp6sobmi.
V prvom pripade sa k zariadeniam v ramci domény mbZeme postavit ako k samostanym celkom a FW
spravovat pomocou lokalnych pravidiel. V nasledujicom popise si uvedieme postup pridania lokalnych
FW pravidiel.

Konfiguracia FW pomocou lokalnych pravidiel
1. Spustime consolu Windows Firewall with advanced security

Best match

£ 4 Windows Firewall with Advanced Security
Desktop app

£% Windows Firewall
Control panel

Settings >
@ Check firewall status

¥ Check security status

@ Allow an app through Windows Firewall

2. Na Uvodnej obrazovke mézeme vidiet prehlad nastaveni FW. V rdmci FW pracujeme s 3 profilmi:
a. Domain Profile — pouziva sa v pripade ¢lenstva PC v doméne
b. Private Profile — zohladruje nastavenie sietového adaptera (verejnad/privatna siet)
c. Public Profile - zohladriuje nastavenie sietového adaptera (verejna/privatna siet)

https://technet.microsoft.com/en-us/library/cc731634(v=ws.11).aspx

Aktivny profil je oznaceny, napr. Public profile is Active. Okrem profilov nas zaujimaju este
nastavenia pravidiel. Pravidla su rozdelené do 2 skupin:


https://technet.microsoft.com/en-us/library/cc731634(v=ws.11).aspx

a. Inbound rules — Komunikdacia smerujlca na server
b. Outbound rules — Komunikacia smerujica zo serveru

Vyssie popisane ¢asti umoznuju $pecifikovat lokélne pravidla. V ramci doménoveho prostredia
mozu byt pravidla kombinované:

a. Aplikuja sa len lokalne pravidla
b. Aplikuju sa lokalne + Doménou (GPO) nastavené pravidla
c. Aplikuju sa len doménove pravidla

Zalozky Inbound a Outbound rules zobrazuju vsetky dostupné pravidla za kazdych okolnosti. V
pripade, Ze chceme zistit, ktoré pravidla sa realne aplikuju podla nastaveni PC (Doménové vs.
lokdlne) mézeme pouzit zalozku Monitoring/Firewall, ktora zobrazuje len aplikované pravidla.
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| & Windows Firewall is on

Q Inbound connections that do not match a rule are blocked
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@ Windows Firewall Properties

Getting Started -
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ate cc ations k computers

Create connection security rules to specify how and when connections between computers are authenticated and
protected by using Intemet Protocol security (IPsec).

@ Connection Security Rules

View and create firewall rules

Create firewall rules to allow or block connections to specified programs or porte. You can also allow a connection only i
it is authenticated, or if it comes from an authorized user, group, or computer. By defautt, inbound connections are

h blocked unless they match a rule that allows them, and outbound connections are allowed unless they match a rule that
blocks them.
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3. Pravidlo upravujuce chovanie FW mézeme pridat nasledujdcim spésobom:
a. Pravym kliknutim na Inbound alebo Outbound rules a nasledne moznost New rule
b. V dalsom kroku zvolime, ¢i chceme pouzit preddefinované pravidlo, pridat vynimku pre
program, alebo port, pripadne vytvorit vlastné pravidlo. V nasledujlcej ¢asti vyuzijeme
moznost pridat vlastné pravidlo.



What type of rule would you like to create?

® Program

Rule that controls connections for a program.

O Port
Rule that controls connections fora TCP or UDP port.

O Predefined:

AlldJoyn Router
Rule that controls connections for a Windows experience.

(O Custom
Custom rule.

< Back Next > Cancel
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c. Vyberieme typ vynimky, pre ktora aplikujeme pravidlo: vetky programy/specificky
program/sluzba

@ MNew Inbound Rule Wizard x

% Program

Specify the full program path and executable name of the program that this rule matches.

Steps:
Rule Type Does this rule apply ta all programs or a specific program?
Program

Protocal and Ports @® All programs
Rule applies to all connections on the computer that match other rule properties.

Action
(C) This program path:
Profile -

=t

]

t

@ Scope
]

@

@ Mame Example: c:\path'program .exe

% ProgramFiles®: \browser'browser.exe

Services Customize..
Specify which services this rule applies ta.

< Back MNesd Cancel

|| Core Networking - Multicast Listener Qu...  Core Metwarking All ||



d. Zvolime typ komunikacie, pre ktord bude pravidlo platit. Napr. TCP -> specific remote
port -> 3389

I
ﬂ Mew Inbound Rule Wizard

Protocaol and Poris

Specify the protocols and ports to which this rule applies

Steps:
Fule Type
Program

Protocol and Ports

Action

]

]

L ]

@ Scope
L}

@ Profile
]

Name

To which ports and protocols does this rule apply?

Protocol type:

Protocol number:

Local port

Remocte port:

Intemet Control Message! P

{ICMP) settings:

Custom
HOPOPT
ICMPv4
IGMP

TCP

upp

IPv6
IPv6-Route
|Pv&-Frag
GRE
ICMPvE
IPvE-Mohbd
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e. Nastavime rozsahy IP adries, pre ktoré aplikujeme pravidlo. Pozor na zdmenu local vs.

Remote IP.
ﬂ Mew Inbound Rule Wizard * | 03 4
i Scope
Specify the local and remote P addresses to which this rule applies. ’
»
i
! Steps: »
@ FRule Type
IP Address x
@ Program ‘Which local IP addresses does this rule apply to?
@ Protocol and Ports ® Any IP address Specify the |P addresses to match:
@ Scope (O) These IP addresses: @) This IP address or subnet:
@ Aetion ; [147.251.001 |
@ Profile = Examples: 192.168.0.12
— 192.168.1.0/24
@ MNeme 2002:9d%: 1231:4:208 747 fe39:6c43
2002:9d3b:1a31:4:208: 74 2 39:0/112
This IP add :
Customize the interface types to which this rule applies: Customize... O This IP address range
From:
‘Which remote IP addresses does this rule apply to? E—‘;‘
To: e

(O Any IP address
(® These IP addresses:

Next >

(O Predsfined set of computers:
Default gateway

Cancel




f.  Rozumne pomenujeme pravidlo. Rozumny popis pravidla sa v buducnosti méze hodit,
najma ak potrebujete dohladat dévod jeho existencie.

4. Vytvorené pravidlo sa po refreshy consoli objavi v ¢asti Inbound resp. Outbound rules a sicasne
aj v Casti Monitoring.

Konfiguracia FW pomocou AD domény — GPO

Konfigurdciu FW najdete v nasledujucich 2 ¢astiach GPO:

1. “Computer Configuration/Windows settings/Security settings/Windows Firewall with advanced

security” — zhodné rozdelenie ako v pripade prace s FW priamo na cielovom PC.

g - u a x
File Action View Help
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1=/ Firewall [DCT.AD.LOCAL] Policy
v & Computer Configuration ﬂ Windows Firewall with Advanced Security provides network security for Windows computers.
~ 1 Policies
| Software Settings
71 Windows Settings Overview
| Name Resolution Policy Domain Profile
5 Seripts Gtartup/Shutdown) (@ Windows Frewall state is not corfigured
0 Deployed Printers
v [ Security Settings Private Profile
& Account Policies (@ Windows Frewal state i not corfigured.
3 Local Policies
3 Eventlog Public Profile
4 Restricted Groups (@ Windows Frewal state s not configured.
7 System Services
3 Regitry [ Windows Frewal Propertes
3 File System Windows Firewall with Advanced Security - LDAPY/CN={46FB4EF.. X
= Getting Started
Wired Networl: (IEEE 802.3) Policies
(1 Windows Firewall ith Advanced Security i between Domain Frofile  Prvate Profie Public Profile  Psec Settings
P Windows Firewall with Advanced Security - LDAP://CN | | Create pecty computers
£ e e e ey Bt boouty (Pomt) B
Qutbound Rules Sute
i Connection Security Rules [ Comection Secuiy Ruies ﬂ Frewal state: Not configured -
Network List Manager Policies
=] Inbound connections: Not corfigured
Zaf Wireless Network (IEEE 602.11) Policies View and create firewall rules 2
Create frewal les to allow or block connections to specfied programs or parts. You can also alow a camection only f Outbound connections: Not configured
| Public Key Policies s autherticated. or f t comes from an authorzed Lser, group. or compter. By defau, nbound connactions are L
| Software Restriction Policies. blocked uniess they match a ruls that alows them. and outbound connections are allowed unless they match a i that
| Application Contral Policies Blocks them
8 1P Security Policies on Active Directary (ADLOCAL) Setings
| Advanced Audit Policy Configuration {3 inbound Ruies Speoty setings that contrl Windows [ CLstomine
ol Policy-based QoS B3 Outbound s Frewal behavior.
| Administrative Templates: Policy definitions (ADMX files) retrieved
7 Preferences Logong
+ { User Configuration Specfy logging setings or Gt
9 Policies || troubleshooling
| Preferences
2oply

2. “Computer Configuration/Network/Network connections/Windows Firewall” — Pomocou tychto

nastaveni moZete vynutit globalne nastavenie FW, pripadne zapnut/vypnut samotny FW.

=/ Group Palicy Management Editor
File Action View Help

| H Bl 7

= Firewall [DC1.AD.LOCAL] Policy Dormain Profile
~ & Computer Configuration ; ;
. Select an item to view its description.  Setting State Comment
v [ Policies
Software Scttings Windows Firewall: Allow lacal program exceptions Disabled Mo
7| Windows Settings Windows Firewall: Define inbound program exceptions Mot configured Mo
v ] Administrative Templates: Policy definitions (ADMX files) retrieved Windows Firewall: Protect ell network connections Encbled No
7| Control Panel Windows Firewall: Do not allow exceptions Not configured Mo
v [ Network Windows Firewall: Allow inbound file and printer sharing exception Mot configured Mo
| Background Intelligent Transfer Service (BITS) Windows Firewall: Allow ICMP exceptions Ensbled Mo
| BranchCache Windows Firewall: Allow logging Enabled Mo
1 DirectAccess Client Experience Settings Windows Firewall: Prohibit notifications Not configured No
| DN Client Windows Firewall: Allow lecal port exceptions Mot configured Mo
p p g
1 Fonts Windows Firewall: Define inbound port exceptions Mot configured No
p p g
1l Hotspot Authentication Windows Firewall: Allow inbound remote administration exception Mot configured No
| Lanman Server Windows Firewall: Allow inbound Remote Desktop exceptions. Not configured Mo
| Lanman Workstation ) ) )
e s Windows Firewall: Prohibit unicast response to multicast or broadcast requests Nt configured No
o netaver Topology Discovery £ Windows Firewall: Allow inbound UPnP framework exceptions Mot configured Mo
| Microsoft Peer-to-Peer Netwarking Services
v [7] Network Connections
v [ Windows Firewall
| Domain Profile
7| Standard Profile
| Network Connectivity Status Indicator
Network lsolation




Konfigurdcia samotnych pravidiel prebieha rovnako, ako pre standalone rezim (uvedenné vyssie).
V pripade GPO si vsak musime uvedomit, Ze pravidla mézu byt konfigurované pomocou GPO, ale

zéroven aj manualne administratorom na cielovom PC. GPO umozriuje $pecifikovat, ¢i sa lokalne pravidla
maiju, alebo nemaju aplikovat.
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Outbound Rules = spl
B Connection Security Rules protected by using Intemet Protocol securty (Psec). Setngs ] coechare:
] Network List Manager Policies [7] Soeofy settngs that cortol Windows [ Cgomze
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Nasledny rozdiel v aplikovanych pravidlach méze na zaklade konfiguracie aplikacie lokalnych pravidiel
a profilu FW vyzerat aj takto:

Nastavenie politiky:

- Aplikacia lokalnych pravidiel je zakdzana
Pravidla su nastavené rovnako pre vsetky profil
Pravidla pre ICMP su konfigurované pomocou GPO taktiez

/ Group Policy Mensgement Editor

e N - 8 x

Fle Adion View Help

e« 2oz Bm

 Firewall [DC1 ADLOCAL] Policy Hame Group Profie  Enabled  Acion Ovemde Progam  Localdddress  RemoleAddress  Protocol
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Vysledny rozdiel existujticich a aplikovanych pravidiel na ciefovom PC:

W Vimdews Firewall with Advanced Security

Fie Acion View Help Fie Action Wiew Hep
e nm =@ 2w = B
WP Vindows Frewal vih danc] [ | - @ windows el vith Advanc | R N | /o=
:m‘:’:.:ﬂi; Name Group - Profie  Enabled || Inbound Rules - :E&iﬁ:ﬂ:= Hame. - Profie  Acion  Oves|| Finewall
¥i Comnection Secury Rules || G Allow ol ICP from MUKS an Yes W3 Mew Rule. B4, Connection Secuity Rutes | @ Allow all TCP from MUNI an Mow N View
& Monitaring 1 Allow all UDP from MUNI M e T Fiter by Prfie » |+ % bonitorng @ Allow allUDP from MUNI R Ty e
@ Networking - Address Mask Request (1C.. Domsin Ve 8 Firevall 0 Networking - Address Mask Request (C... Domain  Allow  No
@ Networking - Echo Request (ICMPyd-In) Dormain Ves V Filterby State ‘ B Connection Security Rul| 8 Metworking - Echo Request (CMPvn)  Domain  Allow  No || ExpertList-
@ Networking - Echo Request ICMPYE-In) Domain Ves F Filter by Group v £ Security Associstions | 8 Netwarking - Echo Request (CMPvi-in)  Domain Alow  No || [ Help
@ Metworking - Redirect (CMPvd-in) Domasin  Yes View » 8 Menwarking - Redirect (ICMPu-In) Domain  Allow  No
@ Netwerking - Reirect (CHPyG-in) Domsin Vex 8 Nitworking - Recirect (CMPv6-In) Domsin Alen  Na
@ Networking - Router Salicitation (IKMPy. Domsin Ve G Refresh € Metworking - Router Solictation 0CMPv... Domasin  Allow  No
@ Networking - Timestamg Request (CME... Dornain Ve 5 Bponlin  etworking - Timestamp Request (CMP... Domain  Allow N
@ WinRM HTTPS Public  Ves B e
€ Active Disactory Domain Controler - Ec.. Active DiectoyDomasinSar,, AR Ves
€ Active Disectory Dornsin Controlr - Ec.. Active DiectoyyDomainSer.. A1 Ves
€ ctive Dinectory Domsin Controler - L0... Actve Directory Domain Ser.. A1 Ves
@ Active Divectory Domsin Controller - LD Active Directory Domain Ser.. AN Ves
@ Active Dirctary Domsin Controber - LD Actve Directory DamaimSer. A Ve
@ Active Divectary Domsin Controler - Net... Active Directory DomsinSer.. A Ves
@ Active Divectary Domain Controber -S4 Actve Directory Domam Ser. A0 Yes
@ Active Directory Domsin Contreller -S4 Active Directory Domain Ser.. AN Ves
@ Active Diectory Domain Controber - Sec.. Active Directory DomainSer.. A0 Yes
@ ctive Disectory Domsin Controller - Sec... Actve Directory Domain Ser.. AN Ves
€ Active Disectory Dornsin Controler- W3 Actve Diectory Domain Ser.. A1 Ves
€ ctive Dinectory Domsin Controler (FPC)  Actve Directory Domain Ser.. A1 Ves
@ Active Divectory Domsin Controller (RPC... Active Directory Domain Ser.. AN Ves
@ Active Directary Vieh Semvices (1CP-In)  Active Directory Web Services A Ves
@ Alloyn Router (1CP-In) Alloyn Router Der Ves
@ Alleyn Router VDP-In) Allloyn Router Domnai.. Ve
BranchCache Content Retrieval (HTTP-In) BranchCache - an Ne
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach. AN No
BranchCache Peer Discovery [WSD-In)  BranchCache - Peer Discove.. A8 No
@ Cast 1o Devica funct TP Ve
Dewice: S & Yes
Device SSOP Discovery (UDP-In)  Castto Device funcionality  Public Ve
Devicestreaming server (4TTP-S¢.. Cast o Device functionaity  Domsin  Ves
Device streaming server (HTTP-St.. Castto Device funchonaity  Prote Ve
Device streaming server (HTTP-5t Public Ve
Prvate Ve
Dornain  Yes
Pubic Ve
Catto Device funclonality  Public Ve
Device streaming server (RTSP-St.. Castto Device functionality  Priaare Ve
Device streaming server (RTSP-Sr... Castto Device functionality  Domain Ve
@ Cast to Device PeIrj c i Public  Yes
COM« Network Access (DCONHi) COM- Network Acces: M N
COM+ Remote Administration [DCOM-In) COM-+ Remate Administrati.. AN Ne
Core Networking e

Logovanie
V ramci FW mézete vyuzit moznosti logovania informacii o prijatych resp. zahodenych paketoch do
suboru:

Windows Firewall with Advanced Security on Local Computer Pro... X

Domain Profile  Private Profle  Public Profile  |Psec Settings

5| Customize Logging Settings for the Domain Profile X

Name: JFirewally -firewall.laq Browse. .. |

Size limit (KB): 4096 }%]

" Log dropped packets: | Mo (default) ~ |

Log successful connections: | Mo (default) ~ |

—{  MNaote: f you are configuring the log file name on Group Policy object, ensure —
that the Windows Firewall service account has write permissions to the folder
containing the log file.

g
s Default path for the log file is
i “eystemroot *system 32 ogfiles firewal pfirewall log.
[ ok | cancel
5
a

le OK || Cancel | ey




Pozor:

-V pripade konfigurécie FW je potrebné dat si pozor na profily. PC detekuje pre kazdy sietovy
adaptér jeho profil a podla toho nasledne aplikuje pravidla. V pripade, Ze detekcia neprebehne
korektne a vasa konfiguracia pravidiel rozlisuje profily, méze nastat stav, kedy sa vase pravidla
aplikuju inak ako predpokladate.

- Nastavenie FW je dobré vynutit pomocou GPO a nenechéavat na nahodu pomocou lokalneho
nastavenia, ktoré méze byt ovplyvnené lokalnym administratorom

- Dajte si pozor na ktoré profily a sietové adaptéry aplikujete nastavenie.

- VyuZite moznosti logovania — Uspesne aj zahodené pakety. Pozor na velkost logu.

- Zmeny v GPO sa prejavia az po jej aplikovani — gpudpate /force

- Deny pravidlo je nadradené nad Allow

DalSie zdroje informacii:
https://www.youtube.com/watch?v=XD4KVGs xFQ&t=11s

https://technet.microsoft.com/en-us/library/cc754274(v=ws.11).aspx



https://www.youtube.com/watch?v=XD4KVGs_xFQ&t=11s
https://technet.microsoft.com/en-us/library/cc754274(v=ws.11).aspx

