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Vladimir Vagner message

« He will sent mail with more informations about ITSM
« Will share link and PDF for every presentation

« Share terms for the excursion in IBM CIC
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About lector

« Dr. Ing. Petr Habarta, Ph.D.

« 11 years spent on multiple universities

« Over 9 years in IBM

-« Positions - started as 15t level technician, 2" level production control, incident
coordinator, shift leader, senior incident manager, problem manager

« In IBM organization GTS division — service management
« Senior Problem Manager with focus on strategic data centers
« Lector of Service Management University

« Experience in IT and computers 30 years (14 years as professional, before it was only
hobby)



Agenda

« SSO - System server operations

« DCS — Desktop Client services

« NSD — Network services delivery

« Organization structure

- 1st level, 2nd level and 3rd level support
« Tickets and ticketing tools

« Monitoring tools

- Tivoli infrastructure

« LAN and WAN management

- Security



SSO — System Server Operation

« Managing IT infrastructure

Managing and maintenance of customer servers —
remotely (server monitoring)

Coverage of functions and availability of servers

Backups and data restores

Applications



DCS — Desktop Client Support

- 214 |evel helpdesk
«Image services
- Managing of issues

- Coordination of installations, changes etc. (SCCM
services)

 Disaster recovery — backups & restores

 Centralized support of end user stations



NSD — Network services delivery

« Focus only to network IT infrastructure
 Proactive monitoring of different tools. Coordinates
Incident resolution and communication.

« Require best knowledge of processes, tools usage
and got global overview of systems.

* Necessary 24/7 support
« About 70% of iIssues are network based



What is Shared Network Infrastructure (SNI)?

 Provides secure way how to connect from IBM internal network to
customer network

« SNI is special network architecture inside IBM Global Services Data
Center.

 Security requirements are very difficult

* Is based on few network segment with different security access levels
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Tier Definitions for SNI (e.g. eSNI “simplified”)

Layer Allowed
Description Communication

Security Layer Segments

Central Infrastructure
(within sphere of

i i control)
Tier 2 - Secured Q Q Q Shared Infrastructure 4
. . A
(within each site)
Tier 3 - Controlled o o Service Resources,
Customer Resources
Tier 4 - External Customer Networks,
(untrusted) Business Partners, ]

Internet

Tier 1 - Highly Secured




Implementation Example (e.g. eSNI “simplified”)

IBM INTRANET

Access

Service Management
Firewall Firewall

Internet -__Reu.tels__ I p_— ____Reute.r____.._- _.._gy._sgqr;n_e_r_. _— e e e e e e e e — - .____
Firewall Firewall Tier 4

- o

Customer 1 Customer 2 Customer 3 Myl




Abbreviations

« CML - Central Management LAN

« CSL — Central Service LAN

« SML — Shared Management LAN

« SSL — Shared Service LAN

« DML — Dedicated Management LAN
« DAL — Dedicated Access LAN

« |AL — Infrastructure Access LAN

« IAL_IBM - Infrastructure Access LAN IBM



What Advantages/Disadvantages are there for SNI?

Advantages

« Standard solution

« Secure solution

« Reuse of environment

« Cost reduction

Disadvantages

Sharing of network environment got much
higher security and management
requirement as single-customer one.

It's not always possible standardize all
customer specific requests

Possibility of conflicts in private IP address
ranges
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Structure of teams

« 15t level support

« Monitoring team

- Basic and simple tasks
- 2"d |evel support

- Managing more complex issues (installation, patching,
changes etc.)

 Application management

« Divided based on theirs specialization — Windows, Unix, DB,
Storage, DNS/DHCP, Firewalls etc.

- 3" level support
« Masters of their specialization

« “Top guns” used for most critical and complex issues



Ticketing tools

- Ticket is record (evidence & protocol) in ticketing tool — Basic communication tool
- Different names — Maximo, Remedy, Manage now, AOTS, HPSM, SNOW etc.
« 1 record =1 ticket

« Advantages — every record is unique, simple escalation, recorded all activities and steps
done

Quick Insert = J [Bulleﬁn Board | 7 Filter * ()}

Subject

@ Mew Service Reguest

‘.ﬂ Mew Incident

{'& MNew Problem
-

@ MNew Change [Inbm: | Assignments
MNext Assignment Due: 4.4.16 10:02:C
Favorite Applications = J Description
R Activities and Tazks Other approvers for Approval Level
Service Reguests Other approvers for Approval Level
Incidents

Determine whether Change CH4005!

Problems
Process Reguests L3 - Approve or Reject Change CH41

Changes L3 - Approve or Reject Change CH41
Solutions

L4 - Approve or Reject the Change €
Configuration tems
Service Groups L3 - Approve or Reject Change CH41
Ticket Templates Provide Business Aszsessment Impas

Joeb Plans
L3 - Approve or Reject Change CH4I



Ticket tools

23 https://129.39.225.188 - ManageNow : R2 Problem Management - Problem Details - Microsoft Internet Explorer

| Ele Edit View Favorites Tools Help

-
Resolve

Transfer

General Notes *Associated

Add Note

Changes Attachments

Severity Target Date

Team Info Outages

@fresh

Call Back Close Window

Problem Number: IBM-04348854

Problem Details

Problem Abstract: F===r-CPPEA13: *Attention™ Contact your hardware service

[ Problem Information

Problem Type: PROBLEM

Contact Information

Problem Date Information

I
Contact: FLQFAAATFCCISO1

Occurred Date and Time: SEP 17,2006 04:00:16

Organization: FLQFAAATFAURECI

Open Date and Time: SEP 17,2006 04:00:08

(Call Code: Outgoing Call

Last Name: CGC IS COMMAND CENTER

Original Target Date and Time: SEP 24 2006 04:00:16

Severity: 3

First Name: ==

Current Target Date and Time: SEP 24 2006 04:00:16

Original Severity: 3

Middle Name:

Resolved Date and Time:

System: FLQ_COMMON-APP

External Phone: 1

Close Date and Time:

Component: OPERATINGSYS Alternate Contact: Duration:

Item: 0S/400 Department: CC Call Back Date and Time:

Module: ERROR-MESG Division: NA Reminder Date and Time:

User: Site: FLQFA-IBM COMMAND CENTER

Group: FLQ-IFRISTI Address: IBM COMMAND CENTER Bridging Information
Owning User: Floor: Not Bridged

Owning Group: Location: 000000000131954 Bridge Ticket Number:

Resolver User: City: FRANCE

Resolver Group: State: FRANCE

Reporter User: CZZJUC01

Last Name: i Zip: NA

First Name: =

Reporter Group: FLQ-ICZOPIOCALM

Cause Change Number:

(Cause Code:

Node: Additional Contact Information Lock Status
Number Times Reassigned: 1 No Additional Contact Information Locked By:

Duplicate Problem Number: User:

scription

Receive date . Z006/09/17 03:36:14

e Handler has been run.
Receive date . 2006/09/17 03:36:16

AA1 - MsglD:CPPEA13:*Attention® Contact your hardware service provider.

A critical system hardware problem has occurred. Critical Messag

] Done

[T (8 [ mteme




Monitoring - Tivoli

« Tivoli is IBM product
- Set of tools with many features
« One of them is monitoring of OS, SW, HW, NSD etc.

i
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Tivoll monitoring infrastructure

TMR Server
Endpoint Manager

Local cache of Endpoints

assigned to Gateway

TCPIIP

=

Endpoint Gateway

TCPIIP

TCPIP
Endpoint

Endpoint Process

OSErV process or service OSErv process
or service

TCP/IP Port 94 (default)”

Managed Node /
Endpoint Gateway - Port 9494 (default *)

TMR Server

TCP/IP

Endpoint - Port 9494 (default *)

Icfd process, service,

1 * Note: Both Endpoint and Endpoint Gateway port
program, etc.

values are configurable.



Tivoli Enterprise Console - TEC

+ Tiwoli Enterprize Console

& & F
H= - : Bl Q$J a2
2 Time Received Clazzes Hostname Severity Status KMezzage Sub-source Sub-origin
day 31, 2006 22:43:04 UTC  NT_Monitored_Log=s_Report  TWOLIUSER Open NT_Log_Space_Low Primary TROLIUSER:NT  Application
day 31, 2006 23.05.30 UTC  NT_Event_Log BIGGEST Open NT_Service_Error Primary.BIGGEST.NT Error
day 31, 2006 231911 UTC  [TM_Generic TNWOLIUSER  [Minor Open TEMS <TNWOILIUSER= restarted Primary: ThWOLIUSER:NT
lune 4, 2006 1:45:34 UTC [TK_NT_Phy=ical_Dizk TRWOLIUSER  Warning Reopened NT_Physical_Dizk_Bu=sy_\Warning Primary TROLIUSER:NT  C:
June 4, 2006 2:15:17 UTC NT_Monitored_Logs Report  TWOLIUSER Open NT_Log_Space Low Primary. TRWOLIUSER:NT  Sy=tem
lune 4, 2006 2:21:34 UTC [TM_NT_Process BIG Open CPU_Critical{%_Proceszor_Time==50 Primary:BIG:NT java
lune 4, 2005 2:47:55 UTC [TKM_NT_Process BlG Open CPU_Critical{%._Proce=zzor_Time==50 Primary:BIG:NT O=ErY
June 4, 2005 3.05:58 UTC [THM_NT_Process BIG Acknowledged CPU_Critical(%_Proces=sor_Time==50 Primary:BIG:NT BETVICER
lune 4, 2005 4:55:40 UTC TEC_TS_NODE_STATUS Little Open Node Up MET
lune 4, 2005 52216 UTC TEC_ITS_NODE_STATUS Little Warning Open Node Down NET
June 4, 2005 53718 UTC TEC_[TS_NODE_STATUS Little Warning Open Node Down MNET
June 4, 2005 7:15:24 UTC TEC_MKM_ConfigSys Accountz Warning Open Sending updates
une 4, 2005 9:36:25 UTC  EVENT Closed Outage
June 5, 2005 0:30:00 UTC TEC_Stop Backroom Minor Open TEC Event Server =hut down
une 5, 2005 8:01:02UTC  TEC_Start Backroom | Harmless  Open TEC Event Server intialized
lune 8, 2005 21:58:05 UTC TEC_Generic Backroom Warning Open Rezync eventz

g Acknowledge Cloze Detaile  Information



Netcool monitoring tool

File Edit View

Alerts

Tools

Netcool/ONMNIbus Event List: Filter="Node-RED", View="Default"

ol e o

Alert Group

Demand |

Summary

28102114 11:35:56

Warning: Demand has been rising for the last thirty minutes

27102114 18:25:48

Waming: Demand has been rising for the last thirty minutes

2710214 17:55:47

Waming: Demand has been rising for the last thirty minutes

27/02N417:25:49

Waming: Demand has been rising for the last thirty minutes

27102114 16:10:46

=

Vm:nemmhasboenformelastmi'tynm

I D e s |

No rows modified.

| 24002114 08:01:37

] 26102114 11:41:06 netcool] NCOMS|PRI]




Tivolil features

« TEC — Tivoli Enterprise Console

« TSM — Tivoli Storage Manager

« TWS — Tivoli Workload Scheduler
- Tivoli Configuration Manager

« Tivoli License Manager

« Tivoli Acces Manager



Organization Structure — Network management
GNMC model

Web-Interface for
Problem/Performance/Reports... Client

Feedback Monitor

Help Desk (CSC):

Call Handling
Ticket opening CSC |«—» NOC
Problem dispatching
‘ Ticket #
Network Operation Center (NOC)
Level 1/level2:
Ticket handling
Problem isolation
Problem correlation
Problem # \/
v v v
. . On Site Mainte- Manufac-
Ticketing | support nance turer
System




Why we need proper NSD tools set?

More than 80 percent of application performance and availability failures will be
blamed on network problems, but the network will represent less than 20 percent
of the root cause

« With proper tools set you can
— With monitoring tool react before customer will recognize problem.
— Locate problem much faster then by manual tracking
— Update many devices by one click

— By performance tools see the trend and recognize problem before it will
occurred

— Based on historical data prevent blaming application problems

In
!



Network Management Toolset

Tivoli Netview
 Detection of problems with implementation of L3 map

Entuity Eye of the Storm
« Performance and advanced monitoring / analysis
« Monitor device with SNMP - can detect more than 70 type of errors.

Cisco Works (CW)
« Provides advanced configuration / problem detection for Cisco Platform

CACTI / Vital suite Statistics
- SNMP orientated performance management tool

Other tools
- TACACS/RADIUS/LDAP — Authentication services
- Evidence databases — CEP+ / MAD / eAMT
- Ticket tracking tools



Network Management Toolset

I : Entuity : I
Cacti / Vital Suite Eye of the Storm Cisco Works

NI

Syslog / Tacacs



Fault detection with Netview

- Netview is standard tool used by IBM all over the world for most
customers.

« Monitoring of device status
« Clear picture of network infrastructure

- Netview support easy implementation of various scripts which can
automation work.

« With SNMP support of all devices provides advanced monitoring (not
based only on UP/DOWN functionality with ICMP)

« Can receive/forward SNMP traps from/to other tools (EotS/Cacti...)



Fault detection - Netview

fC; HordiB

EiBertin

S.155.48.160 TEDISEERIZBAF-12

DEDISBERDZBAF-11

—
DEDISBERDZBIE -12)

-esni_nanagement| TEDISBERDZBSEF-22]

DEDISBERDZBHF-11

LEL GreiFeusld(ty

TR VU Vs Mot i
wLAN 102 Viziw

WLAN 102 Vocr

WA 1M Viarw

AN N e ATT

Seorver Connactivity:
= fine LB~ SUCDEHEUT SWO10+].cuor
HEU1 SW008**§UCDEHEU1 5v e
— Pon &'33 sUCT
= — ‘7 e on e auca
| | o : i E ':‘ OLD Server:
**SUCDEHEU1 SW009**}UCDEHEU1 SVW013 HEU1SW019**
CDEHEU1 SW005™"| =l *' | 5 CDEHEU1 SW15*
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Tivoll Netview — Event Browser

72 Tivoli NetView - Administrator:Unrestricted — http:138.222.124.36:8080 _._lgjﬂ
File Object Monitor Test Tools Window Help

| Description
Interface DEC down, Critical
1. RIPQ-ERROR 'Hostlocalhost- 2141 messages idle’-- 2.FMT ERROR: accessing element#2, only 1 av... Waming
1: SPAMQ-SLS-DOVWN 'Hostlocalhost- Unable to connect SLS server.'-- 2.FMT ERROR: accessing eleme... Major
Latency packet loss - Source; USABBZWINCTO1H-A40151-USABBZPRINJO1R-S0101 512k PVC to Princet,.. Critical
1. SPAMQ-SLS-UP Hostlocalhost - SLS serwver is available'-- 2.FMT ERROR: accessing element #2, only ... Cleared
INTERNAL-SERVER-ERROR 'Hostlocalhost - SMTP Internal Server Test Failed. Host- smip01.de.abb.co... Waming
1: SPAMQ-SLS-DOWN ‘Hostlocalhost- Unable to connect SLS server.'-- 2.FMT ERROR: accessing eleme... Major
INTERNAL-SERVER-ERROR 'Hostlocalhost - SMTP Internal Server Test Failed. Host- mail.abb.ru, Port- 25'Waming
1: SPAMQ-SLS-UP 'Hostlocalhost - SLS server is available'-- 2.2FMT ERROR: accessing element #2, only ... Cleared
INTERNAL-SERVER-ERROR 'Hostlocalhost - SMTP Internal Server Test Failed. Host- smitp01.de.abb.co... Waming
INTERNAL-SERVER-ERROR ‘Hostlocalhost - SMTP Internal Server Test Failed. Host- mail.at.abb.com, P... Warning
Interface 138.221.99.4 down. Critical
Node Down. Critical
1.2.06 14:00 Interface DEC up. Cleared
1.2.06 14:00 Interface 138.221.99.4 up. Cleared
1.2.0614:00 Node Up, Cleared
1.2.06 14:01 1. RIPQ-ERROR 'Hostlocalhost- 2150 messages idle'-- 2.FMT ERROR: accessing element#2, only 1 av... Waming
1: VFQ-DOWN 'Host/localhost- VFQ Test Failed. Monitor port not responding.’-- 2.FMT ERROR: accessing ... Major
Interface 10.31.896.111 down, Critical
Node Down. | Critical
Interface DEC up. Cleared
Interface 10.31.96.111 up. Cleared
1.2.0614:05 Node Up. Cleared
1.2.0614:05 Interface DEC down. Critical
1.2.0614:07 Latency packet loss - Source: ESABBYMAD--01R-T8-DEABBYEHG--03R_latency_loss object has heen no |... Cleared
1.2.06 14:08 ; 1: SPAMQ-SLS-DOWN ‘Hostlocalhost - Unable to connect SLS server.'-- 2.2FMT ERROR: accessing eleme... Major
4

Submap Explorer - default [Read Only] - [ABB-Asia] .




Entuity Eye of the Storm

- Advanced monitoring of devices (LAN, WAN and firewalls) with SNMP
- Forward major issues to netview
« Provides advanced troubles finding

- Feature performance monitoring gives us possibility for prevention in
outages based on wrong implementation

 Provides statistic for core lines (Trunks, Etherchannels)
- Availability management
- Keeps historical data



Entuity Eye of the Storm — port listing

ent Yiewer !E E

View Tools Window Help

2= R e A e - S R

1124 .44 4 |e0ts:.l'.l'138.222.124.44,!’ABB SpainfSwitchesi10.34,17 . 41/
H =l ABB Spain
”,E\B?qz General B+ Pors I £ Applications | & VLANS | 5 Extended Info| [ Chassis Data|
BeMelux & 103417.41
Corporate
Denmark Fort | Type I Speed Froperties Hosts WLARS Applications
Egi\e B+ [101]RMOMA0A00 Port1 on Unit1 Ethernet{g) 100.0 Mivs 00:30e1:5e42:7..
Germany B+ [102]RMOM:10/M00 Part 2 on Unit1 Ethernet{B) 100.0 Mbv's 00:0d:60:08:23:22
Morway E+ [103]RMOM:10/100 Part 3 on Unit1 Ethernet{g) 100.0 Mbvs 00:10:a4:a8:77:45
Spain B+ [104]RMOM10/100 Port 4 on Unit1 Ethernet{g) 100.0 Mivs 00:0d:60:6719:d9
Zscential Reports B+ [108] RMOM:10/100 Part 5 an Unit 1 Ethernet{g) 100.0 Mivs 00:0d:60:2¢ ec:84
f:fubs B+ [106]RMOM:10/00 Part6 on Unit1 Ethernet{B) 100.0 Mbv's
Firawalls and Roter B+ [107]RMOMN:10/100 Part 7 on Unit 1 Ethernet{g) 100.0 Mbis 00:0d:60:22:feec
Switches B+ [108]RMOM10/00 Port 8 on Unit1 Ethernet{g) 10.0 Mhbis
B+ [108]RMOM:10/100 Part9 an Unit 1 Ethernet{B) 100.0 Mbrs
= 103411200 E [110] RMOM:10M00 Port10 on Unit1 Ethernet{g) 100.0 Mbvs
= 10'34'24'240 B+ [111]RMOMN0M00Fart11 on Unit1 Ethernet{g) 100.0 Mbis
= 10'34'24'242 B+ [112]RMOMN10M00Part12 on Unit1 Ethernet{g) 100.0 Mivs
= 10.34.28.238 B+ [113]1RMOM:GE Port 13 on Unit1 Ethernet{B) 1.0 Ghis UPLIMK
= 10.34.28.240 B [1327] Local Warkgroup Encapsulation Tag & Frop. Multiplexing 0.0his
= 10'34'33'112 B+ [140] 3Com Switch type:SLIP on Unit 1 SLIF 19.2 khig
= 10.34.36.243 B [141]13Com Switch on Unit 1 Ethernet{g) 10.0 Mhis
= 10'34'35'245 B [181]Trunk 1 on Unit1 Ethernet{G) 0.0his
= 10.34.38.248 B [18268] Local Workgroup Encapsulation Tag 9 Frop. Multiplexing 0.0 bis
= 10'34'35'2” B [18383] Local Workaroup Encapsulation Tag 14 Prop. Multiplexing 0.0 his
= 10.34.36.244 [ [1904] Local Workgroup Encapsulation Tag 8 FProp. Multiplexing 0.0 his
= 10.34.69.1 5 B [25355] Local Warkgroup Encapsulation Tag 4 Prop. Multiplexing 0.0his
= 10:34:40:20 B [26240] Local workaroup Encapsulat?un Tag 7 Prop. Mult?plex?ng 0.0 hig
VLANS B [30613] Local Workaroup Encapsulation Tag 11 Prop. Multiplexing 0.0 his
Switzarland B [36621 ] Local Warkgroup Encapsulation Tag 5 Prop. Multiplexing 0.0his
UK B [47273] Local Workgroup Encapsulation Tag 13 Frop. Multiplexing 0.0 bis
ional B [ 47366 ] Local workaroup Encapsulation Tag 1 Prop. Multiplexing 0.0 his
ional Infrastructure B [49663] Local Warkgroup Encapsulation Tag 12 FProp. Multiplexing 0.0 his
farwarding B [51121]80210Q Encapsulation Tag 0001 Prop. Multiplexing 0.0his
- B [59623 ] Local Workaroup Encapsulation Tag 16 Prop. Multiplexing 0.0 hig
B+ [61072]Local Workaroup Encapsulation Tag 2 Prop. Multiplexing 0.0 his
B [B1721 ] Lacal Warkgraup Encapsulation Tag 14 Prop. Multiplexing 0.0 his
B [6231] Local Workgroup Encapsulation Tag 10 Frop. Multiplexing 0.0 bis
B [65] RMOM WLAM 1 Prop. virtualiinternal 0.0 hig
[ [8000] Local Workgroup Encapsulation Tag 3 FProp. Multiplexing 0.0 his

Iﬁ CZEO070@1 38,222,124 .44




Entuity Eye of the Storm — device report

10.49.29.130

Cisco Internetwork Operating System Software [0S {tm)
cBsupi_rp Software (c6supi_rp-DSV-M), Version
12.1(23)E2, RELEASE SOFTW

Speed Total | Spare || Availability: 100%
101 00N 43 43 (20%; Outages: 0
1Gh 86 18 {27%} Monitored Servers: 0

Maonitored Applications: 0

Top trunk ports Top server ports
[ m
e
onic
Bus Utihzation
" Bverans Yaximmunn
" * . . 4 . R W
b % S ",'"f""—.i"r\/?f—'t' T o7t T F
I it | | B | 1 ! ]
h M lalaoas | AR W me‘m 2
Jan 8 Jdan (54 Jan 149 Jam T Jan 12 Jan 13 Jan 14 Jan 15




Entuity Eye of the Storm

Availability Summary
Over the 4 week period Wed Feb 01 2006 - Wed Mar 01 2006

Generated at 0042 on Wed Mar 01 2006 for the | Germany view
Based on data from 28 availability samples each covering 1 day

OVERALL AVAILABILITY SUMMARY

Application: — (appacation: —, Server —, Netwark: )

SerVer. -- (2erver: . Nebwork: -

WWAN link: 94.17%

NETWORK AVAILABILITY SUMMARY

IP Address Qutages: 320 on 136 elements (s3s teng MTBF: 458 Shours MTTR: 9,945 3minutes
monkored)
Router Qutages: 25 on 8 devices 22 beng monitered) MTBF: 321.6hours MTTR: 45minutes
Switch Outages: & on 6 devices &2 being monsored) MTBF: 655 Thours MTTR: 26 505minutes
APPLICATION AVAILABILITY SUMMARY
Application Qutages: none (o seing menttored) | MTEF: — | MTTR: -
SERVER AVAILABILITY SUMMARY
Server Qutages: NoNe o being mensored) | MTBF: — | MTTR: -
WAN LINK AVAILABILITY SUMMARY

Wan Link Cutages: 108 on 38 links (126 teng monitored) | MTBF: 333.Zhours | MTTR: 6,995 4minutes
Top problem WAMN links Outage Downtima Top problem WAN links Outage Downtime
{saried by numdser of cutages) count {rinutes} {sored by downtime) count iminutes)
13682235.193 322 1 227 is 155. Tminutas 1049927189 [ 124 ] Wiani2D 1 30 E00minuteE
DEASHYEHG-1GR-TEE0I2-SBAESY Slip—gore

10492403 1 [ 20E }vianst 1 38, 500manutas
136233.192.222 - { 17 ] att-unman 12 | 1, 717.6mirantes — —
DEASEYERE-I3R-TE-TARSEY ME--T 14 10492402 1 [ 107 Tvam 1 38, 600manutes
136228192222 - { 12} 10 347 Sminutes 104992775 ([ 135 ] ViantD1 1 38, 600manLtaE
DEASBYERE-Q2R-T4-CIARSYERD-T] 10.49.240.3 1 [ 203 ] Vian1 1 38 50OmEnLtzE
1362235.193 222 - { 19] a8 | 21.Bminuies

DEASBYERG-02R-T11-CHAESYEAD--T

13E233.193 322 1 { 15]

[15] |2E~TInJL9'=
DEASEYEHE03R-TT-PTASEYPLS-01 v




Configuration with Cisco Works

« CW support mapping devices in network made by Cisco devices.

« CW is able to download configs but it also allow to upload them to device,
modify directly on CW which allow to made small common changes by
“one click” on many devices

« CW give you chance to work with device like with real (show physical
surface)

 Data colleting from devices / mass changes / security activities

« Can create reports for Cisco platform



Configuration — Cisco works

CiscoWworks | Help | About

Cisco SYSTEMS

149.24p.2 \

Device Center

147.240.2.22

AY.M
a o
= — Device IP Address 10.132.0.35

| 10132035 || 6o 149.230.
B & Campund deehqckmwu Device Type Cisco 3750 Stack o P

B &3 alDevices 24-hour Change Audit Summary Number of records: 0 . RS ¥ 2
O 1013301 Inventory Last Collected Time May 27 2006 08:18:08 CEST 9 2402 3
0510'132'0'10 Configuration Last Archived Time May 16 2006 12:07:05 CEST / B
051021 32:021 0o e = iy e e aoe S Uk At Emergencies: 0 Alerts: O Critical: O Errors: O ;
O 101320401 Warnings: 0 Notifications: 0 Informational: O 6

b= ] CDP Neighbors 10.152.190.2
O 101320102 g ’ ‘ 1492402721 -
0510_1320_103 E1Path Analysis (czzsta02@ANIServers 0. 3-deehqck01sr01 == s
= File Edit Action Help i
O 101320104
O 1013201 Edg B e
O= 10132012 (® Data Trace () Voice Trace
OC810132013 .. [ETEED =]
O& 10132014 ~ : [140.240.2.
O 10132015 Functions Available To: |149_2w‘2_21 I = I
0510 132016 Tools Reports Management Tasks | Start Trace I | Stop Trace ‘
O W 40132047 = M Wt Station to Devi == Change Audit Report - Add In:nages to Software
O 10132018 = Ping - Credential Verification Report Repository L Help=
OB 1015 - = Telnet = Detailed Device Report = Analyze using Cisco.com Image Layer 3
10132013 - Trace Route - Syslog Messages Report = Analyze using Repository Image

O 1013202 = Edit Device Credentials == Switch Port Usage Report - = Check Device Credential e
O 10132021 - Packet Capture Recently Down - Distribute Images ¥ "149.240.2.19
@) B 10432022 -~ SHMP Set o= 3:;?:2:;:;:‘%9(: Report - = Edit Config i =
O 891013202495 &1 it 51, S M = Run S‘ﬂo.‘,"v Gommand 149.240.2.21
Os 10132025 ~ T CiscoWorks | Help | About

Cisco Svsreus

Q10132026

<l = CiscoView (DEEHQCK01SR0136)

Device Name/IP : 149.240.50.95 ‘ Color Legend Preferences ’ Mini RMON

Caco S b seTX Calalysl 2950 senes

u

STAT Al B2 S0

(3




Cisco Works — example of report

3 Resource Manager Essentials - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools Help

=10l x|

Cisco SysTems

Reloads Report - 1 Day

Back

Close

CEY Format j

Save As

Fepors

1 Day j

Device Name| Device Type Reload Reason Reload Time
Catalyst [OS 25 Mar 2006 22:25:14
10,45 54 132 3508 P OWEr-0n WEST
Catalyst [0S 25 Mar 2006 21:2%:02
10,459 54 133 3545 pOWer-of WEST
Catalyst IOS 25 Mar 2006 21:50:20
10,459 84,134 3543 POWEr-0fl WEST
Catalyst [OS 25 Mar 2006 21:57:19
10,459 84 135 3543 pOWer-on WEST
10.49 24,140 Catalyst IOS Eeload Il Warning P ossible Sysuptime wrap 26 Mar 2006 00:02:.02
— 3545 detected MEST
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Cisco Works — Cisco View
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Performance with Lucent Vital suite / CACTI

« One of the most important part of our work is troubleshooting are network
performance problems.

« Collect variable information from device and store them for analyze
(historical data)

Fast analyze of network performance situations
« On which point is network overload.
- And what kind of traffic is overloading it.

Proactive Information to prevent overload of WAN / LAN networks

Lucent vital suite are the standard tool for Performance

Can analyze QoS separately
List of TOP talkers

T

.......



Cacti — graphs
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Evidence Databases & Other Databases

All databases are bind
Asset Evidence (eAMT)

Central Evidence of all devices

 Device type/hardware information

Location information

IP address, hosthame, interfaces

Contacts for other support groups / provider / on-site support
Security Evidence with historical data

- Etc.

Evidence for Security findings
« Keeps OS bugs
« With each finding in configuration bug reports to responsible support



LAN Management

« LAN = Local Area Network

 Device’s vendors
« Cisco, Nortel, 3com, Alel, Allied Telesyn, Blue Coat, Digital, D-link, Edimax, Enterasys, HP, IBM, Intel,

Intermac, Kingston, KTl Networks, LANart, LinkSys, Netgear, Nokia, Olicom, Planet, Symbol, Synoptics,

Xtreme
« Migration of all existing platforms to Cisco for providing best centralized support

« Device’s categories
« Firewalls
* Routers
« Switches

“(E”:”
it
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LAN — simple connection
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LAN — Data Centre




Datacentre example
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WAN Management

« WAN = Wide Area Network
« Used solutions
- Leased line
- ATM/Frame Relay
« MPLS
- DSL/ADSL/ISDN
« Internet tunnel (iVPN)
« WAN lines are usually provided by external companies (BT, AT&T, HP, Colt...)
« NOC (1st level) is contact point between customer and provider

Today’s trends for WAN

 MPLS = Multiprotocol Label Switching
* QoS = Quality of Service

e SaS = Solution as Service

* Cloud solutions
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WAN Management — providers
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WAN Specifications and requirements

« Setting QoS on WAN lines leads to better
performance and usage of line

«80 — 100 % WAN link utilization ("we pay 100, we
use 1007)

« For monitoring of QoS we need good tools



WAN Incident determination

There are many diffrent providers and routers where issue can occur.

Customers Corporate network

Country Network Provider B Country Network
Provider A % Provider C
Provider A Provider B Provider C
W e . SO Reporting Tool Reporting Tool Reporting Tool Datacenter

1 1 1
data | data | data |
feed‘ feed | feed |

% IBM reports for customer AppliServer




IP Services (IPSE)

« DNS/DHCP
*NTP
* Proxy

[l



QIP — central management for DNS/DHCP

« One central (with backup feature) QIP management server

« Structure-based implementation of QIP provides opportunity to use other QIP
servers which are reporting to QIP management server

 Location types:
 Less than 250 users DHCP — IP helper
 Less than 499 users local DHCP server or IP helper

« More than 500 users (Super location), local DHCP is provided by redundant
servers

« Rules
 Static Addresses for Servers and active network devices
« Dynamic addresses for PCs and Printers

DNS management

« Central management of all DNS records
« 2" |evel domain (customer.com)

Sub-domains (location.customer.com)
« Domain management can be delegated to another server
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Proxy Solution

- In past main scope of proxy servers was to provide better usage of

WAN lines (http proxy)
- Today’s usage of Proxy servers is to provide secure and balanced

connection
- We can recognize two types of proxies
« Transparent (act as proxy for any traffic — mainly socks proxies)
- Passive (use proxy feature only if application provide such
functionality — http/ftp)
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Network Security

« Configuration standards

« Checking or real configuration
 Actualized SW/HW

« User revalidation



Network Security — Standard configuration

- General Rules
« Applicable for different HW/OS

 Pre-defined standards pro Cisco, Nortel, IPSO and other
platforms



Network Security — Checking actual configuration

 Correct setup for new device in network

- Revalidation is made at least each half of year
- Documentation of findings

- Corrective actions if applicable

[jrm]



Network security — Actual versions SW/HW

- Monitoring for new information/releases
- Patches
« New versions

« Risk management

 Planning upgrade



Firewall

 Firewall types

« Standard used FW

« Checkpoint ProviderOne
- Usage of FW



Types of existing Firewalls

« Software
« Checkpoint Firewall-1 (diverse versions)
« Cisco PIX
« Operating Systems
« Checkpoint Secure Platform (SPlat)
« Sun Solaris
« Microsoft Windows
 Linux
« Nokia IPSO
« Cisco PIX Firewall OS
« Hardware
« PC Architecture
« Sun
« Nokia
Cisco PIX
IBM x-Series Servers



Checkpoint - ProviderOne

« Easy centralized management

« Saved all FW rule sets

 Central Logging

« Multi-platform management (Nokia, Splat)



Checkpoint - ProviderOne
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Checkpoint - ProviderOne
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Usage of Firewalls

« All network environments (Internet/DMZ/Corporate networks)
« Secure separation of networks

« Advanced security (not only ACLs — access control list)

« Implementation of statefull FW

« VPN implementation — VPN concentrators



Used shortcuts

= |BM = International Business Machines

= CIC = Client Innovation Center

= GSDC = Global Services Delivery Center
= SSO = Server System Operation

= DCS = Desktop Client Support

= HW = Hardware

= SW = Software

= OS = Operating System

= SLA = Service Level Agreement

= |T = Information Technologies

= SNMP = Simple Network Management
Protocol

= TCP/IP = Transmission Control Protocol/
Internet Protocol

= OSS = On Site Support

ERP = Enterprise Resource Planning

PC = Personal Computer

CC = Command Center

HD = HelpDesk

TEC = Tivoli Enterprise Console

OSS = On Site Support

RSA = Remote Supervisor Adapter

LAN = Local area network

WAN = Wide area network

TMR = Tivoli Management Region

Icfd = Lightweight Client Framework
Daemon

SME = Service Matter Expert
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Questions ?




