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OAuth 2

e definovan v RFC 6749 z roku 2012

e pouzivan firmami Google, Facebook,
Microsoft, Twitter, LinkedIn, GitHub atd.

e je urcen pro bezpecné delegovani
pristupu, ale byl od poCatku pouzivan i pro
federovane prihlaseni

K3 Login with Facebook

G+ Login with Google Login with Instagram

() Login with GitHub In Login with LinkedIn

¥ Login with Twitter

o= Login with Microsoft




OAuth 2 - zucastnené strany

® resource owner - uzivatel

® resource server - server spravujici uzivatelova
data, umoznuje urcité operace nad nimi, pravo
K urCitym operacim se nazyva scope

e client - aplikace, ktera chce pristup k operacim
s uzivatelovymi daty (Cteni, zmeny, mazani)

e authorization server - server, ktery autentizuje
uzivatele, pta se jich ktere scopes chteji povolit
urcitému clientovi, vydava access token



Co je OAuth 2

otevreny standard specifikujici protokol pro
autorizaci pristupu k vyjmenovanym
operacim nejakeho API, ale Ize jej vyuzit i pro
autentizaci v pripade, ze dane APl ma
operace pro ziskani informaci o uzivateli
umoznuje povolit pro konkretniho
poskytovatele sluzby jen urcCité operace (ze
vsech operaci) na API urciteho poskytovatele
API

seznam implementaci - http://oauth.net/2/



http://oauth.net/2/

Co umoznuje OAuth

® neni omezeno jen na web, lze | pro mobilni
aplikace (Android, iOS), desktopove,
SmartTV, embedded v set-top-boxech

e spoluprace dvou ruznych web serveru

e napr. uzivatel Google Disk muze povolit
jinému webu od firmy X, pripadné jejich
mobilni aplikaci, ¢teni dokumentu a zapis
jejich upravenych verzi

e aplikace muze pfistupovat k APl i bez
uzivatele



Jak to funguje

W N

2

vyvojar aplikace se zaregistruje
u poskytovatele API

O GOOgle APl console nhttps://code.qooale.com/apis/console/
o Facebook developers htips:/developers.facebook.com/apps/

zaregistruje aplikaci, ziska client_secret

pri prichodu uzivatele do aplikace
presmeruje na OAuth server se zadosti

0 opravnenl K urCitym operacim

aplikace ziska od uzivatele jednorazovy kod
aplikace vymeni kod a client _secret za token
aplikace vola API a prokazuje se tokenem



https://code.google.com/apis/console/
https://developers.facebook.com/apps/
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Registrace aplikace u Google

e ot § £ = = A = 1

Create Client ID

Client ID Settings

Application type
® ‘Web application

Accessed by web browsers over a network.

Sewvice account

Installed application
Runs on a desktop computer or handheld device (like Android or iIPhone).

Your site or hostname {more options)

For example: www.example.com 0r localhost
| https:ff ¥ | www example.com

Redirect URI
https:/Awww. example.comfoauthZcallback

Create client ID ‘ Cancel ‘

Calls Google APls on behalf of your application instead of an end-user. Learn more

Learn more




Zaregistrovana aplikace u Google

Yyhledavani Obrazky Mapy Play YouTube Zpravy Gmail Disk Dalsi v martinkuba@gmail.com ¥ | Nastaveni ¥ | Napovéda | Odhlasit se

Google apis
MUNI Photometric Arch... v
Overview

Services

Team

APl Access

APl Access

To prevent abuse, Google places limits on API requests. Using a valid OAuth token or AP key allows you to exceed
anonymous limits by connecting requests back to your project.

Authorized APl Access
OAuth 2.0 allows users to share specific data with you (for example, contact lists) while keeping their usernames, passwords,
and other information private. A single project may contain up to 20 client IDs. Learn more

Branding information
The following infarmation is shown to users whenever you request access to their private data.

Product name: MUNI Photometric Archive
Google account: martinkubalgrail.com
Home page URL: https://wuw.cerit-sc.cz/ login/

Edit branding infarmation. ..

Client ID for web applications

Client ID: 558708443072 .apps.googleusercontent . com Edit settings...
Email address: 558708443072@deve loper . gserviceaccount . com Reset client secret. ..
Client secret: 6_woe -LxMvG Download JSON
Redirect URIs: https://wuw.cerit-sc.cz/ login/google/ auth i

JavaScript origins: https://www.cerit-sc.cz

Create another client 1D. ..




Povolena API u Google

Yyhledavani Obrazky Mapy Play YouTube Zpravy Gmail Disk Dalsi v

Google apis

_MUNI Photometric Arch... v | Aj| (56) Active (0) Inactive (56)
Overview -
All services
Services Select services for the project.
Team Service
APl Access

® Ad Exchange Buyer API
2 Ad Exchange Seller API
% AdSense Host AP
% AdSense Management API
a4 Analytics AP
Q Audit API
% BigQuery AP
Blogger APl v3
Books AP

E' Calendar AP

Q Crietarm “aarch AP

martinkuba@gmail.com ¥ | Nastaveni ¥ | Napovéda | Odhlasit se

Google Cloud Platform

® © © © © © © © © © ©

Status

[
[
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Reguest access...

| OFF |
| OFF |
| OFF |

| OFF |
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| OFF |
| OFF |

| OFF |

Notes

Courtesy limit

Courtesy limit:

Courtesy limit:

Courtesy limit:

Courtesy limit:

Courtesy limit:

Courtesy limit:

Courtesy limit:

Courtesy limit:

Courtesy limit:

TCAanmrtecy lirmit:

- 1,000 requests/day

10,000 requests/day

100,000 requests/day

10,000 requests/day

50,000 requests/day

10,000 requests/day

10,000 requests/day = Pricing

10,000 requests/day

1,000 requests/day

10,000 requests/day

100 rafiicctelday « Hricimm



Zaregistrovana aplikace u Facebooku

facebook developers

Docs

Tools

Support News Apps

Hledat aplikace

MUNI Photometri...

Aplikace » MUNI Photometric Archive

Nastaveni

ID aplikace / API klic
500753543283158
Tajny kli¢ aplikace
69badce

MNazev aplikace
muniastro

74ba317

ReZim piskovisté
Vypnuto

Prihlaseni pomoci Facebooku

Statistiky
UZivatelé
0 MNovych ufivateld denné
Oe Aktivni uZivatelé za den
Ulohy
Ulohy Spravci:

# Upravit nastaveni

" # Upravit aplikaci H + ¥ytvofFit novou aplikaci

¥yvojarska upozornéni

Memdte Zadna vyvojarska upozornéni.

Sdileni
0 Obsah sdileny za den
0,00 Ohlasy podle sdileni

Zobrazit vse

Zobrazit vse

# Upravit dlohy



Prichod uzivatele do aplikace

e uzivatel si vybere poskytovatele uctu

e na screenshotu
o Facebook a Google - OAuth

o Seznam.cz a MojelD - OpenlD
o MU, UK, ZCU, JU - SAML

Prihlaste se ...

‘1 Facebook -“ Google S Seznam E MojelD

Masarykova rzita Karl
u zitavB v Praze
AR Jihoéeska
S N 1 cesKa
. gﬂm:?‘{c S
Zapadoceska h; RS univerzita
Sy Sow)s -
erzita v Plzn N TE Y A v Ceskvch
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Odeslani uzivatele na OAuth server

public class FacebookServlet extends HttpServlet {

private static final String clieat_id = ""500753543283158";

private static final String clieat secret = "'69badc Iba317"";

private static final String redirect_ari = “https://wn.cerit-sc.cz/login/facebook/auth™;
private static final String LOGI¥ URL = “hitps://www.facebook.com/dialog/oauth™;

private static final String 7OKEN URL = “https://graph.facebook.com/oauth/access token';
private static final String SCOPE = “‘email”’;

@0verride
protected void doGet(HttpServletRequest req, HttpServletResponse resp) throws ServletException, IOException {
// Step 1
if (“/login".equals(req.getPathInfo(}}) {
_."l,.".l‘.l).l‘:f.L:‘tH {4| r“f"'l 'r‘ “U+hl 'rJ.ZjL,Ll'J

String state = Integer.toString(random.nextInt{Integer . MAX VALUE)}); //random value protecting against XSAF
req.getSession(true).setAttribute ("'state", state);
ffredirect to Facebook to ask for permission on email
String loginRedirectURL = LOGIN URL
+ "?2client_id=" + wrlEncode(client id)
+ "&redirect uri=" + wrilEncode(redirect uri)
+ "&state=" + wurlEncode(state)
+ "&scope="" + wrlEncode(SCOPE);
resp.sendRedirect (loginRedirectURL);
T elee if ("Jaith". enuala(ren.netPathTnfn(11) [



Uzivatel se prihlasi k uctu ...

f Facebook

Pfihlaste se pro pouzivani vaseho Uctu s aplikaci MUNI Photometric Archive.

E-mail nebo makub@ics.muni.cz
telefon:
Heslo: [ITITITY T

[ Zhstat pFihladen(a)

S ESITEES nebo Zaregistrujte se na Facebook

Zapomnéli jste své heslo?



... a schvali povoleni k operacim

Hledat ozoby, mista a ohsah I I Martin Kuba Hajit pratele  Hlavni stranka gz 3%

MUNI Photometric Archive Zada o pfistup k
nékterym ddajim {vefejny profil, seznam pfatel a
e-mailova adresa).

m Storno

O Facebooku  Vytvofit reklamu  Vytvorit strénku Wywvojdfi Kariéra  Soukromi Soubory cookie  Podminky pouziti  Napovéda

Facehook @ 2013 - Cedtina



Obdobné u Google

GOL)S[Q Martin Kuba Q v

Klient MUNI Photometric Archive poZaduje nasledujici

opravnéeni MUNI
v Zobrazeni zakladnich informaci o détu Photometric
Archive

Zobrazeni jména, webové adresy vefejného profilu a fotky
2 " A Dal&i informace
Zobrazeni pohlavi a data narozeni

Zobrazeni zemé, jazyka a casového pasma

v Zobrazeni vasi e-mailové adresy

Zobrazeni e-mailové adresy pfifazené k vasemu Uctu

Povolit pristup He, dékuiji



Aplikace vymeni kod od uzivatele a
vlastni client_secret za token

} else if (“sauth".equals{req.getPathInfo(}}) {
pFOCEIE google authorization

/fcheck state for XSRE attack

String state = req.getParameter(“'state");

String statel = (String) req.getSession(true).getAttribute(“'state");

if (state == null || !state.equalsistatel)) {
resp.sendError{HttpServletResponse.SC_FORBIDDEN, "state does not match, probably a XSRF attack™);
return;

s

/get code

String code = req.getParameter(*code);

if (code == null) {
resp.sendError(HttpServletResponse.SC FORBIDDEN, *code not present™);
return;

}

fexchange code for token

RestTemplate restTemplate = new RestTemplate();

MultiValueMap<=String, String> map = new LinkedMultiValueMap<-=(};

map.add(“client_id", clieat id);

map.add{"client_secret", cliemt secret);

map.add("redirect uri", redirect wri);

map.add{*"code™, code);

map.add(*‘grant_type', "authorization_code");

JsonNode jsonMode = restTemplate.postForObject (70KEN URL, map, JsonNode.class);

String accessToken = jsonNode.path(*access token™).asText();

String expires = jsonNode.path(“expires_in")}.asText():

Log.debug("accessToken={} expires={}", accessToken, expires):

£



Aplikace vola API

e aplikace vola urcita URL
e prokazuje se tokenem
e odpoved je obvykle JSON

fiuse token for getting user data

Jsonhode userData = restTemplate.getForObject (USER INFO URI+"?access token={access token}", JsonNode.class,accessToken);
String userId = userData.path{"id").asText();

String userEmail = userData.path(“email™).asText();

String userName = userData.path(“name').asText();



Uzivatel muze odebrat opravneéni

+Martin Search Images Maps Play Youlube News Gmail Drive Calendar More -

GO L )gle martinkuba@gmail.com = 0 + Share Q v

Authorized Access to your Google Account

Connected Sites, Apps, and Services

Yfou have granted the following services access to your Google Account:

Android Login Service — Full Account Access | Revoke Access |

sfg.google.com — Google Calendar, Google Calendar | Revoke Access ‘

Google Developers — Google+ You | Revoke Acfefi

DevRates — Profile Information | Revoke Access

ColorMote — | Revoke Access |




K| Timeline a oznacovani
@ Blokovani

@ Upozornéni
Mobile
Sledujici

£ Aplikace

(3 reklamy
Platby

@ Panel podpory

Nastaveni aplikaci

- . z - , - ’ , oy we s s - we . - s - e o
Vase jméno, profilova fotka, Gvodni fotka, pohlavi, sité, uZivatelské jméno a vase ID Cislo jsou vidy dostupné viem uZivatelim

Facebooku, a to véetné aplikaci (divody). Aplikace navic mohou pFistupovat k vagemu seznamu pFatel a ostatnim ddajim, které

jste na svém profilu nastavili jako vefejné,

Aplikace, které
pouZivate

Chcete na Facebooku i jinde pouZivat aplikace,

plug-iny, hry a weby?

| citeuLikeAuth

&3 cities I've Visited

m ¥imeo

£ Heureka.cz

‘W uplay

“‘ Geocaching.com

MUNI Photometric
Archive

Yiditelnost aplikace:

Tato aplikace
vyzaduje:

Posledni pFistup k
adajdm:

Kdy si prejete byt
upozornéni?

Pratelé

Pratelé

PFatelé

PFatelé

PFatelé

PFatelé

Posledni pfihlaseni: 21 Gnor

1 PFatelé «

= Vase zakladni informace [?]
= Va3 e-mailovou adresu {makub@ics.muni.cz)

Zakladni informace

Zobrazit podrobnosti + Dalsi informace

Zapnuto

KdyZ vam aplikace posle upozornéni «

Odebrat aplikaci + Nahlasit aplikaci

Upravit

Upravit

Upravit

Upravit

Upravit

Upravit

Upravit

Zavrit

Dnes



OAuth 2 access token

access token (odznak pristupu) reprezentuje
autorizaci udelenou uzivatelem clientovi
podle RFC 6749 je ,opaque” (nepruhledny)
obvykle je ve formatu JWT (JSON Web
Token) - digitalné podepsany JSON
Resource Server muze bud rozparsovat
token a overit podpis, nebo se na tzv.
introspection endpoint autorizacniho
serveru zeptat na jeho platnost a vyznam, tj.
seznam Scopes

uzivatel muze vydany token zneplatnit



Authorization Grant Flows

e OAuth 2 rozlisuje tri typy aplikaci:

O

O

web - na serveru, muze bezpecné uchovavat
client_secret

user-agent-based - JavaScript, nemuze bezpecné
uchovavat client_secret ani access token

native - mobilni nebo desktopova, nemuze chranit
client_secret, ale access token muze

e proto existuji ruzné zpusoby ziskani tokenu

O

O O O O

authorization code grant - viz predchozi schema
implicit code grant - AS vyda token clientovi pfimo
resource owner password credentials grant

client credentials grant

device flow grant - pro SmartTV bez klavesnice



OAuth shrnuti

e uzivatel i aplikace jsou zaregistrovany

e oba maji sve heslo (client_secret u app)

e poskytovatel APl v dokumentaci uvadi
mozna opravneéni (scopes)

e aplikace zada uzivatele o konkrétni
opravneni (povoleni k urCité mnozine
operaci)

e pokud uzivatel schvali, aplikace ziska token

e uzivatel muze kdykoliv token revokovat



Srovnani s OpenliD 1.0/2.0

e otevreny standard
o OpenlD - pro autentizaci
o OAuth - pro autorizaci

e aplikace se registrovat
o OpenlD - nemusi
o OAuth - musi

e poskytovatel totoznosti

o OpenlD - kdokoliv, ale jak mu véfit ?
o OAuth - konkrétni, API-specific



a

Who are YOU? Send me a

OpenlD Authentication

i

P

Please write a referral

y.

notarized referral letter. 1\ stating that I'm user@gmail = 4|
L] ’ ‘ i s
Here is the ) Here you ’ ‘ ’
certificate go —
( =) C = Google —

The Identity Provider

name: Real Name name: Real Name

email: user@gmail email: user@gmail

notary: Google X notary: Google
VS.

/

Give me the valet key* to
our house (account) so
that | know you are the

' owner of the house

e e

Here is the
valet key*

*valet key = limited scope
OAuth Token

(1

]
1

Pseudo-Authentication using OAuth

\\\

Please issue me a |
valet key* for the core APIs ~ £

Google -

Here zou '
The Identity Provider

O & the API Provider
X
adapted from a drawing by @naty




Srovnani se SAML

e SAML

o autentizace, jako OpenlD 1.0/2.0
o potrebuje Discovery Service/WAYF
o uzivatel nema kontrolu nad vydavanymi udaji
o |dP a SP se musi vzajemné dohodnout
o SP nemuze pozadat uzivatele o vice informaci
o uzivatel muze schvalit vSechny nebo nic

e OAuth
o autorizace
o autentizace jako nulova autorizace
o uzivatel ma kontrolu nad vydavanymi opravnenimi
o muze je i zpétné revokovat



OpenlID Connect

e OAuth 2 zajistuje prihlaseni, ale nedefinuje,
jak ziskat udaje o uzivateli, kazda sluzba
poskytuje jiné API

e OpenlD Connect definuje

O
O
O

userinfo endpoint - API pro ziskani udaju o uzivatel
scopes - openid, profile, email, address, phone

claims - sub, name, family_name, given_name, middle_name,
nickname, preferred _username, profile, picture, website, gender,
birthdate, zoneinfo, locale, updated_at, email, email_verified, address,
phone _number, phone _number_verified

mapovani scopes na claims
id_token ktery muze (ale nemusi) obsahovat claims
metadata v JSON na /.well-known/openid-configuration



Priklad claims z userinfo

"sub": "3e65bd2aa4c818bd3579023939b546b69e1@einfra.cesnet.cz",
"name": "Josef Novak",
"preferred_username": "pepa",
"given_name": "Josef",
"family_name": "Novak",
"nickname": "Pepan",
"profile": "https://www.muni.cz/en/people/3988",
"picture": "https://secure.gravatar.com/avatar/f320c89e39d15da1608c8fc31210b8ca",
"website": "http://pepovo.wordpress.com/",
"gender": "male",
"zoneinfo": "Europe/Prague",
"locale": "cs-CZ",
"updated_at": "1508428216",
"birthdate": "1975-01-01",
"email": "pepa@gmail.com",
"email_verified": true,
"phone_number": "+420 603123456",
"phone_number_verified": true,
"address": {
"street_address": "Severni 1",
"locality": "Dolni Lhota",
"postal_code": "111 00",
"country": "Czech Republic"



Konec

Dekuji za pozornost



