PA200 - Cloud Computing

Lecture 8: OpenStack cloud administration and cloud software development

by llya Etingof, Red Hat

Warm-up

Let's rehearse on the previous lectures...

Q: OpenStack instance information

» Machine flavor

* Boot image name
* Network name

» Storage options

* SSH key name

* Heat template

Q: Heat requires

» Heat template (HOT)
* Environment file
« User configuration file

* Stacks
Q: Why Heat?

» Hyperconverged Environment and Automation Tracker (HEAT)
» Heat evaporates a liquid and raises clouds
» To honor H.E.A.T. rock band

Q: OpenStack design pillars

» Based on open protocols

* Loosely coupled services

* Interacting over REST APIs

 Each service is a project backed by a team

» Coded in Python programming language
Q: Typical OpenStack service structure

« REST API
» Database

* Business logic engine



» Message bus
* Remote agent
* Ul

Q: OpenStack key services

* Nova (compute service)

» Neutron (network service)
* Glance (image service)

» Swift (object storage)

* Cinder (block storage)
 Heat (orchestration)

* Ironic (bare metal)

» Keystone (authentication service)
Q: OpenStack development pillars

» Open source
» Open community
» Open design

» Open development
Q: OpenStack future

* Integration with PaaS (containers)
» Software Defined Networking

» Network Function Virtualization

* Integration with hardware

» Stretching the cloud (edge)
In this lecture...

* HOT resources
» Working with Heat

« Install and manage OpenStack cloud
Install OpenStack client

$ python3 -mvenv osc
$ source osc/bin/activate
$ pip install openstackclient



Configure OpenStack for MUNI

$ cat ~/.config/openstack/cl ouds. yani

cl ouds:
muni - cl oud:
aut h:
auth_url: https://ostack.ics.nmuni.cz/...
proj ect _name:
user narme: <UmCG>@icn. nuni . cz
password: <secondary password>
regi on_nane:
See also:

* https://wiki.ics.muni.cz/openstack
Create SSH keypair

$ openstack --o0s-cloud nuni-cloud keypair create nuni-key > ~/.ssh/ nuni
$ cat ~/.ssh/muni

----- BEG N RSA PRI VATE KEY- - - - -

M | Eogl BAAKCAQEAr GE3HRUBOQvkBnidol ULYbLE9gEWRuYBpcs7MHMSq40cZ7

1t MysAX56h9P6Dc DoZy nts4HNAL pr nt XMkdTI 9EeGOc6gz YSRnY=
----- END RSA PRI VATE KEY-----

Create HOT template and environment
$ vi pa200-project-2.yan

See also:

https://docs.openstack.org/heat/latest/

HOT parameters

Declaring HOT parameters:

par anmet ers:

key nane:
type: string
default: ny_key

i nstance_t ype:
type: string
default: ml.small
constraints:
- allowed values: [ml.tiny, nil.snmall, nl.nedium nil.|arge, nil.xl arge]

HOT resource: network (1/2)

Allocating virtual network:


https://wiki.ics.muni.cz/openstack
https://docs.openstack.org/heat/latest/

ny_net:
type: OS::Neutron:: Net

ny_subnet :
type: OS::Neutron:: Subnet
depends_on: [ ny_net ]
properties:
dns_naneservers:
- 8.8.8.8
network: { get resource: ny_net }
i p_version: 4
cidr: 10.0.0.0/24
al | ocati on_pool s:
- { start: 10.0.0.10, end: 10.0.0.250 }

HOT resource: network (2/2)

Allocating virtual router:

nmy_router:
type: OS::Neutron::Router
properties:
external gateway info: {"network": { get _param public_network }}

nmy_rout er _subnet _connect:
type: OS::Neutron::Routerlnterface
depends_on: [ ny_subnet, ny_router ]
properties:
router: { get _resource: my_router }
subnet: { get resource: ny_subnet }

HOT resource: security groups

Set up firewall:

ny_sec_group:
type: OS::Neutron:: SecurityG oup
properties:
rul es:

- { direction: ingress,
remote_ip_prefix: 0.0.0.0/0,
port_range_m n: 80,
port_range_max: 80,
protocol: tcp }

HOT resource: network port (1/2)

Allocate network port (NIC):

ny_server _port:
type: OS::Neutron::Port
properties:
network id: { get _resource: ny_net }



fixed_ ips:
- subnet id: { get resource: my_subnet }
security groups: [{ get resource: nmy_sec_group }]

HOT resource: network port (2/2)

Allocate floating (public) IP:

ny_server _floating_ip:
type: OS::Neutron::FloatinglP
properties:
floating _network: { get param public_network}
port id: { get resource: ny_server_port}

HOT resource: instance

Allocating a compute instance:

ny_server:
type: OS::Nova:: Server
properties:
i mge: { get_param image_id }
flavor: { get_param instance_type }
key_nane: { get_param Kkey_nane }
net wor ks:
- port: { get_resource: my_server_port }

HOT resource: block storage

Allocating block storage device:

ny_vol une:
type: OS::Ginder:: Vol ume
properties:
size: 1
ny_vol une_attachment :
type: OS:: G nder:: Vol uneAttachnment
properties:
i nstance_uui d: { get_resource: ny_server }
volume_id: { get_resource: my_volune }

HOT resource: instance configuration

Running cloud-init bootstrap script:

ny_server:
type: OS::Nova:: Server
properties:
user dat a:
str_repl ace:
tenpl ate: |
#!/ bi n/ bash -v



vol data_i d="%ol dat a_i d%

vol dat a_dev="/dev/ di sk/ by-id/virtio-$(echo ${vol data_i d}

nkfs. ext4 ${vol data_dev}

nkdir -pv /var/lib/dbfiles

cut -c -20)"

echo "${vol data_dev} /var/lib/dbfiles ext4 defaults 1 2" >> /etc/fstab

mount /var/lib/dbfiles
par ans:

"owol data_id%: { get

Create the infrastructure

$ openstack --o0s-cloud nmuni
$ openstack --o0s-cloud nuni
$ openstack --o0s-cloud nuni

Inspect created stack

$ openstack --0s-cloud rdo-cloud stack resource Iist pa200
S openstack --os-cloud rdo-cloud stack server Iist

|
oo

fcB...588 | pa200-web | ACTIVE | pa200-net=10.0.0.22, 38.145.35.152
EHlceriie BaNTIEkoE2

cent
o0s@a200-veb $

resource:

-cloud stack create --wait
-cloud stack |ist
-cloud stack show pa200

Dat abaseVol unme }

--tenmpl ate pa20

| Cent CS-7-x86_64- Generi

Debugging OpenStack project (1/4)

$ openstack --o0s-cloud mun
2019- 04-15 06: 58: 297
2019- 04- 15 06: 58: 292
2019- 04- 15 06: 58: 302
2019- 04- 15 06: 58: 31Z
2019- 04- 15 06: 58: 327
2019- 04- 15 06: 58: 322
2019- 04-15 06: 58: 332

[ pa200] :
[ pa200.
[ pa200.
[ pa200.
[ pa200.
[ pa200.
[ pa200.

netj:
net | :

2019- 04- 15 06: 58: 59Z [ pa200] :

-cloud stack create --wait

Dat abaseVol une] :
CREATE_I N_PROGRESS
CREATE_COWVPLETE st ate changed
router]:
Dat abaseVol une] :
subnet | :

state changed

CREATE_| N_PROGRESS state changed
CREATE_COWPLETE state ch
CREATE_| N_PROGRESS state changed

Debugglng OpenStack project (2/4)

cloud muni -cl oud stack show pa200

| CREATE FAI LED

sour ces. Dat abaseSer ver

e a Network 1D to be nore

Debugging OpenStack project (3/4)

oes\ackr os-cl oud muni - cl oud consol e | og shuwpawo web
t G5 Lin

$
Cen 3.100-86223 |7 Eesm?ma

[ o 000000\ Initi
[ 0.000000] Initi
[ 0.000000] Li

[ 0.000000] Com
[
[
[

10055223 7.xae 64(h i | der @bui tos
COTWAEH: 310086223 \7 sesAv

0.000000] €820: B G5 prov
0.000000] Bl G- e820; [nEmD 0000000000000000 o 000000000009 bf f] usabl e

43.720025] cl oud-init[1155]: Cloud-init v. 0.7.9 finished at Mbn, 15 Apr 2019 07:

rg)
ot = uu\ D:sf 1871 2 19 M se sds 04u5fd 71a0a

07:19 +0000.

Hat 4. a 5 zav (e:c) ) #1 SVP Veed May 9 18:05:47 UTC 2018

Debugging OpenStack project (4/4)

$ ssh cent os@8. 145. 35. 152

cent os@a200-web $ |l ess /var/log/cloud-init-output.log

ty0 consol | e=ttyS0, 115200n8 cr ashker nel =auto consol

0.yam pa200

Ol oud-1804 02 | ni.small |

--tenpl ate pa200.yam pa200
CREATE_I N_PROGRESS St ack CREATE started
CREATE | N_PROGRESS st ate changed

anged

CREATE_COWPLETE Stack CREATE conpl et ed successfully

| e=ttyS0, 115200 LANG=en_US. UTF- 8



OpenStack cloud installation
Many approaches:

» Manual installation

» PackStack

 DevStack

* Infrared

* Fuel

* TripleO i.e. OpenStack-on-OpenStack

* ... and others
Manual installation (1/2)

» Assign roles to the baremetal machines
« Install and configure OS
« Install OpenStack packages and dependencies

» Configure OpenStack services
Manual installation (2/2)

» Time consuming
* Error prone
* Not easily repeatable

» Manual maintenance
Automated installation (1/2)

» PackStack: via Puppet modules
» DevStack: via bash scripts

« Infrared: via Ansible playbooks
Automated installation (2/2)

* Relatively lightweight and quick
» Tend to focus specific scenarios
* Cloud maintenance might be lacking

* Troubleshooting can be hard
Heavy solutions

* Fuel: OpenStack cloud management system

* TripleO: OpenStack to manage OpenStack



OpenStack-on-OpenStack (1/5)

* Idea: use OpenStack to manager OpenStack
» Deployment cloud: Undercloud

» Workload cloud: Overcloud

OpenStack-on-OpenStack (2/5)

a2 I

Deploys
Updates

Monitor:
Undercloud o . Production OpenStack Cloud (Overcloud)

- /

OpenStack-on-OpenStack (3/5)

Undercloud:

» Uses Nova, Neutron, Heat, Glance, Ironic
« Ironic for managing bare metal machines

» Heat templates for OC configuration



OpenStack-on-OpenStack (4/5)
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OpenStack-on-OpenStack (5/5)

Benefits:

* Relies on stable software
» Well maintained core OpenStack components
* No need to learn new things
* Scaling OC is easy
Drawbacks:
» Complicated and heavy

« Difficult upgrades
Recap: using Heat (1/2)

* Figure out MUNI OpenStack access
» Install openstackclient into Python venv
* Create HOT with:

* Network (port, security groups)

¢ Instance



« Block storage
Recap: using Heat (2/2)

* Create cloud-init scripts

« ...to install and configure software
* Instantiate Hot template

» Debug the deployment
Recap: cloud administration

 Relies on management software (TripleO, Fuel, ...)
* TripleO: undercloud -> overcloud

* Cloud administration is complicated

Questions?

https://lwww.openstack.org/


https://www.openstack.org/
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