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Cile cviéeni

> ziskat p¥ehled o nastrojich pro analyzu sité
> co vlastn& hleddme?

» praktické vyzkousenfi
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Problémy na posledni mili

» 1. vrstva
» Mdme ten kabel opravdu zapojeny?
> Pracujeme se sprdvnym rozhranim?

> 2.vrstva
> vidime souseda/GW v ARP cache

> 3. vrstva
» Mam spravnou masku?
» Mdm nastavenu GW?
> Funguje spojeni s GW?
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ethtool vypiSe informace o 1 a 1.5 vrstvé:

$ ethtool enp2s0
Settings for enp2s0:

Supported ports: [ TP MII ]

Supported link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Half 1000baseT/Full

Supported pause frame use: No

Supports auto-negotiation: Yes

Supported FEC modes: Not reported

Advertised link modes: 10baseT/Half 10baseT/Full
100baseT/Half 100baseT/Full
1000baseT/Half 1000baseT/Full

Advertised pause frame use: Symmetric Receive-only

Advertised auto-negotiation: Yes

Advertised FEC modes: Not reported

Link partner advertised link modes: 10ObaseT/Half 10baseT/Full

100baseT/Half 100baseT/Full
1000baseT/Full

Link partner advertised pause frame use: No

Link partner advertised auto-negotiation: Yes

Link partner advertised FEC modes: Not reported

Speed: 1000Mb/s

Duplex: Full

Port: MII

PHYAD: 0O

Transceiver: internal

Auto-negotiation: on

Cannot get wake-on-lan settings: Operation not permitted

Current message level: 0x00000033 (51)

drv probe ifdown ifup
Link detected: yes
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ip addr vystup obsahuje L1, L2 i L3 informace

$ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP glen 1000
link/ether 8d:67:45:e7:56:89 brd ff:ff:ff:ff:ff:ff
inet 147.251.1.70/26 brd 147.261.1.65 scope global ethO
inet6 fe80::8d67:45ff:fee7:5689/64 scope link
valid_1ft forever preferred_lft forever
3: ethl: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN glen 1000
link/ether e4:1f:13:e5:41:82 brd ff:ff:ff:ff:ff:ff
inet 172.31.5.147/24 brd 172.31.5.255 scope global ethi
4: eth2: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP glen 1000
link/ether 34:40:b5:a6:d3:98 brd ff:ff:ff:ff:ff:ff
inet6 fe80::3640:b5ff:fea6:d398/64 scope link
valid_1ft forever preferred_1ft forever
5: eth3: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc mq state DOWN gqlen 1000
link/ether 34:40:b5:a6:d3:9a brd ff:ff:ff:ff:ff:ff
inet6 fe80::3640:b5ff:fea6:d39a/64 scope link
valid_1ft forever preferred_lft forever
6: eth4: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP glen 1000
link/ether 00:1b:21:bd:0c:e0 brd ff:ff:ff:ff:ff:ff
inet 10.254.87.63/24 brd 10.254.87.255 scope global eth4
inet6 fe80::21b:21ff:febd:ce0/64 scope link
valid_1ft forever preferred_lft forever
7: eth5: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc pfifo_fast state DOWN glen 1000
link/ether 00:1b:21:bd:0c:el brd ff:ff:ff:ff:ff:ff
inet6 fe80::21b:21ff:febd:cel/64 scope link
valid_1ft forever preferred lft forever
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> jaké sité v ni vidime?

> z kterého zatizeni budeme pfistupovat do Internetu?

$ ip route

default via 147.251.255.1 dev enp0s25 proto dhcp metric 100

default via 147.251.44.1 dev wlp3sO proto dhcp metric 600

147.251.2655.0/26 dev enp0s25 proto kernel scope link src 147.251.255.16 metric 100
147.251.44.0/22 dev wlp3s0 proto kernel scope link src 147.261.44.81 metric 600
169.254.0.0/16 dev wlp3s0 scope link metric 1000

8.8.8.8 via 147.251.44.1 dev wlp3s0
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- dostupnost zafizeni

Ktery z nésledujicich vystupt je funkeéni LAN (GW je 192.168.255.1)?

$ ping 192.168.255.1

PING 147.251.255.1 (147.251.1.1) 56(84) bytes of data

c

--- 192.168.255.1 ping statistics —--

3 packets transmitted, O received, 100% packet loss, time 2032ms

$ ip neigh
192.168.255.1 dev ethO lladdr 00:14:4f:e2:17:c4 REACHABLE

$ ping 192.168.255.1

PING 147.251.255.1 (147.251.255.1) 56(84) bytes of data.

Y

--- 192.168.10.1 ping statistics ---

3 packets transmitted, O received, 100% packet loss, time 2032ms

$ ip neigh
192.168.255.38 dev ethO lladdr 00:28:4f:e2:46:e7 REACHABLE
192.168.255.1 dev ethO INCOMPLETE
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SlouZi pro:

> reportovani chyb p¥enosu
» kontrole dostupnosti (ping)

> presmérovani na jiny router

V IPv6 prevzal roli protokolu ARP + p¥iddno oznameni smé&rovace (SLAAC).
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Druhy zprav ICMP

Type X Name Reference 1
Echo Reply [REC792]
1 Unassigned
2 Unassigned
3 Destination Unreachable [RFCT92]
4 Source Quench (Deprecated) [REC792][RFC6633]
5 Redirect [RECT92]
6 Altemate Host Address (Deprecated) [REC6918]
7 Unassigned
8 Echo [RECT92]
9 Router Advertisement [REC1256]
10 Router Solicitation [REC1256]
11 Time Exceeded [RECT92]
12 Parameter Problem [RECT92]
13 Timestamp [REC792]
14 Timestamp Reply [REC792]
15 Information Request (Deprecated) [RECT92](RFC6918]
16 Information Reply (Deprecated) [RECT92][RFC6918]
17 Address Mask Request (Deprecated) [RECI50)[RFC6918]
18 Address Mask Reply (Deprecated) [REC950][RFC6918]
19 Reserved (for Security) [solo]
2029 Reserved (for Robustness Experiment) [zsu)
30 Traceroute (Deprecated) [RFC1393][RFC6918]
31 Datagram Conversion Eror (Deprecated) [REC1475][RFC6918]
32 Mobile Host Redirect (Deprecated) [David_Johnson][RFC6918]
33 IPV6 Where-Areou (Deprecated) [Simpson][REC6918]
34 IPV6I-Am-Here (Deprecated) [Simpson][REC6918]
35  Mobile Registration Request (Deprecated) [Simpson][RFC6918]
36 Mobile Registration Reply (Deprecated) [Simp¥n][REC6918]
37 Domain Name Request (Deprecated) [REC1788][RFC6918]
38 Domain Name Reply (Deprecated) [REC1788][RFC6918]
39 SKIP (Deprecated) [Markson][REC6918]
40 Photuris [REC2521]
41 1CMP messages utilized by experimental mobility protocols such as Seamoby [RFC4065]
42 Extended Echo Request [RECB335]
43 Extended Echo Reply [RECB335]
44252 Unassigned
253 RFC3692-style Experiment 1 [REC4727)
254 RFC3692-style Experiment 2 [REC4727)
255  Reserved se)

https://www.iana.org/assignments/icmp-parameters/icmp-parameters.
xhtml
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https://www.iana.org/assignments/icmp-parameters/icmp-parameters.xhtml
https://www.iana.org/assignments/icmp-parameters/icmp-parameters.xhtml

Kédy ICMP typ 3

Type 3 — Destination Unreachable

Registration Procedure(s)
pproval or Standards Action

Reference
[RECT92][RFC2780]
Available Formats
@
csv
Codes [3] iption 7] =
0 Net Unreachable [REC792]
1 Host Unreachable [REC792]
2 Protocol Unreachable [REC792]
3 Port Unreachable [RECT792]
4 Fragmentation Needed and Don't Fragment was Set [REC792]
5 Source Route Failed [REC792]
6 Destination Network Unknown [RFC1122]
7 Destination Host Unknown [RFC1122]
8 Source Host Isolated [RFC1122]
9 1

Communication with Destination Network is Administratively Prohibited [RFC1122
10 Communication with Destination Host is Administratively Prohibited [RFC1122]

11 Destination Network Unreachable for Type of Service [RFC1122]
12 Destination Host Unreachable for Type of Service [RFC1122]
13 Communication Administratively Prohibited [RFC1812]
14 Host Precedence Violation [REC1812]
15 Precedence cutoff in effect [RFC1812]

https://www.iana.org/assignments/icmp-parameters/icmp-parameters.
xhtml#icmp-parameters-codes-3
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Traceroute

> postupné zasild pakety se zvySujicim se TTL

» podle pfichozich ICMP zprav reportuje kudy je paket smé&fovan
véetné RTT

> ve vychozim nastaveni pousild ICMP echo (Windows) nebo UDP
pakety (Unix)

» utilita traceroute v Unix, tracert ve Windows

an internal or al command,

mm of 30 hops

L0.1.1

16 ms
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DNS utility

DNS kromé p¥ekladu jmen na IP adresy dokaZze dat i dal3i informace o
uloZené v systému DNS

> server zpracovavajici postu pro stroj/doménu

> servery sluZzeb

SIP (VolP)
Kerberos
CalDAV
tiskdrny

v

»>
>
>
»>

$ host youtube.com

youtube.com has address 216.58.201.110

youtube.com has IPv6 address 2a00:1450:4014:801::200e

youtube.com mail is handled by 30 alt2.aspmx.l.google.com.

youtube.com mail is handled by 20 altl.aspmx.l.google.com.

youtube.com mail is handled by 10 aspmx.l.google.com.

youtube.com mail is handled by 50 alt4.aspmx.l.google.com.

youtube.com mail is handled by 40 alt3.aspmx.l.google.com.

$ host 216.58.201.110

110.201.58.216.in-addr.arpa domain name pointer prg03s02-in-f14.1e100.net.
110.201.58.216.in-addr.arpa domain name pointer prg03s02-in-f110.1e100.net.

wonnon
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P¥iklad redlného vyuziti informaci z DNS p¥i hledani chyby

$ host scmsadmin.thermofisher.com

scmsadmin.thermofisher.com is an alias for thermofisher.com.edgekey.net.
thermofisher.com.edgekey.net is an alias for thermofisher.com.edgekey.net.globalredir.akadns.net.
thermofisher.com.edgekey.net.globalredir.akadns.net is an alias for e1778.x.akamaiedge.net.
e1778.x.akamaiedge.net has address 23.38.80.158
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Nmap

Néstroj pro mapovani sit&/stroje. Mnoho riiznych skeni sit&.
P¥iklady:

$ nmap gitlab.ics.muni.cz

Starting Nmap 7.40 ( https://nmap.org ) at 2019-03-28 20:42 CET
Nmap scan report for gitlab.ics.muni.cz (147.251.6.102)

Host is up (0.00037s latency).

Other addresses for gitlab.ics.muni.cz (not scanned): 2001:718:801:406::102
Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

111/tcp open rpcbind

443/tcp open https

9102/tcp open jetdirect

# nmap -sP 147.251.1.64/26

Starting Nmap 7.40 ( https://nmap.org ) at 2019-03-28 20:44 CET
Nmap scan report for routics.ics.muni.cz (147.251.1.65)

Host is up (0.0013s latency).

Nmap done: 64 IP addresses (1 host up) scanned in 1.96 seconds
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Rekapitulace

» 1. vrstva

> ethtool
» 2. vrstva

> ip neigh (ARP)

> ip addr (MAC adresy)
» 3. vrstva

ip addr (adresy)

> ip route (smé&rovaci tabulka)

> ping (oznamovani chyb, testovéni)
> traceroute (hledani cesty)

v

> 4. vrstva
> nmap
> Aplika&ni vrstva
> host, nslookup (DNS dotazy)
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Ozna&nfi pro za¥izeni/software provadgjici filtrovani provozu.
Podle zplsobu funkce je délime na:

> stavové - hlidaji pribeh spojeni
» bezstavové (filtry) - posuzuji kazdy paket zvI3st

Takzvané Next Generation FW jsou kombinovany s funkcemi:

» IPS

> filtrovani webovych stranek
» antivirova kontrola

» detekce aplikacfi
»

ochrana proti malwaru

Michal Snajdr snajd . Nastroje prace se siti



[Ptables

iptables je ndstoj pro nastavovani FW pravidel v linuxovém jadfe. Prava
ménit FW ma v linuxu pouze superuZivatel.
Pravidla jsou sefazeny v tzv. chain:

» INPUT - data urlend pro danou stanici

» OUTPUT - data odesilana stanici

» FORWARD - pokud stanice funguje jako router
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Vychozi chovani

Pokud paket neni zpracovan Zadnym z pravidel, uplatni je vychozi akce pro
dany chain. Pravidla se vyhodnocuji postupné podle poradi.
U distribuje Kubuntu na poditacich cviceni je vychozi politikou vSe povolit.

# iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Z3akladni syntaxe:

iptables [tabulka] [akce] [chain] [ip_tast] [match] [target] [target_info]
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iptables -P INPUT DROP

Dalsi p¥iklady:

\\povoleni provozu z 192.168.0.1 p¥ichdzejici na rozhrani ethO
iptables -A INPUT -i ethO -s 192.168.0.1 -j ACCEPT

\\zahozeni vSech tcp paketi které nepochdzeji z 192.168.0.1
iptables -A INPUT -p tcp -s ! 192.168.0.1 -j DROP

\\pfidani pravidla na Fadek 2 pro povoleni TCP/80 odkudkoliv
iptables -I INPUT 2 -p tcp --dport 80 -j ACCEPT

\\odebrani 5. pravidla
iptables -D INPUT 5

\\vypséni pravidel vZetns ofislovanjch radka
iptables -L --line-numbers
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V8echny potitale budou pFipojeny do switche v jedné spolecné siti

» Nastavte adresu 10.0.0.X/24, kde X je p¥idélené &islo potitace (ip
addr add 10.0.0.X/24 dev YYYY'), nezapomeiite vypnout
network-manager.

» Zméiite politiku chainu INPUT na DROP

» Provedte nmap scan stanic v lokalni LAN a porovnejte s ARP
tabulkou.

» Povolte v iptables ping, ssh a http spojeni na vas poéitac.
> Proved'te scan portli na potitaé souseda.
» Zkuste se pFipojit http/ssh na dal3i potitake v lab

Protokol bude obsahovat:

» Aplikovana pravidla
> Analyzu stanic v lokalnf siti

> Interpretaci nmap scani.
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