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Chapter 2 - Sections & Objectives

= 2.1 VTP, Extended VLANSs, and DTP

« Configure enhanced inter-switch connectivity technologies.
» Compare VTP versions 1 and 2.
» Configure VTP versions 1 and 2.
» Configure extended VLANS.
» Configure Dynamic Trunking Protocol (DTP).

= 2.2 Troubleshoot Multi-VLAN Issues

* Troubleshoot issues in an inter-VLAN routing environment.
» Troubleshoot common inter-VLAN configuration issues.
* Troubleshoot common IP addressing issues in an inter-VLAN routed environment.
* Troubleshoot common VTP and DTP issues in an inter-VLAN routed environment.



Chapter 2 - Sections & Objectives (Cont.)

= 2.3 Layer 3 Switching

* Implement inter-VLAN routing using Layer 3 switching to forward data in a small to medium-sized
business LAN.
+ Configure inter-VLAN routing using Layer 3 switching.

* Troubleshoot inter-VLAN routing in a Layer 3 switched environment.



2.1 VTP, Extended VLANs, and DTP



VTP Concepts and Operation
VTP Overview

= VLAN trunking protocol (VTP) allows a network administrator to manage VLANs on a switch
configured as a VTP server.

= The VTP server distributes and synchronizes VLAN information over trunk links to VTP-
enabled switches throughout the switched network.

VTP Components Definition

VTP Domain * Consists of one or more interconnected switches.
= All switches in a domain share VLAN configuration details using VTP
advertisements.
= Switches that are in different VTP domains do not exchange VTP messages.
* A router or Layer 3 switch defines the boundary of each domain.

VTP Advertisements * Each switch in the VTP domain sends periodic global configuration advertisements
from each trunk port to a reserved multicast address.
* Neighboring switches receive these advertisements and update their VTP and
VLAN configurations as necessary.
VTP Modes A switch can be configured in one of three VTP modes: server, client, or transparent.

VTP Password Switches in the VTP domain can be also be configured with a password.
e —— ———

Note: VTP advertisements will not be exchanged if the trunk between the switches is inactive or if the trunk is
misconfigured.

]
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VTP Concepts and Operation
VTP Modes

VTP Mode Definition

VTP Server * VTP servers advertise the VTP domain VLAN information to other
VTP-enabled switches in the same VTP domain.
* VTP servers store the VLAN information for the entire domain in
NVRAM.
= Switches configured in VTP server mode are allowed to create,
delete, or rename VLANSs for the domain.

VTP Client = VTP clients function the same way as VTP servers, but you
cannot create, change, or delete VLANs on a VTP client.
= A VTP client only stores the VLAN information for the entire
domain while the switch is on.
* A switch reset deletes the VLAN information.
* You must configure VTP client mode on a switch.

VTP Transparent » Transparent switches do not participate in VTP except to forward
VTP advertisements to VTP clients and VTP servers.
*» VLANSs that are created, renamed, or deleted on transparent
switches are local to that switch only.
*» To create an extended VLAN, a switch must be configured as a
VTP transparent switch when using VTP versions 1 or 2.

]
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VTP Concepts and Operation
VTP Modes (Cont.)

[=a]

VTP Client VTP Transparent

What are the * Manages domain and + Updates local VTP * Manages local VLAN
differences? VLAN configuration. configurations. configurations.

« Multiple VTP servers « VTP client switches « VLAN configurations

can be configured. cannot change VLAN are not shared with
configurations. VTP network.

Does it respond to VTP Participates fully Participates fully Only forwards VTP
advertisements? advertisements
Is the global VLAN Yes, global configurations MNo, global configurations No, local VLAN
configuration preserved are stored in NVRAM are stored in RAM only configuration is only
on restart? stored in NVRAM
Does it update other Yes Yes No

VTP-enabled switches?

]
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VTP Concepts and Operation
VTP Advertisements

= Three types of VTP Advertisements:

- Summary advertisements — contain VTP
domain name and configuration revision
number.

« Advertisement request - response to a
summary advertisement message when the
summary advertisement contains a higher
configuration revision number than the
current value.

* Subset advertisements - contain VLAN
information including any changes.

New VLAN added

VTP Summary Advertisement

VTP Advertisement Request

VTP Subset Advertisement



VTP Concepts and Operation
VTP Versions

= Switches in the same VTP domain must use the same VTP version.

VTP Version Definition

VTP Version 1 * Default VTP mode on all switches.
* Supports normal range VLANs only.

VTP Version 2 * Supports normal range VLANs only.
* Supports legacy Token Ring networks.
* Supports advanced features including unrecognized Type-Length-Value
(TLV), version-dependent transparent mode, and consistency checks.

Note: The newest version of VTP is Version 3, which is beyond the scope of this course.

vl
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VTP Concepts and Operation

Default VTP configuration

Verify Default VTP Status

S1# show vtp status
VTP Version capable
VTP version running
VTP Domain Name

VTP Pruning Mode : Disabled

VTP Traps Generation t Disabled

Device ID ¢ £078.167¢.9900
Configuration last modified by 0.0.0.0 at 3-1-93 00:02:11

to 3

1
1

Feature VLAN:

VTP Operating Mode : Transparent

Maximum VLANs supported locally t 255

Number of existing VLANs : 12

Configuration Revision : 0

MD5 digest t 0x57 0xCD 0x40 0x65 0x63 0x59 0x47 O0xBD
0x56 0x9D Ox4A O0x3E 0xAS 0x69 0x35 O0xBC

S1#

= The show vtp status command
displays the VTP status which includes
the following:

* VTP Version capable and running
* VTP Domain Name

* VTP Pruning Mode

* VTP Traps Generation

* Device ID

« Configuration Last Modified

« VTP Operating Mode

* Maximum VLANs Supported Locally
* Number of Existing VLANs

« Configuration Revision

« MD5 Digest



VTP Concepts and Operation

VTP Caveats

= VTP configuration revision number
is stored in NVRAM.

= To reset VTP configuration revision
number to zero:

« Change the switch's VTP domain to a
nonexistent VTP domain and then
change the domain back to the original
name.

* Change the switch's VTP mode to
transparent and then back to previous
VTP mode.

VTP Domain = ciscol

Revision Mumber = 17 VTP Server
VLANs = 10,20 \ﬁ
\
:’ b
’ N
VLANTO r

172.17.10.21

VLAN20

»
172.17.20.22

VLAN10

»
172.17.10.23

VTP Domain = ciscol
Revision Number = 17

VLANs = 10,20

VTP Domain = ciscol
Revision Mumber = 17
WVLANs = 10,20

VLAN20

(]
172.17.20.24

VLAN20

-
172.17.20.25

VLANZ20

»
172.17.20.26

VTP Domain = ciscol
Revision Number = 35

VLANs = 30,40



VTP Concepts and Operation

VTP Caveats (Cont.)

= See graphic:

+ S4 is added. The startup config has not been
erased and VLAN.DAT file on S4 has not been
deleted. S4 has the same VTP domain name
configured as other two switches but its
revision number is 35, which is higher than the
revision number on the other two switches.

* S4 has VLAN 1 and is configured with VLAN
30 and 40. S4 does not have VLANs 10 and 20
in its database. Because S4 has a higher
revision number, the rest of the switches in the
domain will sync to S4’s revision.

« Consequence is VLANs 10 and 20 will no
longer exist on the switches, leaving clients
that are connected to ports belonging to those
non-existing VLANs without connectivity.

VTP Dornain = ciscol
Revision Number =
VLANSs =

VTP Server

VLANTO

172.17.10.21

-
172.17.20.22

VLANTO
(
172.17.10.23

VTP Domain = ciscol
Revision Number =
VLANs =

VTP Domain = ciscol
Revision Number =
VLANs =

VLANZ0

rJ
172.17.20.24

VLAN20

(
172.17.20.25

VLANZ0

»
172.17.20.26

VTP Domain = ciscol
Revision Number =
VLANSs =



VTP Configuration
VTP Configuration Overview

= Steps to Configure VTP:
Foh 5 . » Step 1 - Configure the VTP Server

’ \

{ erver® ° _ . .
- B\ - Step 2 - Configure the VTP Domain
/! Py . Name and Password
172.17.10.21 ’J" \\ 172.17.10.24 ] )
o1 /o coa O « Step 3 - Configure the VTP Clients
VLAN20 VLAN20 .
3 L + Step 4 - Configure VLANSs on the

172.17.10.22 FOve FO/6 172.17.1025 VTP Server_

VTP Client VTP Client

VLAN30

VLAN30 « Step 5 - Verify the VTP clients have
172.17.10.26 received the new VLAN information.

»
172.17.10.23



VTP Configuration

Step 1 — Configure the VTP Server

514 cont ¢ = Use the vtp mode server

Enter configuration commands, one per line. End with CNTL/Z.

Bl S oar )8 ep mode t command to configure a switch as a

client Set the device to client mode.

off Set the device to off mode.

server Set the device to server mode. VTP Server
transparent Set the device to transparent mode.

Ty — + Confirm all switches are configured

Betting device to VIP Sarver moda for VIANS. with default configuration before

S1(config)# end . . . .

s14 issuing this command to avoid
problems with configuration revision

T Vorsion capanle . numbers.

VTP version running 1

VTP Domain Name .

VIR Pruning Mde : Disabled = Use the show vtp status to verify.

Device ID t £078.167c.9900

e e el A e - Notice configuration revision number is

Peature VLAN: still set to 0 and number of existing

VTP Operating Mode : Serve VLANS |S 5

Maximum VLANs supported locally

Humber of existing VLANs
Configuration ﬁE‘-‘u’gE-il'_'-'ﬂ : 0 ° The 5 VLANS are the defaUIt VLAN 1
MD5 digest t 0x57 0xCD 0x40 0x65 0x63 0x59 0x47 O0xBD

0x56 0x9D Ox4A Ox3E OxA5 0x69 0x35 0XBC and VLANs 1002-1005.

S1#




VTP Configuration

Step 2 — Configure the VTP Domain Name and Password

= Use the vtp domain domain-name
command to configure the domain
name.

* VTP client must have same domain
name as the VTP server before it will
accept VTP advertisements.

= Configure a password using the vtp
password password command.

* Use the show vtp password
command to verify.

Sl(config)# wtp domain ?
WORD The ascii name for the VTP administrative domain.

S1({config)# vtp domain CCMA

Changing VTP domain name from NULL to CCHA

*Mar 1 02:55:42.768: %5W_VLAN-6-VTP_ DOMAIN NAME CHG:
VTP domain name changed to CCMA.

Sl{config)#

Sl(config)# vtp password ciscol2345
Setting device VTP password to ciscol2345
Sl{config)# end

S14 show vtp password

VTP Pamsword: ciscol2ids
S14




VTP Configuration

Step 3 — Configure the VTP Clients

S2(config)# vtp mode client

Setting device to VIP Client mode for VLANS.

S2(config)# vtp domain CCMA

Changing VTP domain name from NULL to CCHA

*Mar 1 00:12:22.484: %SW_VLAN-6-VTP_DOMAIN NAME CHG: VIP domain name changed to CCMA.

S2(config)# vtp password ciscol2345
Setting device VTP password to ciscol2345
S2(config)#

= Use the vtp mode client command to configure the VTP clients.

= Use same domain name and password as VTP server.



VTP Configuration

Step 4 — Configure VLANs on the VTP Server

S1# show vlan brief

= Use the vlan vian-number command to VIAN Name ctatas  Ports
create VLANS. 1 default  active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
. . Fa0/11, Fa0/12, Fa0/13, Fa0/14
= Use show vlan brief to verify the VLANSs. s o e ey paore
Fa0/23, Pa0/24, Gi0/1, cio/2

= Use show vtp status to verify server status.

ACC ING a e
fddi-default act/unsup

« Every time a VLAN is added the configuration token-ring-default act/unsup
. . . fddinet-default act/unsup
register is incremented trnet-default act /unsup

S1(config)# vlan
- 514 show vitp status
Sl (config-vlan)# SALES VTP Version capable

VTP version running

S1 (config-vlan)# 20 Weid e T B s oonA
- VTP Pruning Mode Disabled

H
S1(config-vlan)# MARKETING VTP Traps Generation : Disabled
0.

1to3
1

Device ID £078.167c.9900
51 (Cfl':}nfiq—\fl Eln} # 30 Configuration last modified by 0.0.0.0 at 3-1-93 02:02:45

Local updater ID is 0.0.0.0 (no valid interface found)
S1 (config-vlan)# ACCOUNTING
- Feature VLAN:

S1 (config-vlan)#
31 # Maximum VLANs supported locally
2 Number of existing VLANs

VTP Operating Mode

Configuration Revision : 6

MD5 digest 0xFE 0x8D 0x2D 0x21 O0x3A 0x30 0x99 0xC8B
0xDB 0x29 0xBD 0XE9 0x48 0x70 0xD6 0xB6

s1#



VTP Configuration
Step 5 — Verify that the VTP Clients Have Received the New VLAN Information

S2# show vlan brief

= Use the show vlan brief command to

. . . VLAN Name Status Ports
Verlfy that the client received the new N e i I
1 default active Fa0/2, Fa0/3, Fal0/4, Fald/5
VLAN information Fa0/6, Fa0/7, Fa0/8, Fa0/9
. Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
= Verify client status using the show vtp Fa0/22, £a0/23, Fa0/24, GLO/1
status command. - clorz

MARKETING

ACCOUNTING a €
fddi-default act/unsup
token-ring-default act/unsup
fddinet-defanlt act/unsup
trnet-default act/unsup

S2# show vtp status
VTP Version capable
VTP Version running
VTP Domain Name
VIP Pruning Mode
VTP Traps Generation Disabled

Device ID b07d.4729.2400
Configuration last modified by 0.0.0.0 at 3-1-93 02:02:45

1l to 3

1

CCHA
Disabled

Feature VLAN:

VTP Operating Mode t Client

Maximum VLANs supported locally t 255

Number of existing VLANs t 8

Configuration Revision : 6

MD5 digest t 0xFE 0x8D 0x2D 0x21 O0x3A 0x30 0x99 0xCB
0xDB 0x29 0xBD OxE9 0x48 0x70 0xD6 OxB6

s2#




Extended VLANS

VLAN Ranges on Catalyst Switches

u Catalyst 2960 and 3560 Series Switch# show vlan brief

switches support over 4,000 e
VLANS. P defame S Tirs, maors, Teor7, Teors
Fa0/9, Fa0/10, Fa0/11, Fa0/12

Fa0/13, Fa0/14, Fa0/15, Fa0/16

= Normal range VLANs are numbered Fa0/17, Pa0/18, Fa0/13, Fa0/20

Fa0/21, Fa0/22, Fa0/23, Fal0/24

1to 1,005 Gi0/1, Gi0/2

fddi-default act/unsup
. . token-ring-default act/unsup
« Stored in vlan.dat file fddinet-default act/unsup

trnet-default act/unsup
= Extended range VLANSs are —_
numbered 1 1006 to 4a094 Normal range VLANs  « Used in small- and medium-sized business and enterprise networks.
= Identified by VLAN IDs between 1 and 1005.

° Stored in running Conﬁguration f||e, not « IDs 1 and 1002 to 1005 are automatically created_ and canhot be. removed_
. . (IDs 1002 through 1005 are reserved for Token Ring and Fiber Distributed Data
in vlan.dat file Interface [FDDI] VLANS.)
* Configurations are stored within a VLAN database file called vlan.dat, which is
° VTP doeS not Iearn stored in flash memory.
Extended range = Used by service providers and large organizations to extend their
VLANSs infrastructure to a greater number of customers.

« |dentified by a VLAN ID between 1006 and 4094.
= Support fewer VLAN features than normal range VLANSs.
« Configurations are saved in the running configuration file.



Extended VLANS

Creating a VLAN

= Normal range VLANSs are stored in
flash in vlan.dat

S1# configure terminal
S1(config)# wvlan 20 Switch S1:

e e L D e = Use vlan vian-id to create a VLAN

S1(config-vlan)# end " student”

- * Use name vian-name to name the VLAN

* Naming each VLAN is considered a best
practice in switch configuration.

= To configure multiple VLANSs, a series

Student PC

172.17.20.22 e of VLAN IDs can be entered separated
g Rhs by commas, or a range of VLAN IDs
P separated by hyphens.

* vlan 100,102,105-107



Extended VLANSs

Assigning Ports to VLANSs

Cisco Switch I0S Commands -
" ACCGSS port can belong to Only one Enter global configuration mode. 514 configure terminal
VLAN at a tlme Enter interface configuration mode. S1(config)# interface interface id
Set the port to access mode. 5l {config-if)# switchport mode access
. . . Assign the port to a VLAN. 51 (config-if)# switchport access vlan vlan id
° Only exceptlon IS When an IP phone IS | Return to the privileged EXEC mode. 51 (config-if)# end
connected to the port. Then there are - m—
two VLANs associated with the port:
one for voice and one for data. S1# configure terminal —
S1(config)# wlan 20 Switch S1:
. S1(config-vlan)# name student VLAN 20
Note: Use the interface range S1(config-vlan)# end L

command to simultaneously configure
multiple interfaces.

FO/1

Student PC
172.17.20.22

FO/M
2




Extended VLANS

Verifying VLAN Information

= Commands to verify VLANS:

S1# show vlan name student

VLAN Name Status  Ports * show vian

20 student active  Fa0/11, Fa0/18 « show interfaces

VLAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2 ° ShOW Vlan name V/an-name

20 enet 100020 1500 - - - = - 0 0 ° show vlan brief

Remote SPAN VLAN * show vlan summary

Disabled . .
°  show interfaces vlan vian-id

Primary Secondary Type Ports

S1# show vlan summary

Humber of existing VLANs

Humber of existing VTP VLANs
Humber of existing extended VLANS

S1#




Extended VLANS

Configuring Extended VLANSs

S1(config)# vtp mode transparent = Extended range VLANSs are identified

Setting device to VTP Transparent mode for VLANS.
S1l(config)# vlan 2000 by a VLAN ID between 1006 and

Sl(config-vlian)# end
s1# 4094.

= To configure an extended VLAN on a
2960 switch it must be set to VTP

VIAN Neme status  Ports transparent mode. (By default 2960

switches do not support Extended

1 default active Fa0/3, Fa0/4, Fa0/5, Fa0/6
Fa0/7, Fa0/8, Fa0/9, Fa0/10
Fa0/11, Fa0/12, Fa0/13, Fa0/14 range VLANS)
Fa0/15, Fa0/16, Fa0/17, Fa0/18
Fa0/19, Fa0/20, Fa0/21, Fa0/22
Fa0/23, Fa0/24, Gi0/1, Gion/2

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

2000 VLAN2000 active

S51#

S51# show vlan brief




Dynamic Trunking Protocol

Introduction to DTP

Port FO/3 is configured with

This link is a trunk.
switchport mode dynamie aute

Port FO/1 is configured with
switchport mede trunk

This link is not a trunk.
Both ports configured with switchport Both ports configured with switchport
mode trunk effectively forces both ports to mode dynamic auto results in an inactive
stay in trunk mode. Fo/1 FO/3 | trunk link.

N\

Port FO/1 is canfigured with
switchport mode trunk

Fo/1

Port FO/3 is configured with
switchport mode dynamic aute

|

= Trunk negotiation is managed by the Dynamic Trunking Protocol (DTP)

DTP is a Cisco proprietary protocol
» automatically enabled on Catalyst 2960 and Catalyst 3560 Series switches.

= To enable trunking from a Cisco switch to a device that does not support DTP, use the switchport
mode trunk and switchport nonegotiate



Dynamic Trunking Protocol

Negotiated Interface Modes
*  Different trunking modes:

. . Dynamic Auto Access Trunk Trunk Access
° SW|tChp0rt mOde dccess - Interface Dynamic Desirable Trunk Trunk Trunk Access
becomes a nontrunk interface_ Trunk Trunk Trunk Trunk Limited Connectivity

Access Access Access Limited Connectivity Access

+ Switchport mode dynamic auto - interface
becomes a trunk if the neighboring interface Y e A
is set to trunk or desirable mode.

. . . Neighbor address 1: 0CD996D23F81
+ Switchport mode dynamic desirable - Neighbor address 2: 090000006000
. . . . Hello timer expiration (sec/state): 12 fRUNNING
|nterface becomes a trunk |f the ne|ghb0r|ng Access timer expiration (sec/state): never/STOPPED
. . . Hegotiation timer expiration (sec/state): never/STOPPED
interface is set to trunk, desirable, or Multidrop timer expiration (sec/state):  never/STOPPED
. FSM state: 56: TRUNK
dynamic auto mode. # times multi & trunk 0

Enabled: sim
In STP: no

« Switchport mode trunk - interface
becomes a trunk even if the neighboring
interface is not a trunk interface.

<output omitted>

- Switchport nonegotiate - prevents the = Configure trunk links statically whenever

interface from generating DTP frames. possible. _ _
= Use show dtp interface to verify DTP.



Dynamic Trunking Protocol

Packet Tracer - Configure VTP and DTP

]
cisco

cIsco.  Cisco Networking Academy

Mind Wicie Open’

Packet Tracer — Configure VLANs, VTP and DTP

Topology

Addressing Table

Device Interface IP Address Subnet Mask
PCo NIC 192,466,101 255,255,255,
pC1 | nic 192.168.20.1 255.256.255.0
poz | nic 192,186,301 | 255.255.255.0
PC3 | nic 192.168.30.2 265.255.255.0
PC4 Inic 192166202 | 2552552550
[ [ nic 182,166,102 | 255.255.255.0
51 VLAN 99 192.168.99.1 255.255.255.0
52 [ vLan 8 R LT | 2552552550
53 | vLan o0 192.168.99.3 2655.255.255.0

Objectives

Part 1: Configure and Verify DTP
Fart 2: Configure and Verify VTP

Background ! Scenario

Az the number of switches in a netwark i

(TP} allows & netwark

o

y to manage the WVLAME and
trunks can be chalienging. To sase some of the \."LAN and lrunking configurations. WVLAN lrunking protoce

of VLANs. Trunk necotiation betwean

network davices is managed by the Dynamic Tmnklng Pratocal (OTP), and is automatically enabled on

Catalyst 2060 and Catalyst 3550 swiches




Dynamic Trunking Protocol

Lab - Configure Extended VLANs, VTP and DTP

aloaln
cisco. Cisco Networking Academy

Lab - Configure Extended VLANs, VTP, and DTP

Topology

Addressing Table

Table Heading Interface IF Address Subnet Mazk

51 VLANSS  192.180.00.1 | 2552552550
52 VLANSG 162108002 | 2562552660
) VAN 197168993 | 7557557660
FO-A nIE 192168101 | 2552552550
PC-B NIG 192.169.20.1 | 265.255.255.0
PC-C NiC 192163102 | 2552552550

Objectives
Part 1: Configure YTP
Part 2: Confligure DTP
Part 3: Add VLANs and Assign Ports
Part 4: Configure Extended VLAN

Background ! Scenario
It can bacome chalienging to managae VLANS and trunks in a network, as the number of switches incresses.
WLAN trunking profocal (VTR allows a netwaork adminstrator to automate the managerment of VAN,
Auvtormated frunk negoliation between network devices is managed by the Dynamic Trunking Protocol (DTP).
DTF is enablad by default on Catalyet 2060 and Catalyst 3560 switches.
In this lab. vou will configure trunk links between the swilches. You will also configure a VTP server and WTP
cliants in the sams YTF domain. Furthermare, you will configure an extendsd YLAMN on one of the switchas,
assign ports o VLANS and verify end-to-end connectivity within the same VAN,

]
cisco




2.2 Troubleshoot Multi-VLAN Issues



Inter-VLAN Configuration Issues

Deleting VLANS

Assume S1 has VLANs 10, 20, and 99 configured, = Deleting a VLAN from a switch that is
VLAN 99 is assigned to ports Fa0/18 through Fa0/24. in VTP server mode removes the
81# conf t VLAN from all switches in the VTP

Enter configuration commands, one per line. End with CNTL/Z. H

S1(config)# no vlan 99 domaln

S1(config)# exit

VLN 1495 ot foun Note: You cannot delete the default

VLAN id 99 not found in current VLAN database

s1# VLANS (i.e., VLAN 1, 1002 - 1005).

S1# show vlan brief

VLAN Name Status  Ports = Use the no vlan vian-id global

1  default active Fa0/1, Fa0/2, Fa0/3, Fa0/4 configuration mode command to
Fa0/5, Fa0/6, Fa0/7, Fa0/8
F:ufg, r:unu, ;al:l."ll,al‘au.’lz delete a VLAN.
Fa0/13, Fa0/14, Fa0/15, Fa0/16

0 e aotive /17 G190/ Glg0/z = Any ports assigned to that VLAN

20 VLANOO20 active

1002 fddi-default active become inactive. They remain
1003 token-ring-default active inactive until assigned to a new

1004 fddinet-default active
1005 trnet-default active VLAN.
S1#




Inter-VLAN Configuration Issues
Switch Port Issues

= When using the legacy routing model for inter-VLAN routing, the switch ports connected to
the router interfaces must be configured with the correct VLANS.

« S1F0/4 isin the Default VLAN
default VLAN

* Must be in access o
mode, VLAN 10 [

VLAN 30

»
172.17.10.21 172.17.30.23



Inter-VLAN Configuration Issues
Switch Port Issues (Cont.)

= When using the router-on-a-stick routing model the interface on the switch connected to the
router must be configured as a trunk port.

Subinterfaces

G0/0.10: 172.17.10.1/24

INCORRECT
R R - Interface FO/5 on switch
S1 is not configured as a

trunk and is left in the

‘/I VLAN 30 default VLAN for the port

172.17.10.21 172.17.30.23



Inter-VLAN Configuration Issues

Verify Switch Configuration

1541# "‘:"ﬂi:““’““ i LI Sl - Commands to verify switch configuration:
ame i a

Switchport: Enabled
Administrative Mode: static access

- show interfaces interface-id switchport
* show running-config

Operational Mode: up
Administrative Trunking Encapsulation: dotlg

Operational Trunking Encapsulation: native
Negotiation of Trunking: On
hocess Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
<output omitted>

S1#

S1#¥ show interfaces £0/4 switchport

Hame: PFa0/4

Switchport: Enabled

Administrative Mode: static access
Operational Mode: down

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: native

<output omitted>
S1#

S1# show run
Building configuration...

<output omitted>
!

interface FastEthernet0/4
switchport mode access
1

<output omitted>
51#




Inter-VLAN Configuration Issues
Interface Issues

= When enabling inter-VLAN routing
on a router, one of the most 172.17.10.1/24 o 172.17.30.1/24
common configuration errors is to
connect the physical router [ v

Switch S1 Ports

FO/4 = VLAN 10
FO/5 = VLAN 30
FO/6 = VLAN 30
F0/9 = Default VLAN
FO/11 = VLAN 10

interface to the wrong switch port.

l VLAN 10

VLAN 30

) o
172.17.10.21 172.17.30.23

]
cisco



Inter-VLAN Configuration Issues

Verify Routing Configuration

Subinterfaces

G0/0.10: 172.17.10.1/24

G0/0.30: 172.17.30.1/24
encapsulation dot1g 30

Subinterface G0/0.10 is
assigned an incorrect VLAN

/l VLAN 30

VLAN 10

» »
172.17.10.21 172.17.30.23

= With router-on-a-stick configurations, a

common problem is assigning the wrong
VLAN ID to the subinterface.

= Use show interfaces and the show running-

config commands to verify the routing
configurations.

R1# show interfaces

<output omitted>

GigabitEthernet0/0.10 is up,line protocol is down (disabled)
Encapsulation 802.1Q Virtual Lan,Vlan ID 100
ARP type :ARPA,ARP Timeout 04:00:00,
Last clearing of "show interface" counters never

Rbltput omitted>

R1# show run

Building configuration...

Current configuration : 505 bytes

lr:output omitted>
interface GigabitEthernet0/0.10

encapsulation dotlQ 100

ip address 172.17.10.1 255.255.255.0
1

interface GigabitEthernet0/0.30




IP Addressing Issues

Errors with IP Addresses and Subnet Masks

= For inter-VLAN routing to operate, a router
e must be connected to all VLANS, either by
separate physical interfaces or by
subinterfaces.

Fo/s VLAN 30

; A = Each interface, or subinterface, must be
B e assigned an IP address that corresponds to the
subnet to which it is connected.

172.17.10.1/24

Go/0 GO/1

VLAN 10 L > FO/4

N\

172.17.10.0

2 = Each PC must be configured with an IP address

E-J
/2 172.17.30.23/24

e 1720 \ within the VLAN it is assigned to.

Incorrect IP address



IP Addressing Issues
Verifying IP Address and Subnet Mask Configuration Issues

= A common error is to incorrectly configure an IP address for a subinterface.
« Use show run and show ip interface to verify IP addressing.
= Another error is incorrectly addressing the end device.

+ Use ipconfig to verify the address on a Windows PC

R1# show run Packet Tracer PC Command Line 1.0
Building configuration... PC1l> ip config

<output omitted> Invalid Command.

!

interface GigabitEthernet0/0

no ip address PCl> ipconfig
duplex auto

speed auto IP Address H .17.20.21

!

interface GigabitEthernet0/0.10
encapsulation dotlQ 10
ip address 172.17.20.1 255.255.255.0

Subnet Mask t 255.255.255.0
Default Gateway wessd 172.17.10.1

! PC1>
interface GigabitEthernet0/0.30

ﬁggtput omitted>
R1# show ip interface

SRS /0 10 15 up, Line protocol is up This PC1 should be in the VLAN 10 subnet

e T O RN et T So this should be: 172.17.10. 21 with a subnet mask of 255.255.25

Broadcast address is 255.255.255.255

5

0




IP Addressing Issues

Packet Tracer - Troubleshooting Inter-VLAN Routing

]
ci1sco. Cisco Networking Academy

Packet Tracer — Troubleshooting Inter-VLAN Routing

Topology
o
ey
G0l
G0t
g
PCL Pl
WLAK L0 LA 3
172.17.10.0/24 172.17.30,0/24

Addressing Table
Device Interface | IP Address  Subnet Mask  Default Gateway VLAN

- GOM.10 17217101 2652652550  MNIA WLAN 1D

G0/1.30 17217.301 2552552550  NIA WLAN 30

P NI 172474010 25525625650  172.17.10.1 WLAN 10

PC3 NIC 17247.3010 2662652550 17217304 WLAN 30
Objectives

Part 1: Locate Network Problems

Part 2: Implement the Solution

Fart 3: Verify Network Connectivity
Scenario

I this activity, you will trousleshont connectivity problems caused by impreper configurations related to
WLAME and inter-VLAM routing.

Part1: Locate the Network Problems
Exarming the network and locabs e source of any conneclivily issues.

Test connectivity and use the necessary show commands on o verily configurations.
List all of the problems and poesible solutions in the Documentation Tahle.

]
cisco



IP Addressing Issues

Lab - Troubleshooting Inter-VLAN Routing

]
ci1sco. Cisco Metworking Academy’

Lab - Troubleshooting Inter-VLAN Routing

Topology

802.1Q VLAN Trunk

vavavavavavavava

cisco



VTP and DTP Issues
Troubleshoot VTP Issues

Common Problems with VTP

Incompatible VTP Versions

VTP Password Issues

Incorrect VTP Domain Name

All Switches Set to Client Mode
Incorrect Configuration Revision Number

|||||||||
cisco



VTP and DTP Issues

Troubleshoot DTP Issues

Common Problems with Trunks

DTP Components

Trunk mode mismatches

Allowed VLANSs on trunks

Native VLAN mismatches

]
cisco

Definition

For example, one trunk port is configured to trunk and the other side is
configured as an access port. Another example is that both sides are
configure in DTP auto mode. Other mismatches are also possible.

This configuration error causes the trunk link to stop working.

Correct the situation by shutting down the interface, correcting the DTP mode
settings, and re-enabling the interface.

The list of allowed VLANs on a trunk has not been updated with the current

VLAN trunking requirements.
In this situation, unexpected traffic or no traffic is being sent over the trunk.
Configure the correct VLANSs that are allowed on the trunk.

When native VLANs do not match, the switches will generate informational
messages letting you know of the problem.
Ensure that both sides of a trunk link are using the same native VLAN.




VTP and DTP Issues
Packet Tracer - Troubleshoot VTP and DTP Issues

i
cisco.  Cisco Metworking Acadsemy” Wind Wice Cper

Packet Tracer — Troubleshoot VTP and DTP

Topalogy

= PC2 FC3 =

Addressing Table

Device IP Address Subnet Mask
| PCO 17216101 | 255.235.255.0
PC1 17216.201 265.255.255.0
PC2 1721630 2552552550
PC3 FEAGE0E 205 2502050
PC4 1TEZAG.202 255 255.255.0
Ipcs 1TEARADZ 255 2552550
81 17216081 255 76,2650
[ 82 | 17216882 [ 255 755.255.0
[ 83 17216.80.3 [ 255.255.255.0

Objectlves
Part 1: Troubleshaot DTP
Part 2: Troubleshoot VTP

Background ! Scenario
In this activity, the ewitches 52 and 53 are not implementing WTH infermation. 'ou will varify that DTP and
WTP configurations are conaclly imglomented. Whon sl the issues am resoleed, the PCs in the same VAN
will be sble to communicste with 2ach cther.

Part 1: Troubleshoot DTF

InPart 1,
.......... i

]
cisco



2.3 Layer 3 Switching



Layer 3 Switching Operation and Configuration
Introduction to Layer 3 Switching

Multilayer switches provide high-packet
I) processing rates using hardware-based
switching.

Central

Catalyst multilayer switches support the
following types of Layer 3 interfaces:

\:j

Central Server

* Routed port - Alayer 3 interface

« Switch virtual interface (SVI) - Virtual Interface
for inter- VLAN routing

All Layer 3 Cisco Catalyst switches support
routing protocols, but several models require
enhanced software for specific routing protocol
features.

Catalyst 2960 Series switches running 10S
12.2(55) or later, support static routing.



Layer 3 Switching Operation and Configuration

Inter-VLAN Routing with Switch Virtual Interfaces

= In the early days of switched networks,
switching was fast and routing was slow.
Therefore the layer 2 switching portion was
extended as much as possible into the Core
network.

= Now routing can be performed at wire speed,
and is performed at both the distribution and
core layers. Distribution

= Distribution switches are configured as Layer 3
gateways using Switch Virtual Interfaces (SVIs)
or routed ports.

Access

= Routed ports are usually implemented between
the distribution and core layers.



Layer 3 Switching Operation and Configuration

Inter-VLAN Routing with Switch Virtual Interfaces (Cont.)

= An SVI is a virtual interface that is
configured within a multilayer switch:

» To provide a gateway for a VLAN so that gy oo w7
traffic can be routed into or out of that VLAN.

SVI Interface
VLAN 20
10.1.20.1

SVI Interface
VLAN 10
10.1.10.1

« To provide Layer 3 IP connectivity to the
switch.

« To support routing protocol and bridging
configurations.

= Advantages of SVls: w

. VLAN 10 VLAN 20 VLAN 10 VLﬂ;N-zo
* Faster than router-on-a-stick.

* No need for external links from the switch to
the router for routing.

* Not limited to one link. Layer 2 EtherChannels
can be used to get more bandwidth.



Layer 3 Switching Operation and Configuration

Inter-VLAN Routing with Routed Ports

VLAN 10

VLAN 20

= Arouted port is a physical port that acts
similarly to an interface on a router:

« ltis not associated with a particular VLAN.
* It does not support subinterfaces.
= Routed ports are primarily configured

between switches in the core and distribution
layer.

= Use the no switchport interface command
on the appropriate port to configure a routed
port.

Note: Routed ports are not supported on
Catalyst 2960 Series switches.



Layer 3 Switching Operation and Configuration

Packet Tracer - Configure Layer 3 Switching and Inter-VLAN routing

Himin
CIs€o.  Cisco MNetwaorking Acadermy’

Packet Tracer — Configure Layer 3 Switching and Inter-VLAN
Routing

vl
cisco



Troubleshoot Layer 3 Switching
Layer 3 Switch Configuration Issues

- = To troubleshoot Layer 3 switching issues
Srailad check the following:

« VLANS — verify correct configuration.

VLAN
FO/2 3 « SVls - verify correct IP, subnet mask and
VLAN number.

* Routing - verify that either static or dynamic
routing is correctly configured and enabled.

* Hosts — verify correct IP, subnet mask, and

default gateway.
FO/2




Troubleshoot Layer 3 Switching
Example: Troubleshooting Layer 3 Switching

= There are four steps to implementing a new VLAN:

» Step 1. Create and name a new VLAN 500 on the fifth floor switch Fifth Floor
and on the distribution switches.

» Step 2. Add ports to VLAN 500 and ensure that the trunk is set up
between distribution switches.

» Step 3. Create an SVI interface on the distribution switches and
ensure that IP addresses are assigned.

+ Step 4. Verify connectivity.

= The troubleshooting plan checks for the following:

» Step 1. Verify that all VLANs have been created.
+ Step 2. Ensure that ports are in the right VLAN and trunking is

working as expected.

» Step 3. Verify SVI configurations.



2.3 Chapter Summary



Conclusion

Chapter 2: Scaling VLANSs

= Configure enhanced inter-switch connectivity technologies.
= Troubleshoot issues in an inter-VLAN routing environment.

= Implement inter-VLAN routing using Layer 3 switching to forward data in a small to medium-sized
business LAN.
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