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Cile kapitoly 5

= Navrh podnikove site, a jeho implementace a overeni inter-
VLAN smerovani pomoci externiho smerovace nebo
vicevrstveho prepinace pomoci prepinace virtualnich
rozhrani nebo smerovanych rozhrani

= Pochopeni vrstvy 3 EtherChannelu a jeho konfigurace

= Porozumeéni provozu DHCP a jeho implementaci,
overovani v dane podnikove siti
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Popis Inter-VLAN Routingu

= Uvod do inter-VLAN routingu

= Inter-VLAN routing pouzivajici externi router

= Inter-VLAN routing s virtualnimi rozhranimi prepinacu
= Routing s routovanymi porty

= Konfigurace inter-VLAN routingu za pouziti SVI (Switch
Virtual Interface) a routovanych portu

= Troubleshooting inter-VLAN routingu



Uvod do Inter-VLAN Routingu

= Protoze VLAN izoluji provoz do definované vysilaci domény
a podsité, sitova zarizeni v ruznych VLAN nemohou
navzajem komunikovat.

= Zarizeni v kazdé siti VLAN mohou komunikovat se sitovymi
zarizenimi v jineé siti VLAN pouze prostrednictvim
smerovaciho zarizeni vrstvy 3

= Nasledujici zarizeni mohou poskytovat smerovani mezi
sitemi VLAN:

« Kazdy externi smérovac nebo skupina smérovacui s oddélenym rozhranim do
kazdé VLAN — CCNA

+ Jakykoli externi smérovac s rozhranim, které podporuje kanal (router-on-a-
stick) — CCNA

« Jakykoli prepinaC Catalyst vrstvy 3 — CCNP



Uvod do Inter-VLAN Routingu




Router vs MLS pro IVR

= Prepinace vrstvy 3 maji obvykle propustnost prepinani
paketu v milionech paketu za sekundu (p/s), zatimco
tradicni smeérovace obecneho urCeni poskytuji prepinani
paketu v rozsahu 100 000 p/s az vice nez 1 milion p/s.

= VVSechny vicevrstvé prepinace Catalyst podporuiji tfi ruzné
typy rozhrani vrstvy 3:

A) Routed port: Cisté rozhrani vrstvy 3 podobné routovanému portu
routeru Cisco 108S.

B) Switch virtual interface (SVI): Virtualni rozhrani VLAN pro smérovani
mezi VLAN. Jinymi slovy, switch virtual interface (SVI) jsou virtualni
smerované VLAN rozhrani.

C) Bridge virtual interface (BVI): virtualni premosténi rozhrani vrstvy 3.



Inter-VLAN Routing pouzivajici externi router

Eth0/0.10 Eth0/0.20
10.1.101 10.1.20.1

-

EE’

VLANs show as “logically”
separated. Only one physical

B02.1Q router interface, Eth0/0.

trunk Subinterfaces:

Eth0/0.10-VLAN10 (data)
Eth0/0.20 - VLAN 20 (data)




Konfigurace smeérovani s externim routerem

Konfigurace subinterface routeru pro smerovani provozu
mezi VLAN 10 a VLAN 20:

R1(config)# interface ethernet 90/0.10
R1(config-subif)# encapsulation dotlq 10
R1(config-subif)# ip address 10.0.10.1 255.255.255.0
R1(config)# interface ethernet 0/0.20
R1(config-subif)# encapsulation dotlq 20
R1(config-subif)# ip address 10.0.20.1 255.255.255.0

Konfigurace interface pro nativni VLAN provoz.

R1(config)# interface ethernet 0/0.1
R1(config-subif)# encapsulation dotlq 1 native
R1(config-subif)# ip address 10.0.1.1 255.255.255.0



Verifikace konfigurace

FEl# show ip interface brief

Interface
Ethernet0/0
Ethernet0/0.1
Ethernet0/0.10
Ethernet0/0.20
Ethernet0/1
Ethernet0/2
Ethernet0/3

IP-Address
unassigned
10.0.1.1
10.0.10.1
10.0.20.1
unassigned
unassigned

unassigned

Method

manual
manual

manual

Status
up
up
up
up

Protocol
up
up
up
up

administratively down down

administratively down down

administratively down down




Routing s konfiguraci externiho routeru

Konfigurujme trunk port na prepinaci. Povolme provoz VLAN
1,10, a 20.

SW1(config)# interface ethernet 0/0

SW1(config-if)# switchport trunk encapsulation dotlq
SW1(config-if)# switchport mode trunk

SW1(config-if)# switchport trunk allowed vlan 1,10,20



Externi Routery: vyhody

= Externi smérovac pracuje s jakymkoli prepinacem, protoze
na prepinaci nejsou pozadovany sluzby vrstvy 3. Mnoho
prepinacu nema moznosti predavani vrstvy 3, zejména
prepinace, které se pouzivaji v pristupove vrstve
hierarchicke site.

= Implementace je jednoducha. Konfigurovat je tfeba pouze
jeden port prepinace a jeden smerovac.

= Pokud navrh sité obsahuje pouze prepinacCe vrstvy 2, navrh
a proces reseni potizi s tokem paketu jsou velmi
jednoduché, protoze v siti existuje pouze jedno misto, kde
se propojuji VLAN.



Externi Routery: nevyhody

= Smerovac je jedinym bodem selhani (single point of failure).

= Jedina komunikacni cesta muze byt pfetiZzena. U modelu
router-on-a-stick je linka trunku omezena rychlosti rozhrani
routeru, protoze je sdilena vSemi trunky VLANU

= MuZe dojit ku zpozdéni, protoze ramce opakované
opousteji sasi a router rozhoduje o0 smerovani na bazi
softwaru.



Inter-VLAN Routing pouzivajici rozhrani SVi
(Switch Virtual Interfaces)

= SVI je virtualni rozhrani nakonfigurovaneé v ramci
vicevrstveho prepinace.

= SVI muze byt vytvoreno pro libovolnou VLAN na switchi.
Pouze jedna VLAN je spojena s SVI.

Interface @ Interface SVI Interface —3»() ‘}'/_ (O <— SV! Interface
FA0/0 U FAO/ VLAN10 21N\ VLAN20

1{].1.1{].1/ \1{].1.2{].1 10.1.10.1

10.1.20.1

s

VLAN 10 VLAN 20 VLAN10 VLAN 20



Switch Virtual Interfaces

= SVI je ,virtualni®, neboli zadny fyzicky port neni dedikovany
pro rozhrani, muze vykonat stejné funkce, které kona pro
VLAN rozhrani routeru.

= Je také konfigurovan stejnym zpusobem, jako rozhrani
routeru (IP adresa, ACL, atd.).

= Defaultné, je SVI vytvoreno pro defaultni VLAN (VLAN1) a
slouzi pro defaultni administraci.



Duvody pro konfiguraci SVi

= Brana pro VLAN — provoz je smerovan do ni a z ni.
= Poskytuje fallback bridging pro nesmerovatelné protokoly.
= Poskytuje L3 konektivitu |IP pro switch.

= Slouzi pro podporu smeérovaciho protokolu a konfigurace
mostu.



CCCCC

SVI: Vyhody a nevyhody

Vyhody:

= Rychlejsi nez router-on-a-stick protoze pracuje s
hardwarem.

= Pro routing nepotrebuje externi linky.

= Neni omezen na jediny link. Mezi switchi mohou byt pro
navyseni pasma pouzit L2 EtherChannel.

= Zpozdeni je nizsi, protoze paket nemusi opustit switch.

Nevyhody:
= Pro inter-VLAN routing potrebuje drazsi L3 switch.
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Routing s Routed Porty

\I; I \Lr I = A routed port je fyzicky port, ktery se
"l\' 1S chova jako L3 port.

-I—ch:fed = Neni asociovan s konkrétni VLAN.
Interface

= Je odstranéna L2 funkénost.

= Link Aggregation Control Protocol
(LACP) ale Ize pouzit.

= Slouzi pro linky point-to-point.

= Routed rozhrani na rozdil od routeru
nepodporuji subinterfaces.

= Je tfeba na rozhrani dat pfikaz
VLAN 10 VLAN 20 no switchport

Chapter 5
18



Routed Ports: Vyhody

= Jedno multilayer zafizeni muze mit SVI and routed porty:
Je to rychleé, protoze provoz bézi na hardwaru na L2 i L3 urovni.



Konfigurace Inter-VLAN routingu za pouziti SVIi
i Routed Portu

S
~ Etho/o

Eth0/1 | 10.0.99.2

Eth0/2 | 10.0.99.1

= Configure SVIs and inter-VLAN routing so that DSWH1
< will route between PC1 (VLAN10) and PC2 (VLANZ20).

= Configure routed ports and EIGRP so that DSWH1

n L

DSWH1 -
‘e

Eth0/3 will acquire routes from R1.

Eth0/0

SW1 a
L]

Eth0/1 Etho/2
Etho/0 Etho/0

jmly

PC1

_jf



Konfigurace routingu na Multilayer Switchi 1/1

Step 1. Vytvorte VLANs 10 a 20:
= DSW1(config)# vlan 10
= DSW1(config-vlan)# vlan 20

Step 2. NA DSWH1, nastavte IPv4 routing:
= DSW1(config)# ip routing

Step 3. Konfigurujte SVI pro VLANYy s IP adresami

= DSW1(config)# interface vlan 10

DSW1(config-if)# ip address 10.0.10.1 255.255.255.0
DSW1(config-if)# no shutdown

DSW1(config)# interface vlan 20

DSW1(config-if)# ip address 10.0.20.1 255.255.255.0
DSW1(config-if)# no shutdown



Konfigurace routingu na Multilayer Switchi 2/2

Step 4. Zapnéte rozhrani k R1 (Ethernet 0/0):
= DSW1(config)# interface ethernet 0/2
= DSW1(config-if)# no switchport

= *Nov 28 15:03:55.138: %LINK-3-UPDOWN: Interface Etherneto/2,
changed state to up

= *Nov 28 15:03:56.142: %LINEPROTO-5-UPDOWN: Line protocol on
Interface Ethernet@/2, changed state to up

= DSW1(config-if)# ip address 10.0.99.1 255.255.255.0

Step 5. Konfigurujte Routing Protocol
= DSW1(config)# router eigrp 1
= DSW1(config-router)# network 10.0.0.0

= *Nov 28 15:12:22.448: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1:
Neighbor 10.0.99.2 (Ethernet®/2) is up: new adjacency



Pouziti prikazu SVI autostate exclude

= SVI je vyhodné, pokud ma L2 port ve VLAN Cas na
konvergenci (zména ze stavu STP listening-learning na stav
forwarding).

= Defaultni akce v pfipadé vicenasobnych portu je, ze SVI
spadne, pokud spadnou vsechny porty ve VLAN.

= Lze reSit problémy typu ,Cerna dira smérovani*:
R1(config)# ip route 1.1.1.1 255.255.255.0 null0

R2(config)# int null0
R2(config-if)# no ip unreachables

= Muzete pouzit pfikaz SVI autostate exclude, kdy
nakonfigurujete port tak, aby nebyl zahrnut do SVI line-
state up-and-down kalkulace.



vlan (UP, forwarding a neblokovana) +
+ port (trunk/access) = protocol up

Switch(config)# vlian 100
Switch(config-vlan)# interface vian100
(

Switch(config-if)# ip address 192.168.100.1 255.255.255.0
Switch(config-if)# end

Switch# show ip interface brief | exclude unassigned
Interface IP-Address OK? Method Status Protocol
Vlan100 192.168.100.1 YES manual up down

Switch(config)# interface fa0/1

Switch(config-if)# switchport access vlan 100
Switch(config-if)#

LINEPROTO-5-UPDOWN: Line protocol on Interface VIan100, changed state to up



Konfigurace autostate exclude

= Switch(config)# interface interface slot/number
= Switch(config-if)# switchport autostate exclude

= Vypne SVI autostate a uCini konkrétni rozhrani SVI
permanentne aktivni

= Autostate Ize celkove vypnout prikazem no autostate.



Jak konfigurovat SVI

= |dentifikovat, kdy VLANy vyzaduji L3 brany.

= Vytvorit VLANy na L3 switchi.

= Vytvorit SVI rozhrani pro kazdou VLAN.

= Konfigurovat na SVI IP addresy.

= Nastavit rozhrani SVI.

= Nastavit IP routing.

= Urcit, zda je potrfebny dynamicky protokol a konfigurovat ho.
= |dentifikovat a konfigurovat autostate exclude.



CISCO.
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Spolecné problémy Inter-VLAN rutingu

Problem

Possible Cause

Missing VLAN

VLAN might not be defined across all the switches. VLAN might
not be enabled on the trunk ports. Ports might not be in the right
VLANS.

Layer 3 interface mis-
configuration

Virtual interface might have the wrong IP address or subnet mask.
Virtual interface might not be up. Virtual interface number might
not match with the VLAN number. Routing has to be enabled to
route frames between VLAN. Routing might not be enabled.

Routing protocol mis-
configuration

Every interface or network needs to be added in the routing
protocol. The new interface might not be added to the routing
protocol. Routing protocol configuration is needed only if VLAN
subnets need to communicate to the other routers, as previously
mentioned in this chapter.

Host misconfiguration

Host might not have the right IP address or subnet mask. Each
host has to have the default gateway that is the SVI or Layer 3
interface to communicate with other networks and VLAN. Host
might not be configured with the default gateway.

Chapter 5
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Layer 2 Versus

Layer 3
EtherChannel




Layer 2 Versus Layer 3 EtherChannel
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Konfigurace Layer 3 EtherChannel 1/2

Krok 1. Vytvoreni virtualniho L2 rozhrani:
= Switch(config)# interface port-channel 1

Krok 2. Zménit rozhrani na L3:
= Switch(config-if)# no switchport

Krok 3. Prirazeni ip adresy:
= Switch(config-if)# ip address 172.32.52.10 255.255.255.0

Krok 4. Nastaveni rozhrani pro EtherChannel:
= Switch(config)# interface range fastethernet 5/4 - 5



Konfigurace Layer 3 EtherChannel 2/2

Krok 5. Odstranéeni nezavislych funk¢nosti L2 a L3 na portu,
takze nyni bude port fungovat jako soucast skupiny:

= Switch(config-if-range)# no switchport

= Switch(config-if-range)# channel-protocol pagp

Krok 6. Prirazeni skupiny:
= Switch(config-if-range)# channel-group 1 mode desirable

Eth0/0
o S
Etho/1

SWl(config)# interface range ethernet 0/0 - 1
SWl(config-if)# no switchport

SWl(config-if)# channel-group 1 mode on
SWl(config-if)# exit

SWl(config)# interface port-channel 1
SWl(config-if)# no switchport

SWl({config-if)# ip address 10.1.20.1 255.255.255.0



Jak konfigurovat L3 EtherChannel

= Rychlost a duplex: Oboji stejné na vSech rozhranich.

* Interface mode: Vzhledem k tomu, ze rozhrani kanalu
portu je routed port, musi byt stejny prikaz aplikovan na
vsechny fyzickeé porty.

= Verifikace konfigurace EtherChannel:

show interface port-channel channel-group-number
show etherChannel channel-group-number summary
show spanning-tree vlan vlan-number detail



Implementace

DHCP




Cile vykladu implementace DHCP

= Vysvetlit ideu DHCP

= Konfigurovat DHCP server

= Konfigurovat manualni DHCP bindings
= Konfigurovat DHCP relay

= Konfigurovat volby DHCP



DHCP poskytuje konfiguracni parametry hostitelum sité.

DHCP se sklada ze dvou komponent: protokol pro poskytovani
konfiguranich parametru specifickych pro hostitele z DHCP
serveru hostiteli a mechanismus pridelovani sitovych adres
hostitellm.

DHCP je zalozen na modelu klient/server, ve kterém DHCP
server prideluje sitové adresy a dodava konfiguracni
parametry dynamicky konfigurovanym hostitelum.

Klienti v pfistupovych VLAN potrebuji sluzby DHCP a pro
sluzby DHCP mohou byt pouzity nejen externi servery, ale i
smerovace.



DHCP na L3 prepinacich

= Mezi vicevrstve prepinace spolecnosti Cisco, které pouzivaji
software Cisco 10S, patfi server DHCP a softwarovy relay agent.

= DistribuCni vicevrstve prepinace Casto slouzi jako brany L3 vrstvy
pro klienty, ktefi se pfipojuji k pfistupovym pfepinac¢um z ruznych
VLAN.

= Proto sluzba DHCP muze byt poskytovana pfimo distribuénimi
prepinaci.

= Alternativné mohou byt sluzby DHCP soustfedény na externim
vyhrazeném serveru DHCP.

= V takovem pripadé musi distribucni prepinace presmerovat
pozadavky DHCP pfichozich klientt na externi server DHCP.



Konfigurace DHCP v Multilayer Switched siti

psw1 << Configure DHCP Server
Yl \

Etho/1 Configure manual DHCP binding for PC3

Etho/

Eth1/1 Eth1/3

Eth1/2

ju]

A/
PC3



Konfigurace DHCP v Multilayer Switched siti

DHCP Server

DSW1(config)# ip dhcp excluded-address 10.0.10.1
DSW1(config)# ip dhcp pool VLAN106POOL
DSW1(config-dhcp)# network 10.0.10.0 255.255.255.0
DSW1(config-dhcp)# default-router 10.0.10.1
DSW1(config-dhcp)# lease 2 (na 2 dny)

Prirazeni ip addresy klientovi
= DSW1(dhcp-config)# host 10.0.10.200 255.255.255.0

= DSW1(dhcp-config)# client-identifier
0063.6973.6361.2d61.6162.622e.6363.3030.2e30.3630.302d.457
4.302f.30

anebo
= DSW1(dhcp-config)# hardware-address MAC-address



Konfigurace DHCP v Multilayer Switched siti

Command Description

ip dhcp excluded-address srart-ip end-ip 1f there are addresses within the IP subnet that
should not be offered to DHCP clients, this com-
mand will make sure that the specified addresses
are not offered. In the example, 10.0.10.1 was
excluded from the DHCP pool because this is the
[P address of the Layer 3 interface on DSW1.

ip dhcp pool pool-name The pool-name parameter defines a DHCP pool.
Using this command, you enter the DHCP pool
configuration mode.

network ip-address subnet-mask Specifies the address range through IP subnet and
subnet mask. The network command will bind
the DHCP server to matching Layer 3 interface.
In the example, DHCP server VLAN10POOL
is bound to VLAN 10 interface. Broadcast and
network IPs are not offered to clients. You can
assign multiple subnets per pool.

default-router ip-address [ip-address2]  Sets the default router address that will be
[ip-address3] ... offered to clients. In the example, this is the IP
address of the Layer 3 interface on the switch.

lease {infinite | {days [hours [minutes]]}}  Sets IP address lease duration. By default, the
[P address is leased to a client for 1 day. In the
example, it is set to 2 days.




Proces DHCP Discovery

Client S.Ewer
I
Q.r
— -I
r oA —
—|—I 1
| DHCPDISCOVER (broadcast) ).i
|
E* DHCPOFFER (unicast) l
1
: DHCPREQUEST (broadcast) }i
1
| DHCPACK (unicast) l
!-( !

= DHCPDECLINE: Adresa je jiz pouzita.

= DHCPNAK: Server odmita potvrzeni.

= DHCPRELEASE: Klient informuje server o tom, Ze se
vzdava pouziti pridélené adresy.

= DHCPINFORM: Klient zada jiné parametry.



Konfigurace DHCP Relay

DHCP Server Layer 3 Hop DHCP Client
- Pr— L
EI I VLANS5 [ ]I

= p——
] * r—
— -
192.168.1.244 Interface VLANS5

10.0.55.1/24

Klient ve VLAN 55 potrebuje forwardovat DHCP broadcasty k
centralizovanému serveru 192.168.1.244.

= Multilayer switch ma L3 IP adresu 10.0.55.1/24, na které pfijme
DHCP pozadavek. Tato adresa muze byt routed port SVI.

= ip helper-address Pozadavek prijde jako broadcast a odejde
Jako unicast.

Prikaz ip helper-address nejen preposila DHCP UDP pakety, ale
také preposila defaultni pakety TFTP, DNS, time, NetBIOS, name

server, a BOOTP.



Konfigurace DHCP Options

= Pouziti DHCP voleb k ,rozSifeni* pfikazu DHCP.

- Option 43: Moznost zapouzdreni dodavatele, ktera umoziuje
dodavatelum, aby méli vlastni seznam moznosti na serveru. Muzete
jej napriklad pouzit k urCeni lehkého pristupoveho bodu, kde je
Wireless LAN Controller (WLC).

Priklad: option 43 ascii “10.126.126.2,10.127.127.2” (dva WLC)

- Option 69: SMTP server, chcete-li klientovi zadat dostupné servery
SMTP.

+ Option 70: POP3 server, chcete-li klientim zadat dostupné servery
POP3.

« Option 150: server TFTP, ktery umozniuje telefonum pfistup k
seznamu serveru TFTP.

Switch(config)# 1p dhcp pool TELEPROFILES
Switch(dhcp-config)# options 150.10.10.1




Tri kategorie formatu adres

= Statické adresy zustavaji v provozu po dlouhou dobu, jako
napr. v modifikovanem formatu EUI-64 a staticky
prirazenych adresach.

= Semistatické adresy, které vyzaduji za urcitych okolnosti
specifikace zmény - tyto se vSak v praxi vyskytuji zridka.
Patfi sem sémanticky nepruhledné identifikatory rozhrani a
kKryptograficky generované adresy.

= Dynamické adresy jsou ty, které se méni pravidelné, napf.
kazdy den. V souCasné dobé tato skupina formatu adres
zahrnuje pouze privacy extension IPv6.

Semistatické a dynamické formaty adres jsou urCeny pro
Klienty, zatimco servery maji tendenci pouzivat vyhradnée
statickou adresu.



Privacy extension — RFC 4941 (2007)

= Je to format definujici doCasné adresy, kterée se meni v
pravidelnych Casovych intervalech; po sobé jdouci adresy se
navzajem neshoduji pro cizi uzivatele a jsou prostredkem
ochrany proti korelovani adres. Jejich pravidelna zmeéna je
nezavisla na prefixu sité; Timto zpusobem chrani proti
sledovani pohybu a take proti Casove korelaci.

= Protivnik je muze ziskat vnitfni stav algoritmu pres postranni
kanal, a predpovidat vSechny budouci adresy hostitele. Proto
operacni systémy implementujici rozsireni IPv6 Privacy
Extension pouzivaji namisto toho nahodna Cisla adres,
protivnik nyni musi najit (nahodnou nebo pseudonahodnou)
doCasnou adresu namisto statické, coz je narocnejsi ukol.



Semantically Opaque Interface ID — RFC 7217
(2014)

= Duvodem tohoto mechanismu je ziskat stabilni identifikatory rozhrani
pro predponu, aby se snizila administrativni zatez pri zachovani urcite
urovne ochrany soukromi v jine siti. Tyto IID jsou generovany
hashovanim sitového prefixu, tajného klice a ruznych dalsich
parametri. Timto zpusobem se identifikator rozhrani zméni pfi
pfechodu na jinou predponu sité; pfi navratu do puvodni sité se vSak
vrati na stejnou hodnotu.

= Sémanticky nepruhledné 11D zabranuji korelaci adres a zejména
sledovani pohybu, pokud je tajny klic neznamemu protivnikovi
neznamy. Nechrani vSak pred Casovou korelaci, tj. protivnik je schopen
pripsat transakce v ruznych ¢asovych bodech Jedlnemu (stacionarnimu)
hostiteli. Pro ochranu pred takovymi hrozbami jsou zapotrebi dynamicka
schémata adres, jako je rozSireni ochrany soukromi [PvG.

= Sémanticky nepruhledné identifikatory rozhrani jsou z hlediska sitového
skenovani urCeny k tomu, aby se nahodné zobrazovaly z vnéjsiho
pohledu a jejich nalezeni by mélo zustat zdlouhavym ukolem; jeho
kvalita je vSak zavisla na konkréetni implementaci. V souCasne dobée
RFC 8064 doporucuje identifikatory sémanticky opaque rozhrani jako
vychozi stabilni identifikatory namisto formatu Modified EUI-64.



Chapter 5

- kb A Bl WL
Kryptograflcky generovaneé adresy RFC 3972

= Kryptograficky generovane adresy jsou generovany hasovanim
verejneho klice hostitele s jinymi parametry a jsou tedy vazany na
prislusného hostitele.

Jejich vlastnictvi je ovéreno podpisem zprav vzniklych z této
adresy prislusnym privatnim klicem. V kombinaci to zabranuje
spoofingu adres a bylo zamysSleno k ochrané pfed utoky pochazejicimi z
lokalni sité. Z hlediska ochrany soukromi jsou tyto adresy srovnatelné
se semanticky opaque |ID: protoze predpona site je zahrnuta do hash,
adresa je zménéna pfi pfesunu do jiné sité. Kromé toho muze byt nova
adresa vytvorena bez pohybu; to by umoznilo ochranu pred Casovou
korelaci srovnatelnou s rozsifenim ochrany soukromi IPv6.

Vytvareni kryptograficky generovanych adres je vSak nakladné a v
dusledku toho brani ¢astym zménam adresy v praxi. Pokud jde o
skenovani, tento typ adres se jevi z pohledu protivnika jako nahodny ,
ktery poskytuje ucinnou ochranu.

Kryptograficky generované adresy (stejné tak Secure Neighbor
Discovery — SeND) nejsou podporovany zadnym z hlavnich operacnich
systému, a to je jejich nejvétsi potizi.
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Co z toho plyne pro budou-cnt a praxi

= Budouci internetova zafizeni jiz nelze striktné klasifikovat do
dvou roli serveru a klienta: existuji servery, napr. brany zarizeni
loT, které slouzi pouze velmi omezené skupiné uzivatelu, napf.
obyvatelum domacnosti, a také potrfebuji néjakou formu ochrany
soukromi. Napfiklad adresy servert se mohou stat doCasnymi a
mohou byt odvozeny ze sdileneho tajemstvi. Legitimni klient je
schopen vypocitat aktualni adresu, protoze ma tajemstvi,
zatimco protivnik by musel vycerpavajlmm zpusobem prohledat
sit, aby nasel server. Dale, protokoly typu peer-to-peer, jako je
bltcom by mohly vyuzit podobne mechanismy.

Zarizeni pro pripojeni k internetu musi priradit adresu. Bylo by
zpusobem, aby byla zajiSténa co nejvetsi ochrana. Tento aspekt
je obzvlaste zajimavy pro omezena zarizeni, jako je internet véci,
protoze pro vykonna ochranna opatreni obvykle nemaji dostatek
vypocetniho vykonu. Flexibilita adresovani IPv6 je proto velkou
prilezitosti, kterou je treba vyuzit.

Chapter 5
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Chapter 5 Labs

= CCNPv7.1 SWITCH Lab5.1 IVL-ROUTING
= CCNPv7.1 SWITCH Lab5.2 DHCP4/6



Které zpravy pouziva SLAAC?

- Od klienta:

- Od serveru:



=

ICMP typ: 133 (RS)

Zdroj:
Cil: Rozhlasovani ke vS§em smérovacim
(FF02::2)
Zprava: Poslete prosim registracni adresu

Smeérovace take registracni adresy rozesilaji periodicky,
zde se jeji prideleni pouze urychluje
Chapter 5 50
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SLAAC a DHCPv6

Stateless Address Autoconfiguration (SLAAC)

SLAAC pouziva dvé zpravy:
= |CMPv6 Router Solicitation (od klienta)

= Router Advertisement (od DHCP serveru: prefix, délku prefixu atd.)

ICMPv6 Stateless Address Autoconfiguration

s, -

—_

R1 JEUl é E
-,

Client
, Router Solicitation (RS)
IPvE all-routers muilticast "| need a Router Advertisement from
the router.”
Router Advertisement (RA) l .
" Here is your prefix, prefix length, and IPv6 all-nodes multicast

other information.” J -




Ctyii kroky operace SLAAC

= Pred poslani RA zpravy musi mit router nastaven IPv6
routing: Router(config)# ipvé unicast-routing

.
-
- = o2
I
Client
RS
"1 need an RA from the router.” IPv6 all-routers
multicast
RA " . . . -
IPvE all-nodes Here is a prefix, prefix-length, etc.
multicast
IPvE Global
" After generating my Interface 1D, the Unicas?ﬂgdress

prefix and prefix length will be used to
create my IPvé address."

Duplicate Address
Detection

" Is this IPvE address already used?” IPv6 solicited-
node multicast




Tri varianty SLAAC

N
-
P Go/o E E
-

Client

"Ineed anRAfromR1." [ .
= / RS
RA Options
SLAAC Only— . o
(Default)| Only use this RA. _

Stateless DHCP:
SLAAC and [ | " Use this RA and a DHCPv6 server.”

DHCPvE -

Stateful DHCPVE: = v |5¢ 3 DHCPVE server.”
DHCPv6 Only| >




Jak funguje SLAAC defaultne: Stateless

= Pfriznaky M (managed) a O (other) jsou nastaveny v RA na 0.

= =
31 A

- Router Sc:li::itatinno The H.A message
contains all the
addressing
information | need.

Router Advertisement There is no other
e Mflag=0/0Oflag=0 information available

from a DHCPwB

Sernver.




Stateless DHCPvV6 volba

= Vezmi informaci jesté jinde:

Router(config-if)# ipv6 nd other-config-flag

DHCPvE Server

Router Snlicitatim‘;o

The RA message has some addressing

information but | must contact a DHCPvG
server for remaining information, such as
DMNS addresses.

e Router Advertisement
Mflag=0/0Oflag =1

o“ DHCPwE operations -



Stateful DHCPv6 volba (podobna DHCPv4)

= Zprava RA fika: neber informaci ode mne, ale od stateful DHCPv6 serveru.
Router(config-if)j# ipv6é nd managed-config-flag

DHCPvGE Server

Router Solicitation 'o

-

The RA message says | must contact a
DHCPvE server for all addressing
information.

a Router Advertisernent
M flag = 1

DHCPvG ti
o_( operations >




A pak uz bezi standardni ¢ctyrfazovy proces

i

i

R1 GO0

SLAAC Operations DHCPvE Server

Router Snll'citatiuno

e Router Advertisement

DHCPv6 Operations

e SOLICIT To all DHCPvE Servers

-

-

ADVERTISE Unicaﬁto

REQUEST or INFORMATION-REQUEST

E Unicast

REPLY Unicast
- 6




Konfigurace routeru jako Stateless DHCPv6
serveru

—
i
S GO/ 5 GOA a

DHCPv6 Stateless Server DHCPv6 Client

Rl {config)# ipvé unicast-routing

Rl (config)# ipvé dhcp pool IPV6-STATELESS

Rl {config-dhcpve)# dns-server 2001:dbB:cafe:aaaa::5
Rl {config-dhcpvi)$ domain-name example.com

Rl {config-dhcpve)# exit

Rl {config)# interface g0/1

Rl {config-if)# ipvé address 2001:dbB:cafe:1::1/64
Rl {config-if)# ipvé dhcp server IFV6-STATELESS

Rl {config-if)# ipvé nd other-config-flag




Konfigurace routeru jako Stateless DHCPv6 klienta

T
-
P GO 5 GO/t a

Stateless DHCPvE Server DHCPvG Client

R3(config)# interface g0/1
Ri({config-if)# ipvé enable
E3{config-if)# ipvé address autoconfig
R3(config-if)#




Verifikace Stateless DHCPv6

I
—
R1 iy 5 GO/ 3

Stateless DHCPvG Server DHCPvG Client

El%# show ipwvé dhop pool

DHCPva pool: IPVG—STATELESS
CHS zerver: 2001:DBE:CAFE:ARAR::L
Domaln name: example.com

Active clienta: 0O
rl1%

Prikazy:
= show ipv6 interface

* debug ipv6é dhcp detail



Konfigurace routeru jako Stateful DHCPv6 serveru

Step 1. Enable IPv6 Routing

Router (config)# ipwé unicast-routing ‘

Step 2. Configure a DHCPv6 Pool

Router (config) # ipvé dhep pool pool-name
Router (config-dhcpve) ¢

i )

Step 3. Configure Pool Parameters

Router (config-dhcpve) # address prefix/length [lifetime
{valid-lifetime preferred-I1ifetime
| infinita}]

Router (config-dhcpve) # dns-server dns-server-address

Router (config-dhcpve) # domain-name domsin-name

Step 4. Configure the DHCPv6 Interface

Router (config) # interface typs number
Router (config-if)+ ipvé dhecp server pool-name
Router (config-if)+ ipvé nd managed-config-flag




Priklad konfigurace Stateful DHCPv6 serveru

>< ><
R1 _JEY 5 €L R3

DHCPvG Stateful Server DHCPvG Client

Rl {config)# ipvé unicast-routing

Rl {config)# ipvé dhop pool IFV6-STATEFUL

Rl {config-dhcpvt)# address prefix 2001 :DE8:CAFE:1::/64
lifetime infinite

Rl {config-dhcpvE) 4 dns-server 2001:dbB:cafe:aaaa::5

Rl {config-dhcpvt)# domain-name example.com

Rl {config-dhcpvE)$ exit

Rl {config)# interface g0/1

Rl {config-if)# ipvé address 2001:dbB:cafe:1::1/64

Rl {config-if)# ipvé dhcp server IFV6-STATEFUL

Rl {config-if)# ipvé nd managed-config-flag




Konfigurace routeru jako Stateful DHCPv6 klienta

>< =<
R1 _JE4 E GO/ g ;&

Stateful DHCPvG Server DHCPvG Client

R3{config)# interface g0/1
R3{config-if)# ipvé enable
R3{config-if)# ipvé address dhcp
R3(config-if) #




Verifikace Stateful DHCPv6 1/2

e e
R1 =00 a =0M R3

Stateful DHCPvG Server DHCPwE Client

R1% show ipwvé dhop pool
DHC PR PDﬂl: IPVE—SETATEFIL
Address allocation prefix: 2001:DB8:CAFE:1::/64 walid
4294967295 preferred 4294%6725%5 (1 in use, 0 conflicts)
CHS server: 2001:DBE:CAFE:ARARI IS
Domain name: example.ocom
Activa clients: 1
r14

Rl4 show ipwé dhop binding
client: FE&0::33F7:0FF:FE25:2DEL

DOID: OO003000130FT70D2520DE0

Uzernams : unassigned

IR MWA: IR ID Ox00040001, T1 43200, T2 £9120

Address: 2001:0BR:CAFE:1:5R44:4782:26023:0171
preferred lifetime INFIWITY, , wvalid lifetime

IHNFINITY,
R1%




Verifikace Stateful DHCPv6 2/2

R34 show ipvé interface g0/1
GigabitEthernetd/1 is up, line proteocel is up
IFvA i3 enabled, link-local address is
FERO: :32F7:DFF: FE25: 2DE1L
Mo Wirtual link-local addresaies):
zlobzal unicast addreas(es):
ZO00L:DBER:CAFE:L:5844:47E2: 26030171, subnet iz
2001:0E8:CRFE:1: 5844 :47TB2: 260201717128
Joined group address(es):
FFO2::1
FFO2::1:FF03:C171
FFO2::1:FF25: 20EL
MTO is 1500 bytes
ICHP error messages limited to one ewvery 100 milliseconds
ICHP redirscts are ensbled
ICHP unreachables are sent
WD DRD is enabled, number of DAD attempts: 1
WD reachable time iz 30000 milliseconds (using 30000)
MO W3 retranzmit interwval iz 1000 milliseconds
Default router is FEBO::DEEBC:EEFF:FECE:ANC] on
GigabitEthernetd/1
B3




Konfigurace routeru jako DHCPv6 Relay agenta

DHCPvE Relay Agent

2001:DBE.CAFE:D:/64

S0/040

DHCPvE Relay Agent
G0

1

2001:DB8.CAFE:A:/G4

DHCPvE
Server

2001:DB8:CAFE:1:6

Rl {config)# interface g/0
Rl iconfig-if)4 ipvé dheop relay destination 2001:db8:cafe:1::6
Rl (ccnfig-if)4 and
R14 show ipwé dhep interface g0/0
GigabiteEthernsetd/ 0 iz in relay mode
Relay destinaticns:
2001:0B8:CAFE:1::

R1#




Tak to RS si rozebereme podrobneji a
v souvislostech

1. RS — Router Solicitation: klient zada o
adresni informaci

2.RA — Router Advertisement: Router
odpovida a sdéli jeden ze tfi zpusobu
zpusob volby



= RA Option 1: Jen SLAAC - vse, co klient
potrebuje, dostane rovnou ve 2. kroku od routeru
(prefix, jeho delku, defaultni branu) a tim to konci.

= RA Option 2: SLAAC a DHCPvG6: Gateway klient
ziska od routeru, na udaj o DNS se pta vSech
serveru DHCPV6.

* RA Option 3: Router klientovi sdeluje, ze veskere
informace ziska od DHCPVG.



Bity Ma O

= ‘M bit - Priznak (flag) "Managed address
configuration” DHCPv6. Je pouzito jen DHCP.

= ‘O’ bit - "Other configuration" flag. M se pak
obvykle rovna 0.



Mozné varianty bitt Ma O

M =0, O=0 :Klient pouziva RA pro ziskani non-link-local
adresy i dalsich informaci. V pfipade, ze DHCPVG server
existuje, client ho ignoruje.

M=0,0=1 :Klient pouziva gateway adresu od RA, DHCPv6
poskytne to ostatni. Tato kombinace je oznaCovana jako
DHCPV6 stateless.

M=1,0=0 :Klient pouziva DHCPVG6 jak pro adresu routeru,
tak pro ostatni konfiguracni udaje. Tato kombinace je znama
jako DHCPvVG6 stateful.

M =1, O=1DHCPvV6 klientu poskytuje plnou informaci zvanou
stateful address. Pokud RA obsahuje prefix sité, client navic
dostane stateless informaci od routeru (zbytecne).



Na klientovi pritom nemusime nic delat — jen
Fici, ze ma nastavit OPv6 adresu automaticky

l;_' Pripojeni k mistni siti - vlastnosti

Sité | Sdileni |

Pipojit pomoci:

g Imtel(R) 82575LM Gigabit Metwork Connection

Protokol IP verze & (TCP/IPvB) — vlastnosti

| Korfigurovat .. |

Tato pfipojeni pouiva nasledujici poloky:

U3 Intel(R) Technology Access Fitter Driver

2 Protokel 1P verze 4 (TCP/IPv4)

O . Protokel multiplexoru pro sitovy adaptér od spoleénosti
4 Ovladaé protokolu LLDP spoleénosti Microsoft

M Protokal IP verze 6 (TCP/IPvE)

. Respondér zjigtovani topologie linkove vrstwy

4 Vetupné-wistupni ovladad mapovade Zjigtovani topolo v

<[ m BE

Nainstalovat.. | | Odnstslovat | | Mlastnost

Popis

Protokal TCP/IP verze 6. Nejnovéjgi verze intemetovéha
protokolu, kterd zajistuje komunikaci mezi propojerymi s itémi
nizneho druhu.

Obecné

Podporuje-i sit’ automatickou konfigurad IPvE, je mo#né ziskat nastaveni protokolu IPva
automaticky. V opadném pfipad& vam spravné nastaveni poradi sprévce sité,

() Ziskat IPv6 adresu automaticky
() Pouit nasledujid IPve adresu:

IPwE adresa: |

Délka pfedpony podsité: I:I

wychozi bréna; |

(®) Ziskat adresu serveru DNS automaticky
() Pouit ndsledujid adresy serverd DNS:

Upiednostfiovany server DNS: |

Albernativni server DNS: |

[TTFii ukonceni ovéfit platnost nastaveni




1. Uzel si sam generuje svoji IPv6 adresu
(odvodil si ji ze své MAC adresy pouzitim
metody EUI DII)

Ethernet MAC:
05-36-EB-BB-14-CB
Link-local IPvé address:
feB0::536:e8ff-febb: | 4cb

IPvé
Node

Blize RFC 4291



1a. krok SLAAC:
pouziti MAC adresy klienta o 48 bitech

05|/ 36 || e8|/ bb |l 14 || cb




1b. krok SLAAC:

vlozeni FFFE doprostred MAC adresy

05

36

e8

14

cb

.

36

ed

AN
e

bb

14

>




Jaka je struktura MAC adresy?
7. bit = 1... lokalni administrace

- 6 bytes -
1 2 3 4 5 o)
Gthbyte | Sthbyte | #thbyte | 3rd byte | 2nd byte | 1stbyte
1st octet | Znd octet | Ird octet | 4th octet | Sth octet | Gth ocbet
aor
~tff——3 bytes -t} 3 bytEs m—-
omganl atlunallthnlque Metwurk*terfane *untmller

ldgntifier (OfH) [NIC) Speciyc

O unlcast
1: multlcast

O glabally unique [OUW enfarced)

1: lacally administered

jueoyiubis 3ses|

universal/local



1c. krok SLAAC:
Vsunuté 1 do 7. bitu zahlavi

00000101

00000111

(o7 ][e [ I




1d. krok SLAAC:
Spojeni prefixu lokalni IP adresy a upravené
MAC adresy

-‘?36 :e8ff:febb:14cb \

fe80:: 736:e8ff:febb:14cb




2. Uzel nyni detekuje, zda si
nevygeneroval duplicitni adresu

pomoci vyzvy Neighbour Solicitation
na adresu Solicited Mode Multicast

Pu6 Neighbor Solicitation

Source:

IPv6
Node

Destination
102 | ttbb: | 4¢cb




3. Uzel nedostal odpoved’ a tak oslovuje router
se svoji nove vygenerovanou adresou — posila
zpravu Router Solicitation

iPv6 Router Solicitation

IPvé Source
Node feB80::536:e8fffebb: | 4¢cb

DEHIH&UGH
ff02::2




4. Router posila unicast Router Advertisement
a predava uzlu prefix

IPvé Router Advertisement

hink-local ofrputer
Destnation:
feB0::536:eBf-febb: | 4cb
Prefix
2001:dbB:66:6:/64




5. Uzel pripoji prefix ke sve lokalni adrese

IPvé Router Advertisement

ICMPvé Option: Prefix Information
2001:dbB:66:6::/64

Global Unicast Address:
2001:db8:66:6:536:eBff-febb: |1 4cb
Link-local IPvé address:
feB80::536:e8fffebb:14cb




Krok 1/3: Pripad M=0, O=1 (ipv6 nd other-config-flag).
Nabidka routeru (router advertisement)

& Ethernet II, Src: ArubaNet_00:06:d0 (00:1a:1e:00:06:d0), Dst: IPvemcast_00:00:00:01 (33:33:00:00:00:01)
# Internet Protocol Version &, src: feB80::1a:1e00:6400:6d0 (felD::1a:1e00:6400:6d0), Dst: fF02::1 (ff02::1)
= Internet Control Message Protocol vé

| Type: Router Advertisement (134)|

Code: O

Checksum: 0Ox361b [correct]

cur hop Timit: &4

= Flags: Ox40
0... .... = Managed address configuration: Not set
.1.. .... = other configuration: Set
0. .... = Home Agent: Not set
.0 0... = prf (Default Router Preference): Medium (0)
.0.. = Proxy: Not set
0. = Reserved: 0

Router Tlifetime (s): 1800
Reachable time (ms): O
Retrans timer (ms): O
= ICMPvE Option (Prefix dinformation : 2001:1234::/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64
F Flag: OxcO
valid Lifetime: 86400
Preferred Lifetime: 14400
Reserved
Prefix: 2001:1234:: (2001:1234::)
= ICMPvE Option (Recursive DNS Server 2001:1234::14)
Type: Recursive DNS Server (25)
Length: 3 (24 bytes)
Reserved
Lifetime: 1200
Recursive DN5 Serwvers: 2001:1234::14 (2001:1234::14)
F ICMPvE Option (Source Tink-layer address : 00:1la:1le:00:06:d40)



Krok 2/3: Protoze M = 0, klient pouzije Stateless
Address Autoconfiguration (SLAAC) pro ziskani své
IPv6 adresy, a protoze O =1, pozaduje od DHCPv6
serveru informaci o DSM a pripadné dalsi specifické
informace, které vyrobce poskytuje.

+ Ethernet II, 5rc: Foxconn_7e:3f:32 (00:15:58:7e:3F:32), Dst: IPvomcast_00:01:00:02 (33:33:00:01:00:02)
= Internet Protocol Version &, Src: feB80::f978:839fF:4da7:5487 (fe80::f978:839F:4da7:5487), Dst: ff02::1:2 (ff02::1:2)
[ User Datagram Protocol, Src Port: dhcpvé-client (546), Dst Port: dhcpvé-server (547)
= DHCPvG
[ Message type: Information-request (11)]
Transaction ID: Oxelddee
# Elapsed time
= Client Identifier
H vendor Class
= Option Request
option: Option Request (6)
Length: 8
value: 0018001700110020
Requested Option code: Domain Search List (24)
Requested Option code: DNS recursive name server (23)
Requested Option code: vendor-specific Information (17)
Requested Option code: Lifetime (32)




Krok 3/3: DHCP server jako odpoved’
posila klientovi informaci o DNS

# Ethernet II, Src: ArubaNet_61:66:38 (00:0b:86:61:66:38), Dst: Foxconm_Fe:3f:32 (00:15:58:7e:3f:32)
& Internet Protocol version 6, src: fe80::b:8600:6461:6638 (feB0::b:8600:6461:6638), Dst: feB0::f978:839f :4da7:5487 (fe80::f978:839f :4da7 :5487)
[# User Datagram Protocol, Src Port: dhcpvb-server (547), Dst Port: dhcpvb-client (546)
= DHCPVE
[Message type: Reply (7)|
Transaction ID: Oxelddee
Client Identifier
server Identifier
Preference
pomain Search List
option: Domain Search List (24)
Length: 19
value: 0d61727562616e6574776T726b7303636F6d00
DNS Domain Search List
Domain: arubanetworks.com
5 DNS recursive name server
Option: DNS recursive name server (23)
Length: 16
value: 20011234000000000000000000000004
DNS server address: 2001:1234::4 (2001:1234::4)
vendor-specific Information

0 ®E BH

2]



Ukazka konfigurace bitu M na L3 switchi

ipv6e address FE80::D2 link-local

ipv6 address 2001:DB8:3115:120::D2/64

ipv6e nd prefix 2001:DB8:3115:120::/64 2592000 604800 no-autoconfig
ipv6e nd managed-config-flag

ipvée dhcp relay destination 2001:DB8:3115:99::D1 Port-channel?

PC ziska adresu pomoci
ipconfig /renewb



Doporucené zdroje k dalsimu studiu
problematiky

Pekny porovnavaci priklad na
https://networklessons.com/ipv6/cisco-dhcpvb-server-configuration/
a 84 slajdu na

https://slideplayer.com/slide/6640065/

a 93 slajdu na

https://slideplayer.com/slide/4239341/

IPv6 First-Hop Security Concerns
https://www.cisco.com/c/en/us/about/
security-center/ipv6-first-hop.html
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Domaci ukol:
Popiste nektery SLAAC attack
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Rogue IPvé Router Advertiszement Problem Statement
Abstract

When deplcying IPve, whether IPve-cnly or dual-stack, rocuters are
configured to send IPBve Router Advertisements (BAs) to convey
infoermaticn to nodes that enakle them te autocconfigure on the
network. This informaticn includes the implied default router
address taken from the ckhserved scurce address of the BELA message, as
well a3 on-link prefix informaticn. Howewver, unintended
misconfiguraticns by users or administratcrs, or possikcly malicicus

Tttacks on the network, may lead to bogus BhAs peling present, which in
Turn <an cause cperaticnal proiolems for hosts on the network. In
this document, we summarise the scenarics in which rogue RAs may be
cbserved and present a list cof pessikble scluticns teo the proolem. We
focus on the unintended causes of rogue EAs in the text. The geoal of
this text is to pe Informaticnal, and as such to present a framework
arcund which scluticns can be propesed and discussed.



https:/Iresources.infosecinstitute.com/slaac-attack/

Windows machines compromised by default
configuration flaw in IPv6

As anyone who has watched the reimagined Battlestar Galactica will tell you, Sixes
are trouble. They are undoubtedly alluring, but all the while they are working
covertly, following The Plan, right under the noses of their targets. Nobody realizes
the true nature of the threat until it’s too late.

The Internet also has its own Six, IPvE (formerly IPng - IP Next Generation). Modern
operating systems ship with it by default, but adoption has been slow for many
reasons. Despite the passing of the |Pocalypse, it lies largely dormant within today's

networks, waiting for the chance to rise up and usurp its IPv4 predecessor.

This article describes a proof of concept of an interesting application of IPvG. I'm
going to show you how to impose a parasitic IPv6 overlay network on top of an |Pva-
only network so that an attacker can carry out man-in-the-middle (MITM) attacks on
IPvé4 traffic.

This new SLAAC Attack, if yvou will, is named for the process it is exploiting.

IPv6 Background

Aside from the increased address space, IPv6 is fundarmentally different to IPv& in
several key areas. This article isn't intended to be an [PvE primer, but I'll highlight the

main features that are relevant to the attack.
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Test slabiny SLAAC attack Sudden Six

Overview

Sudden Six is an automation script for conducting the SLAAC attack outlined in Alec
Water's
This attack can be used to build an IPv6 overlay network on an IPv4 infrastructure to
perform man-in-the-middle attacks.

The script installs and configures the following packages:
sipcalc

tayga

radvd

wide-dhcpv6-server

bind9

Requirements This script has been tested on Ubuntu 12.04 LTS and Kali Linux 1.0.x.
We suggest using to view the intercepted traffic.

Usage

Execute the suddensix.sh script as the root user. The script will prompt you for the
interface to conduct the attack from as well as ask you to specify a free IP address
on the local IPv4 network you are attacking.

After the script is running, run Wireshark to view the intercepted traffic.

Note: The script is not persistent, the attack host will not intercept traffic after a reboot.
The script will not work on fully configured IPv6 networks.

Chapter 5
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http://resources.infosecinstitute.com/slaac-attack/
http://http/www.wireshark.org/

MonltlrovaC| reseni firmy Tenable Nessus
plugins support IPv6 interface enumeration:

— Enumerate IPv6 Interfaces via SSH
— Network Interfaces Enumeration (WMI)
— Reachable IPv6 address
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https://www.tenable.com/plugins/index.php?view=single&id=25202
https://www.tenable.com/plugins/index.php?view=single&id=24272
https://www.tenable.com/plugins/index.php?view=single&id=45405

