OSPF pro pokrocilé



LSA (Link StateAdvertisement) typ 1: Router LSA (posila kazdy
router)

Type 1 — Router LSA



Typ 1 koukni |

https://sites.google.com/site/amitsciscozone/ospf/ospf-packet-types

7 15 31
LS age Cptions
Link state 1D
Advertising router
LE saquence number
LS checksum Length
0 E|B 0 # Links
Link ID
Link data
Type #TOS Metric
1
TOS 0 TOS metric
Link ID

Link data

V (Virtual Link) 1: LSA je virtual link
endpoint.

E (External) 1: router generujici LSA je
ASBR.

B (Border) 1: router generujici LSA je
ABR.



LSA Type 2: Network LSA (posila DR, ktery zastupuje celou area)

OSPF Area O
192.168.123.0 /24

Type 2 —[Network LSA
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LSA Type 3: Summary LSA

ABR (Autonomous Border Router).

OSPF Area 2 OSPF Area 0 OSPF Area 51

Type 1 — Router LSA Type 3 —Summary LSA Type 3 —Summary LSA
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LSA Type 5: Autonomous system external LSA

LSA Type 6: Multicast OSPF LSA — uz se nepouziva

LSA Type 7: Not-so-stubby area LSA — je za nim jeste jiny typ sité, treba RIP
LSA Type 8: External attribute LSA for BGP

OSPF Area O OSPF Area 51

Type 7 — External LSA Type 5 — External LSA Type 5 — External LSA
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LSA Type 5. Brana do internetu — ASBR

O5PF Area 15

ABR (Internal Rtr)

Q Type 4 LSA's ;

/ 3ICI"E:F*F Area 34_4
_A 172.12.38.0 /24

172.12.23.0 /24 3

SW1

(Intertal Rtr)

ASBR




LSU (Link State Update)

192.168.10.25 192.168.10.1 (DR)

Link State Update to 224.0.0.6

Link State Advertisement (LSA)
(Type 1,2,3,4,5,6,7,8,9,10, 11)

Firewall.cX



Rozdily

Stops
injection of Stops Internal routers
type 4/5 injection of originate
Typ LSAs type 3 LSA type 7 LSA
Stubby Yes No No
Totally stubby
(TS) Yes Yes No
Not-So-Stubby-
Area (NSSA) Yes No Yes

Totally NSSA
(NSSA-TS) Yes Yes Yes



Prikazy

Type

Stubby

Totally stubby

NSSA

Totally NSSA

Router OSPF
subcommand

area <area-id> stub

area <area-id> stub no-
summary

area <area-id> nssa

area <area-id> nssa no-
summary



PFiklad typti OSPF LSA

OSPF LSA Types and LSA
Advertisements for Each
Area Type
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NSSA

» Jsou zde dvé smérovaci domény, doména BGP a
doména OSPF.

~ BGP Domain’ = ASBR uvnitf NSSA importuje externi trasy z BGP
do NSSA jako LSA typu 7, které ASBR zaplavuje v
celém NSSA.
» ABR pfevadi LSA typu 7 na LSA typu 5. Pokud je
oo B Qe Aleno pro NSSA nakonfigurovana souhrnna adresa, ABR
| S 5 také shrnuje LSA do agregovaného LSA pred
= PR == oseracn zaplavenim LSA typu 5 do pétefe.
7~ |

Vzhledem k tomu, ze NSSA je no so stubby (CasteCné zavality), ABR nezaplavuje externi LSA z patefe do
NSSA. Pro zajisténi pristupu ke zbytku autonomniho systému (AS) ABR generuje vychozi typ 7 LSA do
NSSA.

ABR oblasti NSSA Ize konfigurovat s parametrem no-summary, aby se zabranilo generovani souhrnnych
LSA typu 3 a typu 4 do oblasti. Jedinou vyjimkou je vychozi typ 3 LSA s pfedponou 0.0.0.0/0. Vychozi typ 7
LSA neni v tomto pfipadé vytvoren



Co je AREA

= AREA je logické seskupeni smérovacu nebo konkrétnéji
logické seskupeni rozhrani smérovacu.

= Clenstvi v Area je nastaveno na Urovni rozhrani a ID oblasti
je obsazeno v paketu HELLO.

" Rozhrani muze patfit pouze do jedné oblasti.

= \/Sechny smérovace ve stejné oblasti OSPF udrzuji
identickou kopii databaze stavu propojeni (LSDB).
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Konfigurace Multi-Area OSPF a zjisténi
rozhrani ABR

Example 9-1 Sample Multi-Area OSPF Configuration

R4
router cspf 1
router-id 192.168.4.4
netwerk 10.24.1.0 0.0.0.255 area 1234

network 10.45.1.0 0.0.0.235 area 0

RS

router caspf 1

router-id 182. 9.
Area 0 Area 56 network 10.45.1.0 0.0.0.255 area 0
network 10.53€.1.0 0.0.0.255 area 56

Area 1234

10.123.1.0/24

10.24.1.029 om, 10.45.1.024 G, 10.56.1.0124 oy
10.24.1.9
LR L RG

& &

\‘\-/\/ Example 9-2 Verifying Interfaces for ABRs
ABR ABR

Ri# show ip ospf interface brief

&S 1033.0024
=

Interface PID Lrea IF Zddreszs/Maszk Co2t State Nkrs F/C
. S . Ei0/0 1 0] 10.45.1.4/24 1 DR 1/1
Figure 9-3 OSPF Multi-Area Topology Lo/ /

S=l1/0 1 1234 10.24.1.4/2¢% o4 BZE 1/1

R:# show ip ospf interface brief

Interface FID Area IPF Address/Mask Cost State Nbrs F/C
Gil/0 1 ] 10.45.1.5/24 1 DR 1/1
Gid/1 1 36 10.56.1.5/24 1 BDR 1/1




OSPF Intra-Area (O) and Interarea (O |IA)
trasy

Area 1234

= 2 10.45.1.0/24

10.56.1.0/24 @,

10.123.1.0/24 10.24.1.0/29
S =
% 10.3.3.0/24

Figure 9-3 OSPF Multi-Area Topology
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Example 9-3 OSPF Routing Tables for Sample Multi-Area OSPF Topology

Fl#% show ip route | begin Gateway

Gateway of last resort is not set

10.0.0.0/8 is wvariably subnetted, & subnets, 3 masks
! The following two routes are OSPF intra-area routes as they all come from

! Area 1234

O 10.3.3.0/24 [110/20] wia 10.123.1.3, 00:12:07, GigabitEthernetd/0
0 10.24.1.0/29 [110/74] wia 10.123.1.2, 00:12:07, GigabitEthernet0/0
! The following two routes are OSPF interarea routes as they all come from
! outside of Area 1234

O IA 10.45.1.0/24 [110/84) wia 10.123.1.2, 00:12:07, GigabitEthernet(/0
o IA 10.56.1.0/24 [110/94] wia 10.123.1.2, 00:12:07, GigabitEthernet0/0
c 10.123.1.0/24 is directly connected, GigabitEthernet0/0

Example 9-4 OSPF Routing Table for ABR R4

R4# show ip route | begin Gateway

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 7 subnets, 3 masks
10.3.3.0/24 [110/66] via 10.24.1.2, 00:03:45, Seriall/0
10.24.1.0/29 is directly connected, Seriall/0
10.45.1.0/24 is directly connected, GigabitEthernet0/0
IA 10.56.1.0/24 [110/2] via 10.45.1.5, 00:04:56, GigabitEthernet0/0
10.123.1.0/24 [110/65] via 10.24.1.2, 00:13:19, Seriall/0

o o o a o




LSA Update

Internet Protocol version 4, Src: 10.123.4.2 (10.123.4.2), Dst: 224.0.0.6 (224.0.0.6)
Open Shortest Path First
¥ OSPF Header

- LS Update Packet
Number of LSAs: 1 /"' LSA Type
5 LS Type: Router-LSA
LS Age: 1 seconds LSA AQE

Do NOT Age: False
¥ options: O0x22 (DpC, E)
Link-State advertisement Type: Router-LSA (1)

Link State ID: 102.168.2.2 Advertising Router
Advertising Router: 192,168.2.2 (192.168.2.2)

LS Sequence Number: 0xB0000007 LSA SEQUE“EE

LS Checksum: 0x3653

Length: &0

# Flags: 0x00
Number of Links: 3

i Type: stub ID: 192.168.2.2 Data: 255.255.255.255 Metric: 1 — .
) Type: Transit ID: 10.123.4.4 pata: 10.123.4.2 Metric: 10 Link IDs
# Type: Stub ID: 10.2.2.0 Data: 255.255.255.0 Merric: 10

Figure 9-4 Packet Capture of an LSA Update for the Second Interface



Jak vidim sit za

Area 1234 Area 0 Area 26

, 10.45.1.0/24
(1)

, 10.56.1.0/24
(1)

10.56.1.0/24
Metric 2

Figure 9-11 Visualizarion of 10.56.1.0/24 Type 3 LSA from Area 1234



Po které ceste pujdete?
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Figure 9-15 [Inrerarea Route Selection




Pres ktery router pujdete od R1 k R47?

Figure 9-14 [ntra-Area Routes over Interarea Roures



Reseni

Example 9-6 RI's Routing Table for the 10.4.4.0/24 Network

Hl# show ip route 10.4.4.0

Routing entry for 10.4.4.0/24
Known via "ospf 1", distance 110, metric 111, type intra area
Last update from 10.13.1.3 on GigabitEthernet0/1, 00:00:42 ago
Routing Descriptor Blocks:

* 10.13.1.3, from 10.34.1.4, 00:00:42 ago, via GigabitEthernet(/1

Route metric is 111, traffic share count is 1




Jaka cena a prefix po sumarizaci bude
spravne v Area 0?

: («/\ \
172.16.46.0/24 e
\_ Area 1 Area 0 j

Figure 9-17 The Impact of Summarization on SPF Topology Calculation



Sumarizace

area area-id range network subnet-mask [advertise | not-advertise] [cost metric]

Z\
Summary Route

10.1.0.0/18

Area 1 Area 0

Figure 9-18 Topology Example with Summarization



Uvedte vysledny prefix v Area 0 po
sumarizaci

172.16.1.0/24
172.16.2.0/24
172.16.3.0/24

172.16.0.0/20

172.16.15.0./24
Area 1

Area 0

Type 1 LSA I\ I Type 3 LSA



Sumarizace

area area-id range network subnet-mask [advertise | not-advertise] [cost metric]

172.16.1.0/24
172.16.2.0/24
172.16.3.0/24

172.16.0.0/20

172.16.15.0./24
Area 1

Figure 9-19 OSPF Interarea Summarization



Priklad

10.12.1.0/24 10.23.1.0/24

Area 12 Area 0

Figure 9-21 OSPF Interarea Summarization Example



Pred sumarizaci

10.12.1.0/24

Area 12

Example 9-7 Routing Table Before OSPF Interarea Route Summarization

3% show ip route ospf | b Gateway
Gateway of last resort is not set

10.0.0.0/8 is wvariably subnetted, 5 subnets, 2 masks

O IA 10.12.1.0/24 [110/20] wvia 10.23.1.2, 00:02:22, GigabitEthernet(/1
172.16.0.0/24 is subnetted, 3 subnets

o IA 172.16.1.0 [110/3) via 10.23.1.2, 00:02:12, GigabitEthernet(/1

o IA 172.16.2.0 [110/3) via 10.23.1.2, 00:02:12, GigabitEthernet0/1

o IA 172.16.3.0 [110/3) wvia 10.23.1.2, 00:02:12, GigabitEthernet0/1




Sumarizace

Example 9-8 R2’s Inrerarea Roure Summarizarion Configuration

router ospf 1

router-i1d 192.168.2.2

area 12 range 1/2.16.0.0 255.255.0.0 cost 45
network 10.12.0.0 0.0.255.255 area 12
network 10.23.0.0 0.0.255.255 area 0




Po sumarizaci

10.12.1.0/24

10.23.1.0/24 %

Figure 9-21 OSPF Interarea Summarization Example

Area 12

Example 9-9 Rouring Table After OSPF Interarea Route Summarizarion

R3¢ show ip route ospf | begin Gateway

Gateway of last resort 1s not set

10.0.0.0/8 1is variably subnetted, 3 subnets, 2 masks
0 IA 10.12.1.0/24 [110/2] wia 10.23.1.2, 00:02:04, GigabitEthernet0/1
O IA 172.16.0.0/16 [110/46] wvia 10.23.1.2, 00:00:22, GigabitEthernet0/1




Co s podsiti, ktera neni?



NullO

Example 9-10 Discarding a Route for Loop Prevention

RZ2# show i1ip route ospf

Gateway of last resort

172.16.0.0/16 1is
3L i Lo 8 B )
172.16.1.0/24
172.16.2.0/24
172.16.3.0/24

c © O ©O

| begin Gateway

is not set

variably subnetted, 4 subnets, 2

is a summary, 00:03:11,
[110/2] wvia 10.12.1.1,
[110/2] wvia 10.12.1.1,
[110/2] wvia 10.12.1.1,

NullO
00:01:26,
00:01:26,
00:01:26,

masks

GigabitEthernet0/0
GigabitEthernet0/0
GigabitEthernet0/0




Jak odfiltruji pro area 0 na R2 cestu do
172.16.1.0_

72
2 76, )
&

172.16.2.0/24 10.12.1.0/24 10.23.1.0/24 m

B Area 0 Area 34
/E'\K—v—/\,\/\/\v—/
A




Filtrace se sumarizaci

Example 9-11 R2’s Configuration for Filtering via Summarization

R2# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

R2 (config) # router ospf 1

R2 (config-router)# area 12 range 172.16.2.0 255.255.255.0 not-advertise

Example 9-12 \Verifying Removal of 172.16.2.0 from Area 0

Fi§ show ip route ospf | begin Gateway

Gateway of last resort is not set

10.0.0.0/8 is wvariably subnetted, 3 subnets, 2 masks

172.16.0.0/24 15 subnetted, 2 subnets

0 IA 10.12.1.0/24 [110/3] wia 10.34.1.3, 00:02:24, GigabitEthernet0/0

O IA 172.16.1.0 [110/4] wvia 10.34.1.3, 00:00:17, GigabitEthernet0/0
O IA 172.16.3.0 [110/4] wvia 10.34.1.3, 00:00:17, GigabitEthernet0/0




Problem: 172.16.1.0/24 potrebuji v Area0
ale ne v Area34

7
9787
0
S /m\
172.16.2.0/24 10.12.1.0/24 102310;’24

m - -
N

Figure 9-22 Expanded Topology for Filtering Routes
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Reseni:

area area-id filter-list prefix prefix-list-name {in | out

Example 9-13 Configuring OSPF Area Filtering

R2
ip prefix-list PREFIX-FILTER seq 5 deny 172.16.1.0/24
ip prefix-list PREFIX-FILTER seq 10 permit 0.0.0.0/0 le 32
!
router ospf 1
router-id 192.168.2.2
network 10.12.1.0 0.0.0.255 area 12
network 10.23.1.0 0.0.0.255 area 0
area 0 filter-list prefix PREFIX-FILTER in

1
router ospf 1

router-id 192.168.3.3

network 10.23.1.0 0.0.0.255 area 0

network 10.34.1.0 0.0.0.255 area 34

area 0 filter-list prefix PREFIX-FILTER out




Lokalni filtrace pomoci distribucniho
seznamu

Example 9-16 Verifying rhe OSPF Distribure List

_— o . R2# show i t £ | begin Gat
Example 9-15 Configuring the OSPF Distribute List show ip route ospf | begin Gateway

Gateway of la=zt resort 12 not set

R2
ip access-list standard ACL-OSPF-FILTER
deny 172.16.3.0

10.0.0,0/8 is variably subnetted, 5 subnets, 2 masks
O IA 10.34.1.0/24 [110/2] wia 10.23.1.3, 00:02:21, GigabitEthernetd/1
172.16.0.0/24 is subnetted, 2 =ubnets

permit any
!
router ospf 1 o 172.16.1.0 [110/2] via 10.12.1.1, 00:02:21; GigabitEthernet0/0

P

router—id 192.168.2.2 0 172.16.2.0 [110/2] via 10.12.1.1, 00:02:21, GigabitEthernet0/0

network 10.12.1.0 0.0.0.255 area 12
network 10.23.1.0 0.0.0.255 area 0
distribute-1list ACL-OSPF-FILTER in Gateway of last resort 1s not set

F3i# show ip route ospf | bagin Gataway

10.0.0.0/8 is variably subnetted; 5 subnets, 2 masks

O Ih 10,12.1.0/24 [110/2] wia 10.23.1.2, 00:24:11, GigabitEthernet(/1
172.16.0.0/24 is subnetted, 3 subnets

o Ih 172.16.1.0 [110/3] wia 10.23.1.2, 00:01:54, GigabitEthernet0/1

o IA 172.16.2.0 [110/3] wia 10.23.1.2, 00:23:02, GigabitEthernet(/1

O IA 172.16.3.0 [110/3] wia 10.23.1.2, 00:23:02, GigabitEthernet(/1




