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Osnova dnesni prednasky

— Opakovani: Plagiatorstvi a akademicka etika
— Dilemma game: Chyby v datech

— |IT pro prevenci a detekci podvodneho jednani
— Certifikace s vyuzitim blockchainu
— Detekce plagiatorstvi
— Proctoringové systemy
— Detekce financnich podvodu
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Opakovani: Definice plagiatorstvi

vyuziti (myslenek, obsahu, nebo struktury) jiného dila
bez radneho uvedeni odkazu na zdroj
k ziskani urcité vyhody tam, kde se oCekava puvodni dilo

the use of ideas, content, or structures
without appropriately acknowledging the source
to benefit in a setting where originality is expected

Foltynek, T., Meuschke, N., & Gipp, B. (2019). Academic Plagiarism Detection: A Systematic Literature Review.
ACM Comput. Surv., 52(6), 112:1--112:42. https://doi.org/10.1145/3345317
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Opakovani: Definice plagiatorstvi
— Obecné vyuziti jinych zdroju bez jejich radného uvedeni

— Typicky zahrnuje
— Pouziti prace nekoho jineho a jeji prezentovani jako prace vlastni
— Nespravné citovani a odkazovani na praci nekoho jineého
— Okopirovani tabulek, obrazku, grafu atd. bez uvedeni zdroje
— Nepriznani ciziho prispéni k prezentovane praci
— Autoplagiatorstvi (opetovne vyuziti viastniho dila)

— Muze byt umysiné Ci neumysiné
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Opakovani: Co neni plagiatorstvi

— Zdroj nemusime uvadet u:
— VSeobecne znamych informaci
— Informaci vseobecné znamych v ramci daného oboru

— Cizi prispeni, ktere neovliviiuje obsah a myslenky:
— Jazykova korektura
— Typograficka korektura
— Formatovani prace

ETIKA A IT



Opakovani: Tri ,,O“ proti plagiatorstvi

— Odlisit prevzatée myslenky od vlastnich
— Odkazat na pGvodni zdroj AKSEVTHNOT
— Oznacit puvodni zdroj tak, aby Sel dohledat P[AGNORSM

 PRIRICKA PRO STUDENTY

— Foltynek a kol.: Jak se vyhnout plagiatorstvi:
Prirucka pro studenty

— https://karolinum.cz/knihy/foltynek-jak-se-vyhnout-
plagiatorstvi-24022
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Opakovani: Kritéria (spolu)autorstvi

— COPE (Comittee for Publication Ethics) prevzalo kritéria od
ICMJE (International Committee of Medical Journal Editors)

— (Spolu)autorem se osoba stava prave tehdy, kdyz spini
kazdé z nasledujicich kritérii:
— Vyznamny prinos k myslence a navrhu dila, nebo sber, analyza nebo
Interpretace dat
— Vytvareni dila nebo kritické zhodnoceni jeho myslenek
— Souhlas s vyslednou podobou dila k publikovani

— Prijeti (spolu)odpovednosti za dilo jako celek
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Opakovani: Fabrikace (vytvareni) dat

— Diederik Stapel
— Byvaly profesor socialni psychologie
— Tilburg University, Nizozemsko
— Metodika jeho prace
— Vymyslel experiment (hypotézy, metodika, dotaznik,...)
— Predstiral, ze jej provedl
— Vytvoril vSsechna data tak, aby podporovala hypotézu

— Obri skandal v roce 2011 otrasl Nizozemskem
— Ztrata duveéry spole¢nosti ve védeckou komunitu
— Prilezitost k nastaveni procesu, které vyznamné zvysily kvalitu vyzkumu
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Opakovani: Falsovani dat

Wakefield, A., et al. (1998): lleal-lymphoid-nodular hyperplasia, non-
specific colitis, and pervasive developmental disorder in children. The

Lancet. 351 (9103): 637-41

— Clanek ,prokazujici“ spojitost MMR vakciny a autismu
— Zmanipulovany vybér pacientu
— Vyzkum financovan vyrobcem konkurencni vakciny

— Stazen v roce 2010 H
A o
— Stale zije na konspiracCnich serverech <
— Posiluje nedaveéru k ockovani y
v 4

T VACCINES STILLDON'T
CAUSE AUTISM




Opakovani: Dusledky
— Dusledky plagiatorstvi politiku (Tudoroiu, 2017)
— Obcané vnimaji vzdelavaci systém jako zkorumpovany

— Skandaly snizuji duvéru obanu v demokratické instituce

— ,,[Plagiatorstvi] predstavuje primou, agresivni a u¢innou hrozbu
pro demokracii jako takovou*

— Lze zobecnit i mimo plagiatorstvi a mimo politiku
— Skandaly nejsou jen problem konkretni osoby Ci instituce!

ETIKA A IT
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Opakovani: Dusledky podvadéni

— Studenti dostavaji kredity/diplomy za praci, kterou
neudelall

— Nedosahli pozadovanych
vystupu z uceni

— Je ohrozena duvéra
ve vysokoskolske diplomy
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Opakovani: Priciny podvodného jednani

— Tlak / Motiv

— Potfebuji ukondit predmeét/studium
— Potrebuji vice publikaci

— Prilezitost
— Nedostate¢na detekce
— Racionalizace

— Pocit, ze to delaji to vsichni
— Zhodnoceni rizik a zisku

DavidBailey [CC BY-SA 4.0]
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Dilemma Game

Obrazky generovany nastrojem Midjourney /imagine people arguing ethical dilemmas



Dilema: Chyby v datech

V ramci svoji zavéreCné prace zpracovavate data z datasetu, ktery je na fakulté
bézné vyuzivan.

Zjistite, ze data obsahuji znacné mnozstvi chyb (chybgjici udaje, zjevné chybné
hodnoty,..o.l), kterymi se dosud ne{spls nikdo nezabyval. Opravit chyby by vam
zabralo pul roku a alternativni dataset neexistuje.

Vedouci prace navrhuje drzet se ,bézné praxe®, tedy o chybach micet.
Co je spravné v této situaci udélat?

Najdete si Cas na dukladné prozkoumani problému, i kdybyste mél(a) odlozit
odevzdani prace.

Zajdete za vedoucim katedry Ci dekanem a pozadate o provereni vSech
vyzkumnych projektu, které dataset vyuzivaly.

Zménite téma prace, abyste s témito daty nemusel(a) pracovat.

Spojite se s témi, ktefi pouzivali data pred vami. Pokud budou chtit, abyste o
chybach pomicel(a), tak to udélate.

o0 W »
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Vyuziti
blockchainu pro
overovani
certifikati




Falesne diplomy

— Falesné diplomy existujicich univerzit axact
— ,Pravé” diplomy neexistujicich univerzit

— Falesné ,Transcript of records® vyménnych studentu

— Priblizne 30 % lidi uvadi nepravdive udaje v CV

— ReSenim je duvéryhodné potvrzeni, ze urcity dokument
— Existoval (byl vytvoren) v daném cCase
— Byl vydan urcitou instituci (osobou)
— Tato instituce (osoba) méla pravo dokument vydat

— Je treba nemanipulovatelna databaze s Casovymi razitky
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Zakladni princip blockchainu

— Kazdy blok obsahuje
— Data
— Casové razitko
— Hash predchoziho bloku

— Zmeéna dat v jednom bloku - Zména hashe - zména vSech nasl. bloku

— Distribuovanost blockchainu + vhodny konsenzualni algoritmus zajisti
nemennost dat

EM-L Block 5
GENESIS Prev_Hash Prev_Hash Prev_Hash Prev_Hash

Timestamp Timestamp Timestamp Timestamp Timestamp
DATA DATA DATA DATA DATA
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Vyuziti blockchainu

— Kdy ma smysl pouzit blockchain”
— Nemeénna data
— Hashovana nebo Sifrovana data
— Vice ucastniku
— Vzajemna neduvéra
— Kryptomeny
— Chytré kontrakty

— Logovani informaci
— Logistika, pojistovnictvi, Casova razitka,...

— Blockchain poskytuje duvéryhodnou platformu

ETIKA A IT
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Ovérovani certifikati pomoci blockchainu

— Hash udaju z certifikatu je ulozeny na
blockchain BLOCKCERTS

— Spolu s casovym razitkem a digitalnim
podpisem vydavatele

— Kdokoliv muze ovérit pravost
— Z hashe nelze zjistit osobni udaje

The Open Standard For Blockchain Credentials

2% BCdiploma

blockchain digital credentials

v Certifaction
bloX'berg
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Detekce

plagiatorstvi

Even popular ex-president of the United States has been accused of plagiarism. Before the
elections in 2008, he used a speech which resembled notably an older speech of another
politician. The other politician was Obamas's friend and both claimed afterwards that they
prepared the speech together. DiiiaISERERoEZzedIoRNoNSUNcERIIdRmITHE
co-authoritarianism of the other politician.

Let’s stay in the politics for a while. In most of the following cases we are going to talk
about plagiarism in dissertation theses. With dissertation theses students finish their
doctoral studies, it is the highest level of university studies, where they gain degree PhD
which is added behind their name.

HESCRBEGURRISSERENEH | contains no minor plagiarism offenses, except for blows and
conclusions that are not part of Guttenberg wrote almost nothing alone - he copied the
absolutely low results of your work from various foreign texts. In fact, he wrote only the

introduction and conclusion.
When this fraud occurred and appeared in the media, Mr. Guttenberg himself renounced

B Ten taken from him at his university when she investigated the case. The title of
Ph.D. it is not suitable for being against a government in which there has been a wave of
resistance against former favorite ministers, who turned out to be a fraudster who had
not resngned from Guttenberg as mlmster and then left the others aside. Thus, &

Like him, former

Karl zu Gutteberg is definitely not the only one of the German politicians.
Minister of Education Annette Schavan ended up. This September, the current Secretary
of Defense Ursula von der Leyen was accused of plagiarism.

In 2012, it turned out that almost the entire text is actually a translation of several
previously published works in other languages. After the investigation, the President gave
up his title and resigned as President. Interestingly, according to polls, the majority of the
Hungarian public did not consider resignation necessary.

Vladimir Putin has also been accused of plagiarizing his dissertation - the core part of his
work (and six pictures) is identical to an earlier work written by Pittsburgh University.
Plagiarism has never been proven, and both the Russian President and his university rule
itout.

Plagiarism was even the cause of the war. Before the outbreak of the Iraq war in 2003, the
US used plagiarism as one of the evidence that Saddam Hussein is lying about the state of
arms in Iraq. When the US wanted a declaration on the Iraqi arms program, the dictator
took the UN report on Iraqi weapons, erased any criticism of its country from it, and
simply copied the rest and sent it to the US as part of the required declaration. Why write
something that others have already found out about us.



Tri urovne detekce plagiatorstvi
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Detekce plagiatorstvi: Formulace problému

— Extrinsic plagiarism detection
— Nalezt potencialni zdroje plagiatorstvi
— Hledame podobnosti mezi ruznymi dokumenty

— Instrinsic plagiarism detection
— Nalézt mista, kde se meni autorsky styl
— Hledame ruznorodé ¢asti v ramci jednoho dokumentu

ETIKA A IT 22



Detekce plagiatorstvi: Typologie metod

— Lexikalni vrstva
— Znakove nebo slovni n-gramy
— Vektorove prostory

— Syntakticka vrstva
— Slovni druhy, skladba vety
— Syntaktické grafy

— Sémanticka vrstva
— Latentni sémanticka analyza, explicitni sémanticka analyza
— Knowledge graphs

— Kombinace metod
— Strojové uceni

ETIKA A IT 23



Presnost metod

— Copy-paste = 100 %
— Nahrazeni synonym = 90 %
— Preskladani slov = 90 %

— ldentifikace parafrazi = 80 %
— Sumarizace = 75%
— Prekladové plagiatorstvi = 70 %

— Strukturni Ci mysSlenkove plagiatorstvi ???

ETIKA A IT

Implementovano,
vyuzivano

Probiha vyvoj

Obtizny problém

24



Rozpoznavani autorstvi

— Presnost soucasnych metod ROBERT CALBRAITH

— Rozpoznani zmény stylu = 60 %

y r r THE
— Seskupovani podle autorstvi = 60 % UCKOO S
— Predikce materského jazyka = 65 — 85 %

— Rozpoznani pohlavi autora = 80 %
— Odhad veku autora = 50 — 55 %

— Robert Galbraith: The Cuckoo’s Calling (2013)

— SkutecCna autorka: J.K. Rowling

— Viz https://www.scientificamerican.com/article/how-a-
computer-program-helped-show-jk-rowling-write-a-
cuckoos-calling/
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Detekce plagiatorstvi z Wikipedie

| e £
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-
N s | £ £
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Copy-paste 3.6 4,4 4,6 2,0 1,6 1,5 4,4 4,6 3.6 4.3 4.9 4.9 5.0 5.0 4.5
Synonyms 3.0 3,9 2,9 1,0 0,8 1,1 3.6 4,4 1,8 3.8 3,9 4.1 3,3 4,6 2,b
Paraphrase 2,1 1,9 1,4 0,1 0,6 0,8 1,9 2,8 0,9 2,2 2,0 2,1 1,5 2,9 1,2

Maximum score: 5

Foltynek et al. (2020): Testing of Support Tools for Plagiarism Detection. International Journal of
Educational Technology in Higher Education, 17(46). DOI 10.1186/s41239-020-00192-4
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Coverage and Usability
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in your work. From individual students to lecturers and institutions, Viper is
the plagiarism checker of choice for thousands of people every month. @ Marketind

Maceo Ewndmcs

peycoiogy
a @

° English Litecatu®

o &
@ @ gusiness

& © €

amemally, 3 tothe !

Powerful features

With its easy-to-use interface and highly detailed scanning : o e be iggered and MO i there
process, it only takes three simple steps for Viper to review your
document for plagiarism and produce a full report.
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Simply select your document using the Viper online app and submit it to
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Pozor na podezrele nastroje zdarmal

— How does Viper use my essay/dissertation?

— “When you scan your work for plagiarism using Viper Premium it will
never be published on any of our study sites.”

— Nektere nastroje jsou napojené na parafrazovaci sluzby

Results
Article editing deals with the taking in info and expressing it in a very new . needs a comprehensive vocabulary
research, time and toil.
Rewriting a content might take hours if done manually. Well, the time isn't the leisure . operating laborious
definitely pays off howewver it a hefty of your time, and therefore the production of content becomes lesser

Zdroj obrazku:

m https://www.duplichecker.com/
article-rewriter.php
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Proctoringove systemy

— Problém: Podvadeni behem (online) zkousek
— Proctoringove systemy umoznuiji
— Ovéreni totoznosti rozpoznavanim obli¢eju a prukazu totoznosti
— Detekce a upozorneni v pripade, ze
— Zkouseny neni pritomen
— Je pritomna jina osoba

— Objevi se nepovoleny predmet (mobilni telefon, kniha)
— Jsou slyset hlasy

— Pravidelné snimani obrazovky

— Jak vnimate vyuziti takovychto systému?
— Na univerzite

— V jiném prostredi (jazykove a dalsi certifikace, najimani novych
pracovnikdu,...)

ETIKA A IT
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Stanovisko MU k online proctoringu

— Jednoznacnée nedoporucujici

— Etické a koncepcCni duvody
— Neslucitelnost s hodnotami MU — duvéra, respekt, dustojnost
— Moznost obejit system
— Nepriméreny zasah do soukromi
— Problematické vyuzivani umelé inteligence

— Pravni duvody
— Zasah do prav studentu - Nutnost souhlasu studentu
— Jina forma ukonceni pro studenty, ktefi odmitnou
— Ukladani videozaznamu, GDPR

— Technické duvody
— Naroky na technické vybaveni (2 kamery)
— Naroky na internetoveé pripojeni
— Potreba IT asistence pro studenty

ETIKA A IT
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Detekce financnich podvodu

— Falsovani ucetnich dat, pojistné podvody, podvodne platby

— Strojove ucCeni z historickych dat
— Znami podvodnici
— Znamé vzorce chovani podvodniku

— Detekce abnormalnich aktivit

— Pfiklad odhalovani podvodu: Benforduv zakon

— Prvni Cislice nemaji rovhomeérné rozdéleni
_ Cislice 1 je na prvnim misté& cca v 1/3 pfipadtl, nejméné ¢asta je &islice 9
— Rovnomeérné rozdeleni - vétsi pravdepodobnost podvodu

ETIKA A IT
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Pristi tyden (4. kvetna)

— Tema: Etika umele inteligence

— Prednaska bude pouze online!!!

—  Ukoly: Pfegist si
— Ethics in Al: Introduction to the special issue

— Scientists Built an Al to Give Ethical Advice, But It Turned Out Super
Racist

— 11. kvétna prednaska bude i pres rektorské volno
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