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O mne

— 2012-2016: Bc. Obecna matematika, PrF MUNI

— Nabirani zkusenosti

— 2016: QA a strojove uceni v Honeywellu
— 2017-2018: Zakazkovy vyvoj softwaru ve Ytec (NL)

— 2018-2020: Mgr. Bezpecnost informacnich technologii, FI MUNI

— Staz v Invasys, spoluprace s CRoCS, forenzni analyza,...
— 2020—nyni
— Dobrovolnicka pomoc béhem pandemie Covidu

— Information security and cryptography (PV080 @ FI), cviCici a Clen core group
— Eticky hacker, bug bounty hunter

— 2022—nyni PhD @ CRoCS pod doc. Petrem Svendou MU
|
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Disclaimer

Prednaska ma pouze vzdeélavaci charakter a prednasejici nenese
odpovédnost za pfipadné nasledné Ciny posluchacu. Zejména za to,

zda budou eticke.
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Osnova prednasky

— Mysleni hackera

— Fyzicky a digitalni svet
— Platformy a programy
— Reportovani chyb

— Priklady zranitelnosti:
— GitLab demo
— (Omylem) uniklé pristupové tokeny
— EUDCC: Duplikatni certifikaty v produkénim a testovacim prostredi

— ROCA
Diskuze a otazky > prednaska


https://github.com/eu-digital-green-certificates/dgc-overview/security/advisories/GHSA-xcvc-p4fw-qmcj

Mysleni hackera

hackers

heroes of the computer revolution

steven levy




Mysleni hackera

— Zpusob mysleni a pristupovani k systému

— Testovani tvrzeni o systemu

— Duavefdf—ate proveruj

— Vyuziti systému v plném rozsahu
— Hackers: Heroes of the Computer Revolution (Steven Levy)
— Pocatky hackerstvi nejen na MIT, 1960+

— Hackovat neznamenalo vzdy rozbijet (Spacewar)
— Doba mainframe pocitacu a dérnych stitkd

— LOpht Heavy Industries, Guild of the Grumpy Old Hackers

— Pohled hackera vs. vyvojare vs. uzivatele webové stranky

MUNI
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https://youtu.be/1EWQYAfuMYw?t=778
https://www.youtube.com/watch?v=VVJldn_MmMY
https://ggoh.info/
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Hacking & bug bounty hunting

— Neustalé uCeni se novych véci, technologii, jazyku
— Umeni jit do sirky nebo se ponorit do hloubky

— Cit pro detail, vzorce a anomalie

— Kreativni mysleni a domysleni

— Schopnost komunikace

— Volnost na ukor rezimu shora

— Neutuchajici zvédavost a fascinace moznostmi

— Moralni a etické otazky



Fyzicky a digitalni svet
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Fyzicky a digitalni svet
— “Chyba” ve fyzickém vs. digitalnim svéte

— Rychlost sireni teto chyby
— Rozsah jejiho dopadu

— Zamysleny i nezamysleny
— Jednoduchost zneuziti (a zopakovani) této chyby
— Reprezentace informace (v bitech)



HI, THIS 1S OH, DEAR - DID HE
YOUR SON'S SCHOOL. | BREAK SOMETHING?
WVERE HAVING SOME

COMPUTER TROWBLE. | "N "“ W"‘Y

o %m

Exploits of a Mom - https://xkcd.com/327/

DID YOU REALLY WELL, WEVE LOST THIS
NAME YOUR SON YEAR'S STUDENT RECORDS.
Robert'); DROP I HOPE YOURE HAPPY.
TABLE Students; -~ 7 \,\
AND I HOPE
~OH.YES UTTLE - YOUVE LEARNED
BOBBY TABLES, :  TOSANMZE YOUR
WE CALL HIM. DATARASE INPUTS,
MUNI
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https://xkcd.com/327/
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Priklady

Fyzicky svét
— Nalezené klice
— (Lesni) pozar
— Pandemie
— Dlouhodobé dopady?

— Zivotni prostfedi, olovnaty benzin

Digitalni svet

— Digitalni podpisy/Auth token
— SQL injekce

— Ransomware/viry

— Remote Code Execution

— 0O-click iMessage, more 0-click

— Cross-Site Scripting (XSS)
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https://www.youtube.com/watch?v=IV3dnLzthDA
https://googleprojectzero.blogspot.com/2021/12/a-deep-dive-into-nso-zero-click.html
https://googleprojectzero.blogspot.com/2023/03/multiple-internet-to-baseband-remote-rce.html

X . . B
b@ INTIGRITI For companies For researchers Public programs  Leaderboard

Europe's #1 ethical
hacking and bug bounty
platform

P I atfo rm y a Want to launch a bug bounty program? Want to hunt for vulnerabilities?

eeeeeee

+300 +40,000 +3 mio
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Platformy

— Umoznuji registraci hackerum i firmam
— Priklady: HackerOne, Bugcrowd, Intigrity, Synack,...

— Moderator mezi hackerem a konkrétnim programem

— Firmy na nich vytvari programy
— Hackeri zde reportuji zranitelnosti
— Zprostredkovavaji vyplaceni bug bounties

— Chrani soukromi hackeru, programu
— Gamifikuji hledani chyb

— Signal, impact, reputace, ranking


https://hackerone.com/
https://www.bugcrowd.com/
https://www.intigriti.com/
https://www.synack.com/company/

l1ackerone SOLUTIONS v PRODUCTS v PARTNERS v COMPANY v HACKERS v RESOURCES v

Hacktivity

See the latest hacker activity on HackerOne

Sort
A @ Reflected xss in https://sh.reddit.com r
>ed J
Popular 39 By abhiramsitatoReddit =~ ® Resolved @« High $5,000.00
A @ Able to bypass email verification and change email to any other user email
9 | 1 «11':‘.‘ q
Type 00 By bisesh to Reddit ® Resolved & High $5,000.00
All
Misconfigured Rate Limit in Sending Notifications to the Victims Phone Via the Endpoint " /faxes
Bug Bounty A _ : l 1
4 /inbox'
O Published By shamim_12__ to Alohi ® Resolved Medium
@® Disclosed
Ao @ Multiple IDORs in family pairing api ’ A i
56 Bys3ctoTikTok @ Resolved e Higl
Filter

_] Collaborations Global default settings page is accessible to non-administrators

By dyls to Phabricator ® Resolved $300.00

o P
©

HackerOne - https://hackerone.com/hacktivity |\I| U |\| I
F 1


https://hackerone.com/hacktivity

bugcrowd

All 307 v

who We Are

sort:promoted-desc

307 results matching search - Find charity programs using charity:true

| Recent ’

CINTRAST

Contrast Security
Contrast automatically detects
and fixes vulnerabilities and ...

M Points-52,000
per vulnerability

‘ Recent ‘

O

Gearset: Managed Bug
Bounty

Industry-leading DevOps solutions
for every Salesforce team

M $200-56,000
per vulnerability

@ safe harbor

Bugcrowd - https://bugcrowd.com/programs

Products Resources

‘ Recent ‘

Latitude Financial Services
Vulnerability Disclosure...
Latitude believes in helping
people from all walks of life pr...

@ safe harbor

Customers

CrowdStream

SEEK
SEEK is a diverse group of
companies that have a unified

purp...

M $50-510,000
per vulnerability

Partial safe harbor

MUNI
ol


https://bugcrowd.com/programs

Europe's #1 ethical
hacking and bug bounty
platform

Want to launch a bug bounty program? Want to hunt for vulnerabilities?

9 9

ACTIVE PROGRAMS RESEARCHERS BOUNTIES PAID

+300 +40,000 +3 mio

Intigrity - https://www.intigriti.com/

floerer

REFRESH

MU I
F 1
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Programy

— Verejné a skryté
— Skryté programy jsou nabizené na zaklade

— Moznosti programu
— Schopnosti hackert

— Definuji vlastni politiku = pravidla hackovani
— Politiky mezi programy se lisi

— Pouziti automatizovanych nastroju/skenu
— Finan¢ni ohodnoceni (bounties)

— Assets (napr. IP adresy, domeény, Android/iOS aplikace,...

— In scope: hackovani téchto produktu je povoleno
— Out of scope: hackovani téchto produktl je zakazano



O Search or jump to... Pull requests Issues Marketplace Explore

CRoCS

@ Faculty of Informatics, Masaryk Univ...

(W Overview [J Repositories 77 [ Projects

Pinned

[ roca Public

ROCA: Infineon RSA key vulnerability

@ Python Yy466 Y 94

Centre for Research on Cryptography and Security

¢ https://crocs.fi.muni.cz *._;Verified:]'

Q@ Packages AR People 6

] JCAIgTest Public

Automated testing tool for algorithms from JavaCard API
supported by particular smart card. Performance testing of
almost all available methods. The results for more than 100+

cards.

Q@Java vrs8l %36

Aplikace na sdileni kodu a spoluprace (Git “web frontend”)

https://qgithub.com/crocs-muni/

Top languages

® Python @ Java @

MUNI
F 1


https://github.com/crocs-muni/

How people build software

https://bounty.github.co
m - @githubsecurity

Reports Assets Average
resolved N bounty
980 scope $617
25
Pfehled BBP GitHub - https:/hackerone.com/github MUNI

ol


https://hackerone.com/github

Rewards

@  Low & Medium & High e Critical
$2,000 $10,000 $20,000 $30,000
$617 $4,000 $10,000 $20,000

See https://bounty.github.com/index.html# severity-quidelines for more information about the above.

Last updated on July 1, 2021.




Proc je hackovani GitHubu legalni?

Legal safe harbor

e \We consider security research and vulnerability disclosure activities conducted consistent
with this policy as “authorized” conduct under the Computer Fraud and Abuse Act, the
DMCA, and other applicable computer use laws such as Cal. Penal Code 502(c). We waive
any potential DMCA claim against you for circumventing the technological measures we
have used to protect the applications in this bug bounty program's scope.

[...]

e If your security research as part of the bug bounty program violates certain restrictions in
our site policies, the safe harbor terms permit a limited exemption.

Vytazek z https://hackerone.com/qithub, zvyrazneni pridano.

DMCA = Digital Millennium Copyright Act
; M?NI

|:



https://hackerone.com/github
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Z politiky Paypalu

Ownership of Submissions

As a condition of participation in the PayPal Bug Bounty Program, you hereby grant PayPal, its
subsidiaries, affiliates and customers a perpetual, irrevocable, worldwide, royalty-free,
transferrable, sublicensable (through multiple tiers) and non-exclusive license to use,
reproduce, adapt, modify, publish, distribute, publicly perform, create derivative work from,
make, use, sell, offer for sale and import the Submission, as well as any materials submitted
to PayPal in connection therewith, for any purpose. You should not send us any Submission
that you do not wish to license to us. [...]

Vytazek z https://hackerone.com/paypal, zvyraznéni pridano.

MUNI
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https://hackerone.com/paypal

Scopes

In Scope

Domain

GitHub.com

GitHub.com is our main web site. It is our most intricate application with a
number of user inputs and access methods. GitHub.com is built on Ruby on
Rails and leverages a number of Open Source technologies.

Rewards range from $555 up to $20,000 and are determined at our
discretion based on a number of factors. For example, if you find a reflected
XSS that is only possible in Opera, and Opera is \<2% of our traffic, then the
severity and reward will be lower. But a persistent XSS that works in
Chrome, at >60% of our traffic, will earn a much larger reward.

e Critical

You can find the app at https://github.com.

© Eligible



https://hackerone.com/github
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Existujici programy

— Internet Bug Bounty Program

— OpenSSL, Curl, Ruby (i Rails), Python, Rust
— Bounties spozorované od ruznych firem

— Google’s Bug Hunting community
— Patch rewards (odmény), Open-source Security Subsidies (dotace)
— European Commission's Open Source Programme

— LibreOffice, Mastodon, Odoo, Cryptpad, LEOS
— BBP Evropskeé unie na Intigrity



https://hackerone.com/ibb?type=team
https://bughunters.google.com
https://ec.europa.eu/info/news/european-commissions-open-source-programme-office-starts-bug-bounties-2022-jan-19_en

Reportovani chyb

26

@ bitquark

Participants

(¢4

State

Reported to

Disclosed
Severity
Weakness

Bounty

CVEID

® Resolved ()

GitHub

None
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Obsah reportu (submission)

— Asset: https://api.qithub.com

— Zranitelnost: Cross Site Scripting (XSS)
— Zavaznost zranitelnosti: Low—Critical, CVSS 3.1 kalkulacka

— Proof of Concept

Shrnuti zranitelnosti a dopadu na program
Nezbytne kroky k reprodukovani zranitelnosti
Rozsah (odhadovanych) skod

Konkrétni kroky provedené hackerem


https://api.github.com
https://www.first.org/cvss/calculator/3.1#CVSS:3.1

Base Score

Attack Vector (AV) Scope (S)

Adjacent (A) | | Local (L) 'Changed (C) |
' Physical (P) Confidentiality (C)

Attack Complexity (AC)

‘None (N)| |Low (L) [EIEaRC
'High (H) | Integrity (1)

Privileges Required (PR) Low (L) | High (H)
‘Low (L) | High (H) | Availability (A)

User Interaction (UI) Low ()| [Fighm))
m | Damiiirad D\ |

CVSS 3.1 - MU NI

https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N F I



https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

Po odeslani reportu...

— Cekani na triage ze strany platformy nebo programu
— V fadu dnu az tydna
— Non-applicable ~ hackovani mimo scope, ztrata signalu

— Informative ~ chyba existuje, ale neni zavazna
— Duplicate ~ chyba existuje a je zavazna, ale byli jste druzi...
— Triage
— Doplnéni dalSich informaci (napfr. jaké osobni udaje hacker ziskal)
— (Spolecné) feSeni chyby
— Obcas Castecné vyplaceni odmeény (GitLab)
— Dalsi ¢ekani
— Neékdy tzv. re-testing
— Uzavreni reportu a dalSi €ekani na vyplaceni odmeény

29



Hacking a dalsi souvislosti

— Beg bounties
— Mozna pravidla zverejnovani

— This bug is subject to a 90 day disclosure deadline. If a fix for this issue is made
available to users before the end of the 90-day deadline, this bug report will become
public 30 days after the fix was made available. Otherwise, this bug report will become
public at the deadline. (Google Project Zero, zvyraznéni pfidano) (az na vyjimky)

— Po vzajemné domluve

— Nikdy

v u AL A 4

— Chyba se tyka vice programu, balicku tfetich stran
— Eticky hacking a BBH neni nic specialniho

_ Omezené mnozstvi asu, schopnosti,... MUNI
|

|:

30


https://googleprojectzero.blogspot.com/p/vulnerability-disclosure-faq.html
https://googleprojectzero.blogspot.com/2023/03/multiple-internet-to-baseband-remote-rce.html

31

Hacking a dalsi souvislosti

— Argumentovani/presvedcovani o zavaznosti chyby

— Duvody k hackovani

Kreativni, vzrusujici a seberozvojovy konicek
Privydélek

Pomoc ostatnim lidem
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o Relative IPv4 utilization observed using ICMP Ping requests Source: Carna Botnet

Carna botnet, Darknet Diaries episode, https://darknetdiaries.com/imgs/carna.qif



https://darknetdiaries.com/transcript/13/
https://darknetdiaries.com/imgs/carna.gif
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GitLab

33

GitLab Projects v

V GitLab Community
Edition

€ Project

@ Repository

O Issues 13,009
List
Boards
Labels

Service Desk

Milestones

i) Merge Requests 721

LY

cl/cp

£y

Operations
2 Registry
o Snippets

& Members

<& Collapse sidebar

Groups v Activity Milestones  Snippets

* GitLab.org > ¥ GitLab Community Edition > Issue Boards

Development Search or filter results...

~ Open 0 4636 ®224 +

@ Trigger Token Exposed to
Maintainer/Owner of Project/Group #52260

CI/CD P33

¢ Group Ex-Maintainer Could maintain

Access to Project's Source
Code/Jobs/Pipelines/Artifacts if it had Shared
Group Runner Configured #52184

[Viznage JLEEY

[ groups J

@ Stored XSS on Pipeline License Tab
#51999

CE) GBI P3 s8

JUnit XML MR Widget: Link From Widget To
Failed Testfile #46564

[ stretch X customer J
meme requests

Clean up “ArchiveLegacyTraces" background i,‘
i with * g igration.steal

#46906

e €D CZEED XD
e

v Search or jump D@ [ ©as

Edit board o3
01351 B520 + 02418 @476  +

Wiki Page History appears to direct to wrong
link and 404s #29528

[ P2 Jplatform JREXRY backend X bug J

default-priority  default-severity @D

What does “xxxx restored source branch xxxx
4 minutes ago” mean? #28918

D s
@D default-priority  default-severity

@ Add mechanism that will discard artifacts
metadata if file is too large #8080 &3 3
P3 83

Change CI/CD endpoints returning HTML to
JSON #42378
P3 83

@ Stored XSS for Environments #53037 é

D CZED @ O CXD

Change CI/CD endpoints returning HTML to
JSON #42378
P33

Display a message that GitLab Pages are not

supported for nested groups #34589

@ s: €& O M
default-priority ~ default-severity

 frontend ]

@ Exposure of Private Project's Confidential
Issues' title and Namespace in Commit
Message #52444

(P2 X s2]
[ markdown J{ security ]

Hide trigger variables in Ul by default #20422 9,
LX)

Show enhanced information on running .j,‘
deploys in MR Widget #25140
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GitLab Demo

— Podobny produkt jako GitHub
— OpenSource
— https://qgitlab.com/qitlab-org/

— Fl a MUNI ma vlastni instance
— BBP na HackerOne; vCetné publikovanych reportu
— Arbitrary file read via the UploadsRewriter when moving and issue

MUNI
F 1


https://gitlab.com/gitlab-org/
https://gitlab.fi.muni.cz
https://gitlab.ics.muni.cz
https://hackerone.com/reports/827052

(Omylem) uniklé
pristupove tokeny

35

c588e4f9edab64b59a46b8380062e13904cc2ef38c8c58ce2f0f3f277761b669
4457ae87006c310ca8acS5badl62de51b7ce58cc808c6de862e2d7329124386F1
6e5b301388214019d32405d873¢c3f8479bT7b081171303225ecfal0702e762ff
c588c1dd5d7a8d15dd615¢c23ebd1311f55acfOb4e3071c9f7a98dd49f46eaa2b
4b117e9702eb4cc5ebTbb64T04a7b7dead8b5fdd811672ac8b484160cca984d3f
d2522ecccd13eb0685bba20496e9d9810f0801f4bcf2a889402d86F4129319¢c5
df4d6b49b3dd16d8fb6ed523fc7b4t3854c16beabd5fdf218a326dfad787470c3
ef191f5c954d1lala743d3db1a77811f7d979c7db3646743e0de3d60843e2a6e98
fbaf2d5f5ae946e152118cebfaa282d21dbdaatb97095¢c274e1708a7589d3a27
1f5330bbf2022fe9355a52bcf29ad7589ccc4f75e118848cd49e930ec8ab82b9
5c¢5ce94cl1fc9defd1lda8d6afl33c0150b02d452850eaOb5665bb511402c08d00O
Oaeeb28babb6a518f9d78addc88e2b96f5daelf821230e0f41b815bc68837ela3
fdlfeleefc87858abf8e7123c8bc2842d9cd6e718035e845%aef3d1ffacO9b68
66234bf4b8aa7088e2db6c8c46137e8594c95e06c9bb3a52e7623al18a46f043b
8627644c0OccOf3bd5d08c558501abbbed30de8atf7546b6c2bff256c40e40780
Oedbbff2d2b960d406e494461fe72c52d73d681T565c8901509a59a4bc3b079b8
fcld4cd4375c4bf2f4e4e6c6953631e6696aa287749c84976d809bbb0d5506ddeb
7350c7df9481fb939081318310edatb2370b45f4e59%9eebff8a92487a056094ad
26e413f6918f0c6f31f42844341df92f7f5f1cb7233balaa2cd81197ce5elcab
8cbel9dfde2b50e7adb68936d5d2245ccac32c9t3c241e7d2¢c246e0231982e68
3b49b103f4ceb8800ac9dcfaf2cb504eecc5e29570affablbeb9225dccOOb99ch
709d3742aa0bb644d8d7ad3ed45b231900c903cH2a8f3c3dfcf68d373adf6513
374176c9cf9afb257a03d7c505edcb66fdc20bf3ffc5f747150bb3f6ac218a617
e1473c578d9c6Td45e34e927ce1996d96d3a586d8104b4bc48bb4912806434c0
64128fe71783219dd02ee34c76267cd5b66Tcc0398aatb9blb753fd29b2a4153
accb519844d1100235ddd8c521b3e849812d4190cf84b8342bcda844242b529d
1470306a47dc3ddeea948b7ffe3225d8ad4cd06128baddcf7691464ab032990c4
01107698775ab70c733c584a72cb5b270285a4c8716a351a025¢c18388282¢c48b
b5fb706aabcc5355f48b4ce5212b77812e91clc406cf178b701c90bef17724bf
fealc347e9c8b795f0ecO9c7abb6b58cd859c21ca97c20a49c5acbd00e43e8e66
3f5ade56tb9023e36cab622636361bd18b87b3dd592deb11957e51d2e6bT188d
f89571cl14b10c3191bc225fd6eed44518a09e730d38e3ed011ea2f43ac53a3797
688353bf70061798e1c54¢c25681b6al9%abc930139ce45560630b9b35Fe019c23
bf8d174ac01e888d21d7243a9dbdbf50734c1f757f21c2dfaPabd8be9a8db96e
ab53e593ea80fb3614dbb6da776672652a4228f633ac98c53dbb72723313fc78
90f09c2f4cdb95feb91e51aa9c3b75571e2932beac1af29b8f94c7ed309ad1a8

ot “mm e exmp e T e A e e s e S a e e P P AT DR P L S iy, T N A
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(Omylem) uniklé pristupove tokeny

— Token je nahodny retezec

— Umoznuje pristup ke sluzbé
— 8537addd5d4834edf48e02fe25¢c3960370629aeed4a2711c2c9e85atc933e5540
— Nesmi byt zverfejnén (podobné jako hesla)

— Typickeé vyuziti pro Application Programming Interface (API)
— Strukturovana komunikace mezi dvéma a vice pocitaci
— Vlastnictvi tokenu umozni autorizaci pozadavku

— Rozsah autorizace Ize nékdy omezit (pouze Cteni, Cteni a zapis, Casové omezena
platnost)

— Jak muze pfristupovy token uniknout?

Il
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(Omylem) uniklé pristupove tokeny

— Reportovani tokenu
— Potfeba najit puvodniho majitele tokenu

— A nereportovat omylem napr. zlodeji tokenu
— Je vyuziti tokenu pro pristup k APl opodstatnene?

— Access tokens that don't belong to GitLab projects/groups/team members (please
contact the owner of the token, you can find their email address by querying the
/api/v4/user API) (vynatek z Out of scope HackerOne politiky GitLabu)

— Shopify a unikly token

Il
F
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https://hackerone.com/reports/1087489

EU Digital COVID Certificates System: Duplicate DSCs in Produ
Testing Environments

( Low ) mcoric-dtc published GHSA-xcve-pdfw-gmcej on Jan 17

Package Affected versions Patched versions
Technical Specifications for Digital COVID Certificates, 1.0 1.1
Volume 5: Public Key Certificate Governance ( )

— &

Description

Affected version:

« Technical Specifications for Digital COVID Certificates. Volume 5: Public Key Certificate Governance, v1.0
Fixed version:

« Technical Specifications for Digital COVID Certificates. Volume 5: Public Key Certificate Governance, v1.1

| ] 4 Description
|
- u p I c I n I A potential vulnerability has been discovered in the Governance of the public key certificates of DSC (Digital Signing Certificates) in the

EU Digital Covid Certificates (EU DCC) system, insofar the public key certificates of DSCs are re-used between production and testing
environments. This vulnerability was due to the then applicable “Guidelines for the Governance of the Public Key Certificates”, adopted
in May 2021 by the eHealth Network, whose members are experts representing Member States.

certifikaty

Immediately after receiving the report (July 20th, 2021), a discussion with the experts of Member States started on how to implement
appropriate mitigation measures and eliminate the vulnerability (DCC Community Newsletter of August 11th, 2021). To this end. the first
step was to update the “Guidelines for the Governance of the Public Key Certificates” that are managed and adopted by the eHealth
Network (Nov 17th, 2021).

As of today, the situation is as follows:

1. The updated guidelines have been adopted by the eHealth Network and now prevent the re-use of DSCs' public keys, as well as of
other public keys, between the Production and non-Production environments.
hitps://ec.europa.euhealth/sites/default/files/ehealth/docs/digital-green-certificates_v5_en.pdf

2. The onboarding process has been medified accordingly, so no country connected to the EU DCC Gateway would ever be able to
use public key certificates already used in TEST or ACC in the Production environment.

3. All the re-used public keys are changed and there are no duplicates between the production and non-production environments.

4. Periodical checks for re-used public keys between the environments are established and the Operations Team is notified.
Improvements in the codebase for preventing the uploading of duplicate public keys are scheduled. In addition, we are introducing
38 additional automatic checks and monitoring processes to reduce risks of errors.

5. All countries connected to the EU DCC Gateway do now comply with the new guidelines. No duplicates exist.

Lastly, it is worth highlighting that the only authoritative list of EU DCC public keys in Production is the one securely distributed through
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EUDCC: Duplicitni certifikaty

— European Union Digital Covid Certificate (EUDCC)
— Pas/certifikat, ktery prokaze o maijiteli:

— Prodélané Covid19 onemocnéni
— Vysledek antigenniho nebo PCR testu
— Prodélané ockovani

— Kazdy stat ma vlastni infrastrukturu

— Vydavani a podepisovani DCCs
— Aplikace pro ovérovani certifikata (€TeCka) a uschovavani (Tecka)

— DCC je digitalne podepsany narodni certifikatem
— CSCA, UPLOAD, AUTHENTICATION, DSC

— Digital Green Certificates: Security analysis not included


https://neuromancer.sk/article/28
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EUDCC: Duplicitni certifikaty

— Produkcni a testovaci prostredi
— Duplikovani produkcnich a testovacich klicu/certifikatu
— Specialni repozitar na testovani funkcnosti pro jiné staty

— Vyvoj v Case:

_ Cerven 2021: objeveni problému a reportovani na vefejném Slacku

— Cervenec 2021: stale velké mnozZstvi duplikatt

— Zari 2021: prvni oficialnéjsi reakce ze strany EU

— Listopad 2021: Cloveék, ktery s nami komunikoval oznamil, ze uz na projektu nepracuje
— Leden 2022: vydani GitHub Security Advisory

— Unor 2022: update GHSA s hlavnimi datumy

MUNI
F 1


https://github.com/eu-digital-green-certificates/dcc-quality-assurance/tree/main/
https://github.com/eu-digital-green-certificates/dgc-overview/security/advisories/GHSA-xcvc-p4fw-qmcj
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EUDCC: Duplicitni certifikaty

— Vynatky z komunikace

— Nepfripravenost na hlaseni z neoficialni strany (tedy ne od ¢lenského statu)
— Z pocatku volny deadline
— Kuvli vaznouci komunikaci pochopeni pfipadného zverejnéni



OpenAl: ChatGPT
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0 SQL translate

Code Transformation

Translate natural language to SQL queries.

Prompt

### Postgres SQL tables, with their properties:

23

# Employee(id, name, department_id)

# Department(id, name, address)

# Salary_Payments(id, employee_id, amount, date)

7

### A query to list the names of the departments which employed more
than 10 employees in the last 3 months

SELECT

Sample response

SELECT d.name
FROM Department d
INNER JOIN Employee e ON d.id = e.department _id
INNER JOIN Salary Payments sp ON e.id = sp.employee_id

WHERE sp.date > NOW() - INTERVAL '3 months'
GROLIPRY d name
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Thanks to the following researchers for reporting important security
issues:

OpenAl — ChatGPT

— Popularni model umelé inteligence

Rank Researcher Points

1 e Nagli 75

2 tess 60

— Nekolik odhalenych chyb ® -

— Web Cache Deception

Vyzaduje interakci uzivatele (kliknuti na link) 1 @ O 4o
Umozni uto€nikovi Cist metadata o uzivateli
— https://bugcrowd.com/openai s cangac3ir 10

6 . wrathfulDiety 10
7 ﬁ rez0 5
8 @ cryptographer 5
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https://twitter.com/naglinagli/status/1639343866313601024?s=20
https://bugcrowd.com/openai

— &

ROCA

44

RS, The Return of Coppersmith’s Attack:
- Practical Factorization of Widely Used RSA Moduli

Matig Nemec, Marek Sys, Petr Svenda, Dugan Klinec, Vashek Matyas
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We discovered an algorithmic flaw in the construction of pri-
mes for RSA key generation in a widely-used library of a
major manufacturer of cryptographic hardware. The primes
suffer from a significant loss of entropy. We proposed a prac-
tical factorization method that only requires the value of the
public modulus and does not depend on a weak or a faulty
random number generator. We devised an extension of Cop-
persmith’s factorization attack utilizing an alternative form

Centre for Research on Cryptography and Security, Masaryk University

of the primes in question. The library is found in NIST FIPS
140-2 and CC EAL 5+ certified devices used for a wide range
of real-world applications, including identity cards, Trusted
Platform Modules, PGP, and tokens for authentication or
software signing. The impacted devices are widespread. We
responsibly disclosed our findings to the manufacturer of the
flawed library. Our work was published at ACM CCS 2017 [1]
and received the Real-World Impact Award

Background — surprising biases in RSA public keys

Svenda et al, [2] described how cryptographic libraries gene-
rate RSA primes in various ways, introducing subtle biases in

the public keys, sufficient to classify the keys based on their
origin. Infineon smartcards produced especially biased keys.

Library: Microsolt CryptoAP) Library: Ope 1.1.0e Library: WollSSL 3.10.2 Library: mbedTLS 1.3.19 Card: Infingon JTOP 80K
P P P P
;
‘
|
Q Q Q Q . Q

The distribution of the most significant bytes of a pair of RSA primes varies for different cryptographic libraries

The properties of vulnerable keys

The distribution of the Infineon RSA primes and keys mo-
dulo small primes is irregular, unlike randomly chosen primes
and keys that are distributed uniformly modulo small primes
(left). In fact, the primes belong to a small subgroup modulo

Random primes Infineca

10 15
Rempder Remarder

The distribution of RSA keys modulo small primes

Factorization attack complexity

The complexity of the factorization depends on the size of
the keys (horizontal axis). However, due to the different para-
meters used in their generation (different values of M at the
top of the figure), the time required to break a key (vertical

a product M of small consecutive primes, what lead us to the
discovery of the structure of the primes (right). The primes
and RSA moduli suffer from a significant loss of entropy and
can be uniquely fingerprinted using a fast discrete logarithm

N=p=q

) = random prime

= (k+ M +65537" mod M); a. ke @
M=2+3+5+Tx--.2P,

Entropy in a prime

Random:

Infineon: 3 k| determined by the structure

axis, blue dots) does not strictly increase. Therefore, some
key lengths are more affected, including the common sizes of
1024 bits and 2048 bits. The attack can be easily parallelized
with independent processors to achieve a linear speedup

M, M, M3 My
219b 475 b 971b 1962 b
1075
: e Worst case factorization time .
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2107 1 48 i
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_g 10% 4 3072-bit & 3584-bit: allowed by BSI for QES .'
S 3936-bit: attack not applicable ..'
= 10% 4 @) 4096-bit: 10° CPU years K
e o
& No practical attack o
S 10% 4 . $
(%} . ™
s .
102! 4 ..° o
w
s s )
= 1012 4 < \d -
[4] . ] o N
o A e ¥
= 1n3 l -. / A

Ca' Foscari University of Venice

Coppersmith's method uses a partial
knowledge of one of the primes to
compute the factorization of an RSA
modulus. At least half of the bits of
the prime must be known. However,
the method performs faster with more Coppersmith

known bits. We use the method as a
black-box tool
,,: (known)

Making

attack practical

To attempt a factorization of a vulnerable RSA key, we guess the value of a
and compute the much larger “known" part of the prime as 65537* mod M
We then try to compute k using Coppersmith's method, what succeeds only
if the guess was correct. In the worst case, the attack will require trying half
of all the possible values of a

1024-bit prime

655379 mod M
54 bits 970 bits

For the majority of RSA key sizes, the bit length of M (and 65537° mod M)
is much larger than the required bound for the attack (one half of the prime’s
bit length). We find a smaller M" (a divisor of M), such that its size is still
sufficient, yet the size of 4" is significantly reduced when compared to a.

512 bits: bound on known bits a'
for Coppersmith’'s method

65537¢ mod M

470 bits 554 bits

Entropy in primes

The figure shows the number and origin of random bits in relation to the size
of the prime (vertical axis) for keys of given length (horizontal axis). A large
portion of prime’s bits is determined by the structure (orange) and can be
computed from the knowledge of random bits (green). Coppersmith’s attack
further reduces the required number of known bits even lower (black dots)

2048

Bits of the prime
mam Determined by the structure
= Random bits in k
Random bits in a

1024 +  Bruteforce search space (a') “ ““
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512 1024 1536 2048 2560 3072 3584 4096
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Prime size [bits)

e eretetat

e attack op! n process

Smaller values of M’ (fewer known bits) require fewer guesses on the value

of a'. However, the evaluation of each guess takes more time. We select the

parameters corresponding to the minimal overall time of the factorization.
. e -

330 320 300 280 260 340 320 300 280 260
Known bits Known bits
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ROCA

— Rok 2017, CVE-2017-15361

— Matus Némec, Marek Sys, Petr Svenda, Dusan Klinec, Vasek Matyas z CRoCSu
— https://crocs.fi.muni.cz/public/papers/rsa ccs17

rwv O

— Generovani slabych RSA kli¢u

_ Cipy od Infineon Technologies
— Rozsah na urovni nekolika zemi (Slovensko, Estonsko,
Spanélsko)


https://crocs.fi.muni.cz/public/papers/rsa_ccs17
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Shrnuti

— Zpusob mysSleni hackera
— Jednani (tedy i hackovani) s sebou nese dusledky

— Potencialne s velkymi nasledky
— Budte vSimavi a zustavejte in scope
— Pouzivejte 2FA a Password manager
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Otazky?
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Dalsi odkazy a zajimave materialy

— Steven Levy
— Lyle Bickley explains the PDP-1

— Cybercompass

— Darknet Diaries podcast

— Google Project Zero

— Hackers Testifying at the United States Senate
— Hacker news



https://stevenlevy.com/
https://www.youtube.com/watch?v=1EWQYAfuMYw
https://security.muni.cz/en/cybercompass
https://darknetdiaries.com/
https://googleprojectzero.blogspot.com/
https://www.youtube.com/watch?v=VVJldn_MmMY
https://news.ycombinator.com/news
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Zdroje

— Obrazek Hacker: Heroes of the Computer Revolution

— Poster ROCA
— https://about.qgitlab.com/press/press-Kkit/

— Screenshoty z https://hackerone.com/



https://www.amazon.com/Hackers-Computer-Revolution-Steven-Levy/dp/1449388396
https://crocs.fi.muni.cz/_media/public/papers/nemec_roca_csaw_poster.pdf
https://about.gitlab.com/press/press-kit/
https://hackerone.com/




