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Talk Overview

 Users and Data
e Visualization Categories

* Trends in Cybersecurity Visualization Research



Typical Users

Cybersecurity operations (L1)

* monitoring, countermeasures

 CSIRT, Incident handlers

Cybersecurity Analysts (L2)

* network traffic anomalies, malware analysts, penetration testing

Management (both IT and non-IT background)

* Chief information security officer (CISO), policy makers, lawyers

Cybersecurity Researchers

]
Q
]
>

e simulations, process automation, application of ML/AI



Data Sources

Operating System

Logs

Intrusion Detection

Systems

. Passive Network
Firewalls .
Analysis
Traffic Flows \_
Time-series

Packet Captures

Adapted from [1]



Complexity of Visualizations

Visualizations Complexity

Monitoring Dashboards

Analysis VA Visualizations

Simulations and
Predictions MOdeling, Explainable Al
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Characteristics

Dashboards are prevalent

e Typically easy to read, decode and understand, multiple views (panels)
Goal(s): situational awareness, trends, outliers and anomalies (e.g., peaks)
Typical visualizations: tables, line/area charts, sparklines
(microvisualizations), basic 2D charts (bar charts, heatmaps), basic

geovisualizations (choropleth, links)

Shortcuts and click-throughs allowing drill-down in analytical tools



Dashboards

“A dashboard is a visual display of the most important information needed to achieve one or more
objectives that has been consolidated in a single computer screen so it can be monitored at a glance.”
— Stephen Few, Information Dashboard Design

Provide

* current value of key measures (KPI, number of detected events, blocked IP addresses, ...)
e comparison to target measures (difference, trend)

* arange of possible values of the measures with a qualitative association (semaphore, warnings)
Types
* Operational (monitoring, single source of information)

* Tactical (planning)
e Strategic (management)



Examples: Commercial Tools

: O Last24hoursv £ ©
Status NetOps SecOps Inet Traffic MySQL DB QoS ETA/TLS DNS Office 365 Social Networks
Security sta.. Last 24 hours (generic time span) ¥ £¢ Top 10 event types by priority and count Last 24 hours (generic time span) ¥ £} The latest 10 new events Last 24 hours (generic time span) ¥ £¢
cvent type Name N Der of event Event type Name Event source largets Detection time
) ©O suTPANOMALY SMTP anomaly 26 €D SMTPANOMALY SMTP anomaly &1 172.17.107.32 0.136.226.185, 0.179.120.11, 0.246.126.78, .. 2021-03-28 21:13:20 vee
£) O DICTATTACK Dictionary attacks 22 = o
i o www.pulskom.com, 192.168.70.253, y AB- o060
£) BPATTERNS Flow-based behavior pattems 192.168.70.2 B 200.90.40-220.fwd. datafoundry.com 2021-03-28 21:05:15
E) O suackust Communication with blacklisted hosts n
£) WEBSHARE Web sharing traffic 1 102.168.70.16 B 77.48.29.200 2021-03-28 21:04:14 eee
(® ROPOICT ROP attack n
—_ s _ e == AT-VIE-ANX-R008.teamviewer.com,
cr|t|ca| prlorlty events: 81 s BRC LT Date wnlsad snceal 1" TEAMVIEWER TeamViewer traffic &N 10.0.215 B 0501 dialtelecom.cz, 2021-03-28 21:03:16 e
‘ ¥ FR-PAR-ANX-R0O16.teamviewer.com
Security issues (6 BPATTERNS Flow-based behavior patterns 24 £) SMTPANOMALY SMTP anomaly 1 172.17.107.32 0.136.226.185, 0.179.120.11, 0.246.126.78, .. 2021-03-28 21:00:40 oo
Show details i WEBSHARE Web shanng traffic 13
) BPATTERNS Flow-based behavior pattems 1 102.168.1.50 1 192.168.1.2 2021-03-28 20:25:15 oo
(8 ) TEAMVIEWER TeamViewer traffic 13
o ICMPANOM ICMP anomaly N 102.168.1.50 % node-yr.pool-1-0.dynamic.totinternet.net 2021-03-28 20:11:51 wes
(9 ] SCANS Port scanning 1
m M ICMPANOM ICMP anomaly 22 o ICMPANOM ICMP anomaly &N 192.168.1.50 " node-yr.pool-1-0.dynamic totinternet.net 2021-03-28 20:11:51 s
2021-03-27 20:30 - 2021-03-28 21:30 2]l SEHESEI A0 - NNVHB W €) sLackust Communication with blacklisted hosts &N 192.168.1.50 "% node-yr.pool-1-0.dynamic totinternet.net 2021-03-28 20:11:51 e
Event overview by type Last 24 hours (generic time span) ¥ £} ) ueLoap Data upload anomaly &N 192.168.1.50 "% node-yr.pool-1-0.dynamic totinternet.net 2021-03-28 20:11:51 oce
- ‘ 2021-03-27 20:52 - 2021-03-28 21:52 J
"" Top 10 IPs by event count Last 24 hours (generic time span) ¥ £
Event type Name Number of events
E) O SMTPANOMALY Detection of outgoing e-mail SPAM using SMTP or secured SMTP protocol 26
£) (O DICTATTACK Detection of dictionary attacks on various protocols. 22
E) O sLackusT Detection of communication with blacklisted IP addresses 1
(® rOPDICT Advanced detection method revealing dictionary attacks on Remote Desktop Protocol 1 Event source Number of events
) 19216815 110
£ G uvrLoap Detection of uploading data 1
£} 11721710732 26
o BPATTERNS Detection of current threats by unified flow-based behavior patterns. 24
X ) 1100215 13
0 WEBSHARE Detection of data sharing services through web like Rapidshare etc. 13
B 192.168.70.2 13
[ 8 | TEAMVIEWER Detection of TeamViewer 13
) ©n 1921687016 13
© SCANS Detection of TCP scans (SYN scan, FIN scan, Xmas scan, Null scan) n
0D 119216812 n
D M cMPANOM Detection of anomalies in ICMP traffic 22
@ oOthers 0
@ Others 22
8§ Total 186
2021-03-27 20:50 - 2021-03-28 21:50 L, 2021-03-27 20:52 - 2021-03-28 21:52 Source: https://demo.flowmon.com



https://demo.flowmon.com

Examples: Commercial Tools

Events Nodes Rules SEM console

';' Defaultdashboard

Security Event Manager Groups

Dashboard

(‘ Edit Dashboard

Node Health - Activity ! All Events - Last 12 hours : All Events by Event Type :
NOSEE Dy Bt atvity (st uSCite: & Mirtes agc 0 Everss o Lass 12 Nours (st uodint & few tecones - Bt Dy BTyt (S 02 0 %
Name Last Event &

wpar-alx-est

WIN-DGTIQUTCI1EA swdev.local
LD-Checkpoint2 200

Marun-PC swdev.joce!

eng-brndemS
LEMnodeWin201E.engineering labbrno
LEMASTeWIn20 1 S.engineering.abbrne
S Min-PC swdev.loce!
WIN-83297LTE2QL swdev.Joca!

DESKTORP.QISSEB3 engineering lab.brno

Never

10 months
9 months a;
8 months aj
8 months a)
7 months a)
7 months aj
6 months aj
6 months a

6 months aj

(
o

res by User

User Logon Logon Failures by Source Machine

by User

Logon F

_AU“”"'AMM‘M pdrandel e300
—rococonuwm >3 e3008°2
-Mmozsmmu

C\

S months & 0

> months aj '

OVE-SSAK-2016-1 swdev.jocH!

eng-U3-3y3-350

. A N pep te g
eng-aus-sy3.351 4 months a; _ S ANONYMOUS LOGON ' < DS MANCOCO1 tul selarwinds net
y > B omiont1s R o -cev-0c01 swiev lecal rovrieee ¢
-m@”|tdmmt ey
1 . 3 a S > 110 efd3d 10 v -m‘
Rules Fired by Rule Name : Firewall Events by Type $ Traffic by Destination Port : All Events by Connector Name :
R AZTVTY Dy InfarencaRiie (9T USCioe S Mnutes ag¢ AL Frewdl Dvares Oy St Tyoe (St uodioe: 5 manunes e Al NESwork Trafhie Dy Dammnaeoniborm (85 L0290 5 ™At ags All TS Dy TS (02 UoSioe: 5 MNLtes ags

B incows Security
B 7\ Fde and Directory oxt
- Windows System
B s tontor

TriGeo

- Disabled and alter during migrat..
B ir:csration-test-rule-nith-mail-a.
B i~tesration-test-rule-with-mail-a..
RN ntesration-test-rule-with-mail-a
wserlogen

AR integration-test-rule-with-mail-a
B :ccration-testrulewith-mail-a
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Source: https://www.solarwinds.com/security-event-manager/use-cases/event-log-analyzer-tool
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Examples: Commercial Tools

Dashboard ~ Analysis ¥ Scans v Reporting ¥ Assets Workflow ~ Users v

Understanding Risk

Understanding Risk - Vulnerability Severity Summary

- Low
40000

0

0
20000
15000
000
00

0

i a N

W High W Criscal

| 1 e emm —
Last Updated: 18 minutes ago
Understanding Risk - Details by Severity
Total Exploitable Vuin Publ >90d Patch Avail >30d Hosts
All Severities 1204157 2% 3% 1356
Critical 7025 % 3% 765
High 198029 B [ ] 962
Medium 118985 1008
Low 4957 [] ] 4 074
Info 875161 1352
Last Updated: 5 hours ago
Understanding Risk - Details by Vulnerability Grouping
Total Exploitable Vuln Publ >90d Patch Avail >30d Hosts
Defaut Ored OO [ o« [ ox 495
os 39974 | sl 573
Web Tech. 2434 233
Web Browser 6162 L e% | 210
Office Suite 809 162
Last Updated: 5 hours ago
Understanding Risk - CVSS Scores by Severity T~
Total CVSS 10.0 CVSS7.0-9.9 CVSS4.0-6.9 CVvSS 0.0-3.9
Critical 7025 100% o § ox J 0% |
High 198029 ]
Medium 118985
Low 4957 87%
Info 875161

Last Updated: 5 hours ago

Understanding Risk - Remediation Opportunities

Solution

Apply MS16-106: Security Update for Microsoft Graphics Component (3185848)

Apply MS16-111: Security Update for Windows Kernel (3186973)

Apply MS16-097: Security Update for Microsoft Graphics Component (3177393)

Last Updated: 5 hours ago

Understanding Risk - Most Severe

Plugin ID Name

9309 OpenSSH < 7.0 Multiple Vulnerabilities

91786 CentOS 6/ 7 : libxml2 (CESA-2016:1292)

91605 MS16-077: Security Update for WPAD (3165191)
89059 CentOS 6 / 7 : openss| (CESA-2016:0301) (DROWN)

o~ -~ P NN e s ——

Last Updated: 5 hours ago

P N el

Understanding Risk - Most Prevalent

Plugin ID Name

51192 SSL Certificate Cannot Be Trusted

9312 OpenSSH < 7.2p2 X11Forwarding xauth Command Injection
7200 TLS Certificate Signed Using Weak Hashing Algorithm - SHA-1

Last Updated: 5 hours ago

Understanding Risk - By Asset Group

Asset Total
Exploitable (Generic) 319161
Exploited by Malware 303460

Source: https://www.tenable.com/sc-dashboards/cyber-essentials-scheme-dashboard

aa Switch Dashboard ~

Risk Reduction

Severity

Vulnerabilities

£ Options v

Host Total

185
187

179

Host Total
393
144
131

98

Host Total

468
406

401



https://www.tenable.com/sc-dashboards/cyber-essentials-scheme-dashboard

Examples: Resea

Thursday 3 July 2014 Daily Summary ST [ T T LT . All Reports @
o722 :'.1l=,l[a.l .l “l,. @l
' . ; ; R alaric &1 fe ~ 102 fewer alerts e7-o1 i 'R B8 BB EE
23 7 58 : 1 9 (eastem) 199,008 alerts & 1 report ¥ 6.1% fewer alerts -3 8 '8 8 = o8 1w 242 . Bajing China IP addressas are sending
5008 .. &g 3] < , to pubic
@@ on e 8 B0 (2 ' addresses
Alerts Emohasiz Emphasize few nlerts many alerts unknowns #mumts r -'_J-‘.;i'."d_..‘g—"';'f]..ﬁ"L%J.U:‘J '-_;j_-’f.". . v . ) .
CaNE | 11 111 | i I Dates: June 29, 2014.

Many Alerls Faw Alert ‘3 ol S -,..‘.-.-
oy ' 3%4° 2e5% f-)r.?. .~-\. sCo% ‘ » tBES L.. . . .

8
'e

ntent: network attack Resulll unknown
.11 ..h 0’ /
E HON Nicara ngone VatNan Singapore Ausimia Colombin Meatherlands Mexact Chaa ethodoiogy
i
|
Mol o #42 - Czech and US P addresses are sendng
> ans —, e e - -— —— P
oo VEnsae Ecundor . - WPUDIR AICIIEReS

Phi ltan. Isiamict —-
| = .
- France - Dates: May 1012 2014 - June 2014
N
ntent. unknawn Result; unknown
Lithu Denma horod, Republico Mathodoko
- ” . gihodoogy
: Mongo ElSalva SWEnana :
3 Iarae Inde
Russian Federn
Horwe Bulgarl
8
Don C hite ‘2 pan
l
Saud) Canndy
Bangh Koxkhatan Unitsd States
italy
l
Talvwa Bolivig, | furkey Ageniing
( Guyn o
Juaten *
} HRomanio
Ul o
i Hi =
Add Peru halland
Iceland Semany
heland traal
Cxec
Unied nnogd
“ nHonNng Kt Spn
Jiraine
_ Foland
! e !.’,

Source [4], video from https://www.youtube.com/watch?v=7-RkJOdgHuvl


https://www.youtube.com/watch?v=7-RkJOdqHvI

SymNav

139629634005032

9
&
u
® -,‘.

\e
‘\

°

'

= Forking Blocks
Block Count &5 & > = %k

0x401fc5 30 ‘

Ox401fa2 30

0x402029 27 () a3

Analysis

Ox4011a2
Path X fen 00401122
Node 1
Subtree 38 158 ;DJ
Nodes Filters -
125 jass PN Y
Count: -
v
vExciude 9892% 9999% Y
0x401£fa2
lock
Blocks v Limit Y
95 /95
Count: _ Inverted: -
Branct v
; Ox40%ca
FOka!‘.(_ Ox401fae
ree Subtree Ox401fae
38 /223 B OWEY 38
recv#1 0 32 19
recv#1.1.32 18
Symbols
S7 1137 v . 0x401£cS
0x401£bS
0x401fcS cmp edx, Ox4l
0x401fch je O0x401fc]
0x401fcl
v
Path
Node 0x401£fca
Subtree
Oxd401fca pop edp
Callees Oxd01fch ret
Callers o

B Forks

B Symbols

< Callee
) Caller
= Callre

Symbolic Tree Filters

srow 10 [ e
Eloment - Type
Block
10u801081) Exclude .
Block c
0x4014c? e 9
Edge ]
3 ¢
[Ox40cE45, Oxd40c637) e .
Showwng 110 3 of 3 entries . 1

c1

Limit tirme (3)

Limit memory (MB

Continue Exploration

New Exploration

Data Filters
Show 10 Bcn!‘lﬂ Search
Element Type Coverage , Tree
Loss Reduction ¥

Edge
[Ox402053, Exclude 0 96 .35
0x402027)
Edge
[Ox402027 Exclude 0 95.79
0x402053)
Edge . n 3
Ox40Ma2, OxdOMca)  Crovde O —
Edge Bunka ~ £ OR
Cld:)"(.s‘ :ld':”",‘: -l"\.ﬂe v 8- 9_
Block ) = -
Ox802020) nclude 0 2 42 85
Edge c
[Ox4011es, nclude 0 42 85
Ox4020a9)
Block a .
Oxd01e5)] nclude 0 N
Block

0 9.41
[Ox401fcc) —— »

Source: [9]



Characteristics

Drill-down Visual Analytics Tools
» Usually designed for particular use-case (e.g., malware vs. network analysis)

Goal(s): Reduce “time-to-insight”, automate repetitive tasks, help to identify
anomalies in data

Typical visualizations: linked views, basic but also novel visualization types
Extend command line interface, use of APls
e Supported in existing systems (e.g, Splunk, Flowmon ADS) vs. custom-made tools

Computational notebooks (e.g., Jupyter) are also in this category



& admis

" BACK 4

O O O O O O

<

O 0O 0O O O O O O O

Clusters A

cluster name
filtered entries / tota entries

user SSH hles

standard executables
0612 1 0)

python scnpts
16743 1000

shell scnpts

272/ 457
php scnpts
294‘ / .'b‘l {
perl scnpts
1720/ 3762
cron definstion
14/ 18
stans with * "
6619 / 19470
suspicious hiles
0/11978
executables with sbat
69 110
weak permissions
0/0
compiation sgns
4884 / 07
unusual commands
4/
system configuration changes
2271 291
all fhles
346179 / S01400
i@ MANAGE CLUSTERS

C* FORWARD

Histogram A

Interactive List View a

SELECTION: 5/3/2011

Timestamp

2014-10-09
2014-10-09
2014-10-10
2014-10-10
2014-16-106
2014-10-19
2014-10-21
2014-10-21
2014-10-21
2014-10-22
2014-10-23
2014-10-23
2014-10~-23
2014-10-23
2014-10-23
2014-10-23
2014-10-23
2014-10~-23
2014-10-23
2014-10-23

2014-11-28
2014-11-28
2014-12-04
2014-12-10
2014-12-10
2014-12~10
2015-02-25

Total: 17
Size

20:40:29 369
22:09:43 2418
09:47:10 2040
09:47:10 5073
09:47:23 5393
14:19:35 4333
15:53:48 7510
15:53:48 8312
15:53:48 9200
20:11:34 196
13:32:50 1543
13:32:50 1839
13:32:50 1871
13:32:50 343
13:32:50 558
13:32:50 1400
13:32:50 1950
13:32:50 1692
22:30:06 15541
22:30:06 10481
13:13:28 15716
13:13:28 12162
22:16:50 3472
20:24:46 2147
20:25:02 5213
20:25:02 3806
09:00:51 1826

71940 AM - ]

‘,‘.".’()1') I-

29 of: 3762
Type  Mode

ma.. r/rrwxr-xr
ma.. r/rrwxr-xr
ma.. r/rowxr=xr
ma.. r/rew-r--r
ma.. r/rrwxr-xr
ma.. r/rewxr-xr
ma.. r/rrw-r--r
ma.. rjrew-r=-r
ma.. rjrew-r--r
ma. r/rewxr-xr
m, rF/rrwxr-xr
m. r/rrwxr=-xr
m. r/jrew=r==i
m. r/rew=r=-r
m. r/rew=r==r
m, F/rrwxr=xr
m. r/rerwxr-xr
m. F/rrwxr=xr
m. r/rerwxr-xr
m. r/rrwxr=xr
ma F/rrw=r==r
ma.. rjrew-r--r
ma.. rjrew-r=-r
ma.. r/rewxr-xr
ma.. r/rrwxr-xr
ma.. rj/rowxr-xr
ma.. r/rew-r--r

FILESYSTEM METADATA ANALYSIS

{ l' ,'() A‘u'

uib GID

o oo OCTOCTOCDCODTOCTOCOD S

0000000

.
)
!

o oo OCOCOPCTOCPODTOCODODOS

0 00000

" extend by: « 1 day v

File Name
Jusr/share/kded/apps/kconf_update/useragent.pl
fusr/share/kded/apps/kconf_update/migrate-transports.pl
Jusr/lib/kded /libexec/khc_mansearch.pl
Jusr/share/kded/apps/kio_finger/kio_finger.pl
Jusr/share/kded/apps/kconf_update/update_oxygen.pl
fusr/share/sgml-data/sgml-catalog-check.pl
Jusr/share/w3m/w3mhelp-funcdesc.en.pl
Jusr/share/w3m/w3mhelp-funcname.pl
Jusr/share/w3m/wimhelp-funcdesc.ja.pl
Jusr/share/doc/libcgi-pm-perl/examples/make_links.pl
Jusr/1ib/libreoffice/share/config/webcast/poll.pl
Jusr/1ib/libreoffice/share/config/webcast/show.pl
fusr/1ib/libreoffice/share/config/webcast/common.pl
fusr/1ib/libreoffice/share/config/webcast/index.pl
Jusr/lib/libreoffice/share/config/webcast/edit.pl

bcast.pl
lustibibreothce/share/conhg/webcast [!IQILIL itpic.pl
usr/lib/libreoffice/share/config/web ﬁ&&vép\(.pl
Jusr/lUib/mafft/1ib/mafft/seekquencer_premafft.pl
Jusr/lib/mafft/lib/mafft/mafftash_premafft.pl

fusr/share/dictionaries-common/dc~debconf-default-value.pl
Jusr/share/dictionaries-common/dc-debconf-select.pl
Jusr/share/doc/mutt/examples/smime_keys_test.pl
Jusr/1ib/kded4 /11bexec/khc_htsearch.pl

Jusr/lib/kded /libexec/khc_docbookdig.pl

Jusr/lib/kded4 /libexec/khc_htdig.pl
Jusr/share/doc/binutils/gorof/bbconv.pl

Timestamp selection: ‘:’ ‘H’

Level: months

Example: File System Analysis

O

Q

acr M)

-\:l'b

jo

Source: [0]



Example

Web-based Visual Interactive Analyis
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Source: [8]


https://vimeo.com/366928206

Raw Alerts Generated By Signatures

(TN Dadimiestinm

; Context : .{Deduplication,

I Enhancement | | Aggregation

- - . L L L T T

Generate
Model Prediction ,
- Alerts enhanced with
cga Prediction, Path and Score
Alerts with Analysis Ul with Model Performance
Analyst Tag Prediction View of Dashboard with

Aggregated Metrics

Individual Alert

ral | l

-.\ &.‘ Researchers/
SOC Analysts Managers

Predictions and Simulations

Source: [9]



Characteristics

Visual support for understanding ML/AI technigues, visualizations for
explainability (XAl = eXplainable Al)

Goal(s): understanding ML/AIl techniques, behavior explanation, trust building

Typical visualizations: clustering visualizations (for dimensionality reduction
methods), linked views, basic visualizations

Rise on popularity correlates with growing application of ML/AI in
cybersecurity.

Explainability approaches are transferable between different domains



Al in Cybersecurity

* Application of Al in cybersecurity is substantially difficult comparing to
domains such as image recognition
 Three main areas:

* Insights Generation: analyze the data to discover hidden patterns which can
be used by decision-makers in order to react to anomalies.

* Recommendations: the model discovers patterns in the data and provides
recommendations on what should be best to do to a security specialist.

 Autonomous mitigation: the model discovers patterns and tries to
automatically solve problems without needing user input (e.g., approvals).



Example: Alert Predictions

B 95 and Up

B 80to95

65 or Less 651080

SUSPICIOUSCSRSS EXEIME THODOLOGY
1624

OGY)
INVOKE G(UTILITY)
SUSPICIOUSPOWERSHELLUSAGE(ME THODOLOGY
ILY)
WANN .
OGY)

SUSPICIO

B ML Fail
Bl ML Success SUSPICIOUS

DOLOGY)

POWERSHELLE OGY)

Figure 7: Left: Circle pack visualization showing alerts by signatures. Each circle represents alerts from a particular signature. Circles are sized
by the total alerts of that signature and color coded by the ML Model success of ML failure. Right: A Treemap visualization showing only alerts

that are correctly labeled by the model, grouped by signatures. Color coded by prediction Score range, sized by total number of alerts in that
signature group. It shows which signatures are more common and how the model is performing to classify alerts triggered by those signatures.
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Simulations

e Largely unexplored

e Areas:

o Attack surface and attack vectors

e Scenario modelling tool

» Autonomous agents (attackres) Level 3 (13) Level 2 (L2) Level 1 (L1 Guest
behavior

 Comparison and explanation of
their decisions

Source: [11]



CyberSecVis Research

VizSec papers 2004—2015

Yoo,
224 Le';g'gém' Shearepbeme"’,:3 23%2
Wright, . 2008
Yurcik, A To0s Goldring, A ‘(XMPaDadopOUIOS
F R AT
Conti, 5005  “2PPBnnally, 08 o1 A 2005b Natarsl
2008 A, 2015 2013 A A & 011", . Leschke
Humphries, A Koike, McPheéTson, Lian, Vér(u,%r;t, Irwin, d@schke, 2012 '
201% 2005‘( 2004 2010 2007 2013 A
nes karaju, A Valdes, A A Legg, A
2005 2004 Wagner, 2015 walton 4ando
2008 A ARen, 2010 ® 2014 2004
Jankun, A % ange, 2005 vy ‘ 004 Goodall,
Kelly, Yurucéom Czontn, A 2oo|iz A 2010
2(29 T A h OAM A Yelizarov. Fowler, Li, ® Schweitzer,
en, Lee, 5 | 2009 2014 2006 2006
Quist, 2014 2005b " ;"g;a—soschem. & A A Madkmann
2009 Trinius, A Rafherst, ety 2011 212 Harrop, Engle, 2012
Shabtai, 2011 A A 2010
2083, 2006 2005 A A 2006 Blue, 2012 A Matuszak,
Minarik, 06 A, A _ A 2008 A o 2013
2008 A Alsaieh, Lakkaraju, Papadopoulos; A son, ®
padopoulosin 2012
Lee I Z?Irbacher, 20A04 ik 2004 2004 Gray, ‘ga"g
' noue, 2005 Ink, 2015 Ch -
Y e, R Ao s AR e e ., &5 Top 5 Words in Cluster
' ) . 2007 IMiams,
Koike. Musa,2004 Best, Fischer, 2010 w . malware, . . . .
2%'03 2008 @ Roveta,A 2010 2008 A arrison, 3 3 Homer A i sampie, exeFutlon, Imaging, virus
Abdullah A A andenberch 2011 A cond A i Oh ip, ported, hosts, traffic, packet
. . ,

2%6 Hggégg S008 ghe, K"Z'S:,%d" A S;%f{?' 2003". Ma;(sxr)r],anchnder. Tszn , Angelini, ® analysts, task, models, cyber, alerts
olombe, 2 2015 s
2%4 A A oo, A Guenther. » A A 3 B %elder 8 & attacks, graph, node, vulnerabilities, exploit

2013 2010 Phan, ) Arendt, rapistoli, ,
;ao' ‘ Rasmussen‘ Pik 2007 Irwin, 2015 2013 2005
015 2010 IKe, A 2007b o B L vurcik. Weijen
ren. @Glanfield, Fink, 04 2007 A Y urclk, '
' uen, 2004
2006b 2009 2009 Lalanne, @ Yu, 2015 Pearlman, 2004
. 0 Singh, Darr!o 2007 2007 3 2007 A Mo’ssey,
Goodall, 2011 2007 Erbacher [ Mathew, » Muelder, A Yao, 2009
2@0 ® waiton, - 2012 20‘06 ZOAM Battista 2(25 A
08 2015 e o Bratus, 2015
.h:l(enna, 2014' Foresti, Fischer, ,Zhuo A ® Schweitzer,
2015 @ 2007  5p14 Wagner, -5 2007
ity ® siahel stoll, @ . Fang. ‘s © Lee, 010’ ¢
) | 2014 2007 2012 \ebga 2006
Heitzmann, ‘\kun ‘ . 2015 ) Saxe, A Yee,
2008 Schwartz, Kelly *  Axelsson, Homn, o 2012 2006
® 2008 ' 2004 2011  Prole, @] @ Schweltzer,
2008 2008 uo
w o ® 2007 Yu, Long 2009
. I 2010 e 2014 ¢
Stephano, A - ©
2006
Source: [3]



Utilization of Visualizations

VizSec papers 2004—2015

SpJO0N |9||eied
[ HeyD Jegd
oiydeiboan)
PNOID PJOA

Xule
10|diayeos

-
e
2 o
= 0
(4}) O
- -

AUl'] SPON

welbeiq
1B4j0
9|QE L
ouljawii |
weltbolsiy

Forensic
Analysis

Network
Defense

Situational
Awareness

# Publications

0 18

Source: [3]



Utilization of Visual Metaphors
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Take-aways

Cybersecurity visualizations (as many others) span multiple subcategories

Common 2D charts are predominant, complex visualizations are mostly
research prototypes only

The commercial tools use only common charts and visualizations ...
.. — lot of space for improvements

Growing area of interest due to the lack of skilled personnel.
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