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Co nas dnes ceka...

Uvaha o tom, jak zapisovat protokoly
Uvod do abstraktni protokolové notace
Zajistené prenosove protokoly

TCP



Abstraktni protokolova notace



Specifikace protokolu

Jak vibec formalné protokol specifikovat?

Popis v prirozeném jazyce

— problem s exaktnosti, jednoznacnosti

Popis v programovacim jazyce

— typicky v C

— neohrabané, matematicky neprakticke a neelegantni
— hure Citelné (na druhé strane notaci zna dost lidi)

— problem s verifikaci

Diagramy



Specifikace protokolu (2)

+ Casové osy

p q
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d: dotaz - o: odpoveéd, 3x




Specifikace protokolu (3)

Casové osy

— prehledné pro jednoduche pripady, obtizne
Problém s dokazovanim/verifikaci

=> Potreba formalni notace

— Abstraktni protokolova (AP) notace

M. Gouda, Protocol verification made simple: a tutorial.
Computer Networks and ISDN Systems 25 (1993), 969 -
980

» M. Gouda, Elements of Network Protocol Design, 1998



Ukazka AP

* Prodejni automat ;0)

process client
var ready client : boolean
begin

ready client -> send money to vending_machine;
send selection to vending machine;

ready client := false
I rcv item from vending machine -> ready client := true;
end
process vending_machine
var ready to sell : boolean
begin
rcv money from client -> ready_ to_sell :-= true;
I rcv selection from client -> iIT ready to_sell ->
send i1tem to client
I ~ready to sell -> skip
Ti; ready_to_sell := false;

end




Elementy AP

Zakladni struktura specifikace

process <process name>

const <const name>, ... , <const name>
inp <inp name>:<inp type>, ... , <Inp name>:<inp type>
var <var name>:<var type>, ... , <var name>:<var type>
begin

<action> [ ... [ <action>
end

Typy konstant
— positive integer
— sdileni konstant se stejnym jménem pres procesy



 Typy vstupu
— boolean, range, integer, set, enumerated, array

Elementy AP (2)

— nesdili se
inp <inp name> : boolean
inp <inp name> : <lower bound> .. <upper bound>
inp <inp name> : integer
inp <inp name> : set {<member>|<condition>}
inp <inp name> : <name of an input of type set>
inp <iInp name> : array [<index range>] of <type>
Promenné

— boolean, range, integer, enumerated, array
— nesdili se




Elementy AP (3)

« Akce

<guard of p> -> <statement of p>

» Straze
— operatory
* porovnani: =, /=, <, >, <=, >=
* |ogicke operace: A, v, ~
» aritmeticke operace: +, —, ¥, +,, —, min, max
— prijem dat

recv <message of p> from <process name Q>

— timeout

timeout <protocol predicate>




Elementy AP (4)

 \yrazy

— dolce far niente
skip

— prirazeni
x.0, ... , x.k :=E.O, ... , E.k

* napred se vyhodnoti, pak se priradi!
— odeslani zpravy/dat

send <message p> to <process name Q>




Elementy AP (5)

— sekvence vyrazu

<statement>; <statement>

— podmineny vyber (v, local_guard.k = true)

iT <local guard.0> -> <statement 0> [ ...
I <local guard.k> -> <statement.k> fi

— opakovani

do <local guard> -> <statement> od

* Kanalp — q: ch.p.g
— #ch.p.q - pocCet zprav v kanalu ch.p.g
— m#ch.p.q - pocCet zprav m v kanalu ch.p.q



Elementy AP (6)

* Vykonavani specifikace protokolu
— nedeterministicky vybéer
* vyber z vice povolenych moznosti ve vyrazu if
* vyber z vice povolenych akci
— atomicita akce
— férové vykonavani protokolu

* je-li akce neustale povolena, bude urcite vykonana
» definice pres nekonecné behy



A nyni trochu praxe...

Kddovani Manchester
— odesilajici proces

process s
inp data : array [O0..1] of integer
var X :I integer
begin
true -> 1f data[x] = 0 -> send
send
[ data[x] =1 -> send
send
fi;
X = x +1

end

one to r;
zero to r
zero to r;
one to r;




— prijimajici proces

process r

var rcvd : array [0..1] of integer

Yy -

integer,

store : boolean, {store := false}
lastb - 0..1

begin

end

rcvd zero from s ->
iIT store A lastb =1 ->
rcvdl[y]., y, store = 0, y+1, false
I ~store v lastb = 0 ->
store := true;
fi; lastb = 0
rcv one from s ->
IT store A lastb = 0 ->
rcvdly], vy, str := 1, y+1, false
I ~store v lastb =1 ->

store := true;
fi; lastb = 1
rcv error from s -> store := ~store;



Elementy AP (7)

* zpravy s poli

<message name> ( <field.0>, ..., <field.n )
send m(x.0,..., X.n) to ¢
recv m (x.0,..., x.n) from p

* nedeterministické prirazovani

X -
X =

any
random

* pole procesu

process <process array> [<index> : <type>, ..., <index> : <type>]
process p[i: 0..n-1]

send mesg to p[i+1]

recv mesg from p[i-1]




Elementy AP (8)

* parametrizované akce
— v deklaracni ¢asti pfibude

par <parameter declaration list>

— pouziti

par jJ - 0..2, r :

-1

requested[j,r] -> requested[j,r] := false; send grant(r) to p[]]

requested|0,0] ->
0 requested[1,0] ->
0 requested[2,0] ->
0 requested|[0,1] ->
0 requested|[1,1] ->
0 requested|[2,1] ->

requested|0,0] :
requested|[1,0] :
requested|[2,0] :
requested|0,1] :
requested|1,1] :
requested|2,1] :

false;
false;
false;
false;
false;
false;

send
send
send
send
send
send

grant(0)
grant(0)
grant(0)
grant(l)
grant(l)
grant(l)

to
to
to
to
to
to

p[O]
p[1]
pl[2]
p[O]
p[1]
p[2]




A opet trochu praxe...

» protokol pro alokaci zdroju
— uzivatel

process user[i: 0..n-1]

const s {# of resources}

var wait : boolean,
r : O..s-1
begin
~wailt -> wait, r -= true, any;
send request(r) to controller;
I rcv grant(r) from c ->wait := false;

send release(r) to controller
end




— hlidac

process controller

const s {# of resources}, n
var avail : array [O0..s-1] of boolean,

requested : array [0..n-1, O..s-1] of boolean
par J - 0..n-1,

r : O..s-1
begin

rcv request(r) from u[j] -> requested|[j,r] := true
I rcv release(r) from u[j] -> avail[r] := true
I avail[r] A requested[}j,r] -> avail[r], requested[},.r] :=

false, false;
send grant(r) to user[j];

end

« protokol neni férovy - hlida¢ muze stale ignorovat jeden
proces (pozor, podminka férového vykonu protokolu sice
plati, ale potize je v tom, ze diky nastaveni avail[r] := false
je prislusna akce na vypnuta!)



* feSeni: a) determinismus (klientum pfidéluji v
definovaném poradi)
b) randomizace:

process controller

const s {# of resources}, n

var avail : array [0..s-1] of boolean,
requested : array [0..n-1, 0..s-1] of boolean
k - 0..n-1,
X - 0..n-1 {random user}
par J - 0..n-1,
r 0..s-1
begin
rcv request(r) from u[j] ->
it avail[r] > avail[r] := false;
send grant(r) to user[j]
I ~avail[r] -> requested[j,r] := true
I rcv release(r) from u[j] ->
X = random;
k = x +, 1;
do k /= x A ~requested[k,r] -> k := k +, 1 od;
iIT requested[k,r] -> requested[k,r] := false;
send grant(r) to user|[k]
I ~requested[k,r] -> avail[r] := true
Ti

end



Chyby pri prenosu siti

o 3 zakladni typy
— ztrata dat

— poskozeni dat
» zahozenim se da prevést na ztratu

— preusporadani zprav/paketu
* pro snazsi praci se zavadi 2 pravidla
— atomiCnost chyb

— chyby se vyskytuji zfidka (pouze konecny pocet
chyb v potencialne nekonecném behu protokolu)



Osetreni chyb

* prijem poskozenych dat
— prevedeme na ztratu

recv error from p -> skip

o ztrata paketu => timeout

timeout
~ready
A (sendmoney#ch.client.machine +
getselection#ch_machine.client = 0)




Normalni timeouty

* Forma normalniho timeoutu

timeout
(local predicate of process p)

A (mp#ch.p.q <= kp)
A (mg#ch.g.r <= kq)

A (my#ch.y.z <= ky)

— po kazdy par (ms#ch.s.t <= ks) A (mt#ch.t.u <= kt)
plati, ze straz akce posilajici zpravy mt ma tvar recv
ms from s

timeout
~ready
A (sendmoney#ch.client_.machine <= 0)
A (getselection#ch.client.machine <= 0)




Normalni timeouty (2)

* Implementace pomoci hodin s realnym casem




Zajisteny protokol pro transportni vrstvu



Pozadavky na protokol

* Odolnost vuci chybam

— kontrola integrity dat

— detekce vypadku pomoci timeoutu

— vyporadani se s preusporadanim (nejak)
» Qbrana proti zahlceni prijimajiciho uzlu

— informace od prijimajici strany
* QObrana proti zahlceni site

— neni-li spolehliva odezva ze site, odhad




Odolnost proti chybam

 Detekce poskozeni dat

— Backward Error Recovery
* overeni integrity
— kontrolni soucty
* v pripade selhani data skartovana
* vyzada se nova kopie
— Forward Error Recovery

* data jsou posilana redundantne tak, ze se omezené
vypadky daji rekonstruovat
— n-ohraniCené poskozeni, ztraty a preusporadani



Odolnost proti chybam (2)

 Detekce vypadku => potvrzovani

— vlastné také Backward Error Recovery

— urcité mnozstvi dat muze byt odeslano bez potvrzeni
* Typy potvrzeni

— Individualni potvrzovani

— kumulativni potvrzovani

— blokové potvrzovani

— negativni potvrzovani (primo informace o vypadku)



Kumulativni potvrzovani

sent 5 sent ng ~sent
ack'd 1 ~ack'd 1 ~ack'd
011123 5/6|7(8]9|10{11{12|13
rcvd 1 ‘
‘ ~ack'd
ack'd nr
process sender
const w {ns - na <= w}
var na, ns, 1 : integer
begin
na +w > ns -> send data(ns) to receiver;
ns :=ns + 1
I rcv ack(i) from receiver -> na = max(na, 1)
I timeout t-guard -> send data(na) to receiver
I rcv error from receiver -> skip
end

t-guard = na < ns A (#ch.qg.p = 0)




Kumulativni potvrzovani (2)

process receiver

const W
inp wr - integer {receiver window}
var nr, j - integer,

rcvd : array [0..wr-1] of boolean,
akn : boolean {true 1T receiver hasn’t acked last received message}
begin
rcv data(j) from p ->

it true -> {busy receiver} skip

I J < nr -> akn = true
[ nr <= j <nr +wr ->
rcvd[jJ mod wr] := true;

do rcvd[nr mod wr] ->

{deli1ver data(nr)}
rcvd[nr mod wr], nr, akn :=

false, nr+l1, true
od;

Ti
akn -> send ack(nr) to sender; akn
rcv error from sender -> skip

—

= false;
end



Kumulativni potvrzovani (3)

* Je nutné pouzit neohranicena sekvencni Cisla
— priklad problemu s ohranicenymi Cisly:
1. odesilatel posle data(3), data(4)
2. prijemce posle ack(4), ack(5)
3. ack(d) se zadrhne na lince a je predbehnut
naslednymi acky
4. dojde k pretocCeni ohranicenych sekvencnich C.
5. prijde ack(5)
6. nestesti je hotovo ;-)



Dalsi typy potvrzovani

* Individualni
— potvrzovani kazde zpravy zvlast
* neefektivni
— pouziti cirkularniho bufferu o velikosti nejméne 2w
— moznost pouziti ohraniCenych sekvencnich Cisel
» Blokove
— potvrzovani pfijatych spojitych bloku
— cirkularni buffer o velikosti nejmene 2w
— moznost pouziti ohranicenych sekvencnich Cisel



Rizeni velikosti okna

 modifikace odesilatele u kumulativnino potvrzovani
— stacCi modifikace odesilatele

— povede-li se bez ztraty zpravy odeslat vice nez cmax
zprav, je okno w inkrementovano o 1

— dojde-li k timeoutu a zmenseni velikosti okna, je
treba pocitat s tim, ze mohlo dojit ke ztrate dat v
dosud nepotvrzeném okne a zmensovat proto dal
okno (condition DNR)



process sender

const
inp
var

begin

end

wmin, wmax

cmax : iInteger

na, ns, 1 : integer,
W I wmin..wmax,

Cc - Integer,

{window limits, wmin < wmax}
{cmax > 0O}

{ns - na <= w}
{counter for consecutive data ack’d

without being resent}
ra, rs : integer
when packet loss occurs}

na +w > ns -> send data(ns) to receiver;

ns :=ns + 1
rcv ack(i) from receiver ->
na, ¢ := max(ha, 1), ¢ + max(i-na, 0)
iIf ¢ >= cmax -> w, ¢ = min(w+1l, wmax), c-cmax
I ¢ < cmax -> skip

Ti

timeout t-guard A ~akn ->
iIT (ra <= na A na < rs) -> skip {condition DNR}
I ~(ra <= na A na < rs) ->

w, rs = max(w/2, wmin), ns
fi; ra, c :=na + 1, O;
send data(na) to receiver
rcv error from receiver -> skip

{auxiliary variables assigned to na+tl, ns



Kvalita protokolu

 Agresivita
— schopnost vyuzit dostupnou volnou kapacitu
* Responsivnost
— schopnost pfizpusobeni se mensi kapacité
 Férovost
— férové (pripadne jinak definované) deleni Sirky
pasma mezi klienty pri pozadavcich prevysujicich
moznosti site



TCP



Z historie

 Poprve formalne specifikovan r. 1974: Vint Cerf, Yogen
Dalal a Carl Sunshine

o« Zajistuje
— spolehlivost
— ochranu proti zahlceni (ruzné algoritmy)
— usporadani paketu



Mechanismy potvrzovani

kumulativni potvrzovani
piggybacking (duplexni protokol)
— potvrzeni je soucasti zpravy jdouci opacnym
smerem
jedno potvrzeni na 2 segmenty
— je-li pfenos dost rychly (timeout 500ms)
duplikované potvrzeni
— indikuje ztraceny (poskozeny) paket



Zpracovani malych zprav

* Naglelv algoritmus
1. Pokud proces p obdrzel potvrzeni pro vSechna data
drive odeslana q, potom proces p posila zpravu ihned
2. Pokud proces p neobdrzel potvrzeni pro vsechna
data drive odeslana g, potom proces p ulozi zpravu pro
pozdejsi odeslani
3. Pokud velikost ulozenych zprav presahne maximalni
velikost segmentu (MSS), tak se zacne odesilat



Rizeni toku

* rizeni velikosti okna

vysilaé sit pfijimac
vysilac sit prijimac
et} T

fizeni toku (flow control)

vysilac sit prijimac

ol -

fizeni zahlceni
(congestion control)




Okno TCP

vysilajici prijimajici
aplikace aplikace
l roura (pipe) T
seq _
vysilac TQE’. IP sit pfijimac¢ TCP
ack
owin = seg-ack [ ]
owin <= min(rwnd, cwnd) *"'—(___f_‘"_"’_'lq____)

* outstanding window (ownd)
* receiver window (rwnd)

— flow control, self-clocking
* congestion window (cwnd)



Rizeni zahlceni

o aproximativni
* detekce zahlceni pomoci vypadku
— nasledna detekce
— existuji | preventivni mechanismy
— zavislost na informacich ze sité
* congestion window (cwnd)
— bw = 8*MSS*cwin/RTT
v pripade ze owin je limitovano cwin



Hlavicka TCP

1 1 2 3
o123 45V 901=2 3450789012345 7858801
+—+—+—+—+—+—+—+—+—+—+—+—+—-+—-+—+—+—+—+—+—+—+—+—F—F—F+—F+—+—+—+—+-+-+
| mource Port | Destination FPort |
+—+—+—++—++++++—+—+—+—+++—+++—++—+—++—++-+—+-+-4++-+
| medquence Number |
+—+—+—+—+—+—+—+—+—+—+—+—+—-+—-+—+—+—+—+—+—+—+—+—F—F—F+—F+—+—+—+—+-+-+
| Aoknowledogment Nuamber |
+—+—+—-+—+—+-+—+—+—+-+—+-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| Data | |TJA|PIR|Z]F |
| Off=zet| EReserwved |R|C|3|3|Y| I Windowr |
I I | = E[H| T|N[HN| I
+—+—+—-+—+—+-+—+—+—+-+—+-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| Checksum | Urgent FPointer |
+-+-+—+-+—+—+-+-+—-+—+—+—+—-+—+—-+—-+—+—+—-+—+—+—F+—+—+—+—+—+—+—+—-+—+—+
| Dptions | Padding |
+—+—+—-+—+—+-+—+—+—+-+—+-+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
| data |
+-+-+—+-+—+—+-+-+—-+—+—+—+—-+—+—-+—-+—+—+—-+—+—+—F+—+—+—+—+—+—+—+—-+—+—+



Ustaveni spojeni

Entity (programy) A a B, sekvencni Cisla SEQ(A) a
SEQ(B)

A: SYN, RAND(SEQ(A)) -> B

B: SYN/ACK, RAND(SEQ(B)), SEQ(A)+1 -> A
A: ACK, SEQ(B)+1->B

=> three-way handshake



Faze Slow Start

cwnd += MSS
pro kazdy ACK

exponencialni narust cwnd
limitovano sstresh
prechod do congestion avoidance faze



Faze Congestion Avoidance (Tahoe)

 AIMD (Tahoe)
— additive increase, multiplicative decrease

— cwnd += 1 MSS
behem kazdeho RTT bez vypadku

— cwnd =cwnd /2
pri vypadku
 Detekce vypadku
— timeout
— duplikovane ACKYy pri vypadku
o sstresh = max{0.5*cwnd, 2*"MSS}
— navrat k slow start fazi



Chovani velikosti okna — Tahoe




\Vlylepsene chovani — Reno

fast retransmission

— detekce vypadku 3 duplikovanymi ACKy
fast recovery

— neprovadi se faze slowstart

sstresh = max{0.5*cwnd, 2*MSS}

— (stejny jako TAHOE)

cwnd = sstresh + 3*MSS



Chovani velikosti okna — Reno




Reakce na zahlceni

celé aktualni okénko (owin) — TCP Tahoe
— klasicky cummulative ACK
jeden segment v ramci ,Fast Retransmit” — TCP Reno

vice segmentu v ramci “Fast Retransmit” — TCP
NewReno

prave ztracené segmenty — TCP SACK
— blokové potvrzeni



Alternativni pristup k rizeni zahlceni —
Vegas
* monitoruje RTT

» zahlceni detekuje pomoci prodluzovani RTT
* na zahlceni reaguje linearnim poklesem cwnd



TCP Response Function

* Vztah mezi rychlosti vypadku a propustnosti (owin/bw)
— owin ~ 1.2/sqrt(p)
— bw = 8*MSS*owin/RTT
— bw = (8*"MSS/RTT)*1.2/sqrt(p)

* D... packet loss rate [packet/s]



Responsivnost TCP

* Schopnost navratu na plnou prenosovou rychlost po
vypadku

 Prepokladejme vypadek v okamziku, kdy
cwnd = bw*RTT

bw . RTT?
2 . MSS

p:

« zavislostna RTT a MSS/MTU



Responsivnost TCP (2)

Time (s)

18000

16000
14000 -

12000
10000

8000
6000 -
4000 -

2000

TCP responsiveness

/ —— C=622 Mbit/s

——C=2.5 Gbit/s
= C=10 Gbit/s

0 50

100 150 200




Férovost TCP

Sender 2

- -+ - BWW Available
—a— Fqual use

—i—Mormal TGP

Sender 1




Vlylepsovani implementace TCP

* checksum offloading
— jak pri vysilani, tak pri prijmu
* Zero copy
— uzivatelsky prostor <-> jadro <-> karta
— page flipping
— Linux, FreeBSD, Solaris



Povidani o soucasném déeni kolem
zajistenych protokolu pro prenosovou
vrstvu na PSaA |l.
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