Elementy smerovani
jako grafy a jejich aplikace

Petr Holub, hopet@ics.muni.cz



Prepinani a smerovani

* Prepinani
— L2 vrstva - linkova (Ethernet), cut through
— backward-learning

« Smerovani
— L3 vrstva - sitova (IP), store and forward

— distance vector protokoly:
* RIPv1 av2, IGRP
« BGP do jisté miry

— link state protokoly
« OSPF



Hierarchické smerovani

* Deleni adres:
oblasti (region) - obvody (district) - procesy

* rgn[x] definuje souseda, pres nejz se dostanu do
regionu X

dstr{y] definuje souseda, pres nejz se dostanu do
obvodu y

prs|(z] definuje souseda, pres nejz se dostanu do
procesu z

* uplK] definuje, jestli je soused k nazivu



Hierarchické smerovani (2)

process p [i: O.. {i is the process region}
j , {§ is the process district}
{k is the process}

set {[i’,j’,k’] | pli’,j’,k’] is a neighbor of pli,j,kl},
array [N] of boolean,

array [0..m-1] of N,

array [0..n-1] of N,

array [0..r-1] of N

.m-1,

.n-1,

.r-1

true -> {generate a data(x, y, z) msg and route it}
X, Y, Z := any, any, any;
RTMSG

rcv data(x,y,z) from plg] ->
{route the received data(x, y, z) msg}
RTMSG




x/=1 A

x/=1 A

x=1 A y/=7 A
AN y/=3 A
A v=] A z/=k A
A Y=] A z/=k A

A V=] A z=k

RTMSG

up [rgn[x]] ->

send data(x, y, z) to plrgn[x]]
~up [rgn[x]] ->

{nonreachable dest.} skip
up [dstr([y]l] ->

send data(x, y, z) to pldstrly]]
~up[dstrly]l] ->

{nonreachable dest.} skip
up [prslz]] ->

send data(x, y, z) to plprslz]]
~up [prslz]] ->

{nonreachable dest.} skip

->
{arrived at dest.} skip



if gtwy =

o gtwy /=

if

[]

[]
[]

[]

fi

Pouziti implicitni brany

-> RTMSG
k ->

(x/=1i v y/=3) A uplprsligtwyl] ->
send data(x, y, z) to plprslgtwy]]
(x/=1 v y/=3) A ~uplprslgtwy]] ->
{nonreachable} skip

(x=1i A y=j) A z=k -> {arrived} skip

(x=1i A y=3) A z/=k A uplprsiz]l] ->
send data(x, y, z) to plprslz]l

(x=1 A y=3) A z/=k A ~uplprsizl] ->
{nonreachable} skip




Nahodné smérovani

» Priklad se smerovaci tabulkou, kde pro kazdy cil mame
2 mozné uzly, pres nez se bude posilat
rtb[d, 0] = nejaky_soused
rtb[d, 1] = nejaky_soused?2



Nahodné smerovani (2)

process p [i:

const hmax

array [N] of boolean,

array [0..n-1, 0..1] of N

.1, {random choice}

.n-1, {ultimate destination}
.hmax {# hops remaining = TTL}

inp N : set { g | plg] is a neighbor of pl[i] },
' [
[

rcv data (d,




-> {arrived at dest.} skip
h=0 -> {nonreachable dest.} skip
h>0 A (d in N A upl[d]) ->

send data(d, h-1) to pl[d]
h=1 A ~(d in N A up[d]) ->

{nonreachable dest.} skip

A h>1 A ~(d in N A upl[d]) ->
X := random;
if uplrtbld, x]] ->
send data(d, h-1)
[ ~uplrtbld, x]] A uplrtb[d, 1-x]]
send data(d, h-1)
[ ~uplrtb[d, x]] A ~uplrtbl[d, 1-x]]
{nonreachable dest.}
fi




Distribuované smerovani

» Skutecne distribuovane v sitl
— nikdo se nesnazi znat topologii celé site

 Kazdy se snazi znat pro dany cil pouze souseda, pres
nehoz se dostane k cili nejkratsi cestou
— ohodnoceni hran mohou byt
* pocty skoku (hop count) - RIP
* jiné parametry (Sika pasma, zpozdeni, zatez, spolehlivst,
MTU) - IGRP

— svoji znalost si kazdy smerovac odvodi pouze ze
znalosti pfilehlych smérovacu



Distribuované smerovani

o rtb[d] nejlepsi soused pro smerovani zpravy do

pld]
cost[d] pocet skoku pfi poslani zpravy pres p[rtb[d]]

* poCet procesu v siti je n, Cislovano 0..n-1 => nekoneéno
muzeme definovat jako n

* demonstrujeme na siti s vSemi hranami
ohodnocenymi 1



Distribuované smerovani (2)

process p [i: O.

inp N : set
up : array
var rtb
cost, c
d
f, h
finish
par g : N

begin

.n-1]

g | plg]l] is a neighbor of pli] },
[N] of boolean

array [0..n-1] of N,

array [0..n-1] of 0..n,

0..n-1,

N,

boolean

-> d := any,
RTMSG

rcv data(d) from pl[gl] -> RTMSG

true

-> SNDCOST

rcv upd(c) from plg] -> UPDRTB




RTMSG

if d=i -> {arrived} skip

[l d/=1i A (cost[dl<n A uplrtb[d]]) ->
send data(d) to plrtb[d]]

] d/=1i A ~(cost[d]l<n A uplrtb[d]]) ->
{nonreachable} skip




SNDCOST

o funkce NEXT(N, h) vraci nasledujici prvek z mnoziny N
po prvku h (umi mnozinou cyklit)

* hje libovolny prvek z N

f := NEXT (N, h);

do £f/=h ->
-> send upd (cost) to plf]
-> skip
NEXT (N, f)

-> send upd (cost) to plh]




UPDRTB

* Aktualizace rtb[] a cost[]

d, finish := 0, false;

do ~finish ->
if (d=1i) -> cost [d]
0 (d/=1i) A
(rtb[dl=g Vv cost[d]>c[d]+1 v ~uplrtb[d]l]) ->
rtb[d], cost[d] := g, min(n, c[d]+1)

(d/=1) A

~(rtb[d]l]=g v cost[d]>c[d]+1 Vv ~uplrtb[d]]) ->
skip

-> d := d+1;
-> finish := true




Problem ,Count to Infinity”

» Zacykleni distance-vector protokolu
— Bellman-Ford sam o sobe nezabranuje smyckam

— zabranime pomoci split-horizon event. s poisoned
reverse
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Problem ,Count to Infinity”

» Zacykleni distance-vector protokolu
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Split horizon

 Neposila se zpet tomu, od koho jsme se cestu naucili

A: 2
B: 1

C:2 C:16 C:16 C:1

SO XD
A C

B




Routing Information Protocol (RIP)

* Implementuje
— hop count jako metriku linky
— split horizon
— holddown
* pocka, nez se sit stabilizuje
» RIPvZ

— podpora Classless Inter-Domain Routing (CIDR)
* posilani informaci o prefixech - agregace






RIP — chovani pri vypadku




RIP — chovani pri vypadku

AD,E: 1



RIP — chovani pri vypadku

C: 2
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Prepinani

» Prepinace se uci z prochazejiciho provozu
— pracuji na urovni MAC adres

— pokud dostane neznamou adresu, chova se jako hub
(rozesila na vSechna rozhrani s vyjimkou toho, pres
ktere prijal)

— problém s cykly v siti



Backward learning

process p [i: O..
const hmax, vmax

inp N : set { g | plg]l is a neighbor of pli] },
up : array [N] of boolean

var rtb : array [0..n-1] of N,
cost : array [0..n-1] of 0..n-1,
valid : array [0..n-1] of 0..vmax,
src, dst : 0..n-1,
h : 0..hmax, {#hops travelled}
X,y : N, {random neighbors}
flag : boolean

par g : N

begin

true -> src, h, dst := i any; RTMSG
[] rcv data(src, h, dst) from plg] -> RTMSG; UPDRTB
] true -> UPDRTB'




dst=1 -> {arrived} skip
dst/=1i A h=hmax -> {nonreachable} skip
dst/=1 A h<hmax A (dst in N A upl[dst])
send data(src, h+1, ) to pldst]
dst/=i A h=hmax-1 A ~(dst in N A upl[dst]) ->
{nonreachable} skip
dst/=1i A h<hmax-1 A ~(dst in N A upl[dst]) ->
if upl[rtb[dst]] ->
send data(src, h+l, dst) to plrtbldst]]
[ ~uplrtbl[dst]] ->
X := random;
y := NEXT(N, X);
do ~uply] A y/=x -> y := NEXT(N, y) od;
if uply] ->
send data(src, h+l, dst) to plyl;
rtb[dst], costl[dst], wvalidl[dst] := vy, n-1, 0
~up [y] -> {nonreachable} skip




UPDRTB

if cost[src]>=h ->
rtb[src], cost[src], valid[src]

[] cost[src]<h -> skip

fi




UPDRTB’

flag, dst

do flag ->
valid[dst] := max(0, valid[dst]-1) ;

if valid[dst] =0 -> cost[dst] :=

] wvalid[dst] /=0 -> skip
fi;

if dst < n-1 dst := dst+1
[l dst = n-1 flag := false
fi




Prepinani

«  Spanning Tree Protocol
—  feSeni problému s cykly
—  prepinace si mezi sebou ustavi kostru, po ktere se data
posilaji
«  Postup

1. zvoli se korenovy prepinac (nejnizsi bridge ID event. MAC
adresa)

2. ustanovi se kostra tak, aby cesta ke korenovemu prepinaci
byla co nejkratsi

— oot port (ke kofenovému prepinaci)
—  designated port (do kazdé sité)
3. vypnuti ostatnich portu

4. Uprava nerozhodnych pfipadd
—  porovnava se bridge ID (event. port ID)



Spanning Tree Protocol

http://en.wikipedia.org/wiki/Rapid_Spanning_Tree_Protocol




Spanning Tree Protocol

Root bridge
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Link State smérovani

» Kazdy smerovac se snazi ziskat predstavu o celé siti
— smerovace si mezi sebou posilaji zpravy o topologii
sveho okoli
* kazdy smerovac si otestuje své sousedy
» zapamatuje si vysledek a posle jim stavovou zpravu
» tato informace se propaguje postupné na vsechny
smerovace (flood)
— nad sestavenou topologii se pomoci Dijkstrova
algoritmu spocita nejkratsi cesta pro kazdy uzel v siti



Udrzovani topologie

link-state algoritmy

procesy si posilaji zpravy st(cislo_procesu, up_pole,
casova_znacka)

pro proces |

netlk,l] = true iff k-l jsou sousedi a spoj k-|
obousmerne funguje

vp[j] = true Iff I-] Jsou sousedi a uplj] = true

ts[j] = maximalni Casova znacka zpravy st(j, ...)



Udrzovani topologie (2)

process p [i: 0..n-1]

inp N : set { j | plj] is a neighbor of pli] },
up : array [N] of boolean
var net : array [0..n-1, 0..n-1] of boolean,
vp : array [0..n-1] of boolean,
ts : array [0..n-1] of integer,
h: N,
0..n,

->
ts[i], m := ts[i]l+1, O;
do m<n ->
if (min N A uplm]) ->
net [m,1i], net[i, m], vp[m]
true, true, true
[l ~(m in N A up[m]) ->
net[m,i], net[i, m], vp[m]
false, false, false
if; := m+1




Udrzovani topologie (3)

random;
:= NEXT (N, £) ;
h/=f ->
if up[h] -> send st(i, vp, ts[i]) to plhl]
| ~upl[h] -> skip
fi; h := NEXT(N, h)

od
if upl[f] -> send st(i, vp, tsl[i]) to plf]
1 ~upl[f] -> skip

fi;
] rev st(k, vp, t) from p[g] ->
if ts[k] >= t -> skip
1 ts[k] <t ->
tslk], m := t, 0O;
do m<n -> net[m,k], net[k,m], m := vp[m], vp[m], m+l od
h := NEXT(N, g);
do h/=g ->
if up[h] -> send st(k, vp, t) to plhl]
1 ~uplh]l] -> skip
fi; h := NEXT(N, h)
od
fi
] rev error from p[g] -> skip
end




OSPF chovam pr| vypadku




OSPF - chovani pri vypadku

ADE:1
C:2

B




OSPF - chovani pri vypadku

2




Smeérovani v Internetu



Zakladni urovné smerovani v Internetu

Smerovani v podsitich/lokalnich sitich

Smerovani v autonomnich systémech

Smerovani mezi autonomnimi systémy

Paterni smerovani

— pater (backbone) je soubor specialnich smérovacu,

které znaji cestu do kazdé podsite na Internetu (v
ramci agregace adres)



Smeérovani v lokalni siti

+ |P.s - adresa odesilatele
M.s - maska sité odesilatele
|IP.d - adresa cile

if (IP.s and M.s) = (IP.d and M.s) ->
{local delivery}

1 (IP.s and M.s) /= (IP.d and M.s) ->
{use routing table with longest prefix match
or default gateway}

* hledani nejdelsiho prefixu ve smerovaci tabulce

— napr. hledam 192.168.1.140 v
192.168.0.0/16, 192.168.1.0/24, 192.168.1.128/25



-bash-2.05b$ ipcalc 192.168.1.0/25

Address:
Netmask:
wildcard:
=>
Network:
Broadcast:
HostMin:
HostMax:
Hosts/Net:

11000000.

00000000.

11000000.
11000000.
11000000.
11000000.
(Private

-bash-2.05b3 ipcalc 147.251.51.0/24

Address:
Netmask:
wildcard:
=>
Network:
Broadcast:
HostMin:
HostMax:
Hosts/Net:

10010011.

00000000.

10010011.
10010011.
10010011.
10010011.

10101000.

00000000.

10101000.
10101000.
10101000.
10101000.
Internet

11111011.

00000000.

11111011.
11111011.
11111011.
11111011.

00000001.0
00000000.0

00000001.0
00000001.0
00000001.0
00000001.0
RFC 1918)

00110011
00000000

00110011
00110011
00110011
00110011

Exkurze - rozborka adres siti

0000000
1111111

0000000
1111111
0000001
1111110

.00000000
111311111

.00000000
111311111
.00000001
.11111110

(Cclass C)

(class B)



Smeérovani uvnitr AS

S ... autonomni system
[ ... smerovac

* smerovac zna
— [P adresu a masku kazdé podsité v S
— pro kazdou podsit s v S definuje nejlepsi sousedni
smerovac pro predani
— pro site t mimo S
* explicitni zaznamy pro site blizke S
* implicitni zaznam pro ostatni



Smerovani uvnitr AS (2)

* Rozhodnuti, jestli IP.d lezi v S v siti IP.s s maskou M.s

if 4 IP.s = (IP.d and M.s) ->
{inside s}

[l not (d IP.s = (IP.d and M.s)) ->
{outside S}

» Smerovaci algoritmy:
— distance vector - napr. RIP
» distribuovany smerovaci protokol

— link state - napr. OSPF
» protokol pro udrzovani topologie



Smérovani mezi AS

* Typy autonomnich systému
— koncove (stub) AS
— multihomed AS
— transit AS
* Autonomous system number (ASN) (RFC1930)
— 16-bitovy identifikator
— koncové AS jej nemusi mit prirazené

— prirazuje ICANN (www.icann.org)
Internet Corporation For Assigned Names and Numbers



Smerovani mezi AS - BGP

» Path-vector protocol

— nevymenuji se pouze ceny cest, ale celé cesty zahrnujici
vsechny skoky

* Pracuje na urovni siti, nikoli jednotlivych uzlt/smérovacu
o Zakladem jsou oznamy (advertisments)
— zasilaji se pres point-to-point spoje

— 0znam obsahuje:
adresu cilové site (CIDR) + atributy cesty (napr. atribut
path (seznam vSech AS na ceste) a identita next-hop
smerovace



Proc rozliSovat mezi smérovanim uvnitr
AS a mezi AS?

* Mezi AS hraji roli mnohem vice nasledujici faktory
— politiky (protoze typicky jde o penize)
— Skalovatelnost (velikosti BGP tabulek)

* Uvnitr AS hraje spise roli vykon
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