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CHAPTER

Overview

Description
This document is the specification for the Java Card 2.2.1 Application Programming | nterface.

Java Card 2.2.1 API Notes
Referenced Standards
I SO - International Standards Organization

« Information Technology - Identification cards - integrated circuit cards with contacts: 1SO 7816

« Information Technology - Security Techniques - Digital Signature Scheme Giving Message Recovery: 1SO
9796

« Information Technology - Dataintegrity mechanism using a cryptographic check function employing a
block cipher agorithm: 1SO 9797

« Information technology - Security techniques - Digital signatures with appendix: 1SO 14888
RSA Data Security, Inc.

* RSA Encryption Standard: PKCS #1 Version 2.1

« Password-Based Encryption Standard: PKCS#5 Version 1.5
EMV

* The EMV 2000 ICC Specifications for Payments systems Version 4.0

* The EMV 96 |CC Specifications for Payments systems Version 3.0

| PSec
» TheInternet Key Exchange ( IKE ) document RFC 2409 (STD 1)

ANSI
¢ Public Key Cryptography for the Financial Industry: The Elliptic Curve Digital Signature Algorithm
(ECDSA): X9.62-1998

|EEE
 Standard Specifications for Public Key Cryptography, Institute of Electrical and Electronic Engineers, 2000
: IEEE 1363

FIPS
 Advanced Encryption Standard (AES): FIPS-197

Standard Names for Security and Crypto Packages
» SHA (also SHA-1): Secure Hash Algorithm, as defined in Secure Hash Standard, NIST FIPS 180-1.
» MD5: The Message Digest algorithm RSA-MDS5, as defined by RSA DSI in RFC 1321.
» RIPEMD-160: as defined in 1SO/IEC 10118-3:1998 Information technology - Security techniques - Hash-



Overview
Parameter Checking

functions - Part 3: Dedicated hash-functions

DSA: Digital Signature Algorithm, as defined in Digital Signature Standard, NIST FIPS 186.
DES: The Data Encryption Standard, as defined by NIST in FIPS 46-1 and 46-2.

RSA: The Rivest, Shamir and Adleman Asymmetric Cipher algorithm.

ECDSA: Elliptic Curve Digital Signature Algorithm.

ECDH: Elliptic Curve Diffie-Hellman a gorithm.

» AES: Advanced Encryption Standard (AES), as defined by NIST in FIPS 197.

Parameter Checking

Policy

All Java Card API implementations must conform to the Java model of parameter checking. That is, the API
code should not check for those parameter errors which the VM is expected to detect. These include all
parameter errors, such as null pointers, index out of bounds, and so forth, that result in standard runtime
exceptions. The runtime exceptions that are thrown by the Java Card VM are:

« ArithmeticException

» ArrayStoreException

* ClassCastException

I ndexOutOf BoundsException

* ArraylndexOutOf BoundsException

* NegativeArraySizeException

NullPointerException
* SecurityException

Exceptionsto the Policy

In some cases, it may be necessary to explicitly check parameters. These exceptions to the policy are
documented in the Java Card API specification. A Java Card APl implementation must not perform parameter
checking with the intent to avoid runtime exceptions, unlessthisis clearly specified by the Java Card API
specification.

Note—If multiple erroneous input parameters exist, any one of several runtime exceptions will be thrown by the
VM. Java programmers rely on this behavior, but they do not rely on getting a specific exception. It is not
necessary (nor isit reasonable or practical) to document the precise error handling for all possible combinations
of equivalence classes of erroneous inputs. The value of this behavior is that the logic error in the calling
program is detected and exposed via the runtime exception mechanism, rather than being masked by a normal
return.

Package Summary

Packages

java.io A subset of thej ava. i 0 package in the standard Java programming language.

2 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



Overview
Class Hierarchy

Package Summary

java.l ang Provides classes that are fundamental to the design of the Java Card technology subset
of the Java programming language.

java. rm Thej ava. r mi package defines the Renot e interface which identifies interfaces

whose methods can be invoked from card acceptance device (CAD) client applications.

j avacard. franmewor k

Provides aframework of classes and interfaces for building, communicating with and
working with Java Card technology-based applets.

j avacard. f ranmewor k.
service

Provides a service framework of classes and interfaces that allow a Java Card
technology-based applet to be designed as an aggregation of service components.

javacard. security

Provides classes and interfaces that contain publicly-available functionality for
implementing a security and cryptography framework on the Java Card platform.

j avacar dx. crypt o

Extension package that contains functionality, which may be subject to export controls,
for implementing a security and cryptography framework on the Java Card platform.

Class Hierarchy

java. |l ang. Ooj ect
javacard. framewor k. Al D
javacard. f ramewor k. APDU

javacard. f ramewor k. Appl et

javacard. framewor k. servi ce. Basi cService (inplenents javacard.franmeworKk. service. Service)
javacard. franmewor k. servi ce. RM Service (inplenents javacard.framework. servi ce. Renot eServi ce)

javacard. framewor k. servi ce. Car dRenot eChj ect (i npl ements java.rni. Renote)

javacard. security. Checksum

j avacardx. crypt o. G pher

javacard. framewor k. servi ce. Di spat cher
javacard. franmewor k. JCSyst em

javacard. security. KeyAgr eenent
javacard. security. KeyBui | der

javacard. security. KeyPair

javacard. security. MessageDi gest

javacard. franmewor k. Omer PIN (i npl enents javacard. framewor k. PI N)
javacard. security. RandonDat a

javacard. security. Signature

java.lang. Throwabl e
java. |l ang. Exception

javacard. framewor k. Car dExcepti on
javacard. framewor k. User Excepti on
java.io. | Oexception
java.rm . Renot eException
java. |l ang. Runti neException

java.lang. Ari

thret i cException

java.lang. ArraySt or eExcepti on
javacard. framewor k. Car dRunt i meExcepti on

javacard.
javacard.
javacard.
javacard.
javacard.
javacard.
javacard.

f ramewor k. APDUExcept i on

security. Crypt oException
framewor k. | SOExcept i on

f ramewor k. Pl NExcept i on

f ramewor k. servi ce. Servi ceExcepti on
framewor k. Syst enException
framewor k. Transact i onException

java.lang. O assCast Excepti on

java. |l ang. | ndexQut O BoundsExcepti on
java.lang. Arrayl ndexQut Of BoundsExcept i on

java.l ang. Negati veArraySi zeException

java. | ang. Nul

| Poi nt er Excepti on

java.lang. SecurityException

javacard. framewor k. Uti |

Overview 3
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Interface Hierarchy

Interface Hierarchy

javacard. f ramewor k. Appl et Event
javacard. security. DSAKey
javacard. security. DSAPri vat eKey
javacard. security. DSAPubl i cKey
javacard. security. ECKey
javacard. security. ECPri vat eKey
javacard. security. ECPubl i cKey
javacard. framework. | SO7816
javacard. security. Key
javacard. security. Privat eKey
javacard. security. DSAPri vat eKey
javacard. security. ECPri vat eKey
javacard. security. RSAPri vat eCrt Key
javacard. security. RSAPri vat eKey
javacard. security. Publ i cKey
javacard. security. DSAPubl i cKey
javacard. security. ECPubl i cKey
javacard. security. RSAPubl i cKey
javacard. security. Secr et Key
javacard. security. AESKey
javacard. security. DESKey
j avacardx. crypt o. KeyEncryption
javacard. framewor k. Mul ti Sel ect abl e
javacard. framework. PIN
java.rm . Renote
javacard. franmewor k. servi ce. Servi ce
javacard. framewor k. servi ce. Renot eSer vi ce
javacard. franmewor k. servi ce. SecurityService
javacard. framewor k. Shar eabl e
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CHAPTER

Package
javaio

Description

A subset of thej ava. i 0 package in the standard Java programming language.

Thej ava. i 0. | OExcept i on classisincluded in the Java Card API to maintain a hierarchy of exceptions
identical to the standard Java programming language. Thej ava. i 0. | OExcept i on classisthe superclass of
java. rm . Renot eExcept i on, that indicates an exception occurred during a remote method call.

Class Summary

Exceptions

| CException

A Java Card runtime environment-owned instance of | OExcept i on isthrown to
signal that an 1/O exception of some sort has occurred.




| OException javaio
Declaration

javaio

| OEXception

Declaration
public class | OException extends java.lang. Exception

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java.io. | OException

Direct Known Subclasses: j ava. rm . Renot eExcepti on

Description

A Java Card runtime environment-owned instance of | OExcept i on isthrown to signal that an I/O exception
of some sort has occurred. This classis the general class of exceptions produced by failed or interrupted 1/O
operations.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Specification
for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the Java 2 Platform Standard
Edition APl Specification.

Member Summary

Constructors

| OExcepti on()
Constructsan | CExcept i on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s( hj ect)

6 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



javaio | OException
| OException()

Constructors

| OException()

Declar ation:
public | OException()

Description:
Constructsan | CExcept i on.

javaio |OException 7



| OException javaio
| OException()
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CHAPTER

I?ackage
java.lang

Description

Provides classes that are fundamental to the design of the Java Card technology subset of the Java programming
language. The classesin this package are derived from j ava. | ang in the standard Java programming
language and represent the core functionality required by the Java Card Virtual Machine. This core functionality
is represented by the Obj ect class, which isthe base class for al Javalanguage classes and the Thr owabl e
class, which is the base class for the exception and runtime exception classes.

The exceptions and runtime exceptions that are included in this package are those that can be thrown by the Java
Card Virtual Machine. They represent only a subset of the exceptions availableinj ava. | ang in the standard
Java programming language.

Class Summary

Classes

oj ect Class Obj ect istheroot of the Java Card platform class hierarchy.

Thr owabl e The Throwable classis the superclass of all errors and exceptions in the Java Card
platform’s subset of the Java programming language.

Exceptions

Arithneti cException A Java Card runtime environment-owned instance of Ari t hnet i cExceptionis
thrown when an exceptional arithmetic condition has occurred.

Arrayl ndexQut Of Bound- A Java Card runtime environment-owned instance of

sException Arrayl ndexQOut OF BoundsExcept i on isthrown to indicate that an array has
been accessed with an illegal index.

ArrayStoreException A Java Card runtime environment-owned instance of Ar r ay St or eExcepti onis
thrown to indicate that an attempt has been made to store the wrong type of object into
an array of objects.

C assCast Excepti on A Java Card runtime environment-owned instance of Cl assCast Excepti on is
thrown to indicate that the code has attempted to cast an object to a subclass of which it
is not an instance.

Exception The class Except i on and its subclasses are aform of Thr owabl e that indicate
conditions that a reasonable applet might want to catch.

I ndexQut O BoundsExcep- | A Java Card runtime environment-owned instance of

tion I ndexQut OF BoundsExcept i on isthrown to indicate that an index of some sort
(such asto an array) is out of range.

Negat i veArraySi zeEx- A Java Card runtime environment-owned instance of

ception Negati veArraySi zeExcepti on isthrown if an applet triesto create an array
with negative size.




java.lang
Class Summary

Class Summary

Nul I Poi nt er Excepti on A Java Card runtime environment-owned instance of Nul | Poi nt er Excepti onis
thrown when an applet attemptsto use nul | in a case where an object is required.

Runt i meExcepti on Runt i neExcept i on isthe superclass of those exceptions that can be thrown during
the normal operation of the Java Card Virtual Machine.

SecurityException A Java Card runtime environment-owned instance of Securi t yExcepti onis
thrown by the Java Card Virtual Machine to indicate a security violation.

10 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



javalang ArithmeticException
Declaration

javalang

ArithmeticException

Declaration
public class Arithmeti cException extends RuntimeException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java.lang. Arithneti cException

Description

A Java Card runtime environment-owned instance of Ari t hnmet i cExcept i on isthrown when an
exceptional arithmetic condition has occurred. For example, a*“divide by zero” is an exceptiona arithmetic
condition.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) APl Specification.

Member Summary

Constructors

Arithmeti cException()
Constructsan Ari t hrret i cExcepti on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(j ect)

javalang ArithmeticException 11



ArithmeticException javalang
ArithmeticException()

Constructors

ArithmeticException()

Declar ation:
public Arithneti cException()

Description:
Constructsan Ari t hnet i cExcepti on.

12 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



javalang ArraylndexOutOfBoundsException
Declaration

javalang

ArraylndexOutOf BoundsException

Declaration
public class Arrayl ndexQut Of BoundsExcepti on extends | ndexQut Of BoundsExcepti on

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java. |l ang. | ndexQut Of BoundsExcepti on

I
+--java. | ang. Arrayl ndexQut O BoundsExcepti on

Description

A Java Card runtime environment-owned instance of Ar r ayl ndexQut O BoundsExcept i on isthrown to
indicate that an array has been accessed with an illegal index. The index is either negative or greater than or
equal to the size of the array.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

Arrayl ndexQut Of BoundsExcepti on()
Constructs an Ar r ay | ndexQut OF BoundsExcept i on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

javalang ArraylndexOutOfBoundsException 13




ArraylndexOutOfBoundsException javalang
ArraylndexOutOf BoundsException()

Constructors

ArraylndexOutOfBoundsException()

Declar ation:
public Arrayl ndexQut Of BoundsExcepti on()

Description:
Constructs an Ar r ayl ndexQut OF BoundsExcept i on.

14 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



javalang ArrayStoreException
Declaration

javalang

ArrayStoreException

Declaration
public class ArrayStoreException extends RuntimeException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java.l ang. ArraySt or eExcepti on

Description

A Java Card runtime environment-owned instance of Ar r ay St or eExcept i on isthrown to indicate that an
attempt has been made to store the wrong type of object into an array of objects. For example, the following
code generatesan Ar r ay St or eExcept i on:

Object x[] = new Al D 3];
x[0] = new OmerPI N( (byte) 3, (byte) 8);

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

ArraySt or eExcepti on()
Constructs an Ar r ay St or eExcept i on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

javalang ArrayStoreException 15




ArrayStoreException javalang
ArrayStoreException()

Constructors

ArrayStoreException()

Declar ation:
public ArrayStoreException()

Description:
Constructsan Ar r ay St or eExcepti on.
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javalang ClassCastException
Declaration

javalang

ClassCastException

Declaration
public class Cl assCast Excepti on extends Runti meException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java. |l ang. O assCast Excepti on

Description

A Java Card runtime environment-owned instance of Cl assCast Except i on isthrown to indicate that the
code has attempted to cast an object to asubclass of which it isnot an instance. For example, the following code
generatesaCl assCast Excepti on:

Obj ect x = new Omner PIN( (byte)3, (byte)8);
JCSyst em get Appl et Shar eabl el nterfaceject( (AID)x, (byte)5 );

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

Cl assCast Excepti on()
ConstructsaCl assCast Excepti on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)
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ClassCastException()

Constructors

ClassCastException()

Declar ation:
publ i c O assCast Excepti on()

Description:
ConstructsaCl assCast Excepti on.
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Declaration

javalang

Exception

Declaration
public class Exception extends Throwabl e

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

Direct Known Subclasses. j avacard. f ranewor k. Car dExcept i on,j ava. i 0. | OExcepti on,
Runt i mreExcepti on

Description
The class Except i on and its subclasses are aform of Thr owabl e that indicate conditions that a reasonable
applet might want to catch.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Standard Edition (J2SETM) API Specification.

Member Summary

Constructors

Exception()
Constructs an Except i on instance.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(nj ect)

Constructors

Exception()

Declaration:
public Exception()

Description:
Constructs an Except i on instance.
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Declaration

javalang

| ndexOutOf BoundsException

Declaration
public class |ndexQut Of BoundsExcepti on extends Runti neException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java. | ang. | ndexQut Of BoundsExcepti on

Direct Known Subclasses: Arrayl ndexQut Of BoundsExcept i on

Description
A Java Card runtime environment-owned instance of | ndexQut Of BoundsExcept i on isthrownto indicate
that an index of some sort (such asto an array) is out of range.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See JRuntime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

I ndexQut OF BoundsExcepti on()
Constructs an | ndexCQut Of BoundsExcept i on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s( hj ect)
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javalang IndexOutOfBoundsException
IndexOutOf BoundsException()

Constructors

IndexOutOfBoundsException()

Declar ation:
publ i c | ndexQut Of BoundsExcepti on()

Description:
Constructsan | ndexQut Of BoundsExcept i on.
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Declaration

javalang

NegativeArraySizeException

Declaration
public class NegativeArraySi zeExcepti on extends RuntineException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java. |l ang. Negati veArraySi zeExcepti on

Description
A Java Card runtime environment-owned instance of Negat i veArr aySi zeExcept i on isthrown if an
applet tries to create an array with negative size.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

Negat i veArraySi zeException()
ConstructsaNegat i veArraySi zeExcept i on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s( hj ect)

Constructors

NegativeArraySizeException()

Declar ation:
public NegativeArraySi zeException()
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NegativeArray SizeException()

Description:
ConstructsaNegat i veArraySi zeExcept i on.

javalang NegativeArraySizeException 23



NullPointer Exception javalang
Declaration

javalang

NullPointerException

Declaration
public class NullPoi nterExcepti on extends Runti meException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java. |l ang. Nul | Poi nt er Excepti on

Description
A Java Card runtime environment-owned instance of Nul | Poi nt er Except i on isthrown when an applet
attemptsto use nul | in acase where an object is required. These include:

« Calling the instance method of anul | object.

» Accessing or modifying thefield of anul | object.

» Taking thelength of nul | asif it were an array.

» Accessing or modifying the slotsof nul | asif it were an array.
e Throwing nul | asif it wereaThr owabl e value.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

Nul | Poi nt er Excepti on()
ConstructsaNul | Poi nt er Except i on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)
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NullPointerException()

Constructors

NullPointer Exception()

Declar ation:
publi ¢ Nul | Poi nt er Excepti on()

Description:
ConstructsaNul | Poi nt er Excepti on.
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Declaration

javalang

Object

Declaration
public class Object

java.lang. Ooj ect

Description
Class hj ect istheroot of the Java Card platform class hierarchy. Every class has Obj ect asasuperclass.
All objects, including arrays, implement the methods of this class.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) APl Specification.

Member Summary
Constructors
hj ect ()
Methods
bool ean| equal s(oj ect obj)
Compares two Objects for equality.
Constructors
Object()
Declaration:

public Object()

M ethods

equals(Object)

Declaration:
publ i ¢ bool ean equal s(j ava. | ang. Obj ect obj)

Description:
Compares two Objects for equality.

The equal s method implements an equivalence relation:
* Itisreflexive: for any reference value x, x. equal s(x) shouldreturntr ue.

* Itissymmetric: for any referencevaluesx andy, x. equal s(y) shouldreturnt r ue if andonly if y.
equal s(x) returnstrue.
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equals(Object)

* Itistransitive: for any reference values x, y, and z, if x. equal s(y) returnst rue andy.
equal s(z) returnst r ue, thenx. equal s(z) should returnt r ue.

« Itisconsistent: for any reference values x and y, multiple invocations of x. equal s(y) consistently
returnt r ue or consistently returnf al se.

 For any reference value x, x. equal s(nul |') shouldreturnf al se.

Theequal s method for class Cbj ect implements the most discriminating possible equivalence relation
on objects; that is, for any reference valuesx and y, this method returnst r ue if and only if x and y refer to
the same object (x==y hasthevaluet r ue).

Parameters:
obj - the reference object with which to compare.

Returns: t r ue if this object isthe same as the obj argument; f al se otherwise.
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Declaration

javalang

RuntimeException

Declaration
public class RuntinmeException extends Exception

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

Direct Known Subclasses: Arithneti cException, ArraySt or eExcepti on,j avacard.
franmewor k. Car dRunt i neExcepti on, Cl assCast Excepti on,
I ndexQut OF BoundsExcepti on, Negati veArraySi zeExcepti on,
Nul | Poi nt er Excepti on, SecurityException

Description
Runt i neExcept i on isthe superclass of those exceptions that can be thrown during the normal operation of
the Java Card Virtual Machine.

A method is not required to declarein its throws clause any subclasses of Runt i mreExcept i on that might be
thrown during the execution of the method but not caught.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) APl Specification.

Member Summary

Constructors

Runt i meException()
ConstructsaRunt i meExcept i on instance.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s( hj ect)
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RuntimeException()

Constructors

RuntimeException()

Declar ation:
public Runti neException()

Description:
ConstructsaRunt i mreExcept i on instance.
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Declaration

javalang

SecurityException

Declaration
public class SecurityException extends RuntimeException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--java. |l ang. SecurityException

Description
A Java Card runtime environment-owned instance of Secur i t yExcept i on isthrown by the Java Card
Virtual Machine to indicate a security violation.

This exception is thrown when an attempt is made to illegally access an object belonging to another applet. It
may optionally be thrown by a Java Card VM implementation to indicate fundamental language restrictions,
such as attempting to invoke a private method in another class.

For security reasons, the Java Card runtime environment implementation may mute the card instead of throwing
this exception.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

SecurityException()
ConstructsaSecur i t yExcepti on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)
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SecurityException()

Constructors

SecurityException()

Declar ation:
public SecurityException()

Description:
Constructsa Securi t yExcept i on.

javalang SecurityException 31



Throwable javalang
Declaration

javalang

Throwable

Declaration
public class Throwabl e

java.lang. Ooj ect

+--java. | ang. Thr owabl e

Direct Known Subclasses. Excepti on

Description

The Throwable classis the superclass of all errors and exceptions in the Java Card platform’s subset of the Java
programming language. Only objects that are instances of this class (or of one of its subclasses) are thrown by
the Java Card Virtual Machine or can be thrown by the Java programming languaget hr ow statement.
Similarly, only this class or one of its subclasses can be the argument typein acat ch clause.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Standard Edition (J2SETM) API Specification.

Member Summary

Constructors

Thr owabl e()
Constructsanew Thr owabl e.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(nj ect)

Constructors

Throwable&()

Declaration:
publi c Throwabl e()

Description:
Constructsanew Thr owabl e.
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CHAPTER

Package

java.rmi

Description

Thej ava. r m package defines the Renot e interface which identifies interfaces whose methods can be
invoked from card acceptance device (CAD) client applications. It also definesaRenpt eExcept i on that can
be thrown to indicate an exception occurred during the execution of aremote method call.

Class Summary

I nterfaces

Renot e The Remote interface servesto identify interfaces whose methods may be invoked from
a CAD client application.

Exceptions

Renot eExcepti on

A Java Card runtime environment-owned instance of Renot eExcept i on isthrown
to indicate that a communication-related exception has occurred during the execution
of aremote method call.
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Remote java.rmi
Declaration

javarmi

Remote

Declaration
public interface Renote

All Known Implementing Classes: j avacard. f ranewor k. ser vi ce. Car dRenot e(bj ect

Description

The Remote interface serves to identify interfaces whose methods may be invoked from a CAD client
application. An object that is aremote object must directly or indirectly implement this interface. Only those
methods specified in a“remote interface”, an interface that extendsj ava. r m . Renot e are available
remotely. Implementation classes can implement any number of remote interfaces and can extend other remote
implementation classes. RMI for the Java Card platform provides a convenience class called j avacar d.
framewor k. ser vi ce. Car dRenpt eCbj ect that remote object implementations can extend which
facilitates remote object creation. For complete details on RMI for the Java Card platform, see the Runtime
Environment Specification for the Java Card Platformand thej avacar d. f r amewor k. ser vi ce API
package.
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javarmi RemoteException
Declaration

javarmi

RemoteException

Declaration
public class RenpteException extends java.io.| CException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java.io. | OException

+--java. rm . Renot eException

Description

A Java Card runtime environment-owned instance of Renot eExcept i on isthrown to indicate that a
communi cation-related exception has occurred during the execution of a remote method call. Each method of a
remote interface, an interface that extendsj ava. r m . Renot e, must list Renot eExcepti on or a
superclassinitst hr ows clause.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

This Java Card platform class's functionality is a strict subset of the definition in the JavaTM 2 Platform
Sandard Edition (J2SETM) API Specification.

Member Summary

Constructors

Renot eExcepti on()
Constructs a Renot eExcept i on.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)
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RemoteException()

Constructors

RemoteException()

Declar ation:
publ i ¢ Renot eException()

Description:
Constructs aRenot eExcept i on.
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CHAPTER

I?ackage
javacard.framework

Description

Provides aframework of classes and interfaces for building, communicating with and working with Java Card
technol ogy-based applets. These classes and interfaces provide the minimum required functionality for a Java
Card environment. If additional functionality is desired, for example to specialize the card for a particular
market, other frameworks would need to be added.

The key classes and interfaces in this package are:

Al D-encapsulates the Application Identifier (AID) associated with an applet.
APDU-provides methods for controlling card input and output.

Appl et -the base classfor all Java Card technol ogy-based applets on the card. It provides methods for
working with applets to be loaded onto, installed into and executed on a Java Card technol ogy-compliant
smart card.

Car dExcepti on, Car dRunt i meExcept i on-provide functionality similar toj ava. | ang.
Exceptionandjava. |l ang. Runt i neExcept i on in the standard Java programming language, but
specialized for the card environment.

| SO7816-providesimportant constants for working with input and output data.

JCSyst emprovides methods for controlling system functions such as transaction management, transient
objects, object deletion mechanism, resource management, and inter-applet object sharing.

Mul ti Sel ect abl e-provides methods that support advanced programming techniques with logical
channels.

Shar eabl e-provides a mechanism that |ets objects that implement this interface be shared across an
applet firewall.

Ut i | -provides convenient methods for working with arrays and array data.

Class Summary

I nterfaces

Appl et Event The Appl et Event interface provides a callback interface for the Java Card runtime
environment to inform the applet about life cycle events.

| SO7816 | SO7816 encapsulates constants related to SO 7816-3 and 1SO 7816-4.

Mul ti Sel ect abl e TheMul ti Sel ect abl e interface identifies the implementing Applet subclass as
being capable of concurrent selections.

PIN Thisinterface represents a PIN.

Shar eabl e The Shareable interface serves to identify all shared objects.
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javacar d.framework
Class Summary

Class Summary

Classes

Al D This class encapsul ates the Application Identifier (AID) associated with an applet.

APDU Application Protocol Data Unit (APDU) isthe communication format between the card
and the off-card applications.

Appl et This abstract class defines an Java Card technol ogy-based applet.

JCSystem The JCSy st emclassincludes a collection of methods to control applet execution,
resource management, atomic transaction management, object del etion mechanism and
inter-applet object sharing in the Java Card environment.

Oaner PI N This class represents an Owner PIN, implements Personal 1dentification Number
functionality as defined in the Pl Ninterface, and provides the ability to update the PIN
and thus owner functionality.

Uil The Ut i | class contains common utility functions.

Exceptions

APDUEXxcept i on APDUExcept i on represents an APDU related exception.

Car dExcepti on The Car dExcept i on classdefinesafieldr eason and two accessor methods
get Reason() andset Reason() .

Car dRunt i meExcepti on The Car dRunt i meExcept i on classdefinesafield r eason and two accessor
methods get Reason() and set Reason().

| SOExcept i on | SOExcept i on class encapsulates an | SO 7816-4 response status word as its
r eason code.

Pl NExcept i on Pl NExcept i on representsaOaner Pl N class access-related exception.

Syst enExcepti on Syst enExcept i on representsaJCSyst emclass related exception.

Transacti onException Transact i onExcept i on represents an exception in the transaction subsystem.

User Exception User Except i on represents a User exception.
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Declaration

javacard.framework

AID

Declaration
public class AID

java.lang. Ooj ect

+--javacard. franmewor k. Al D

Description
This class encapsul ates the Application Identifier (AID) associated with an applet. An AID is defined in ISO
7816-5 to be a sequence of bytes between 5 and 16 bytesin length.

The Java Card runtime environment creates instances of Al D class to identify and manage every applet on the
card. Applets need not create instances of this class. An applet may request and use the Java Card runtime
environment-owned instances to identify itself and other applet instances.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment Entry
Point Objects and can be accessed from any applet context. References to these permanent objects can be stored
and re-used.

An applet instance can obtain a reference to Java Card runtime environment-owned instances of its own Al D
object by using the JCSyst em get Al D() method and another applet’s Al D object viathe JCSyst em
| ookupAl D() method.

An applet uses Al D instances to request to share another applet’s object or to control access to its own shared
object from another applet. See Runtime Environment Specification for the Java Card Platform, section 6.2 for
details.

See Also: JCSyst em Syst enExcept i on

Member Summary

Constructors
Al D(byte[] bArray, short offset, byte | ength)
The Java Card runtime environment uses this constructor to create anew Al Dinstance
encapsulating the specified AID bytes.
Methods

bool ean| equal s(byte[] bArray, short offset, byte |ength)

Checksif the specified AID bytesin bAr r ay are the same as those encapsulated in
t hi s Al Dobject.

bool ean| equal s(j ava. | ang. Obj ect anObj ect)

Comparesthe AID bytesint hi s Al Dinstance to the AID bytes in the specified
object.

byte| getBytes(byte[] dest, short offset)

Called to get all the AID bytes encapsulated within Al D object.
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AID(byte]], short, byte)

Member Summary

byte| getPartial Bytes(short aidOffset, byte[] dest, short oOfset,
byt e oLengt h)
Called to get part of the AID bytes encapsulated within the Al D object starting at the
specified offset for the specified length.

bool ean| parti al Equal s(byte[] bArray, short offset, byte Iength)
Checksif the specified partial AID byte sequence matches thefirst | engt h bytes of
the encapsulated AID byteswithint hi s Al D object.

bool ean| Rl DEqual s( Al D ot her Al D)

Checksif the RID (National Registered Application provider identifier) portion of the
encapsulated AID bytes within the ot her Al D object matchesthat of t hi s Al D
object.

Constructors

AlD(byte]], short, byte)

Declaration:

public AlD(byte[] bArray, short offset, byte |ength)
throws SystenException, Null PointerException,
Arrayl ndexQut Of BoundsExcepti on, SecurityException

Description:
The Java Card runtime environment uses this constructor to create a new Al D instance encapsulating the

specified AID bytes.

Parameters:
bAr r ay - the byte array containing the AID bytes

of f set - thestart of AID bytesin bArray
| engt h - thelength of the AID bytesin bArray

Throws:
java.l ang. SecurityExcepti on -if thebArr ay array is not accessiblein the caller's context

Syst emExcept i on - with the following reason code:

» Syst enException. | LLEGAL_VALUE if thel engt h parameter islessthan 5 or greater than
16

j ava.l ang. Nul | Poi nt er Excepti on - if thebAr r ay parameterisnul |

java.l ang. Arrayl ndexQut O BoundsExcepti on -if theof f set parameter or | engt h
parameter is negative or if of f set +| engt h is greater than the length of the bAr r ay parameter

M ethods

getBytes(byt€[], short)

Declaration:

public final byte getBytes(byte[] dest, short offset)
throws Nul | Poi nter Exception, ArraylndexQut Of BoundsExcepti on,
SecurityException
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equals(Object)

Description:
Called to get al the AID bytes encapsulated within Al D object.

Parameters:
dest - byte array to copy the AID bytes

of f set - within dest where the AID bytes begin
Returns: thelength of the AID bytes

Throws:
java.l ang. SecurityException -if thedest array isnot accessible in the caller’s context

java. |l ang. Nul | Poi nt er Excepti on -if thedest parameterisnul |

java.l ang. Arrayl ndexQut O BoundsExcepti on -if theof f set parameter is negative or
of f set +length of AID bytesis greater than the length of the dest array

equals(Object)

Declar ation:
public final bool ean equal s(java.l ang. Cbj ect anCbject)
throws SecurityException

Description:

Comparesthe AID bytesint hi s Al Dinstance to the AID bytesin the specified object. Theresultist r ue
if and only if theargumentisnot nul | andisan Al D object that encapsul ates the same AID bytesast hi s
object.

This method does not throw Nul | Poi nt er Except i on.

Overrides. equal s inclass Obj ect

Parameters:
anbj ect - the object to comparet hi s Al D against

Returns: true if the AID byte values are equal, f al se otherwise

Throws:
java.l ang. SecurityException -if anCbj ect objectisnot accessible in the caller’s context

equals(byte]], short, byte)

Declaration:
public final bool ean equal s(byte[] bArray, short offset, byte |ength)
throws Arrayl ndexQut O BoundsException, SecurityException

Description:

Checksif the specified AID bytesin bAr r ay arethe same as those encapsulated int hi s Al D object. The
resultist r ue if and only if thebAr r ay argument isnot nul | and the AID bytes encapsulated int hi s
Al D object are equal to the specified AID bytesin bAr r ay.

This method does not throw Nul | Poi nt er Except i on.

Parameters:
bAr r ay - containing the AID bytes

of f set - within bArray to begin
| engt h - of AID bytesin bArray

Returns: true if equd, f al se otherwise
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javacard.framework

parti

alEquals(bytef], short, byte)

Throws:
java.l ang. SecurityExcepti on -if thebArr ay array is not accessiblein the caller's context

java.l ang. Arrayl ndexQut O BoundsExcepti on - if theof f set parameter or | engt h
parameter is negative or if of f set +| engt h is greater than the length of the bAr r ay parameter

partialEquals(byt€[], short, byte)

Declaration:
public final boolean partial Equal s(byte[] bArray, short offset, byte |ength)
throws Arrayl ndexQut O BoundsException, SecurityException

Description:

Checksif the specified partial AID byte sequence matchesthefirst | engt h bytes of the encapsulated AID
byteswithint hi s Al Dobject. Theresultist r ue if and only if the bAr r ay argumentisnot nul | and
theinput| engt h islessthan or equal to the length of the encapsulated AID byteswithint hi s Al D object
and the specified bytes match.

This method does not throw Nul | Poi nt er Except i on.

Parameters:
bAr r ay - containing the partial AID byte sequence

of f set - within bArray to begin
| engt h - of partial AID bytesin bArray
Returns: true if equd, f al se otherwise

Throws:
java.l ang. SecurityException -if thebArray array is not accessiblein the caller’s context

java.l ang. Arrayl ndexQut O BoundsExcepti on - if theof f set parameter or | engt h
parameter is negative or if of f set +| engt h is greater than the length of the bAr r ay parameter

RIDEquals(Al D)
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Declaration:
public final bool ean RI DEqual s(javacard. framewor k. Al D ot her Al D)

throws SecurityException

Description:

Checksif the RID (National Registered Application provider identifier) portion of the encapsulated AID
bytes within the ot her Al D object matchesthat of t hi s Al D object. Thefirst 5 bytes of an AID byte
sequenceisthe RID. SeelSO 7816-5 for details. Theresultist r ue if and only if the argument isnot nul |
and isan Al D object that encapsul ates the same RID bytesast hi s object.

This method does not throw Nul | Poi nt er Except i on.

Parameters:
ot her Al D- the Al Dto compare against

Returns: tr ue if the RID bytes match, f al se otherwise

Throws:
java.l ang. Securi t yExcepti on - if theot her Al Dobject isnot accessibleinthe caller's
context
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getPartialBytes(short, byte[], short, byte)

Declaration:

public final byte getPartial Bytes(short aidOffset, byte[] dest, short oOfset, byte
oLengt h)
t hrows Nul | Poi nt er Exception, Arrayl ndexQut Of BoundsExcepti on,
SecurityException

Description:

Called to get part of the AID bytes encapsulated within the Al D object starting at the specified offset for the
specified length.

Parameters:
ai dOf f set - offset within AID array to begin copying bytes

dest - the destination byte array to copy the AID bytesinto
oY f set - offset within dest where the output bytes begin

oLengt h - thelength of bytesrequested in dest . O implies arequest to copy all remaining AID
bytes.

Returns: the actual length of the bytes returned in dest

Throws:
java. |l ang. SecurityExcepti on -if thedest array isnot accessiblein the caller’s context

j ava. | ang. Nul | Poi nt er Excepti on - if thedest parameterisnul |

java. |l ang. Arrayl ndexQut OF BoundsExcepti on -if theai dOF f set parameter isnegative
or greater than the length of the encapsulated AID bytes or the oOf f set parameter is negative or
oOF f set +l engt h of bytes requested is greater than the length of the dest array
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APDU

Declaration
public final class APDU

java.lang. Ooj ect

+--javacard. f ranmewor k. APDU

Description
Application Protocol Data Unit (APDU) is the communication format between the card and the off-card
applications. The format of the APDU is defined in |SO specification 7816-4.

This class only supports messages which conform to the structure of command and response defined in 1SO
7816-4. The behavior of messages which use proprietary structure of messages ( for example with header CLA
byte in range OxDO-OxFE ) is undefined. This class does not support extended length fields.

The APDU object is owned by the Java Card runtime environment. The APDU class maintains a byte array buffer
which is used to transfer incoming APDU header and data bytes as well as outgoing data. The buffer length
must be at least 133 bytes ( 5 bytes of header and 128 bytes of data ). The Java Card runtime environment must
zero out the APDU buffer before each new message received from the CAD.

The Java Card runtime environment designates the APDU object as atemporary Java Card runtime environment
Entry Point Object (See Runtime Specification for the Java Card Platform, section 6.2.1 for details). A
temporary Java Card runtime environment Entry Point Object can be accessed from any applet context.
References to these temporary objects cannot be stored in class variables or instance variables or array
components.

The Java Card runtime environment similarly marks the APDU buffer as a globa array (See Runtime
Foecification for the Java Card Platform, section 6.2.2 for details). A global array can be accessed from any
applet context. References to global arrays cannot be stored in class variables or instance variables or array
components.

The applet receives the APDU instance to process from the Java Card runtime environment in the Appl et .
pr ocess( APDU) method, and thefirst five bytes[ CLA, INS, P1, P2, P3] are available in the APDU buffer.

The APDU class AP is designed to be transport protocol independent. In other words, applets can use the same
APDU methods regardless of whether the underlying protocol in useis T=0 or T=1 (as defined in |SO 7816-3).

The incoming APDU data size may be bigger than the APDU buffer size and may therefore need to beread in
portions by the applet. Similarly, the outgoing response APDU data size may be bigger than the APDU buffer
size and may need to be written in portions by the applet. The APDU class has methods to facilitate this.

For sending large byte arrays as response data, the APDU class provides aspecial method sendByt esLong()
which manages the APDU buffer.

/1l The purpose of this exanple is to show npst of the nethods
/1 in use and not to depict any particul ar APDU processing
public void process(APDU apdu) {

...

byte[] buffer = apdu.getBuffer();

byte cla = buffer[ISO7816. OFFSET_CLA] ;

byte ins = buffer[|SO7816. OFFSET_I NS] ;

// ' assume this command has incoming data
/1 Lc tells us the incom ng apdu command | ength
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short bytesLeft = (short) (buffer[]lSO7r816. OFFSET_LC] & OxO00FF);
if (bytesLeft < (short)55) |SOException.throwt( |SO7816. SWWRONG LENGTH );
short readCount = apdu. setlncom ngAndRecei ve();
while ( bytesLeft > 0){
/'l process bytes in buffer[5] to buffer[readCount+4];

bytesLeft -= readCount;
readCount = apdu.receiveBytes ( |SO7816. OFFSET_CDATA );
}
/1
/1.
/11
/1 Note that for a short response as in the case illustrated here
/1 the three APDU nethod calls shown : setQutgoing(), setQutgoi ngLength() & sendBytes()
/1 could be replaced by one APDU nmethod call : setQutgoi ngAndSend() .

/1 construct the reply APDU

short | e = apdu. set Qut goi ng();

if (le < (short)2) |SCException.throwit( |1SO7816. SWWRONG LENGTH );
apdu. set Qut goi ngLengt h( (short)3 );

[/ build response data in apdu.buffer[ 0.. outCount-1
buffer[0] = (byte)l; buffer[1l] = (byte)2; buffer[3] =
apdu. sendBytes ( (short)0 , (short)3 );

/1 return good conplete status 90 00

}

The APDU class also defines aset of STATE . . constants which represent the various processing states of the
APDUaobject based on the methods invoked and the state of the data transfers. Theget Cur r ent St at e()
method returns the current state.

Note that the state number assignments are ordered as follows: STATE_INITIAL <
STATE_PARTIAL_INCOMING < STATE_FULL_INCOMING < STATE_OUTGOING <
STATE_OUTGOING_LENGTH_KNOWN < STATE_PARTIAL_OUTGOING <
STATE_FULL_OUTGOING.

The following are processing error states and have negative state number assignments :
STATE_ERROR_NO_TO_GETRESPONSE, STATE_ERROR_T1 IFD_ABORT, STATE_ERROR_|O and
STATE_ERROR_NO_TO_REISSUE.

]
(byte)3;

See Also: APDUExcept i on, | SOExcept i on

Member Summary

Fields

static byte| PROTOCOL_MEDI A CONTACTLESS TYPE A
Transport protocol Media - Contactless Type A

static byte| PROTOCOL_MEDI A CONTACTLESS TYPE B
Transport protocol Media - Contactless Type B

static byte| PROTOCOL_MEDI A DEFAULT
Transport protocol Media - Contacted Asynchronous Half Duplex

static byte| PROTOCOL_MEDI A_MASK
Media nibble mask in protocol byte

static byte| PROTOCOL_MEDI A _USB
Transport protocol Media- USB

static byte| PROTOCOL_TO
1SO 7816 transport protocol type T=0.

static byte| PROTOCOL_T1
This constant is used to denote both the SO 7816 transport protocol type T=1 and the
variant for contactless cards defined in 1SO 14443-4.
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Member Summary

static

byte

PROTOCOL_TYPE_NMASK
Type nibble mask in protocol byte

static

byt e

STATE_ERROR | O
Thiserror state of a APDU object occurs when an APDUEXcept i on with reason code
APDUExcept i on. | O_ERROR has been thrown.

static

byte

STATE_ERROR_NO_TO_GETRESPONSE
Thiserror state of a APDU object occurs when an APDUEX cept i on with reason code
APDUExcept i on. NO_TO_CGETRESPONSE has been thrown.

static

byte

STATE_ERROR_NO _TO_REI SSUE
Thiserror state of a APDU object occurs when an APDUEXxcept i on with reason code
APDUExcept i on. NO_TO_REI SSUE has been thrown.

static

byte

STATE_ERROR_T1_| FD_ABORT
Thiserror state of a APDU object occurs when an APDUEXcept i on with reason code
APDUEXxcept i on. T1_| FD_ABORT has been thrown.

static

byte

STATE_FULL_I NCOM NG
Thisisthe state of a APDU object when all the incoming data been received.

static

byt e

STATE_FULL_OUTGO NG
Thisisthe state of a APDU object when all outbound data has been transferred.

static

byt e

STATE_I NI TI AL
Thisisthe state of anew APDU object when only the command header is valid.

static

byte

STATE_QUTGO NG
Thisisthe state of anew APDU object when data transfer mode is outbound but length
is not yet known.

static

byte

STATE_OUTGO NG_LENGTH_KNOWN
Thisisthe state of a APDU object when data transfer mode is outbound and outbound
length is known.

static

byt e

STATE_PARTI AL_| NCOM NG
Thisisthe state of a APDU object when incoming data has partially been received.

static

byt e

STATE_PARTI AL_OUTGO NG
Thisisthe state of a APDU object when some outbound data has been transferred but
not all.

M ethods

byt e[ ]

get Buf fer ()
Returns the APDU buffer byte array.

static

byte

get CLAChannel ()
Returnsthelogical channel number associated with the current APDU command based
on the CLA byte.

static

APDU

get Curr ent APDU( )
This method is called to obtain areference to the current APDU object.

static byte[]

get Cur r ent APDUBUT f er ()
This method is called to obtain areference to the current APDU buffer.

byte

get Current St at e()
This method returns the current processing state of the APDU object.

static short

get | nBl ockSi ze()
Returns the configured incoming block size.

byte

get NAD( )
Returns the Node Address byte (NAD) in T=1 protocol, and 0 in T=0 protocol.

static short

get Qut Bl ockSi ze()
Returns the configured outgoing block size.

static

byt e

get Prot ocol ()
Returns the | SO 7816 transport protocol type, T=1 or T=0 in the low nibble and the
transport media in the upper nibblein use.
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Member Summary

short | recei veBytes(short bOff)
Gets as many data bytes as will fit without APDU buffer overflow, at the specified
offset bOF f .
voi d | sendByt es(short bOFf, short |en)
Sends| en more bytes from APDU buffer at specified offset bOf f .
voi d | sendByt esLong(byte[] outData, short bCOFf, short |en)
Sends| en more bytes from out Dat a byte array starting at specified offset bOf f .
short | setlncom ngAndRecei ve()
Thisisthe primary receive method.
short | set Qut goi ng()
This method is used to set the data transfer direction to outbound and to obtain the
expected length of response (Le).
voi d| set Qut goi ngAndSend(short bOFf, short |en)
Thisisthe“convenience” send method.
voi d| set Qut goi ngLengt h(short | en)
Sets the actual length of response data.
short | set Qut goi ngNoChai ni ng()

This method is used to set the data transfer direction to outbound without using
BLOCK CHAINING (See SO 7816-3/4) and to obtain the expected length of
response (Le).

static void

wai t Ext ensi on()
Requests additional processing time from CAD.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

STATE_INITIAL
Declar ation:

public static final byte STATE_IN TI AL

Description:

Thisisthe state of anew APDU object when only the command header is valid.

STATE_PARTIAL_INCOMING

Declar ation:

public static final byte STATE PARTI AL_I NCOM NG

Description:

Thisisthe state of a APDU object when incoming data has partially been received.
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STATE_FULL_INCOMING

Declaration:
public static final byte STATE_FULL_I NCOM NG

Description:
Thisisthe state of a APDU object when al the incoming data been received.

STATE_OUTGOING

Declaration:
public static final byte STATE_OUTGO NG

Description:
Thisisthe state of anew APDU object when data transfer mode is outbound but length is not yet known.

STATE_OUTGOING_LENGTH_KNOWN

Declaration:
public static final byte STATE OUTGO NG_LENGTH KNOWN

Description:
Thisisthe state of a APDU object when data transfer mode is outbound and outbound length is known.

STATE_PARTIAL_OUTGOING

Declar ation:
public static final byte STATE PARTI AL_OUTGO NG

Description:
Thisisthe state of a APDU object when some outbound data has been transferred but not all.

STATE_FULL_OUTGOING

Declaration:
public static final byte STATE FULL_OUTGO NG

Description:
Thisisthe state of a APDU object when all outbound data has been transferred.

STATE_ERROR_NO_TO GETRESPONSE

Declar ation:
public static final byte STATE_ERROR NO TO_ GETRESPONSE

Description:
This error state of a APDU object occurs when an APDUEXcept i on with reason code
APDUEXxcept i on. NO_TO_CGETRESPONSE has been thrown.

STATE_ERROR_T1_IFD_ABORT

Declar ation:
public static final byte STATE ERROR T1_I| FD ABORT

Description:
This error state of a APDU object occurs when an APDUEX cept i on with reason code
APDUEXcept i on. T1_| FD_ABORT has been thrown.
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STATE_ERROR_IO

STATE_ERROR_|O

Declaration:
public static final byte STATE_ ERROR | O

Description:
This error state of a APDU object occurs when an APDUEXcept i on with reason code
APDUEXxcept i on. | O ERRCR has been thrown.

STATE_ERROR_NO_TO REISSUE

Declaration:
public static final byte STATE_ERROR _NO TO_REl SSUE

Description:
This error state of a APDU object occurs when an APDUEXcept i on with reason code
APDUEXxcept i on. NO_TO_REIl SSUE has been thrown.

PROTOCOL_MEDIA_MASK

Declaration:
public static final byte PROTOCO.L_MEDI A MASK

Description:
Media nibble mask in protocol byte

PROTOCOL_TYPE_MASK

Declaration:
public static final byte PROTOCOL_TYPE_MASK

Description:
Type nibble mask in protocol byte

PROTOCOL_TO

Declaration:
public static final byte PROTOCOL_TO

Description:
I SO 7816 transport protocol type T=0.

PROTOCOL_T1

Declaration:
public static final byte PROTOCCOL_T1

Description:
This constant is used to denote both the | SO 7816 transport protocol type T=1 and the variant for
contactless cards defined in 1SO 14443-4.

PROTOCOL_MEDIA_DEFAULT

Declaration:
public static final byte PROTOCO._MEDI A DEFAULT

Description:
Transport protocol Media - Contacted Asynchronous Half Duplex
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PROTOCOL_MEDIA_CONTACTLESS TYPE_A

Declaration:
public static final byte PROTOCO._MEDI A CONTACTLESS TYPE_A

Description:
Transport protocol Media - Contactless Type A

PROTOCOL_MEDIA_CONTACTLESS TYPE_B

Declar ation:
public static final byte PROTOCOL_MEDI A CONTACTLESS TYPE_B

Description:
Transport protocol Media - Contactless Type B

PROTOCOL_MEDIA_USB

Declaration:
public static final byte PROTOCO._MEDI A USB

Description:
Transport protocol Media- USB

M ethods

getBuffer()

Declaration:
public byte[] getBuffer()

Description:
Returns the APDU buffer byte array.

Note:

 Referencesto the APDU buffer byte array cannot be stored in class variables or instance variables or
array components. See Runtime Specification for the Java Card Platform, section 6.2.2 for details.

Returns: byte array containing the APDU buffer

getlnBlock Size()

Declaration:
public static short getlnBl ockSize()

Description:

Returns the configured incoming block size. In T=1 protocol, this corresponds to IFSC (information field
sizefor ICC), the maximum size of incoming data blocksinto the card. In T=0 protocol, this method returns
1. IFSC is defined in 1SO 7816-3.

Thisinformation may be used to ensure that there is enough space remaining in the APDU buffer when
recei veByt es() isinvoked.

Note:
* Onrecei veByt es() thebOf f param should account for this potential blocksize.

Returns: incoming block size setting
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SeeAlso: recei veByt es(short)

getOutBlock Size()

Declaration:
public static short getQutBl ockSi ze()

Description:

Returns the configured outgoing block size. In T=1 protocol, this corresponds to IFSD (information field
size for interface device), the maximum size of outgoing data blocks to the CAD. In T=0 protocoal, this
method returns 258 (accounts for 2 status bytes). IFSD is defined in SO 7816-3.

Thisinformation may be used prior to invoking theset Qut goi ngLengt h() method, to limit the length
of outgoing messages when BLOCK CHAINING is not allowed.

Note:

¢ Onset Qut goi ngLengt h() thel en param should account for this potential blocksize.
Returns: outgoing block size setting
See Also: set Qut goi ngLengt h(short)

getProtocol ()

Declaration:
public static byte getProtocol ()

Description:
Returns the | SO 7816 transport protocol type, T=1 or T=0 in the low nibble and the transport mediain the
upper nibblein use.

Returns: the protocol media and type in progress Valid nibble codes are listed in PROTOCOL _ ..
constants above. See PROTOCOL_TO

getNAD()

Declar ation:
public byte get NAIX)

Description:
Returns the Node Address byte (NAD) in T=1 protocol, and 0 in T=0 protocol. This may be used as
additional information to maintain multiple contexts.

Returns: NAD transport byte as defined in 1SO 7816-3

setOutgoing()

Declaration:
public short set Qutgoing()
t hrows APDUExcepti on

Description:
This method is used to set the data transfer direction to outbound and to obtain the expected length of
response (Le).

Notes.
 Any remaining incoming data will be discarded.
* In T=0 (Case 4) protocol, this method will return 256.

javacard.framework APDU 51



APDU javacard.framework
setOutgoingNoChaining()

» This method sets the state of the APDU object to STATE_ OUTGOING.
Returns: Le, the expected length of response

Throws:
APDUExcept i on - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if this method, or set Qut goi ngNoChai ni ng() method
aready invoked.

* APDUExcepti on. | O_ERRORoON I/O error.

setOutgoingNoChaining()

Declaration:
public short set Qut goi ngNoChai ni ng()
t hrows APDUExcepti on

Description:

This method is used to set the data transfer direction to outbound without using BLOCK CHAINING (See
I SO 7816-3/4) and to obtain the expected length of response (L€). This method should be used in place of
theset Qut goi ng() method by applets which need to be compatible with legacy CAD/terminals which
do not support SO 7816-3/4 defined block chaining. See Runtime Specification for the Java Card Platform,
section 9.4 for details.

Notes.
« Any remaining incoming data will be discarded.
In T=0 (Case 4) protocol, this method will return 256.
When this method is used, thewai t Ext ensi on() method cannot be used.

In T=1 protocol, retransmission on error may be restricted.

In T=0 protocol, the outbound transfer must be performed without using (1SO7816.
SW_BYTES REMAINING_00+count) response status chaining.

In T=1 protocol, the outbound transfer must not set the More(M) Bit in the PCB of the | block. See ISO
7816-3.

 This method sets the state of the APDU object to STATE_ OUTGOING.
Returns: Le, the expected length of response data

Throws:
APDUExcept i on - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if thismethod, or set Qut goi ng() method already invoked.
» APDUExcepti on. | O_ ERRORon I/O error

setOutgoingL ength(short)

Declaration:
public void set Qut goi ngLengt h(short | en)
t hrows APDUExcepti on

Description:
Sets the actual length of response data. If alength of O is specified, no data will be output.

Note:
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» In T=0 (Case 2&4) protocol, the length is used by the Java Card runtime environment to prompt the
CAD for GET RESPONSE commands.

¢ This method sets the state of the APDU object to STATE_ OUTGOING_LENGTH_KNOWN.

Parameters:
| en - the length of response data

Throws:
APDUEXxcept i on - with the following reason codes:

* APDUExcepti on. | LLEGAL_USE if set Qut goi ng() not called or this method already
invoked.

» APDUExcepti on. BAD_LENGTHIf | en isgreater than 256 or if non BLOCK CHAINED data
transfer isrequested and | en is greater than (IFSD-2), where IFSD is the Outgoing Block Size. The
-2 accounts for the status bytesin T=1.

» APDUExcepti on. NO GETRESPONSE if T=0 protocol isin use and the CAD does not respond to
(1S0r816. SW BYTES REMAI NI NG_00+count ) response status with GET RESPONSE
command on the same origin logical channel number as that of the current APDU command.

» APDUExcepti on. NO_TO_REI SSUE if T=0 protocol isin use and the CAD does not respond to
(1S0Or816. SW CORRECT_LENGTH_00+count) response status by re-issuing same APDU
command on the same origin logical channel number as that of the current APDU command with the
corrected length.

» APDUExcepti on. | O ERRORoN /O error.
See Also: get Qut Bl ockSi ze()

receiveBytes(short)
Declaration:
public short receiveBytes(short bOf)
t hrows APDUException
Description:
Gets as many data bytes aswill fit without APDU buffer overflow, at the specified offset bOf f . Gets all the
remaining bytesif they fit.
Notes:
« The space in the buffer must allow for incoming block size.

e InT=1 protocal, if all the remaining bytes do not fit in the buffer, this method may return less bytes than
the maximum incoming block size (IFSC).

« InT=0 protocal, if all the remaining bytes do not fit in the buffer, this method may return less than a full
buffer of bytes to optimize and reduce protocol overhead.

 In T=1 protocol, if this method throws an APDUExcept i on withT1_| FD_ABORT reason code, the
Java Card runtime environment will restart APDU command processing using the newly received
command. No more input data can be received. No output data can be transmitted. No error status
response can be returned.

» This method sets the state of the APDU object to STATE_PARTIAL_INCOMING if all incoming bytes
are not received.

« This method sets the state of the APDU object to STATE_FULL_INCOMING if all incoming bytes are
received.
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Parameters:
bOF f - the offset into APDU buffer

Returns: number of bytes read. Returns O if no bytes are available

Throws:
APDUEXcept i on - with the following reason codes:

» APDUException. | LLEGAL_USEif set | nconi ngAndRecei ve() not called or if
set Qut goi ng() or set Qut goi ngNoChai ni ng() previously invoked.

» APDUExcept i on. BUFFER_BOUNDS if not enough buffer space for incoming block size.
* APDUExcepti on. | O_ERRORoN /O error.

» APDUExcepti on. T1_| FD_ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

See Also: get | nBI ockSi ze()

setlncomingAndReceive()

Declaration:
public short setlncom ngAndRecei ve()
t hr ows APDUExcepti on

Description:

Thisisthe primary receive method. Calling this method indicates that this APDU has incoming data. This
method gets as many bytes as will fit without buffer overflow in the APDU buffer following the header. It
gets al the incoming bytesif they fit.

Notes:
¢ InT=0 ( Case 3&4) protocol, the P3 paramis assumed to be Lc.
 Dataisread into the buffer at offset 5.

e InT=1 protocoal, if all the incoming bytes do not fit in the buffer, this method may return less bytes than
the maximum incoming block size (IFSC).

« InT=0 protocoal, if all the incoming bytes do not fit in the buffer, this method may return less than a full
buffer of bytes to optimize and reduce protocol overhead.

« This method sets the transfer direction to beinbound and callsr ecei veByt es(5) .
« This method may only be called oncein a Appl et . process() method.

 This method sets the state of the APDU object to STATE_PARTIAL_INCOMING if all incoming bytes
are not received.

 This method sets the state of the APDU object to STATE_FULL_INCOMING if all incoming bytes are
received.

Returns: number of data bytesread. The Le byte, if any, isnot included in the count. Returns O if no bytes
are available.

Throws:
APDUEXxcept i on - with the following reason codes:

» APDUException. | LLEGAL_USEif set | ncom ngAndRecei ve() aready invoked or if
set Qut goi ng() or set Qut goi ngNoChai ni ng() previously invoked.

» APDUExcepti on. | O ERRORONI/O error.
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sendBytes(short, short)

» APDUExcepti on. T1_| FD_ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

sendBytes(short, short)

Declaration:
public void sendBytes(short bOff, short |en)

t hrows APDUExcepti on
Description:
Sends| en more bytes from APDU buffer at specified offset bOf f .
If the last part of the response is being sent by the invocation of this method, the APDU buffer must not be
altered. If the datais altered, incorrect output may be sent to the CAD. Requiring that the buffer not be
altered allows the implementation to reduce protocol overhead by transmitting the last part of the response
along with the status bytes.

Notes:
* If set Qut goi ngNoChai ni ng() wasinvoked, output block chaining must not be used.

* InT=0 protocal, if set Qut goi ngNoChai ni ng() wasinvoked, Le bytes must be transmitted before
(1S0O7816. SW BYTES_REMAI NI NG_00+r emai ni ng byt es) response statusis returned.

 In T=0 protocol, if this method throws an APDUExcept i on with NO_TO_GETRESPONSE or
NO_TO_REI SSUE reason code, the Java Card runtime environment will restart APDU command
processing using the newly received command. No more output data can be transmitted. No error status
response can be returned.

 In T=1 protocol, if this method throws an APDUExcept i on withT1_| FD_ABORT reason code, the
Java Card runtime environment will restart APDU command processing using the newly received
command. No more output data can be transmitted. No error status response can be returned.

 This method sets the state of the APDU object to STATE_PARTIAL_OUTGOING if all outgoing bytes
have not been sent.

« Thismethod sets the state of the APDU object to STATE_FULL_OUTGOING if all outgoing bytes have
been sent.

Parameters;
bOf f - the offset into APDU buffer

| en - the length of the datain bytesto send

Throws:
APDUEXcept i on - with the following reason codes:

» APDUExcepti on. | LLEGAL USEif set Qut goi ngLengt h() not caled or
set Qut goi ngAndSend() previously invoked or response byte count exceeded or if
APDUExcept i on. NO_TO_GETRESPONSE or APDUExcept i on. NO_TO_REI SSUE or
APDUExcept i on. T1_I| FD_ABORT previously thrown.

* APDUExcepti on. BUFFER_BOUNDS if bCf f isnegative or | en isnegativeor bOf f +I en
exceeds the buffer size.

» APDUExcepti on. | O ERRORoONI/O error.

» APDUExcepti on. NO_ GETRESPONSE if T=0 protocol isin use and the CAD does not respond to
(1S0Or816. SW BYTES REMAI NI NG_00+count ) response status with GET RESPONSE
command on the same origin logical channel number as that of the current APDU command.
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» APDUExcept i on. NO_TO_REI SSUE if T=0 protocol isin use and the CAD does not respond to
(1S0r816. SW CORRECT_LENGTH _00+count ) response status by re-issuing same APDU
command on the same origin logical channel number as that of the current APDU command with the
corrected length.

» APDUException. T1 | FD_ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

See Also: set Qut goi ng(), set Qut goi ngNoChai ni ng()

sendBytesL ong(byte]], short, short)

Declaration:
public void sendBytesLong(byte[] outData, short bOFf, short |en)
throws APDUException, SecurityException

Description:
Sends| en more bytes from out Dat a byte array starting at specified offset bOf f .

If the last of the response is being sent by the invocation of this method, the APDU buffer must not be
atered. If the datais altered, incorrect output may be sent to the CAD. Requiring that the buffer not be
altered allows the implementation to reduce protocol overhead by transmitting the last part of the response
along with the status bytes.

The Java Card runtime environment may use the APDU buffer to send datato the CAD.
Notes:
« Ifset Qut goi ngNoChai ni ng() wasinvoked, output block chaining must not be used.

« InT=0protocal, if set Qut goi ngNoChai ni ng() wasinvoked, Le bytes must be transmitted before
(1S07816. SW BYTES_REMAI NI NG_00+r enai ni ng byt es) response statusis returned.

« In T=0 protocoal, if this method throws an APDUExcept i on with NO_TO_GETRESPONSE or
NO_TO_REIl SSUE reason code, the Java Card runtime environment will restart APDU command
processing using the newly received command. No more output data can be transmitted. No error status
response can be returned.

¢ In T=1 protocol, if this method throws an APDUExcept i on with T1_| FD_ABORT reason code, the
Java Card runtime environment will restart APDU command processing using the newly received
command. No more output data can be transmitted. No error status response can be returned.

 This method sets the state of the APDU object to STATE_PARTIAL_OUTGOING if all outgoing bytes
have not been sent.

 This method sets the state of the APDU object to STATE_FULL_OUTGOING if all outgoing bytes have
been sent.

Parameters:
out Dat a - the source data byte array

bO f - the offset into OutData array
| en - the byte length of the data to send

Throws:
java.l ang. SecurityExcepti on -if theout Dat a array isnot accessiblein the caller’s context

APDUEXxcept i on - with the following reason codes:
» APDUExcepti on. | LLEGAL_USEif set Qut goi ngLengt h() not caled or
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set Qut goi ngAndSend() previously invoked or response byte count exceeded or if
APDUExcept i on. NO_TO_GETRESPONSE or APDUExcept i on. NO_TO_REI SSUE or
APDUEXcept i on. NO_TO_REI SSUE previously thrown.

* APDUExcepti on. | O_ERRORoN /O error.

* APDUExcepti on. NO_TO_GETRESPONSE if T=0 protocol isin use and CAD does not respond
to (1 SO7816. SW BYTES REMAI NI NG _00+count ) response status with GET RESPONSE
command on the same origin logical channel number as that of the current APDU command.

» APDUException. T1 | FD_ABORT if T=1 protocol isin use and the CAD sendsin an ABORT S
Block command to abort the data transfer.

See Also: set Qut goi ng(), set Qut goi ngNoChai ni ng()

setOutgoingAndSend(short, short)

Declaration:
public void set Qut goi ngAndSend(short bOFf, short Ien)
t hrows APDUExcepti on

Description:

Thisisthe " convenience” send method. It provides for the most efficient way to send a short response
which fitsin the buffer and needs the least protocol overhead. This method is a combination of

set Qut goi ng(), setQutgoi ngLength( |en ) followedby sendBytes ( bOFf, len ).
In addition, once this method isinvoked, sendByt es() and sendByt esLong() methods cannot be
invoked and the APDU buffer must not be altered.

Sends| en byte response from the APDU buffer starting at the specified offset bOf f .
Notes:
* No other APDU send methods can be invoked.
« The APDU buffer must not be altered. If the data is altered, incorrect output may be sent to the CAD.
¢ The actual data transmission may only take place on return from Appl et . pr ocess()
« This method sets the state of the APDU object to STATE_FULL_OUTGOING.

Parameters:
bOr f - the offset into APDU buffer

| en - the bytelength of the datato send

Throws:
APDUEXxcept i on - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if set Qut goi ng() or set Qut goi ngAndSend()
previously invoked or response byte count exceeded.

* APDUExcepti on. | O ERRORoN /O error.
getCurrentState()

Declaration:
public byte getCurrentState()
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Description:

This method returns the current processing state of the APDU object. It is used by the Basi cSer vi ce
class to help services collaborate in the processing of an incoming APDU command. Valid codes are listed
in STATE_ .. constants above. See STATE | NI Tl AL

Returns: the current processing state of the APDU
See Also: j avacard. franewor k. servi ce. Basi cServi ce

getCurrentAPDU()

Declar ation:
public static javacard. franework. APDU get Curr ent APDU()
throws SecurityException

Description:
This method is called to obtain areference to the current APDU object. This method can only be called in

the context of the currently selected applet.
Note:

Do not call thismethod directly or indirectly fromwithin a method invoked remotely via Java Card RMI
method invocation from the client. The APDU object and APDU buffer are reserved for use by
RMI Service. Remote method parameter data may become corrupted.

Returns: the current APDU object being processed

Throws:
java.l ang. SecurityExcepti on - if

« the current context is not the context of the currently selected applet instance or

« thismethod was not called, directly or indirectly, from the applet’s process method (called directly by
the Java Card runtime environment), or

« the method is called during applet installation or deletion.

getCurrentAPDUBUffer ()

Declaration:
public static byte[] getCurrent APDUBUffer ()
throws SecurityException

Description:
This method is called to obtain areference to the current APDU buffer. This method can only be called in
the context of the currently selected applet.

Note:

Do not call thismethod directly or indirectly fromwithin a method invoked remotely via Java Card RMI
method invocation from the client. The APDU object and APDU buffer are reserved for use by
RMI Service. Remote method parameter data may become corrupted.

Returns: the APDU buffer of the APDU object being processed

Throws:
java.l ang. SecurityException -if

« the current context is not the context of the currently selected applet or

« thismethod was not called, directly or indirectly, from the applet’s process method (called directly by
the Java Card runtime environment), or
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« the method is called during applet installation or deletion.

getCLAChannel()

Declaration:
public static byte get CLAChannel ()

Description:

Returnsthe logical channel number associated with the current APDU command based on the CLA byte. A
number in the range 0-3 based on the least significant two bits of the CLA byte isreturned if the command
contains logical channel encoding. If the command does not contain logical channel information, 0 is
returned. See Runtime Specification for the Java Card Platform, section 4.3 for encoding details.

Returns: logical channel number, if present, within the CLA byte, O otherwise

waitExtension()

Declaration:
public static void waitExtension()
t hr ows APDUExcepti on

Description:
Reguests additional processing time from CAD. The implementation should ensure that this method needs
to be invoked only under unusua conditions requiring excessive processing times.

Notes:
 In T=0 protocol, a NULL procedure byte is sent to reset the work waiting time (see SO 7816-3).

 In T=1 protocol, the implementation needs to request the same T=0 protocol work waiting time
guantum by sending a T=1 protocol request for wait time extension(see | SO 7816-3).

« |f the implementation uses an automatic timer mechanism instead, this method may do nothing.

Throws:
APDUEXxcept i on - with the following reason codes:

» APDUExcepti on. | LLEGAL_USE if set Qut goi ngNoChai ni ng() previously invoked.
* APDUExcepti on. | O_ERRORoON /O error.
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javacard.framework

Declaration

javacard.framework

APDUEXception

Declar ation

public class APDUException extends CardRunti meException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

+--javacard. f ramewor k. APDUExcepti on

Description

APDUEXcept i on represents an APDU related exception.

The APDU class throws Java Card runtime environment-owned instances of APDUExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

See Also: APDU

Member Summary

Fields

static short

BAD_LENGTH
Thisreason code is used by the APDU. set Qut goi ngLengt h() method to
indicate that the length parameter is greater that 256 or if non BLOCK CHAINED data
transfer isrequested and | en is greater than (IFSD-2), where IFSD is the Outgoing
Block Size.

static short

BUFFER_BOUNDS
Thisreason code is used by the APDU. sendByt es() method to indicate that the
sum of buffer offset parameter and the byte length parameter exceeds the APDU buffer
size.

static short

| LLEGAL_USE
This APDUEXxception reason code indicates that the method should not be invoked
based on the current state of the APDU.

static short

| O_ ERROR
Thisreason code indicates that an unrecoverable error occurred in the I/O transmission
layer.

static short

NO_TO_CGETRESPONSE
This reason code indicates that during T=0 protocol, the CAD did not return a GET
RESPONSE command in response to a <61xx> response status to send additional
data.
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Inherited Member Summary

Member Summary

static short

NO TO_REI SSUE
This reason code indicates that during T=0 protocol, the CAD did not reissue the same
APDU command with the corrected length in response to a <6Cxx> response status to
request command reissue with the specified length.

static short

T1_| FD_ABORT
This reason code indicates that during T=1 protocol, the CAD returned an ABORT S
Block command and aborted the data transfer.

Constructors

APDUExcepti on(short reason)
Constructs an APDUEXception.

M ethods

static void

throwi t (short reason)
Throws the Java Card runtime environment-owned instance of APDUExcept i on
with the specified reason.

Inherited Member Summary

Methodsinherited from interface Car dRunt i neExcepti on

get Reason(), setReason(short)

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

ILLEGAL _USE
Declar ation:

public static final short |LLEGAL_USE

Description:

This APDUEXception reason code indicates that the method should not be invoked based on the current

state of the APDU.

BUFFER_BOUNDS
Declar ation:

public static final short BUFFER _BOUNDS

Description:

This reason codeis used by the APDU. sendByt es() method to indicate that the sum of buffer offset
parameter and the byte length parameter exceeds the APDU buffer size.
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BAD_LENGTH

Declaration:
public static final short BAD_LENGTH

Description:

Thisreason code is used by the APDU. set Qut goi ngLengt h() method to indicate that the length
parameter is greater that 256 or if non BLOCK CHAINED datatransfer isrequested and | en is greater
than (IFSD-2), where IFSD is the Outgoing Block Size.

IO_ERROR

Declaration:
public static final short 1O ERROR

Description:
This reason code indicates that an unrecoverable error occurred in the |/O transmission layer.

NO_TO GETRESPONSE

Declaration:
public static final short NO TO_GETRESPONSE

Description:

Thisreason code indicates that during T=0 protacol, the CAD did not return a GET RESPONSE command
in response to a<61xx> response status to send additional data. The outgoing transfer has been aborted. No
more data or status can be sent to the CAD in this Appl et . process() method.

T1 IFD_ABORT

Declaration:
public static final short T1_IFD_ABORT

Description:

This reason code indicates that during T=1 protocol, the CAD returned an ABORT S-Block command and
aborted the data transfer. The incoming or outgoing transfer has been aborted. No more data can be received
from the CAD. No more data or status can be sent to the CAD inthis Appl et . process() method.

NO_TO REISSUE

Declaration:
public static final short NO_TO_RElI SSUE

Description:

This reason code indicates that during T=0 protocol, the CAD did not reissue the same APDU command
with the corrected length in response to a <6Cxx> response status to request command reissue with the
specified length. The outgoing transfer has been aborted. No more data or status can be sent to the CAD in
this Appl et . pr ocess() method.

Constructors

APDUEXxception(short)

Declaration:
publ i ¢ APDUException(short reason)
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Description:
Constructs an APDUEXxception. To conserve on resources uset hr owl t () to use the Java Card runtime
environment-owned instance of this class.

Parameters:
r eason - the reason for the exception.

M ethods

throwlt(short)

Declaration:
public static void throwlt(short reason)

Description:

Throws the Java Card runtime environment-owned instance of APDUEXcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
APDUEXxcept i on - always
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Declaration

javacard.framework

Applet

Declaration
public abstract class Applet

java.lang. Ooj ect

+--javacard. framewor k. Appl et

Description
This abstract class defines an Java Card technol ogy-based applet.

The Appl et class must be extended by any applet that isintended to be loaded onto, installed into and
executed on a Java Card technol ogy-compliant smart card.

Example usage of Appl et

public class M/Appl et extends javacard. framework. Appl et {
static byte soneByteArray[];
public static void install( byte[] bArray, short bOrfset, byte bLength ) throws
| SOException {
/1 make all my allocations here, so | do not run
/1 out of nenory later
MyAppl et t heAppl et = new MyAppl et ();
/'l check incom ng paraneter data
byte iLen = bArray[bOffset]; // aid length
bOffset = (short) (bOffset+iLen+l);
byte cLen = bArray[bOfifset]; // info length
bOrfset = (short) (bOfset+clLen+l);
byte aLen = bArray[bOfifset]; // applet data |ength
/1 read first applet data byte
byte bLen = bArray[(short)(bOfset+1)];
if ( bLen'=0 ) { soneByteArray = new byte[bLen]; theApplet.register(); return; }
el se | SOException.throw t (1 SO7816. SW FUNC_NOT_SUPPORTED) ;
}
public bool ean sel ect(){
/] selection initialization
someByteArray[17] = 42; // set selection state
return true;

}
public void process(APDU apdu) throws | SOExcepti on{
byte[] buffer = apdu.getBuffer();
// .. process the incomng data and reply
if ( buffer[1SO7816. OFFSET_CLA] == (byte)0 ) {
switch ( buffer[lS0O7816. OFFSET_INS] ) {
case | SO I NS_SELECT:

/'l send response data to sel ect command

short Le = apdu.setQutgoing();

/1 assume data containing response bytes in replyData[] array.

if ( Le <..) ISCeException.throwit( 1S0O7816. SWWRONG LENGTH) ;
apdu. set Qut goi ngLengt h( (short)repl yData.length );

apdu. sendByt esLong(repl yData, (short) 0, (short)replyData.length);
br eak;
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Member Summary

See Also: Syst enExcepti on, JCSyst em
Member Summary
Constructors
protected| Appl et ()
Only thisclass'si nst al | () method should create the applet object.
Methods
voi d| desel ect ()
Called by the Java Card runtime environment to inform that this currently selected
applet is being desel ected on thislogical channel and no appl et from the same package
is till active on any other logical channel.
Shar eabl e | get Shareabl el nterfaceChject (AID clientAl D, byte paraneter)

Called by the Java Card runtime environment to obtain a shareable interface object
from this server applet, on behaf of arequest from aclient applet.

static void

install (byte[] bArray, short bOffset, byte bLength)
To create an instance of the Appl et subclass, the Java Card runtime environment will
call this static method first.

abstract void

process( APDU apdu)
Called by the Java Card runtime environment to process an incoming APDU
command.

protected void

register()
This method is used by the applet to register t hi s applet instance with the Java Card
runtime environment and to assign the Java Card platform name of the applet asits
instance AID bytes.

protected void

regi ster(byte[] bArray, short bOffset, byte bLength)
This method is used by the applet to register t hi s applet instance with the Java Card
runtime environment and assign the specified AID bytes asitsinstance AID bytes.

bool ean

sel ect ()
Called by the Java Card runtime environment to inform this applet that it has been
selected when no applet from the same package is active on any other logical channdl.

prot ect ed bool ean

sel ecti ngAppl et ()
This method is used by the applet pr ocess() method to distinguish the SELECT
APDU command which selected t hi s applet, from al other other SELECT APDU
commands which may relate to file or internal applet state selection.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(j ect)

Constructors

Applet()

Declaration:
protected Applet()
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Description:
Only thisclass'si nst al | () method should create the applet object.

M ethods

install(byt€[], short, byte)

Declar ation:
public static void install (byte[] bArray, short bOffset, byte blLength)
t hrows | SCExcepti on

Description:
To create an instance of the Appl et subclass, the Java Card runtime environment will call this static
method first.

The applet should perform any necessary initializations and must call one of ther egi st er () methods.
Only one Applet instance can be successfully registered from within thisinstall. Theinstallation is
considered successful whenthe call tor egi st er () completes without an exception. Theinstallation is
deemed unsuccessful if thei nst al | method does not call ar egi st er () method, or if an exceptionis
thrown from withinthei nst al | method prior tothe call toar egi st er () method, or if every call to
ther egi st er () method resultsin an exception. If theinstallation is unsuccessful, the Java Card runtime
environment must perform all the necessary clean up when it receives control. Successful installation
makes the applet instance capable of being selected viaa SELECT APDU command.

Installation parameters are supplied in the byte array parameter and must be in aformat using length-value
(LV) pairs as defined below:

bArray[0] = length(Li) of instance AID, bArray[1l..Li] = instance Al D bytes,
bArray[Li +1] = I engt h(Lc) of control info, bArray[Li+2..Li+Lc+1l] = control info,
bArray[Li +Lc+2] = length(La) of applet data, bArray[Li+Lc+2..Li+Lc+La+l] = applet data

In the above format, any of the lengths: Li, Lc or Lamay be zero. The control information is
implementation dependent.

ThebAr r ay object isaglobal array. If the applet desires to preserve any of this data, it should copy the
data into its own object.

bAr r ay iszeroed by the Java Card runtime environment after the return fromthei nst al | () method.

Referencesto the bAr r ay object cannot be stored in class variables or instance variables or array
components. See Runtime Environment Specification for the Java Card Platform, section 6.2.2 for details.

The implementation of this method provided by Appl et classthrowsan | SOExcept i on with reason
code=1S07816. SW FUNC_NOT_SUPPORTED.

Note:

» Exceptions thrown by this method after successful installation are caught by the Java Card runtime
environment and processed by the Installer.

Parameters:
bAr r ay - the array containing installation parameters

bCOf f set - the starting offset in bArray
bLengt h - thelength in bytes of the parameter datain bArray The maximum value of bLength is 127.

Throws:
| SOExcept i on - if theinstall method failed
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process(APDU)

process(APDU)

Declaration:
public abstract void process(javacard. framewor k. APDU apdu)
t hrows | SCExcepti on

Description:
Cdlled by the Java Card runtime environment to process an incoming APDU command. An appletis
expected to perform the action requested and return response data if any to the terminal.

Upon normal return from this method the Java Card runtime environment sends the | SO 7816-4 defined
success status (90 00) in APDU response. If this method throwsan | SOExcept i on the Java Card runtime
environment sends the associated reason code as the response status instead.

The Java Card runtime environment zeroes out the APDU buffer before receiving anew APDU command
from the CAD. The five header bytes of the APDU command are available in APDU buffer[0..4] at thetime
this method is called.

The APDU object parameter is atemporary Java Card runtime environment Entry Point Object. A
temporary Java Card runtime environment Entry Point Object can be accessed from any applet context.
References to these temporary objects cannot be stored in class variables or instance variables or array
components.

Notes:

« APDU buffer[5..] is undefined and should not be read or written prior to invoking the APDU.
set | ncom ngAndRecei ve() method if incoming data is expected. Altering the APDU buffer[5..]
could corrupt incoming data.

Parameters:
apdu - theincoming APDU object

Throws:
| SOEXcept i on - with the response bytes per 1SO 7816-4

See Also: APDU

select()

Declaration:
public bool ean sel ect()

Description:
Called by the Java Card runtime environment to inform this applet that it has been selected when no applet
from the same package is active on any other logical channel.

Itiscalled when a SELECT APDU command or MANAGE CHANNEL OPEN APDU command is
received and before the applet is selected. SELECT APDU commands use instance AlD bytes for applet
selection. See Runtime Environment Specification for the Java Card Platform, section 4.5 for details.

A subclass of Appl et should override this method if it should perform any initialization that may be
required to process APDU commands that may follow. This method returns a boolean to indicate that it is
ready to accept incoming APDU commands viaits pr ocess() method. If this method returns false, it
indicatesto the Java Card runtime environment that this Applet declines to be selected.

Note:
» The javacard.framework.Multi Selectable.select() method is not called if this method is invoked.
The implementation of this method provided by Appl et classreturnst r ue.
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deselect()

Returns; tr ue to indicate success, f al se otherwise

deselect()

Declaration:
public void desel ect()

Description:

Called by the Java Card runtime environment to inform that this currently selected applet is being
deselected on thislogical channel and no applet from the same package is still active on any other logical
channel. After deselection, thislogical channel will be closed or another applet (or the same applet) will be
selected on thislogical channel. It is called when a SELECT APDU command or aMANAGE CHANNEL
CLOSE APDU command is received by the Java Card runtime environment. This method is invoked prior
to another applet’s or this very applet’'ssel ect () method being invoked.

A subclass of Appl et should override this method if it has any cleanup or bookkeeping work to be
performed before another applet is selected.

The default implementation of this method provided by Appl et class does nothing.
Notes:
« The javacard.framework.Multi Selectable.desel ect() method is not called if this method is invoked.

« Unchecked exceptions thrown by this method are caught by the Java Card runtime environment but the
applet is deselected.

» Transient objectsof JCSyst em CLEAR_ON_DESELECT clear event type are cleared to their default
value by the Java Card runtime environment after this method.

» Thismethod is NOT called on reset or power |oss.

getShareablel nterfaceObject(AlD, byte)

Declaration:
public javacard. franmework. Shar eabl e get Shar eabl el nt erf aceObj ect (j avacard. franewor k. Al D
clientAl D, byte paraneter)

Description:

Called by the Java Card runtime environment to obtain a shareable interface object from this server applet,
on behaf of arequest from aclient applet. This method executes in the applet context of t hi s applet
instance. The client applet initiated this request by calling the JCSyst em

get Appl et Shar eabl el nt er f aceObj ect () method. See Runtime Environment Specification for
the Java Card Platform, section 6.2.4 for details.

Note:

* Thecl i ent Al D parameter isa Java Card runtime environment-owned Al D instance. Java Card
runtime environment-owned instances of AlD are permanent Java Card runtime environment Entry
Point Objects and can be accessed from any appl et context. References to these permanent objects can
be stored and re-used.

Parameters:
cl i ent Al D- the Al D object of the client applet

par anet er - optional parameter byte. The parameter byte may be used by the client to specify which
shareable interface object is being requested.

Returns: the shareable interface object or nul |

68 Application Programming Interface, Java Card Platform, Version 2.2.1 » October 21, 2003



javacard.framework Applet
register()

See Also: JCSyst em get Appl et Shar eabl el nt erfaceObj ect (Al D, byte)

register()

Declaration:
protected final void register()
t hrows SystenException

Description:

Thismethod is used by the applet to register t hi s applet instance with the Java Card runtime environment
and to assign the Java Card platform name of the applet asitsinstance AID bytes. One of the

regi st er () methods must be called from withini nst al | () to be registered with the Java Card
runtime environment. See Runtime Environment Specification for the Java Card Platform, section 3.1 for
details.

Note:

» The phrase Java Card platform name of the applet” isa referencetothe Al Of Al D_| engt h] item
intheappl et s[] itemof theappl et _conponent , as documented in Section 6.5 Applet
Component in the Virtual Machine Specification for the Java Card Platform.

Throws:
Syst enExcept i on - with the following reason codes:

» SystenkException. | LLEGAL_AI Dif the Appl et subclassAID bytesarein useor if the applet
instance has previously successfully registered with the Java Card runtime environment via one of
ther egi st er () methods or if aJava Card runtime environment initiated i nst al | () method
execution is not in progress.

register (byte[], short, byte)

Declaration:
protected final void register(byte[] bArray, short bOffset, byte bLength)
t hrows SystenkException

Description:

Thismethod is used by the applet to register t hi s applet instance with the Java Card runtime environment
and assign the specified AID bytes asitsinstance AID bytes. One of ther egi st er () methods must be
caled fromwithini nst al | () to beregistered with the Java Card runtime environment. See Runtime
Environment Specification for the Java Card Platform, section 3.1 for details.

Note:

« The implementation may require that the instance AID bytes specified are the same as that supplied in
theinstall parameter data. An ILLEGAL_AID exception may be thrown otherwise.

Parameters:
bAr r ay - the byte array containing the AID bytes

b f set - thestart of AID bytesin bArray
bLengt h - the length of the AID bytesin bArray

Throws:
Syst enExcept i on - with the following reason code:

» SystenkException. | LLEGAL VALUE if thebLengt h parameter islessthan 5 or greater than
16.

» Syst enExcepti on. | LLEGAL_ Al Dif the specified instance AID bytesarein use or if the applet
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instance has previously successfully registered with the Java Card runtime environment via one of
ther egi st er () methods or if a Java Card runtime environment-initiated i nst al | () method
execution is not in progress.

SeeAlso: install (byte[], short, byte)

selectingApplet()

Declar ation:
protected final bool ean sel ecti ngAppl et ()

Description:

This method is used by the applet pr ocess() method to distinguish the SELECT APDU command
which selected t hi s applet, from all other other SELECT APDU commands which may relate to file or
internal applet state selection.

Returns: trueift hi s appletisbeing selected
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AppletEvent

Declaration
public interface AppletEvent

Description

The Appl et Event interface provides a callback interface for the Java Card runtime environment to inform
the applet about life cycle events. An applet instance - subclass of Appl et - should implement thisinterface if
it needs to be informed about supported life cycle events.

See Runtime Environment Specification for the Java Card Platform for details.

Member Summary
M ethods
void| uninstall ()
Called by the Java Card runtime environment to inform this applet instance that the
Applet Deletion Manager has been requested to delete it.
M ethods
uninstall()
Declaration:

public void uninstall ()

Description:

Called by the Java Card runtime environment to inform this applet instance that the Applet Deletion
Manager has been requested to delete it. This method is invoked by the Applet Deletion Manager before
any dependency checks are performed. The Applet Deletion Manager will perform dependency checks
upon return from this method. If the dependency check rules disallow it, the applet instance will not be
deleted.

See Runtime Environment Specification for the Java Card Platform, section 11.3.4 for details.

This method executesin the context of the applet instance and as the currently selected applet. This method
should make changes to state in a consistent manner using the transaction API to ensure atomicity and
proper behavior in the event of atear or reset.

A subclass of Appl et should, within this method, perform any cleanup required for deletion such as
release resources, backup data, or notify other dependent applets.

Note:
« Exceptions thrown by this method are caught by the Java Card runtime environment and ignored.
» The Java Card runtime environment will not rollback state automatically if applet deletion fails.
« Thismethod may be called by the Java Card runtime environment multiple times, once for each attempt
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to delete this applet instance.
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CardException

Declaration
public class CardException extends java.lang. Exception

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--javacard. f ranewor k. Car dExcepti on

Direct Known Subclasses. User Excepti on

Description

The Car dExcept i on classdefinesafieldr eason and two accessor methods get Reason() and

set Reason() . Ther eason field encapsulates an exception cause identifier in the Java Card platform. All
Java Card platform checked Exception classes should extend Car dExcept i on. Thisclass aso provides a
resource-saving mechanism (t hr owl t () method) for using a Java Card runtime environment-owned instance
of thisclass.

Even if atransaction isin progress, the update of the interna r eason field shall not participate in the
transaction. The value of theinternal r eason field of Java Card runtime environment-owned instance is reset
to O on atear or reset.

Member Summary

Constructors

Car dExcepti on(short reason)
Construct a CardException instance with the specified reason.

M ethods

short | get Reason()

Get reason code

voi d | set Reason(short reason)

Set reason code

static void| throwt(short reason)

Throw the Java Card runtime environment-owned instance of Car dExcept i on class
with the specified reason.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(j ect)
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CardException(short)

Constructors

CardException(short)

Declar ation:
publi ¢ CardException(short reason)

Description:
Construct a CardException instance with the specified reason. To conserve on resources, use the
t hrowl t () method to use the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

getReason()

Declaration:
public short getReason()

Description:
Get reason code

Returns: the reason for the exception

setReason(short)

Declaration:
public voi d set Reason(short reason)

Description:
Set reason code

Parameters:
r eason - the reason for the exception

throwlt(short)

Declar ation:
public static void throwt(short reason)
t hrows Car dException

Description:

Throw the Java Card runtime environment-owned instance of Car dExcept i on class with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these

temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception
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Throws:
Car dExcept i on - aways
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CardRuntimeException

Declaration
public class CardRunti meException extends java.l ang. Runti neException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

Direct Known Subclasses. APDUExcepti on,javacard. security. Crypt oExcepti on,
| SOExcepti on, Pl NExcepti on,javacard. framewor k. servi ce. Servi ceExcepti on,
Syst enmExcepti on, Transact i onExcepti on

Description

The Car dRunt i meExcept i on classdefinesafieldr eason and two accessor methods get Reason()
and set Reason() . Ther eason field encapsulates an exception cause identifier in the Java Card platform.
All Java Card platform unchecked Exception classes should extend Car dRunt i meExcept i on. Thisclass
also provides aresource-saving mechanism (t hr owl t () method) for using a Java Card runtime environment-
owned instance of this class.

Evenif atransaction isin progress, the update of the internal r eason field shall not participate in the
transaction. The value of theinternal r eason field of Java Card runtime environment-owned instance is reset
to O on atear or reset.

Member Summary

Constructors

Car dRunt i meExcepti on(short reason)
Constructs a CardRuntimeException instance with the specified reason.

M ethods

short | get Reason()
Gets the reason code

voi d| set Reason(short reason)
Sets the reason code.

static void| throwit(short reason)
Throws the Java Card runtime environment-owned instance of the
Car dRunt i meExcept i on classwith the specified reason.
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Inherited Member Summary

Inherited Member Summary

Methods inherited from class Obj ect

equal s(oj ect)

Constructors

CardRuntimeException(short)

Declaration:
publ i c CardRunti neException(short reason)

Description:
Constructs a CardRuntimeException instance with the specified reason. To conserve on resources, use the
t hrowl t () method to employ the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

getReason()

Declaration:
public short getReason()

Description:
Gets the reason code

Returns: the reason for the exception

setReason(short)

Declaration:
public void setReason(short reason)

Description:
Sets the reason code. Even if atransaction isin progress, the update of the internal r eason field shall not
participate in the transaction.

Parameters:
r eason - the reason for the exception

throwlt(short)

Declaration:
public static void throwt(short reason)
t hrows Car dRunti meExcepti on

Description:
Throws the Java Card runtime environment-owned instance of the Car dRunt i meExcept i on classwith

the specified reason.
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Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.
Parameters:

r eason - the reason for the exception

Throws:
Car dRunt i meExcepti on - dways
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Declaration

javacard.framework

1SO /7816

Declar ation

public interface |SO7816

Description

| SO7816 encapsulates constants related to SO 7816-3 and I SO 7816-4. | SO7816 interface contains only

static fields.

The static fields with SW._ prefixes define constants for the SO 7816-4 defined response status word. The fields
which usethe 00 suffix reguire the low order byte to be customized appropriately e.g (1SO7816.
SW_CORRECT_LENGTH_00 + (0x0025 & OxFF)).

The static fields with OFFSET __ prefixes define constants to be used to index into the APDU buffer byte array to
access | SO 7816-4 defined header information.

Member Summary

Fields

static byte

CLA |1 SOr816
APDU command CLA : 1SO 7816 = 0x00

static byte| | NS_EXTERNAL_AUTHENTI CATE

APDU command INS : EXTERNAL AUTHENTICATE = 0x82
static byte| I NS_SELECT

APDU command INS : SELECT = 0xA4
static byte| OFFSET_CDATA

APDU command data offset : CDATA =5
static byte| OFFSET_CLA

APDU header offset: CLA =0
static byte| OFFSET_I NS

APDU header offset : INS=1
static byte| OFFSET_LC

APDU header offset: LC=4
static byte| OFFSET_P1

APDU header offset : P1=2
static byte| OFFSET_P2

APDU header offset : P2=3

static short

SW APPLET_SELECT_FAI LED
Response status : Applet selection failed = 0x6999;

static short | SWBYTES REMAI Nl NG_00

Response status : Response bytes remaining = 0x6100
static short | SWCLA NOT_SUPPORTED

Response status : CLA value not supported = OX6E0O
static short | SW COVWAND_ NOT ALLOWED

Response status : Command not allowed (no current EF) = 0x6986
static short | SW CONDI TI ONS_NOT_SATI SFI ED

Response status : Conditions of use not satisfied = 0x6985
static short | SW CORRECT _LENGTH 00

Response status : Correct Expected Length (Le) = 0x6C00
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SW_NO_ERROR

Member Summary

static

short

SW DATA | NVALI D
Response status : Datainvalid = 0x6984

static

short

SW FI LE_FULL
Response status : Not enough memory space in the file = 0x6A84

static

short

SW FI LE_I NVALI D
Response status : Fileinvalid = 0x6983

static

short

SW FI LE_NOT_FOUND
Response status : File not found = 0Xx6A82

static

short

SW _FUNC_NOT_SUPPORTED
Response status : Function not supported = 0x6A 81

static

short

SW. | NCORRECT_P1P2
Response status : Incorrect parameters (P1,P2) = Ox6A86

static

short

SW I NS_NOT_SUPPORTED
Response status : INS value not supported = 0x6D00

static

short

SW LOG CAL_CHANNEL_NOT_SUPPORTED
Response status : Card does not support logical channels = 0x6881

static

short

SW NO_ERROR
Response status : No Error = (short)0x9000

static

short

SW RECORD_NOT_FOUND
Response status : Record not found = 0x6A83

static

short

SW SECURE_MESSAG NG_NOT_SUPPORTED
Response status : Card does not support secure messaging = 0x6882

static

short

SW SECURI TY_STATUS_NOT_SATI SFI ED
Response status : Security condition not satisfied = 0x6982

static

short

SW_UNKNOVWN
Response status : No precise diagnosis = 0x6F00

static

short

SW WARNI NG_STATE_UNCHANGED
Response status : Warning, card state unchanged = 0x6200

static

short

SW V\RONG_DATA
Response status : Wrong data = 0X6A80

static

short

SW VWRONG_LENGTH
Response status : Wrong length = 0x6700

static

short

SW VRONG_P1P2
Response status : Incorrect parameters (P1,P2) = 0x6B00

Fields

SW_NO_ERROR
Declar ation:

public static final

Description:

short SW NO ERROR

Response status : No Error = (short)0x9000

SW_BYTES REMAINING_00

Declar ation:

public static final

Description:

short SW BYTES_REMAI NI NG 00

Response status : Response bytes remaining = 0x6100
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SW_WRONG_LENGTH

Declaration:
public static final short SWWRONG LENGTH

Description:
Response status : Wrong length = 0x6700

SW_SECURITY_STATUS NOT_SATISFIED

Declar ation:
public static final short SW SECURI TY_STATUS NOT_SATI SFI ED

Description:
Response status : Security condition not satisfied = 0x6982

SW_FILE_INVALID

Declaration:
public static final short SWFILE | NVALID

Description:
Response status : Fileinvalid = 0x6983

SW_DATA_INVALID

Declar ation:
public static final short SW DATA | NVALID

Description:
Response status : Datainvalid = 0x6984

SW_CONDITIONS_NOT_SATISFIED

Declaration:
public static final short SW CONDI TI ONS_NOT_SATI SFI ED

Description:
Response status : Conditions of use not satisfied = 0x6985

SW_COMMAND_NOT_ALLOWED

Declaration:
public static final short SW COMVAND NOT_ALLOWED

Description:
Response status : Command not allowed (no current EF) = 0x6986

SW_APPLET_SELECT_FAILED

Declaration:
public static final short SWAPPLET_SELECT_FAI LED

Description:
Response status : Applet selection failed = 0x6999;

1SO7816
SW_WRONG_LENGTH
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SW_WRONG_DATA

SW_WRONG_DATA

Declaration:
public static final short SWWRONG DATA

Description:
Response status : Wrong data = 0x6A80

SW_FUNC_NOT_SUPPORTED

Declaration:
public static final short SW FUNC _NOT_SUPPORTED

Description:
Response status : Function not supported = Ox6A81

SW_FILE_NOT_FOUND

Declaration:
public static final short SWFILE NOT_FOUND

Description:
Response status : File not found = 0X6A82

SW_RECORD_NOT_FOUND

Declar ation:
public static final short SW RECORD NOT_FOUND

Description:
Response status : Record not found = OX6A 83

SW_INCORRECT_P1P2

Declaration:
public static final short SW.I|NCORRECT_P1P2

Description:
Response status : Incorrect parameters (P1,P2) = 0x6A86

SW_WRONG_P1P2

Declaration:
public static final short SWWRONG P1P2

Description:
Response status : Incorrect parameters (P1,P2) = 0x6B00

SW_CORRECT_LENGTH_00

Declaration:
public static final short SW CORRECT_LENGTH 00

Description:
Response status : Correct Expected Length (Le) = 0x6C00
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SW_INS_NOT_SUPPORTED

SW_INS NOT_SUPPORTED

Declaration:
public static final short SW.INS_NOT_SUPPORTED

Description:
Response status : INS value not supported = 0x6D00

SW_CLA_NOT_SUPPORTED

Declaration:
public static final short SWCLA NOT_SUPPORTED

Description:
Response status : CLA value not supported = Ox6EQ0

SW_UNKNOWN

Declaration:
public static final short SW UNKNOWN

Description:
Response status : No precise diagnosis = 0x6F00

SW_FILE_FULL

Declar ation:
public static final short SWFILE FULL

Description:
Response status : Not enough memory space in the file = 0x6A 84

SW_LOGICAL_CHANNEL_NOT_SUPPORTED

Declaration:
public static final short SWLOG CAL_CHANNEL_ NOT_SUPPORTED

Description:
Response status : Card does not support logical channels = 0x6881

SW_SECURE_MESSAGING _NOT_SUPPORTED

Declaration:
public static final short SW SECURE_MESSAG NG _NOT_SUPPORTED

Description:
Response status : Card does not support secure messaging = 0x6882

SW_WARNING_STATE_UNCHANGED

Declaration:
public static final short SWWARN NG STATE_UNCHANGED

Description:
Response status : Warning, card state unchanged = 0x6200
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OFFSET_CLA

Declaration:
public static final byte OFFSET_CLA

Description:
APDU header offset: CLA=0

OFFSET_INS

Declaration:
public static final byte OFFSET_I NS

Description:
APDU header offset : INS=1

OFFSET_P1

Declaration:
public static final byte OFFSET_P1

Description:
APDU header offset : P1=2

OFFSET_P2

Declar ation:
public static final byte OFFSET_P2

Description:
APDU header offset : P2=3

OFFSET_LC

Declaration:
public static final byte OFFSET_LC

Description:
APDU header offset: LC=4

OFFSET_CDATA

Declaration:
public static final byte OFFSET_CDATA

Description:
APDU command data offset : CDATA =5

CLA_1SO7816

Declaration:
public static final byte CLA |SO7816

Description:
APDU command CLA : 1SO 7816 = 0x00
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INS_SELECT

Declaration:
public static final byte INS_SELECT

Description:
APDU command INS: SELECT = 0xA4
INS EXTERNAL_AUTHENTICATE

Declaration:
public static final byte |INS_EXTERNAL_AUTHENTI CATE

Description:
APDU command INS : EXTERNAL AUTHENTICATE = 0x82
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| SOEXception

Declaration
public class | SOException extends CardRunti meException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

+--javacard. framewor k. | SOExcepti on

Description
| SOEXcept i on class encapsulates an | SO 7816-4 response status word asitsr eason code.

The APDU class throws Java Card runtime environment-owned instances of | SOExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

Member Summary

Constructors

| SOException(short sw)
Constructs an | SOException instance with the specified status word.

M ethods

static void| throwlt(short sw)
Throws the Java Card runtime environment-owned instance of the | SOException class
with the specified status word.

Inherited Member Summary

Methodsinherited from interface Car dRunt i neExcepti on

get Reason(), setReason(short)

Methodsinherited from class Obj ect

equal s(j ect)
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| SOException(short)

Constructors

| SOException(short)

Declar ation:
public | SOException(short sw)

Description:
Constructs an | SOException instance with the specified status word. To conserve on resources use
throw t () toemploy the Java Card runtime environment-owned instance of this class.

Parameters:
sw- the |SO 7816-4 defined status word

M ethods

throwlt(short)

Declaration:
public static void throwt(short sw)

Description:

Throws the Java Card runtime environment-owned instance of the | SOException class with the specified
status word.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
sw- SO 7816-4 defined status word

Throws:
| SOEXcepti on - dways
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Declaration
public final class JCSystem

java.lang. Ooj ect

+--javacard. framewor k. JCSyst em

Description

The JCSyst emclassincludes a collection of methods to control applet execution, resource management,
atomic transaction management, object deletion mechanism and inter-applet object sharing in the Java Card

environment. All methodsin JCSy st emclass are static methods.

This class also includes methods to control the persistence and transience of objects. The term persistent means
that objects and their values persist from one CAD session to the next, indefinitely. Persistent object values are

updated atomically using transactions.

ThemakeTr ansi ent. .. Array() methods can be used to create transient arrays. Transient array datais
lost (in an undefined state, but the real datais unavailable) immediately upon power loss, and is reset to the
default value at the occurrence of certain events such as card reset or deselect. Updates to the values of transient

arrays are not atomic and are not affected by transactions.

The Java Card runtime environment maintains an atomic transaction commit buffer which isinitialized on card
reset (or power on). When atransactionisin progress, the Java Card runtime environment journals all updatesto
persistent data spaceinto this buffer so that it can always guarantee, at commit time, that everything in the buffer
iswritten or nothing at all iswritten. The JCSy st emincludes methods to control an atomic transaction. See

Runtime Environment Specification for the Java Card Platform for details.

See Also: Syst enExcepti on, Transacti onExcepti on, Appl et

Member Summary

Fields

static byte

CLEAR_ON_DESELECT
This event code indicates that the contents of the transient object are cleared to the
default value on applet deselection event or in CLEAR_ON_RESET cases.

static byte

CLEAR_ON_RESET
This event code indicates that the contents of the transient object are cleared to the
default value on card reset (or power on) event.

static byte

MEMORY_TYPE_PERSI STENT
Constant to indicate persistent memory type.

static byte

VEMORY_TYPE_TRANSI ENT_DESELECT
Constant to indicate transient memory of CLEAR_ON_DESELECT type.

static byte

MEMORY_TYPE_TRANSI ENT_RESET
Constant to indicate transient memory of CLEAR_ON_RESET type.

static byte

NOT_A_TRANSI ENT_OBJECT
This event code indicates that the object is not transient.
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Member Summary

Member Summary

M ethods

static void

abort Transaction()
Aborts the atomic transaction.

static void

begi nTransacti on()
Begins an atomic transaction.

static void

conmi t Transacti on()
Commits an atomic transaction.

static AID

get Al ()
Returns the Java Card runtime environment-owned instance of the Al D object

associated with the current applet context, or nul | if the Appl et . regi ster ()
method has not yet been invoked.

static Shareable

get Appl et Shar eabl el nt erf aceObj ect (Al D server Al D, byte parane-
ter)
Called by a client applet to get a server applet’s shareable interface object.

static byte

get Assi gnedChannel ()
Thismethod is called to obtain the logical channel number assigned to the currently
selected applet instance.

static short

get Avai | abl eMenory( byt e nenoryType)
Obtains the amount of memory of the specified type that is available to the applet.

static short

get MaxCommi t Capaci ty()
Returns the total number of bytes in the commit buffer.

static AID

get Previ ousCont ext Al ()
Obtains the Java Card runtime environment-owned instance of the Al D object
associated with the previously active applet context.

static byte

get Transact i onDept h()
Returns the current transaction nesting depth level.

static short

get UnusedConmi t Capaci ty()
Returns the number of bytes |eft in the commit buffer.

static short

get Ver si on()
Returns the current major and minor version of the Java Card API.

static bool ean

i sAppl et Acti ve(Al D t heAppl et)
This method is used to determine if the specified applet is active on the card.

static bool ean

i sObj ect Del eti onSupported()
This method is used to determine if the implementation for the Java Card platform
supports the object deletion mechanism.

static byte

i sTransi ent (j ava. | ang. Obj ect theObj)
Checksif the specified object is transient.

static AID

| ookupAl D(byte[] buffer, short offset, byte |ength)
Returns the Java Card runtime environment-owned instance of the Al D object, if any,
encapsulating the specified AID bytesin the buf f er parameter if there exists a
successfully installed applet on the card whose instance AID exactly matches that of
the specified AID bytes.

static bool ean[]

makeTr ansi ent Bool eanArray(short | ength, byte event)
Creates atransient boolean array with the specified array length.

static byte[]

makeTr ansi ent Byt eArray(short |ength, byte event)
Creates atransient byte array with the specified array length.

static java.lang.
oj ect[]

makeTr ansi ent Cbj ect Array(short |ength, byte event)
Creates atransient array of Cbj ect with the specified array length.

static short[]

mekeTr ansi ent Short Array(short [ ength, byte event)
Creates atransient short array with the specified array length.

static void

request Obj ect Del eti on()
This method is invoked by the applet to trigger the object deletion service of the Java
Card runtime environment.
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Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

MEMORY_TYPE_PERSISTENT

Declaration:
public static final byte MEMORY_TYPE_PERSI STENT

Description:
Constant to indicate persistent memory type.

MEMORY_TYPE_TRANSIENT_RESET

Declaration:
public static final byte MEMORY_TYPE_TRANSI ENT_RESET

Description:
Constant to indicate transient memory of CLEAR_ON_RESET type.

MEMORY_TYPE_TRANSIENT_DESELECT

Declaration:
public static final byte MEMORY_TYPE_TRANSI ENT_DESELECT

Description:
Constant to indicate transient memory of CLEAR_ON_DESELECT type.

NOT_A_TRANSIENT_OBJECT

Declar ation:
public static final byte NOT_A TRANSI ENT_OBJECT

Description:
This event code indicates that the object is not transient.

CLEAR_ON_RESET

Declaration:
public static final byte CLEAR _ON_RESET

Description:
This event code indicates that the contents of the transient object are cleared to the default value on card
reset (or power on) event.
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CLEAR _ON_DESELECT

CLEAR_ON_DESELECT

Declaration:
public static final byte CLEAR_ON_DESELECT

Description:
This event code indicates that the contents of the transient object are cleared to the default value on applet
deselection event or in CLEAR_ON_RESET cases.

Notes:

» CLEAR_ON _DESELECT transient objects can be accessed only when the applet which created the
object isin the same context as the currently selected applet.

¢ The Java Card runtime environment will throw a Securi t yExcepti onifa
CLEAR_ON_DESELECT transient object is accessed when the currently selected applet is not in the
same context as the applet which created the object.

M ethods

isTransient(Object)

Declaration:
public static byte isTransient(java.lang. Object the(oj)

Description:
Checks if the specified object istransient.

Note: This method returns NOT_A TRANSI ENT_OBJECT if the specified object isnull or isnot an array
type.

Parameters:
t heObj - the object being queried

Returns; NOT_A_TRANSI ENT_OBJECT, CLEAR_ON_RESET, or CLEAR ON_DESELECT

See Also: makeTr ansi ent Bool eanArray(short, byte),
mekeTr ansi ent Byt eArray(short, byte),makeTransi ent Short Array(short,
byt e), makeTr ansi ent Gbj ect Array(short, byte)

makeTransientBooleanArray(short, byte)

Declaration:
public static bool ean[] makeTransi ent Bool eanArray(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenException

Description:
Creates atransient boolean array with the specified array length.

Parameters:
| engt h - the length of the boolean array

event -the CLEAR_ON. . . event which causes the array elements to be cleared
Returns: the new transient boolean array

Throws:
java.l ang. Negati veArraySi zeExcept i on - if thel engt h parameter is negative

Syst enExcept i on - with the following reason codes:
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» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» Syst enException. | LLEGAL_TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR _ON_DESELECT is specified.

makeTransientByteArray(short, byte)

Declaration:
public static byte[] nakeTransientByteArray(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenException

Description:
Creates atransient byte array with the specified array length.

Parameters:
| engt h - the length of the byte array

event -theCLEAR_ON. . . event which causes the array elements to be cleared
Returns: the new transient byte array

Throws:
java.l ang. Negati veArraySi zeExcept i on - if thel engt h parameter is negative

Syst enExcept i on - with the following reason codes:
» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» Syst enException. | LLEGAL_TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR _ON_DESELECT is specified.

makeTransientShortArray(short, byte)

Declaration:
public static short[] makeTransi ent Short Array(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenException

Description:
Creates atransient short array with the specified array length.

Parameters:
| engt h - the length of the short array

event -theCLEAR_ON. . . event which causes the array elements to be cleared
Returns: the new transient short array

Throws:
java.l ang. Negati veArraySi zeExcepti on - if thel engt h parameter is negative

Syst enExcept i on - with the following reason codes:
» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» Syst enException. | LLEGAL_TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR _ON_DESELECT is specified.
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makeTransientObjectArray(short, byte)

Declaration:
public static java.lang. Object[] makeTransi ent Obj ect Array(short |ength, byte event)
throws NegativeArraySi zeExcepti on, SystenException

Description:
Creates atransient array of Cbj ect with the specified array length.

Parameters:
| engt h - thelength of the Obj ect array

event -theCLEAR_ON. . . event which causes the array elements to be cleared
Returns: the new transient Object array

Throws:
java.l ang. Negat i veArraySi zeExcepti on - if thel engt h parameter is negative

Syst enExcept i on - with the following reason codes:
» SystenException. | LLEGAL VALUE if event isnot avalid event code.
» Syst enExcepti on. NO TRANSI ENT_SPACE if sufficient transient space is not available.

» Syst enException. | LLEGAL_TRANSI ENT if the current applet context is not the currently
selected applet context and CLEAR _ON_DESELECT is specified.

getVersion()

Declaration:
public static short getVersion()

Description:
Returns the current major and minor version of the Java Card API.

Returns: version number as byte.byte (major.minor)

getAlD()

Declaration:
public static javacard.franework. Al D get Al IX)

Description:
Returns the Java Card runtime environment-owned instance of the Al D object associated with the current
applet context, or nul | if the Appl et . regi st er () method has not yet been invoked.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment
Entry Point Objects and can be accessed from any applet context. References to these permanent objects
can be stored and re-used.

See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.
Returns: the Al D object

lookupAlD(byte]], short, byte)

Declaration:
public static javacard.franmework. Al D | ookupAl D(byte[] buffer, short offset, byte |ength)
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Description:

Returns the Java Card runtime environment-owned instance of the Al D object, if any, encapsulating the
specified AID bytesin the buf f er parameter if there exists a successfully installed applet on the card
whose instance AlD exactly matches that of the specified AID bytes.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment
Entry Point Objects and can be accessed from any applet context. References to these permanent objects
can be stored and re-used.

See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
buf f er - bytearray containing the AID bytes

of f set - offset within buffer where AID bytes begin
| engt h - length of AID bytesin buffer

Returns: the Al Dobject, if any; nul | otherwise. A VM exception isthrown if buf f er isnul I , or if
of f set orl engt h areout of range.

beginTransaction()

Declaration:
public static void begi nTransacti on()
throws Transacti onException

Description:
Begins an atomic transaction. If atransaction is already in progress (transaction nesting depth level '=0), a
TransactionException is thrown.

Note:

« This method may do nothing if the Applet.register() method has not yet been invoked. In case of tear or
failure prior to successful registration, the Java Card runtime environment will roll back all atomically
updated persistent state.

Throws:
Transact i onExcepti on - with the following reason codes:

* Transacti onExcepti on. | N_PROGRESS if atransaction is already in progress.

See Also: conmmi t Transaction(),abort Transaction()

abortTransaction()

Declaration:
public static void abortTransaction()
throws Transacti onException

Description:
Aborts the atomic transaction. The contents of the commit buffer is discarded.

Note:

 This method may do nothing if the Applet.register() method has not yet been invoked. In case of tear or
failure prior to successful registration, the Java Card runtime environment will roll back all atomically
updated persistent state.

» Do not call this method from within a transaction which creates new objects because the Java Card
runtime environment may not recover the heap space used by the new object instances.
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Do not call this method from within a transaction which creates new objects because the Java Card
runtime environment may, to ensure the security of the card and to avoid heap space loss, lock up the
card session to force tear/reset processing.

» The Java Card runtime environment ensures that any variable of reference type which references an
object instantiated from within this aborted transaction is equivalent to anul | reference.

Throws:
Transact i onExcept i on - with the following reason codes:

* Transacti onExcepti on. NOT_I N_PROGRESS if atransaction is not in progress.

See Also: begi nTransacti on(),comit Transaction()

commitTransaction()

Declaration:
public static void conmmtTransaction()
throws Transacti onException

Description:
Commits an atomic transaction. The contents of commit buffer is atomically committed. If atransaction is
not in progress (transaction nesting depth level == 0) then a TransactionException is thrown.

Note:

 This method may do nothing if the Applet.register() method has not yet been invoked. In case of tear or
failure prior to successful registration, the Java Card runtime environment will roll back all atomically
updated persistent state.

Throws:
Transact i onExcept i on - with the following reason codes:

* Transacti onExcepti on. NOT_| N_PROGRESS if atransaction is not in progress.

See Also: begi nTransacti on(),abort Transacti on()

getTransactionDepth()

Declaration:
public static byte getTransacti onDepth()

Description:
Returns the current transaction nesting depth level. At present, only 1 transaction can bein progress at a
time.

Returns: 1if transaction in progress, O if not

getUnusedCommitCapacity()

Declaration:
public static short getUnusedConm t Capacity()

Description:
Returns the number of bytes |eft in the commit buffer.

Note:
« |f the number of bytes left in the commit buffer is greater than 32767, then this method returns 32767.

Returns: the number of bytesleft in the commit buffer
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See Also: get MaxConmmi t Capacity()

getMaxCommitCapacity()

Declaration:
public static short getMaxConmit Capacity()

Description:
Returns the total number of bytesin the commit buffer. Thisis approximately the maximum number of
bytes of persistent data which can be modified during a transaction. However, the transaction subsystem
requires additional bytes of overhead data to be included in the commit buffer, and this depends on the
number of fields modified and the implementation of the transaction subsystem. The application cannot
determine the actual maximum amount of data which can be modified during a transaction without taking
these overhead bytes into consideration.
Note:

« |f the total number of bytesin the commit buffer is greater than 32767, then this method returns 32767.
Returns. thetotal number of bytesin the commit buffer

See Also: get UnusedCommi t Capaci ty()

getPreviousContextAlD()

Declaration:
public static javacard.framework. Al D get Previ ousCont ext Al D()

Description:

Obtains the Java Card runtime environment-owned instance of the Al D object associated with the
previously active applet context. This method is typically used by a server applet, while executing a
shareable interface method to determine the identity of its client and thereby control access privileges.

Java Card runtime environment-owned instances of Al D are permanent Java Card runtime environment
Entry Point Objects and can be accessed from any applet context. References to these permanent objects
can be stored and re-used.

See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Returns: the Al D object of the previous context, or nul | if Java Card runtime environment

getAvailableM emory(byte)

Declaration:
public static short getAvail abl eMenory(byte nenoryType)
t hrows SystenException

Description:
Obtains the amount of memory of the specified type that is available to the applet. Note that
implementati on-dependent memory overhead structures may also use the same memory pool.

Notes:

« The number of bytes returned is only an upper bound on the amount of memory available due to
overhead requirements.

« Allocation of CLEAR_ON_RESET transient objects may affect the amount of CLEAR_ON_DESELECT
transient memory available.

« Allocation of CLEAR_ON_DESELECT transient objects may affect the amount of CLEAR_ ON_RESET
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transient memory available.
« If the number of available bytesis greater than 32767, then this method returns 32767.

» The returned count is not an indicator of the size of object which may be created since memory
fragmentation is possible.

Parameters:
menor yType - the type of memory being queried. One of the VEMORY_TYPE _.. constants defined

above. See VEMORY_TYPE_PERSI STENT
Returns: the upper bound on available bytes of memory for the specified type

Throws:
Syst enmExcept i on - with the following reason codes:

o SystenException. | LLEGAL_VALUE if menor yType isnot avaid memory type.

getAppletShareablel nterfaceObject(AID, byte)

Declaration:
public static javacard.franework. Shareabl e get Appl et Shar eabl el nt er f aceChj ect (j avacard.

framewor k. Al D serverAl D, byte paraneter)

Description:
Called by aclient applet to get a server applet’s shareable interface object.

This method returns nul | if:
« the Appl et . regi st er () hasnot yet been invoked
* the server does not exist
* the server returns nul |

Parameters:
server Al D-the AID of the server applet

par anet er - optional parameter data
Returns: the shareable interface object or nul |
See Also: Appl et . get Shar eabl el nt erf aceCbj ect (Al D, byte)

isObjectDeletionSupported()

Declaration:
public static bool ean i sCbjectDel eti onSupported()

Description:
This method is used to determine if the implementation for the Java Card platform supports the object
deletion mechanism.

Returns: tr ue if the object deletion mechanism is supported, f al se otherwise

requestObjectDeletion()

Declaration:
public static void request ObjectDel etion()
throws SystenException
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Description:
This method isinvoked by the applet to trigger the object deletion service of the Java Card runtime
environment. If the Java Card runtime environment implements the object deletion mechanism, the request

ismerely logged at thistime. The Java Card runtime environment must schedul e the object deletion service

prior to the next invocation of the Appl et . process() method. The object deletion mechanism must
ensure that :

« Any unreferenced persistent object owned by the current applet context is deleted and the associated
space is recovered for reuse prior to the next invocation of the Appl et . pr ocess() method.

« Any unreferenced CLEAR _ON_DESELECT or CLEAR_ON_RESET transient object owned by the
current applet context is deleted and the associated space is recovered for reuse before the next card
reset session.

Throws:
Syst enmExcept i on - with the following reason codes:

» SystenExcepti on. | LLEGAL_USE if the object deletion mechanism is not implemented.

getAssignedChannel()

Declar ation:
public static byte getAssignedChannel ()

Description:
This method is called to obtain the logical channel number assigned to the currently selected applet

instance. The assigned logical channel isthelogical channel on which the currently selected appl et instance

isor will be the active applet instance. Thislogical channel number is always egqual to the origin logical
channel number returned by the APDU.getCL AChannel () method except during selection and deselection
viathe MANAGE CHANNEL APDU command. If this method is called from the Appl et . sel ect (),
Appl et . desel ect (), Mul ti Sel ect abl e. sel ect (bool ean) and Ml ti Sel ect abl e.
desel ect ( bool ean) methods during MANAGE CHANNEL APDU command processing, the logical
channel number returned may be different.

Returns: thelogical channel number in the range 0-3 assigned to the currently selected applet instance

isAppletActive(AID)

Declaration:
public static bool ean i sAppl et Active(javacard. franework. Al D t heAppl et)

Description:
This method is used to determine if the specified applet is active on the card.

Note:
» This method returns false if the specified applet is not active, even if its context is active.

Parameters:
t heAppl et -the AID of the applet object being queried

Returns: t rue if and only if the applet specified by the AID parameter is currently active on this or
another logical channel

See Also: | ookupAl D(byte[], short, byte)
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Multi Sel ectable

Declaration
public interface Milti Sel ectabl e

Description

TheMul ti Sel ect abl e interface identifies the implementing Applet subclass as being capable of concurrent
selections. A multiselectable applet isasubclass of j avacar d. f r amewor k. Appl et which directly or
indirectly implements this interface. All of the applets within an applet package must be multiselectable. If they
are not, then none of the appl ets can be multiselectable.

An instance of a multiselectable applet can be selected on onelogical channel while the same applet instance or
another applet instance from within the same package is active on another logical channel.

The methods of thisinterface are invoked by the Java Card runtime environment only when:
« the same applet instance is till active on another logical channel, or

« another applet instance from the same package is till active on another logical channel.

See Runtime Environment Specification for the Java Card Platform for details.

Member Summary
M ethods
voi d| desel ect (bool ean applnstStill Active)
Called by the Java Card runtime environment to inform that this currently selected
applet instance is being deselected on this logical channel while the same appl et
instance or another applet instance from the same package is till active on another
logical channel.
bool ean| sel ect (bool ean appl nst Al readyActi ve)
Called by the Java Card runtime environment to inform that this applet instance has
been selected while the same applet instance or another applet instance from the same
package is active on another logical channel.
M ethods
select(boolean)
Declaration:

publi c bool ean sel ect (bool ean appl nst Al readyActi ve)

Description:
Called by the Java Card runtime environment to inform that this applet instance has been selected while the
same appl et instance or another applet instance from the same package is active on another logical channel.

Itiscalled either when the MANAGE CHANNEL APDU (open) command or the SELECT APDU
command is received and before the applet instance is selected. SELECT APDU commands use instance
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AID bytesfor applet selection. See Runtime Environment Specification for the Java Card Platform, section
4.5 for details.

A subclass of Appl et should, within this method, perform any initialization that may be required to
process APDU commands that may follow. This method returns a boolean to indicate that it is ready to
accept incoming APDU commandsviaitspr ocess() method. If this method returnsfalse, it indicatesto
the Java Card runtime environment that this applet instance declines to be selected.

Note:
» Thejavacard.framework.Applet.select() method is not called if this method is invoked.

Parameters:
appl nst Al r eadyAct i ve - boolean flag ist r ue when the same applet instance is already active
on another logical channel and f al se otherwise

Returns: t r ue if the applet instance accepts selection, f al se otherwise

deselect(boolean)

Declaration:
public voi d desel ect (bool ean applnstStill Active)

Description:

Called by the Java Card runtime environment to inform that this currently selected applet instance is being
deselected on thislogical channel while the same applet instance or another applet instance from the same
package is still active on another logical channel. After deselection, thislogical channel will be closed or
another applet instance (or the same appl et instance) will be selected on thislogical channel. It is called
when a SELECT APDU command or aMANAGE CHANNEL (close) command is received by the Java
Card runtime environment. This method is called prior to invoking either another applet instance’s or this
applet instance’'ssel ect () method.

A subclass of Appl et should, within this method, perform any cleanup or bookkeeping work before
another applet instance is selected or the logical channel is closed.

Notes:
» Thejavacard.framework.Applet.deselect() method is not called if this method is invoked.

 Unchecked exceptions thrown by this method are caught and ignored by the Java Card runtime
environment but the appl et instance is desel ected.

» The Java Card runtime environment does NOT clear any transient objects of JCSyst em
CLEAR_ON_DESELECT clear event type owned by this applet instance since at |east one appl et
instance from the same package is still active.

« Thismethod is NOT called on reset or power |oss.

Parameters:
applnstStill Acti ve - booleanflagist r ue when the same applet instance is still active on
another logical channel and f al se otherwise
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Declaration
public class OmerPIN inplenments PIN

java.lang. Ooj ect

+--javacard. framewor k. Oaner PI N

All Implemented Interfaces. PI N

Description
This class represents an Owner PIN, implements Personal | dentification Number functionality as defined in the
Pl Ninterface, and provides the ability to update the PIN and thus owner functionality.

The implementation of this class must protect against attacks based on program flow prediction. In addition,
even if atransaction isin progress, update of internal state, such as the try counter, the validated flag, and the
blocking state, shall not participate in the transaction during PIN presentation.

If an implementation of this class creates transient arrays, it must ensure that they are CLEAR_ON_RESET
transient objects.

The protected methods get Val i dat edFl ag and set Val i dat edFl ag allow asubclass of this classto
optimize the storage for the validated boolean state.

Some methods of instances of this class are only suitable for sharing when there exists a trust relationship
among the applets. A typical shared usage would use a proxy PIN interface which extends both the PI N
interface and the Shar eabl e interface and re-declares the methods of the PIN interface.

Any of the methods of the Oaner Pl N may be called with atransaction in progress. None of the methods of
Owner Pl Nclassinitiate or ater the state of the transaction if oneisin progress.

See Also: PI NExcepti on, PI N, Shar eabl e, JCSyst em

Member Summary

Constructors

Omer PIN(byte tryLinmt, byte maxPlINSize)
Constructor.

M ethods

bool ean| check(byte[] pin, short offset, byte |ength)

Compares pi n against the PIN value.

byte| get Tri esRenai ni ng()

Returns the number of times remaining that an incorrect PIN can be presented before
the Pl Nis blocked.

prot ect ed bool ean| get Val i dat edFl ag()

This protected method returns the validated flag.
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Inherited Member Summary

Member Summary

bool ean| i sVal i dat ed()
Returnst r ue if avalid PIN has been presented since the last card reset or last call to
reset().
void| reset()
If the validated flag is set, this method resets the validated flag and resets the Pl Ntry
counter to the value of the PI Ntry limit.
voi d| reset AndUnbl ock()
This method resets the validated flag and resets the PI N try counter to the value of the
Pl Ntry limit.
protected void| setVal i dat edFl ag(bool ean val ue)
This protected method sets the value of the validated flag.
voi d| update(byte[] pin, short offset, byte |ength)

This method sets a new value for the PIN and resetsthe Pl Ntry counter to the value of
the PI N try limit.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Constructors

Owner PIN(byte, byte)
Declar ation:

public OmerPI N(byte tryLimt, byte maxPI NSi ze)
t hrows Pl NExcepti on

Description:

Constructor. Allocates anew Pl Ninstance with validated flag setto f al se.

Parameters:

tryLi m t - the maximum number of times an incorrect PIN can be presented. t r yLi m t must be

>=]1

maxPl NSi ze - the maximum allowed PIN size. maxPl NSi ze must be >=1

Throws:

Pl NExcept i on - with the following reason codes:
* PI NException. | LLEGAL VALUEIftryLi m t parameterislessthan 1.
* PI NException. | LLEGAL VALUE if maxPl NSi ze parameter islessthan 1.

102 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003




javacard.framework OwnerPIN
getValidatedFl ag()

M ethods

getValidatedFlag()

Declar ation:
prot ect ed bool ean get Val i dat edFl ag()

Description:
This protected method returns the validated flag. This method isintended for subclass of this Oaner Pl Nto

access or override the internal PIN state of the Oaner Pl N.
Returns: the boolean state of the PIN validated flag

setValidatedFlag(boolean)

Declar ation:
protected void setValidatedFl ag(bool ean val ue)

Description:
This protected method sets the value of the validated flag. This method isintended for subclass of this
Owner Pl Nto control or override the internal PIN state of the Oaner PI N.

Parameters:
val ue - the new value for the validated flag

getTriesRemaining()

Declar ation:
public byte getTri esRenai ning()

Description:
Returns the number of times remaining that an incorrect PIN can be presented before the Pl Nis blocked.

Specified By: get Tri esRenai ni ng ininterface PI N

Returns: the number of times remaining

check(byte]], short, byte)

Declaration:
publi c bool ean check(byte[] pin, short offset, byte |ength)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Poi nter Excepti on

Description:

Compares pi n against the PIN value. If they match and the Pl Nis not blocked, it sets the validated flag
and resets the try counter to its maximum. If it does not match, it decrements the try counter and, if the
counter has reached zero, blocks the PI N. Even if atransaction isin progress, update of internal stete - the
try counter, the validated flag, and the blocking state, shall not participate in the transaction.

Note:

e If Nul | Poi nt er Excepti on or Arrayl ndexCQut Of BoundsExcept i on isthrown, the
validated flag must be set to false, the try counter must be decremented and, the PIN blocked if the
counter reaches zero.

« Ifof f set or | engt h parameter isnegativean Ar r ayl ndexQOut Of BoundsExcept i on
exception is thrown.
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 |fof f set +| engt h isgreater than pi n. | engt h, the length of the pi n array, an
Arrayl ndexQut O BoundsExcept i on exception isthrown.

o If pi n parameter isnul I aNul | Poi nt er Except i on exception is thrown.
Specified By: check ininterface PI N

Parameters:
pi n - the byte array containing the PIN value being checked

of f set - the starting offset in the pi n array
| engt h - thelength of pi n
Returns. true if the PIN value matches; f al se otherwise

Throws:
java.l ang. Arrayl ndexQut O BoundsExcept i on - if the check operation would cause

access of data outside array bounds.
java.l ang. Nul | Poi nt er Excepti on -if pi nisnul |

isValidated()

Declaration:
publ i ¢ bool ean isValidated()

Description:
Returnst r ue if avalid PIN has been presented since the last card reset or last call tor eset () .

Specified By: i sVal i dat ed ininterface Pl N

Returns: true if validated; f al se otherwise

reset()

Declaration:
public void reset()

Description:

If the validated flag is set, this method resets the validated flag and resets the Pl N try counter to the value of
the Pl Ntry limit. Even if atransaction isin progress, update of internal state - the try counter, the validated
flag, and the blocking state, shall not participate in the transaction. If the validated flag is not set, this
method does nothing.

Specified By: reset ininterface Pl N

update(byte[], short, byte)

Declaration:
public void update(byte[] pin, short offset, byte |ength)
t hrows Pl NExcepti on

Description:
This method sets a new value for the PIN and resets the Pl N try counter to the value of the PI Ntry limit. It

also resets the validated flag.

This method copies the input pin parameter into an internal representation. If atransaction isin progress,
the new pin and try counter update must be conditional i.e the copy operation must use the transaction
facility.
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Parameters:
pi n - the byte array containing the new PIN value

of f set - the starting offset in the pin array
| engt h - the length of the new PIN

Throws:
Pl NExcept i on - with the following reason codes:

* PI NException. | LLEGAL_VALUE if length is greater than configured maximum PIN size.
See Also: JCSyst em begi nTransacti on()

resetAndUnblock()

Declaration:
public void reset AndUnbl ock()

Description:

This method resets the validated flag and resets the Pl N try counter to the value of the Pl Ntry limit. Even
if atransaction isin progress, update of internal state - the try counter, the validated flag, and the blocking
state, shall not participate in the transaction. This method is used by the owner to re-enable the blocked

Pl N.
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PIN

Declaration
public interface PIN

All Known Implementing Classes: Oaner PI N

Description
This interface represents a PIN. An implementation must maintain these internal values:

* PIN value.

e Try limit - the maximum number of times an incorrect PIN can be presented before the PIN is blocked.
When the PIN is blocked, it cannot be validated even on valid PIN presentation.

¢ Max PIN size - the maximum length of PIN allowed.

« Try counter - the remaining number of times an incorrect PIN presentation is permitted before the PI N
becomes blocked.

« Validated flag - true if avalid PIN has been presented. Thisflag is reset on every card reset.
This interface does not make any assumptions about where the data for the PIN value comparison is stored.

An owner implementation of this interface must provide away to initialize/update the PIN value. The owner
implementation of the interface must protect against attacks based on program flow prediction. In addition, even
if atransaction isin progress, update of internal state such asthetry counter, the validated flag, and the blocking
state, shall not participate in the transaction during PIN presentation.

A typical card global PIN usage will combine an instance of Oamer Pl N class and aaProxy PIN interface
which extends both the Pl N and the Shar eabl e interfaces and re-declares the methods of the PIN interface.
The Oaner PI Ninstance would be manipulated only by the owner who has update privilege. All others would
access the global PIN functionality viathe proxy PIN interface.

See Also: Omner PI N, Shar eabl e

Member Summary

M ethods

bool ean| check(byte[] pin, short offset, byte |ength)
Compares pi n against the PIN value.

byte| get Tri esRenai ni ng()
Returns the number of times remaining that an incorrect PIN can be presented before
the Pl Nis blocked.

bool ean| i sVal i dat ed()
Returnst r ue if avalid PIN value has been presented since the last card reset or last
caltoreset ().

void| reset()
If the validated flag is set, this method resets the validated flag and resets the Pl N try
counter to the value of the Pl N try limit.
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getTriesRemaining()

M ethods

getTriesRemaining()

Declar ation:
public byte get Tri esRemai ni ng()

Description:
Returns the number of times remaining that an incorrect PIN can be presented before the Pl Nis blocked.

Returns: the number of times remaining

check(byte]], short, byte)

Declaration:
publi c bool ean check(byte[] pin, short offset, byte |ength)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Poi nt er Excepti on

Description:

Compares pi n against the PIN value. If they match and the Pl Nis not blocked, it sets the validated flag
and resets the try counter to its maximum. If it does not match, it decrements the try counter and, if the
counter has reached zero, blocks the Pl N. Even if atransaction isin progress, update of interna state - the
try counter, the validated flag, and the blocking state, shall not participate in the transaction.

Note:

e If Nul | Poi nt er Excepti onor Arrayl ndexCQut Of BoundsExcept i on isthrown, the
validated flag must be set to false, the try counter must be decremented and, the PIN blocked if the
counter reaches zero.

« Ifof f set or | engt h parameter isnegativean Ar r ayl ndexQOut Of BoundsExcept i on
exception is thrown.

« If of f set +| engt h isgreater than pi n. | engt h, the length of the pi n array, an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

* If pi n parameter isnul | aNul | Poi nt er Except i on exception isthrown.

Parameters:
pi n - the byte array containing the PIN value being checked

of f set - the starting offset in the pi n array
| engt h - thelength of pi n
Returns. true if the PIN value matches; f al se otherwise

Throws:
java.l ang. Arrayl ndexQut O BoundsExcept i on - if the check operation would cause
access of data outside array bounds.

java.l ang. Nul | Poi nt er Excepti on -if pi nisnul |

isValidated()

Declar ation:
publ i ¢ bool ean isValidated()

Description:
Returnst r ue if avalid PIN value has been presented since the last card reset or last call tor eset () .
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reset()

Returns; t rue if validated; f al se otherwise

reset()

Declaration:
public void reset()

Description:
If the validated flag is set, this method resets the validated flag and resets the Pl N try counter to the value of

the Pl Ntry limit. If the validated flag is not set, this method does nothing.
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PINEXception

Declaration
public class PlINException extends CardRunti meException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

+--javacard. framewor k. PI NExcepti on

Description
Pl NExcept i on represents a Oaner Pl N class access-related exception.
The Omner PI N class throws Java Card runtime environment-owned instances of Pl NExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

See Also: Oaner PI N

Member Summary
Fields
static short | | LLEGAL_VALUE

Thisreason code is used to indicate that one or more input parametersis out of allowed
bounds.

Constructors

Pl NExcepti on(short reason)

Constructs a PINException.

Methods

static void| throw t(short reason)

Throws the Java Card runtime environment-owned instance of Pl NExcept i on with
the specified reason.

javacard.framework PINException 109




PINException javacard.framework
Inherited Member Summary

Inherited Member Summary

Methods inherited from interface Car dRunt i neExcepti on

get Reason(), set Reason(short)

Methodsinherited from class bj ect

equal s(oj ect)

Fields

ILLEGAL_VALUE

Declaration:
public static final short |LLEGAL_VALUE

Description:
This reason code is used to indicate that one or more input parametersis out of alowed bounds.

Constructors

PINException(short)

Declaration:
public PI NException(short reason)

Description:

Constructs a PINException. To conserve on resourcesuset hr owl t () to employ the Java Card runtime

environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short)

Declaration:
public static void throwt(short reason)

Description:

Throws the Java Card runtime environment-owned instance of Pl NExcept i on with the specified reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime

environment Entry Point Objects and can be accessed from any appl et context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception
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throwlt(short)

Throws:
Pl NExcept i on - aways
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javacard.framework

Shareable

Declaration
public interface Shareable

Description

The Shareable interface servesto identify all shared objects. Any object that needs to be shared through the
applet firewall must directly or indirectly implement thisinterface. Only those methods specified in a shareable
interface are avail able through the firewall. Implementation classes can implement any number of shareable
interfaces and can extend other shareable implementation classes.
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SystemException

Declaration
public class SystenException extends CardRunti meException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

+--javacard. framewor k. Syst enExcepti on

Description

Syst enmExcept i on represents aJCSy st emclass related exception. It is also thrown by thej avacar d.
f ramewor k. Appl et . regi st er () methods and by the Al D class constructor.

These API classes throw Java Card runtime environment-owned instances of Syst enExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

See Also: JCSyst em Appl et , Al D

Member Summary

Fields

static short | | LLEGAL_AI D
Thisreason codeis used by thej avacar d. f ranewor k. Appl et . regi ster ()
method to indicate that the input AID parameter isnot alegal AID value.

static short | | LLEGAL_TRANSI ENT
This reason code is used to indicate that the request to create a transient object is not
allowed in the current applet context.

static short | | LLEGAL_USE
This reason code is used to indicate that the requested function is not allowed.

static short | | LLEGAL_VALUE
Thisreason code is used to indicate that one or more input parametersis out of alowed
bounds.

static short | NO RESOURCE
Thisreason codeis used to indicate that there is insufficient resource in the Card for
the request.

static short | NO TRANSI ENT_SPACE
Thisreason code is used by themakeTr ansi ent . . () methods to indicate that no
room is available in volatile memory for the requested object.
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Inherited Member Summary

Member Summary

Constructors

Syst emExcepti on(short reason)
Constructs a SystemException.

M ethods

static void| throw t(short reason)
Throws the Java Card runtime environment-owned instance of Syst enExcepti on
with the specified reason.

Inherited Member Summary

Methodsinherited from interface Car dRunt i neExcepti on

get Reason(), setReason(short)

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

ILLEGAL_VALUE

Declar ation:
public static final short |LLEGAL_VALUE

Description:
This reason code is used to indicate that one or more input parametersis out of alowed bounds.

NO_TRANSIENT_SPACE

Declar ation:
public static final short NO_TRANSI ENT_SPACE

Description:
Thisreason code is used by the makeTr ansi ent . . () methodsto indicate that no room is availablein
volatile memory for the requested object.

ILLEGAL_TRANSIENT

Declar ation:
public static final short |LLEGAL_TRANSI ENT

Description:
Thisreason codeis used to indicate that the request to create atransient object is not allowed in the current
applet context. See Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

114 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003




javacard.framework SystemException
ILLEGAL_AID

ILLEGAL_AID

Declaration:
public static final short |LLEGAL_AID

Description:
Thisreason codeisused by thej avacar d. f ramewor k. Appl et . r egi st er () method to indicate
that the input AID parameter isnot alegal AID value.

NO_RESOURCE

Declaration:
public static final short NO _RESOURCE

Description:

This reason codeis used to indicate that there is insufficient resource in the Card for the request.

For example, the Java Card Virtual Machine may t hr owthis exception reason when there is insufficient
heap space to create a new instance.

ILLEGAL_USE

Declaration:
public static final short |LLEGAL_USE

Description:
This reason code is used to indicate that the requested function is not allowed. For example, JCSyst em
request Obj ect Del eti on() method throws this exception if the object deletion mechanismis not
implemented.

Constructors

SystemException(short)

Declar ation:
publ i c SystenException(short reason)

Description:
Constructs a SystemException. To conserve on resourcesuset hr ow t () to use the Java Card runtime
environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short)

Declaration:
public static void throwt(short reason)
throws SystenException
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throwlt(short)

Description:
Throws the Java Card runtime environment-owned instance of Syst enExcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
Syst enExcept i on - always

116 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



javacard.framework TransactionException
Declaration

javacard.framework

TransactionException

Declaration
public class Transacti onException extends CardRunti meException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

+--javacard. framewor k. Transact i onExcepti on

Description
Transact i onExcept i on represents an exception in the transaction subsystem. The methods referred toin
thisclassarein the JCSy st emclass.

The JCSyst emclass and the transaction facility throw Java Card runtime environment-owned instances of
Transact i onExcepti on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

See Also: JCSystem

Member Summary
Fields

static short | BUFFER_FULL
This reason code is used during a transaction to indicate that the commit buffer isfull.

static short | | N PROGRESS
Thisreason code is used by thebegi nTr ansact i on method to indicate a
transaction is already in progress.

static short | | NTERNAL FAI LURE

Thisreason codeis used during atransaction to indicate an internal Java Card runtime
environment problem (fatal error).

static short | NOT_I N _PROGRESS

Thisreason codeisused by theabor t Tr ansact i on andcommi t Tr ansact i on
methods when atransaction is not in progress.

Constructors

Transacti onExcepti on(short reason)
Constructs a Transacti onException with the specified reason.

M ethods
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Inherited Member Summary

Member Summary

static void| throw t(short reason)
Throws the Java Card runtime environment-owned instance of
Transact i onExcept i on with the specified reason.

Inherited Member Summary

Methodsinherited from interface Car dRunt i mneExcepti on

get Reason(), setReason(short)

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

IN_PROGRESS

Declaration:
public static final short | N_PROGRESS

Description:
This reason codeis used by thebegi nTr ansact i on method to indicate atransaction isaready in
progress.

NOT_IN_PROGRESS

Declaration:
public static final short NOT_I N PROGRESS

Description:
Thisreason codeis used by theabor t Transacti on and comni t Tr ansact i on methodswhen a
transaction is not in progress.

BUFFER_FULL

Declar ation:
public static final short BUFFER_FULL

Description:
This reason code is used during a transaction to indicate that the commit buffer is full.

INTERNAL_FAILURE

Declar ation:
public static final short | NTERNAL FAI LURE

Description:
This reason code is used during a transaction to indicate an interna Java Card runtime environment
problem (fatal error).
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TransactionException(short)

Constructors

TransactionException(short)

Declaration:
public Transacti onException(short reason)

Description:
Constructs a Transacti onException with the specified reason. To conserve on resourcesuset hrowi t () to
use the Java Card runtime environment-owned instance of this class.

M ethods

throwlt(short)

Declaration:
public static void throwt(short reason)

Description:

Throws the Java Card runtime environment-owned instance of Tr ansact i onExcept i on with the
specified reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Throws:
Transact i onExcepti on - dways
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UserException

Declaration
public class UserException extends CardException

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--javacard. franewor k. Car dExcepti on

+--javacard. framewor k. User Excepti on

Description
User Except i on represents a User exception. This class also provides a resource-saving mechanism (the
t hrow t () method) for user exceptions by using a Java Card runtime environment-owned instance.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Soecification for the Java Card Platform, section 6.2.1 for details.

Member Summary

Constructors
User Exception()
ConstructsaUser Except i on with reason = 0.
User Excepti on(short reason)
Constructs aUser Except i on with the specified reason.
M ethods

static void| throwt(short reason)
Throws the Java Card runtime environment-owned instance of User Except i on
with the specified reason.

Inherited Member Summary

Methodsinherited from interface Car dExcept i on

get Reason(), setReason(short)

Methodsinherited from class Obj ect

equal s(oj ect)
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UserException()

Constructors

User Exception()

Declar ation:
public User Exception()

Description:
ConstructsaUser Except i on with reason = 0. To conserve on resources uset hr owm t () to usethe
Java Card runtime environment-owned instance of this class.

User Exception(short)

Declar ation:
public User Exception(short reason)

Description:
ConstructsaUser Except i on with the specified reason. To conserve on resourcesuset hrowm t () to
use the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short)

Declaration:
public static void throwt(short reason)
throws User Exception

Description:

Throws the Java Card runtime environment-owned instance of User Except i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
User Excepti on - dways
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Util

Declaration
public class Uil

java.lang. Ooj ect

+--javacard. framework. Uti |

Description
TheUt i | class contains common utility functions. Some of the methods may be implemented as native
functions for performance reasons. All methodsin Ut i | , class are static methods.

Some methods of Ut i | , namely ar r ayCopy(), ar rayCopyNonAt oni c(),

arrayFi | | NonAt om c() andset Short (), refer to the persistence of array objects. The term persistent
means that arrays and their values persist from one CAD session to the next, indefinitely. The JCSyst emclass
is used to control the persistence and transience of objects.

See Also: JCSystem

Member Summary

M ethods

static byte| arrayConpare(byte[] src, short srcOf, byte[] dest, short
dest O f, short | ength)
Compares an array from the specified source array, beginning at the specified position,
with the specified position of the destination array from left to right.

static short | arrayCopy(byte[] src, short srcOf, byte[] dest, short dest-
O f, short |ength)
Copies an array from the specified source array, beginning at the specified position, to
the specified position of the destination array.

static short | arrayCopyNonAt omi c(byte[] src, short srcOf, byte[] dest,
short destOFf, short |ength)
Copies an array from the specified source array, beginning at the specified position, to
the specified position of the destination array (non-atomically).

static short | arrayFill NonAtom c(byte[] bArray, short bOf, short blLen,
byt e bVal ue)
Fills the byte array (non-atomically) beginning at the specified position, for the
specified length with the specified byte value.

static short | get Short(byte[] bArray, short bOf)
Concatenates two bytes in a byte array to form a short value.

static short | makeShort (byte bl, byte b2)
Concatenates the two parameter bytes to form a short value.

static short | set Short(byte[] bArray, short bOf, short sVal ue)
Deposits the short value as two successive bytes at the specified offset in the byte

array.
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Inherited Member Summary

Inherited Member Summary

Methods inherited from class Obj ect

equal s(oj ect)

M ethods

arrayCopy(byt€[], short, byte[], short, short)

Declaration:

public static final short arrayCopy(byte[] src, short srcOFf, byte[] dest, short destOff,
short | ength)
throws Arrayl ndexQut O BoundsExcepti on, Nul | Poi nt er Excepti on,
Transacti onExcepti on

Description:
Copies an array from the specified source array, beginning at the specified position, to the specified position
of the destination array.

Note:

e IfsrcOFf ordest O f or | engt h parameter is negative an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

o IfsrcOF f +l engt hisgreater than sr c. | engt h, the length of thesr ¢ array a
Arrayl ndexQut O BoundsExcept i on exception isthrown and no copy is performed.

o Ifdest OF f +] engt h isgreater than dest . | engt h, thelength of thedest array an
Arrayl ndexQut Of BoundsExcept i on exception isthrown and no copy is performed.

e Ifsrc ordest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

« |f the src and dest arguments refer to the same array object, then the copying is performed as if the
components at positionssr cOF f through sr cOf f +| engt h- 1 were first copied to a temporary
array with length components and then the contents of the temporary array were copied into positions
dest O f throughdest O f +| engt h- 1 of the argument array.

« If the destination array is persistent, the entire copy is performed atomically.

» The copy operation is subject to atomic commit capacity limitations. If the commit capacity is
exceeded, no copy isperformed and a Tr ansact i onExcept i on exception is thrown.

Parameters:
Sr C - source byte array

srcOF f - offset within source byte array to start copy from
dest - destination byte array
dest O f - offset within destination byte array to start copy into
| engt h - byte length to be copied

Returns. dest O f +l engt h

Throws:
java.l ang. Arrayl ndexQut O BoundsExcept i on - if copying would cause access of data
outside array bounds
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arrayCopyNonAtomic(byte[], short, byte[], short, short)

java. |l ang. Nul | Poi nt er Excepti on -if either src or dest isnul |
Transact i onExcepti on - if copying would cause the commit capacity to be exceeded
See Also: JCSyst em get UnusedCommi t Capaci ty()

arrayCopyNonAtomic(byte[], short, byte[], short, short)

Declaration:

public static final short arrayCopyNonAtom c(byte[] src, short srcOf, byte[] dest,
short destOff, short |ength)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Poi nt er Excepti on

Description:
Copiesan array from the specified source array, beginning at the specified position, to the specified position
of the destination array (non-atomically).

This method does not use the transaction facility during the copy operation even if atransactionisin
progress. Thus, this method is suitable for use only when the contents of the destination array can be left in
apartially modified state in the event of a power loss in the middle of the copy operation.

Note:

e IfsrcOf ordest O f or | engt h parameter is negative an
Arrayl ndexQut O BoundsExcept i on exception is thrown.

e IfsrcO f +l engt hisgreater thansr c. | engt h, the length of thesr ¢ array a
Arrayl ndexQut O BoundsExcept i on exception isthrown and no copy is performed.

o Ifdest OF f +] engt h isgreater than dest . | engt h, thelength of thedest array an
Arrayl ndexQut Of BoundsExcept i on exception isthrown and no copy is performed.

e Ifsrc ordest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

« |f the src and dest arguments refer to the same array object, then the copying is performed asiif the
components at positionssr cOF f through sr cOf f +| engt h- 1 were first copied to a temporary
array with length components and then the contents of the temporary array were copied into positions
dest O f through dest O f +| engt h- 1 of the argument array.

« |f power islost during the copy operation and the destination array is persistent, a partially changed
destination array could result.

» Thecopy| engt h parameter is not constrained by the atomic commit capacity limitations.

Parameters:
Sr C - source byte array

srcOF f - offset within source byte array to start copy from
dest - destination byte array
dest O f - offset within destination byte array to start copy into
| engt h - byte length to be copied

Returns. dest O f +l engt h

Throws:
java.l ang. Arrayl ndexQut O BoundsExcept i on - if copying would cause access of data
outside array bounds

java. |l ang. Nul | Poi nt er Excepti on - if either src or dest isnul |
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arrayFillNonAtomic(byte[], short, short, byte)

See Also: JCSyst em get UnusedCommi t Capaci ty()

arrayFillINonAtomic(byt€[], short, short, byte)

Declaration:

public static final short arrayFill NonAtom c(byte[] bArray, short bOff, short bLen, byte
bVal ue)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Poi nter Excepti on

Description:

Fills the byte array (non-atomically) beginning at the specified position, for the specified length with the
specified byte value.

This method does not use the transaction facility during the fill operation even if atransaction isin progress.
Thus, this method is suitable for use only when the contents of the byte array can be left in apartialy filled
state in the event of apower lossin the middle of the fill operation.

Note:

e IfbOF f or bLen parameter isnegative an Ar r ayl ndexQut Of BoundsExcept i on exceptionis
thrown.

o IfbOF f +bLen isgreater than bArr ay. | engt h, the length of the bAr r ay array an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

e IfbArray parameter isnul I aNul | Poi nt er Except i on exception isthrown.

« |f power islost during the copy operation and the byte array is persistent, a partially changed byte
array could result.

* ThebLen parameter is not constrained by the atomic commit capacity limitations.

Parameters:
bAr r ay - the byte array

bOf f - offset within byte array to start filling bValue into
bLen - byte length to be filled
bVal ue - the valuetofill the byte array with

Returns: bOF f +blLen

Throws:
java.l ang. Arrayl ndexQut O BoundsExcept i on - if thefill operation would cause access

of data outside array bounds
java.l ang. Nul | Poi nt er Excepti on - if bArray isnul |
See Also: JCSyst em get UnusedCommi t Capaci ty()

arrayCompare(byte[], short, byte][], short, short)

Declaration:

public static final byte arrayConpare(byte[] src, short srcOf, byte[] dest, short
dest O f, short |ength)
throws Arrayl ndexQut Of BoundsExcepti on, Nul | Poi nt er Excepti on

Description:

Compares an array from the specified source array, beginning at the specified position, with the specified
position of the destination array from left to right. Returns the ternary result of the comparison : less than(-
1), equal(0) or greater than(1).
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Note:

e IfsrcOf ordest OF f or | engt h parameter is negative an
Arrayl ndexQut O BoundsExcept i on exception isthrown.

e IfsrcOX f +l engt h isgreater thansr c. | engt h, thelength of thesr ¢ array a
Arrayl ndexQut O BoundsExcept i on exception is thrown.

o Ifdest O f +] engt h isgreater than dest . | engt h, thelength of thedest array an
Arrayl ndexQut Of BoundsExcept i on exception is thrown.

e Ifsrc ordest parameter isnul | aNul | Poi nt er Except i on exception is thrown.

Parameters:
Sr C - source byte array

srcOF f - offset within source byte array to start compare
dest - destination byte array
dest O f - offset within destination byte array to start compare
| engt h - byte length to be compared
Returns: the result of the comparison as follows:
O if identical
- 1if the first miscomparing byte in source array is less than that in destination array
« 1 if thefirst miscomparing byte in source array is greater that that in destination array

Throws:
java.l ang. Arrayl ndexQut O BoundsExcept i on - if comparing al bytes would cause

access of data outside array bounds
java. |l ang. Nul | Poi nt er Excepti on - if either src or dest isnul |

makeShort(byte, byte)

Declaration:
public static final short makeShort(byte bl, byte b2)

Description:
Concatenates the two parameter bytes to form a short value.

Parameters:
b1 - thefirst byte ( high order byte)

b2 - the second byte ( low order byte)
Returns; the short value the concatenated result

getShort(byte[], short)

Declaration:
public static final short getShort(byte[] bArray, short bOff)
throws Nul | Poi nt er Exception, ArraylndexQut Of BoundsExcepti on

Description:
Concatenates two bytesin a byte array to form a short value.

Parameters:
bAr r ay - byte array
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bCOf f - offset within byte array containing first byte (the high order byte)
Returns: the short value the concatenated result

Throws:
j ava. |l ang. Nul | Poi nt er Excepti on - if thebAr r ay parameterisnul |

java. |l ang. Arrayl ndexQut Of BoundsExcepti on - if thebCf f parameter is negative or if
bOf f +1 isgreater than the length of bAr r ay

setShort(byt€[], short, short)

Declaration:

public static final short setShort(byte[] bArray, short bOFf, short sVal ue)
throws Transacti onException, Null PointerException,
Arrayl ndexQut Of BoundsExcepti on

Description:
Deposits the short value as two successive bytes at the specified offset in the byte array.

Parameters:
bAr r ay - byte array

bOf f - offset within byte array to deposit the first byte (the high order byte)
sVal ue - the short value to set into array.

Returns: bOF f +2
Note:

« If the byte array is persistent, this operation is performed atomically. If the commit capacity is
exceeded, no operation is performed and a Tr ansact i onExcept i on exception is thrown.

Throws:
Transact i onExcepti on - if the operation would cause the commit capacity to be exceeded

java.l ang. Arrayl ndexQut O BoundsExcepti on -if thebOf f parameter is negative or if
bOf f +1 isgreater than the length of bAr r ay

java.l ang. Nul | Poi nt er Excepti on - if thebAr r ay parameterisnul |
See Also: JCSyst em get UnusedConmi t Capaci ty()
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CHAPTER

Package .
javacard.framework.service

Description

Provides a service framework of classes and interfaces that allow a Java Card technol ogy-based applet to be
designed as an aggregation of service components. The package contains an aggregator class called

Di spat cher which includes methods to add services to its registry, dispatch APDU commands to registered
services, and remove services from its registry.

The package also contains the Ser vi ce interface which contains methods to process APDU commands, and
allow the dispatcher to be aware of multiple services. Subinterfaces allow an implementation services with
added functionality:
* Renot eSer vi ce-use this subinterface to define services that allow remote processes to access the
services present on a card that supports the Java Card platform.

e SecurityServi ce-use this subinterface to define services that provide methods to query the current
Security status.

TheclassBasi cSer vi ce providesthe basic functionality of aservice, and all services are built as subclasses
of thisclass. Basi cSer vi ce provides a default implementation for the methods defined in the Ser vi ce
interface, and defines a set of helper methods that allow the APDU buffer to enable cooperation among different
services.

RMI Classesfor the Java Card Platform

The Car dRenpt eOhj ect and RM Ser vi ce classes alow a Java programming language program running
on avirtual machine on the client platform to invoke methods on remote objectsin a Java Card technol ogy-
based applet. These classes contain the minimum required functionality to implement Remote Method
Invocation for the Java Card platform (JCRMI).

Class Summary

I nterfaces

Renot eSer vi ce This interface defines the generic API for remote object access services, which allow
remote processes to access the services present on a Java Card technol ogy-enabled
smart card.

SecurityService This interface describes the functions of a generic security service.

Servi ce Thisisthe base interface for the service framework on the Java Card platform.

Classes

Basi cServi ce This class should be used as the base class for implementing services.

Car dRenot e(hj ect A convenient base class for remote objects for the Java Card platform.

Di spat cher A Di spat cher isusedto build an application by aggregating several services.
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Class Summary

Class Summary

RM Ser vi ce Animplementation of aservicethat isused to process Java Card platform RMI requests
for remotely accessible objects.

Exceptions

Ser vi ceExcepti on Ser vi ceExcept i on represents a service framework-related exception.
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Declaration

javacard.framework.service

BasicService

Declaration
public class BasicService inplenents Service

java.lang. Ooj ect

+--javacard. framewor k. servi ce. Basi cServi ce

All Implemented Interfaces. Service
Direct Known Subclasses: RM Ser vi ce

Description

This class should be used as the base class for implementing services. It provides a default implementation for
the methods defined in the Ser vi ce interface, and defines a set of hel per methods that manage the APDU
buffer to enable co-operation among different Services.

TheBasi cSer vi ce class uses the state of APDU processing to enforce the validity of the various hel per
operations. It expects and maintains the following Common Service Format (CSF) of datain the APDU Buffer
corresponding to the various APDU processing states (Seej avacar d. f r anewor k. APDU):

Init State format of APDU Buffer. This format corresponds to the
APDU processing state - STATE INITIAL :
0 1 2 3 4 5 <- offset

| CLA| INS| P1L| P2 | P3| ... Inplenmentation dependent ...|

I nput Ready format of APDU Buffer. This format corresponds
to the APDU processing state - STATE_FULL_I NCOM NG
0 1 2 3 4 5 <- offset

| CLA| INS| P1 | P2 | Lc | Incomng Data( Lc bytes ) |

Qut put Ready format of APDU Buffer. This format corresponds
to the APDU processing status - STATE OUTGO NG .. STATE FULL_OUTGO NG
0 1 2 3 4 5 <- offset

| CLA| INS| SW | SW | La | Qutgoing Data( La bytes ) |

When the APDU buffer isin the Init and Input Ready formats, the hel per methods allow input access methods
but flag errorsif output accessis attempted. Conversely, when the APDU buffer isin the Output format, input
access methods result in exceptions.

If the header areas maintained by the Basi cSer vi ce helper methods are modified directly in the APDU
buffer and the format of the APDU buffer described above is not maintained, unexpected behavior might result.

In addition, both La=0 and La=256 are represented in the CSF format as La=0. The distinction is
implementation dependent. The get Qut put Lengt h method must be used to avoid ambiguity.

Many of the helper methods also throw exceptionsif the APDU object isin an error state ( processing status
code<0).
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Member Summary

See Also: javacard. f ramewor k. APDU

Member Summary

Constructors

Basi cServi ce()
Createsnew Basi cSer vi ce.

M ethods

bool ean

fail (javacard. framewor k. APDU apdu, short sw)
Sets the processing state for the command in the APDU object to processed, and
indicates that the processing has failed.

byte

get CLA(j avacar d. framewor k. APDU apdu)
Returns the class byte for the command in the APDU object.

byt e

get I NS(j avacard. f ranewor k. APDU apdu)
Returns the instruction byte for the command in the APDU object.

short

get Qut put Lengt h(j avacard. f ramewor k. APDU apdu)
Returns the output length for the command in the APDU object.

byte

get P1(j avacard. f ramewor k. APDU apdu)
Returns the first parameter byte for the command in the APDU object.

byt e

get P2(j avacard. f ramewor k. APDU apdu)
Returns the second parameter byte for the command in the APDU object.

short

get St at usWor d(j avacar d. f ramewor k. APDU apdu)
Returns the response status word for the command in the APDU object.

bool ean

i sProcessed(j avacard. framewor k. APDU apdu)
Checks if the command in the APDU object has already been processed.

bool ean

pr ocessComuand(j avacar d. f ranewor k. APDU apdu)
ThisBasi cSer vi ce method is a default implementation and simply returns false
without performing any processing.

bool ean

processDat al n(j avacard. f ramewor k. APDU apdu)
ThisBasi cSer vi ce method is a default implementation and simply returns false
without performing any processing.

bool ean

pr ocessDat aQut (j avacar d. f ranewor k. APDU apdu)
ThisBasi cSer vi ce method is adefault implementation and simply returns false
without performing any processing.

short

recei vel nDat a(j avacard. f ramewor k. APDU apdu)
Receives the input data for the command in the APDU object if the input has not
already been received.

bool ean

sel ecti ngAppl et ()
This method is used to determine if the command in the APDU object is the applet

SELECT FILE command which selected the currently selected applet.

void

set Qut put Lengt h(j avacard. framewor k. APDU apdu, short | ength)
Sets the output length of the outgoing response for the command in the APDU object.

voi d

set Processed(j avacard. f ramewor k. APDU apdu)
Sets the processing state of the command in the APDU object to processed.

voi d

set St at usWor d(j avacard. franewor k. APDU apdu, short sw)
Sets the response status word for the command in the APDU object.

bool ean

succeed(j avacard. f ranewor k. APDU apdu)
Sets the processing state for the command in the APDU object to processed, and
indicates that the processing has succeeded.

bool ean

succeedW t hSt at usWor d(j avacar d. f ranewor k. APDU apdu, short sw)
Sets the processing state for the command in the APDU object to processed, and
indicates that the processing has partially succeeded.
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Inherited Member Summary

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Constructors

BasicService()
Declar ation:

publ i c BasicService()
Description:
Createsnew Basi cSer vi ce.

M ethods

processDatal n(APDU)

Declaration:
publ i ¢ bool ean processDat al n(j avacard. f ramewor k. APDU apdu)

Description:
ThisBasi cSer vi ce method is adefault implementation and simply returns false without performing
any processing.

Specified By: processDat al n ininterface Ser vi ce

Parameters:
apdu - the APDU abject containing the command being processed

Returns: f al se

processCommand(APDU)

Declaration:
publi ¢ bool ean processComand(j avacar d. f ramewor k. APDU apdu)

Description:
ThisBasi cSer vi ce method is adefault implementation and simply returns false without performing
any processing.

Specified By: pr ocessConmmand ininterface Ser vi ce

Parameters:
apdu - the APDU object containing the command being processed

Returns: f al se

javacard.framework.service BasicService 133




BasicService javacard.framework.service
processDataOut(APDU)

processDataOut(APDU)

Declaration:
publi ¢ bool ean processDat aCut (j avacar d. f ramewor k. APDU apdu)

Description:

ThisBasi cSer vi ce method is adefault implementation and simply returns false without performing
any processing.

Specified By: pr ocessDat aQut ininterface Ser vi ce

Parameters:
apdu - the APDU object containing the command being processed

Returns: f al se

receivel nData(APDU)

Declaration:
public short receivel nData(javacard. franmewor k. APDU apdu)
throws Servi ceException

Description:

Receives the input data for the command in the APDU abject if the input has not aready been received. The
entire input data must fit in the APDU buffer starting at offset 5. When invoked, the APDU object must
either bein STATE_I NI Tl AL with the APDU buffer in the Init format or in STATE_FULL_I NCOM NG
with the APDU buffer in the Input Ready format

Parameters:
apdu - the APDU abject containing the apdu being processed

Returns: thelength of input data received and present in the APDU Buffer

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS | N COVMAND if the APDU object isnot in
STATE_INITIAL or in STATE_FULL_INCOMING or,

» Servi ceExcepti on. COVWWAND_DATA TOO_LONGIf the input data does not fit in the APDU
buffer starting at offset 5.

setProcessed(APDU)

Declaration:
public void setProcessed(javacard. framewor k. APDU apdu)
throws Servi ceException

Description:

Setsthe processing state of the command in the APDU object to processed. Thisisdone by setting the APDU
object in outgoing mode by invoking the APDU. set Qut goi ng method. If the APDU isaready in
outgoing mode, this method does nothing (allowing the method to be called several times).

Parameters:
apdu - the APDU object containing the command being processed

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS OUT_COMVAND if the APDU aobject is not accessible
(APDU object in STATE_ERROR _...)
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See Also: j avacar d. franmewor k. APDU. get Current St at e()

isProcessed(APDU)

Declaration:
publi ¢ bool ean i sProcessed(javacard. franmewor k. APDU apdu)

Description:

Checks if the command in the APDU object has already been processed. Thisis done by checking whether
or not the APDU object has been set in outgoing mode via a previous invocation of the APDU.

set Qut goi ng method.

Note:
» This method returnstrue if the APDU object is not accessible (APDU object in STATE_ERROR ..).

Parameters:
apdu - the APDU object containing the command being processed

Returns: t r ue if the command has been processed, f al se otherwise

setOutputL ength(APDU, short)

Declaration:
public void set CQut put Lengt h(j avacard. framewor k. APDU apdu, short |ength)
throws Servi ceException

Description:
Sets the output length of the outgoing response for the command in the APDU object. This method can be
called regardless of the current state of the APDU processing.

Parameters:
apdu - the APDU object containing the command being processed

| engt h - the number of bytesin the response to the command

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf thel engt h parameter is greater than 256 or if the
outgoing response will not fit within the APDU Buffer.

getOutputL ength(APDU)

Declar ation:
public short get QutputLength(javacard. franmewor k. APDU apdu)
throws Servi ceException

Description:
Returns the output length for the command in the APDU object. This method can only be called if the
APDU processing state indicates that the command has been processed.

Parameters:
apdu - the APDU abject containing the command being processed

Returns: avauein the range: 0 to 256(inclusive), that represents the number of bytes to be returned for
this command

Throws:
Ser vi ceExcept i on - with the following reason code:
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» Servi ceExcepti on. CANNOT_ACCESS OUT_COMVANDif the command is not processed or if
the APDU object is not accessible (APDU object in STATE_ERROR _..)

SeeAlso: j avacard. f ramewor k. APDU. get Current St at e()

setStatuswWor d(APDU, short)

Declaration:
public void setStatusWrd(javacard. framework. APDU apdu, short sw)

Description:
Sets the response status word for the command in the APDU object. This method can be called regardl ess of

the APDU processing state of the current command.

Parameters:
apdu - the APDU object containing the command being processed

sw - the status word response for this command

getStatuswor d(APDU)

Declaration:
public short getStatusWrd(javacard.franmewor k. APDU apdu)
throws Servi ceException

Description:
Returns the response status word for the command in the APDU object. This method can only be called if
the APDU processing state indicates that the command has been processed.

Parameters:
apdu - the APDU object containing the command being processed

Returns: the status word response for this command

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. CANNOT _ACCESS OUT_COVMANDif the command is not processed or if
the APDU object is not accessible (APDU object in STATE_ERROR _..)

See Also: j avacar d. framewor k. APDU. get Current St at e()

fail(APDU, short)

Declar ation:
public bool ean fail (javacard. framework. APDU apdu, short sw)
throws Servi ceException

Description:
Sets the processing state for the command in the APDU object to processed, and indicates that the
processing has failed. Sets the output length to 0 and the status word of the response to the specified value.

Parameters:
apdu - the APDU abject containing the command being processed

sw - the status word response for this command
Returns: true

Throws:
Ser vi ceExcept i on - with the following reason code:
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» Servi ceExcepti on. CANNOT_ACCESS OUT_COMVAND if the APDU aobject is not accessible
(APDU object in STATE_ERROR _...)

SeeAlso: j avacard. f ramewor k. APDU. get Current St at e()

succeed(APDU)

Declaration:
publ i ¢ bool ean succeed(j avacard. franewor k. APDU apdu)
throws Servi ceException

Description:

Sets the processing state for the command in the APDU object to processed, and indicates that the
processing has succeeded. Sets the status word of the response to 0x9000. The output length of the
response must be set separately.

Parameters:
apdu - the APDU abject containing the command being processed.

Returns. true

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS_OUT_COMVAND if the APDU object is not accessible
(APDU object in STATE_ERROR _..)

See Also: j avacard. franmewor k. APDU. get Current St at e()

succeedWithStatusword(APDU, short)

Declaration:
publ i ¢ bool ean succeedW t hSt at usWr d(j avacard. franewor k. APDU apdu, short sw)
throws Servi ceException

Description:

Sets the processing state for the command in the APDU object to processed, and indicates that the
processing has partially succeeded. Sets the the status word of the response to the specified value. The
output length of the response must be set separately.

Parameters:
apdu - the APDU abject containing the command being processed

sw - the status word to be returned for this command
Returns: true

Throws:
Servi ceExcept i on - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS OUT_COMVAND if the APDU object is not accessible
(APDU object in STATE_ERROR _..)

See Also: j avacar d. framewor k. APDU. get Current St at e()
getCLA(APDU)

Declaration:
public byte get CLA(javacard. franmewor k. APDU apdu)
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Description:
Returns the class byte for the command in the APDU object. This method can be called regardless of the
APDU processing state of the current command.

Parameters:
apdu - the APDU abject containing the command being processed

Returns: the value of the CLA byte

getl NS(APDU)

Declar ation:
public byte getl|NS(javacard. franewor k. APDU apdu)

Description:
Returns the instruction byte for the command in the APDU object. This method can be called regardless of
the APDU processing state of the current command.

Parameters:
apdu - the APDU abject containing the command being processed

Returns: the value of the INS byte

getP1(APDU)

Declar ation:
public byte getPl(javacard. franmewor k. APDU apdu)
throws Servi ceException

Description:
Returnsthe first parameter byte for the command in the APDU object. When invoked, the APDU object must
bein STATE | NI TI AL or STATE_FULL_| NCOM NG

Parameters:
apdu - the APDU abject containing the command being processed

Returns: the value of the P1 byte

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. CANNOT_ACCESS | N_COVMAND if the APDU object isnot in
STATE_INITIAL or in STATE_FULL_INCOMING.

getP2(APDU)

Declaration:
public byte getP2(javacard. franmewor k. APDU apdu)
throws Servi ceException

Description:
Returns the second parameter byte for the command in the APDU object. When invoked, the APDU object
must bein STATE_| NI Tl AL or STATE_FULL_I NCOM NG

Parameters:
apdu - the APDU abject containing the command being processed

Returns: the value of the P2 byte
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Throws:
Ser vi ceExcept i on - with the following reason code:

e Servi ceExcepti on. CANNOT_ACCESS | N COVWAND if the APDU object isnot in
STATE_INITIAL or in STATE_FULL_INCOMING.

selectingApplet()

Declaration:
publi ¢ bool ean sel ecti ngAppl et ()

Description:
This method is used to determineif the command in the APDU object isthe applet SELECT FILE command

which selected the currently selected applet.
Returns: true if applet SELECT FILE command is being processed
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CardRemoteObject

Declaration
public class CardRenoteObject inplenents java.rm .Renote

java.lang. Ooj ect

+--javacard. framewor k. ser vi ce. Car dRenpt e(bj ect

All Implemented Interfaces: j ava. rni . Renot e

Description
A convenient base class for remote objects for the Java Card platform. An instance of a subclass of this
Car dRenpt ebj ect classwill be exported automatically upon construction.

Member Summary

Constructors

Car dRenpt eObj ect ()
Creates anew Car dRenpt eObj ect and automatically exportsit.

M ethods

static void| export(java.rm . Renote obj)
Exports the specified remote object.

static void| unexport(java.rn.Renpote obj)
Unexports the specified remote object.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(nj ect)

Constructors

CardRemoteObject()

Declaration:
publ i ¢ Car dRenot eObj ect ()

Description:
Createsanew Car dRenpt eObj ect and automatically exportsit. When exported, the object is enabled
for remote access from outside the card until unexported. Only when the object is enabled for remote access
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can it be returned as theinitial reference during selection or returned by aremote method. In addition,
remote methods can be invoked only on objects enabled for remote access.

M ethods

export(Remote)

Declaration:
public static void export(java.rm .Renote obj)
throws SecurityException

Description:

Exports the specified remote object. The object is now enabled for remote access from outside the card until
unexported. In order to remotely access the remote object from the terminal client, it must either be set as
theinitial reference or be returned by a remote method.

Parameters:
obj - the remotely accessible object

Throws:
java.l ang. Securit yExcepti on - if the specified obj parameter is not owned by the caller

context
javacard. f ramewor k. Syst emExcept i on - with the following reason codes:

» Syst enExcepti on. NO_ RESOURCE if too many exported remote objects. All implementations
must support a minimum of 16 exported remote objects.

unexport(Remote)

Declaration:
public static void unexport(java.rm .Renpote obj)
throws SecurityException

Description:
Unexports the specified remote object. After applying this method, the object cannot be remotely accessed
from outside the card until it is exported again.

Note:

« |f thismethod is called during the session in which the specified remote object parameter isthe initial
reference object or has been returned by a remote method, the specified remote object will continue to
be remotely accessible until the end of the associated selection session(s).

Parameters:
obj - the remotely accessible object

Throws:
java.l ang. Securit yExcepti on - if the specified obj parameter is not owned by the caller

context
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Declaration

javacard.framework.service

Dispatcher

Declaration
public class Dispatcher

java.lang. Ooj ect

+--javacard. framewor k. servi ce. Di spat cher

Description
A Di spat cher isused to build an application by aggregating several services.
The dispatcher maintains aregistry of Ser vi ce objects. A Ser vi ce iscategorized by the type of processing
it performs:
« A pre-processing service pre-processes input data for the command being processed. It is associated with
the PROCESS _INPUT_DATA phase.

« A command processing service processes the input data and generates output data. It is associated with the
PROCESS COMMAND phase.

« A post-processing service post-processes the generated output data. It is associated with the
PROCESS OUTPUT_DATA phase.

The dispatcher simply dispatches incoming APDU object containing the command being processed to the
registered services.

Member Summary

Fields
static byte| PROCESS COVVAND
Identifies the main command processing phase.
static byte| PROCESS | NPUT_DATA
Identifies the input data processing phase.
static byte| PROCESS NONE
Identifies the null processing phase.
static byte| PROCESS OUTPUT_DATA
Identifies the output data processing phase.
Constructors
Di spat cher (short nmaxServi ces)
CreatesaDi spat cher with adesignated maximum number of services.
Methods
voi d| addServi ce(Service service, byte phase)
Atomically adds the specified service to the dispatcher registry for the specified
processing phase.
java. l ang. Exception| di spatch(javacard. f ranewor k. APDU command, byte phase)
Manages the processing of the command in the APDU object.
voi d| process(javacard. franewor k. APDU conmand)
Manages the entire processing of the command in the APDU object input parameter.
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Inherited Member Summary

Member Summary

voi d| renpveServi ce(Servi ce service, byte phase)

dispatcher registry.

Atomically removes the specified service for the specified processing phase from the

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

PROCESS NONE

Declaration:
public static final byte PROCESS NONE

Description:
| dentifies the null processing phase.

PROCESS_INPUT_DATA

Declar ation:
public static final byte PROCESS | NPUT_DATA

Description:
| dentifies the input data processing phase.

PROCESS COMMAND

Declaration:
public static final byte PROCESS COVMAND

Description:
| dentifies the main command processing phase.

PROCESS OUTPUT DATA

Declaration:
public static final byte PROCESS OUTPUT_DATA

Description:
| dentifies the output data processing phase.
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Dispatcher(short)

Constructors

Dispatcher (short)

Declaration:
publ i c Di spatcher(short maxServices)
throws Servi ceException

Description:
CreatesaDi spat cher with adesignated maximum number of services.

Parameters:
maxSer vi ces - the maximum number of services that can be registered to this dispatcher

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the maxServices parameter is negative.

M ethods

addService(Service, byte)

Declaration:
public voi d addService(j avacard. framewor k. servi ce. Servi ce service, byte phase)
throws Servi ceException

Description:
Atomically adds the specified service to the dispatcher registry for the specified processing phase. Services

are invoked in the order in which they are added to the registry during the processing of that phase. If the
requested serviceis already registered for the specified processing phase, this method does nothing.

Parameters:
servi ce - the Service to be added to the dispatcher

phase - the processing phase associated with this service

Throws:
Ser vi ceExcept i on - with the following reason code:
e Servi ceExcepti on. DI SPATCH TABLE FULL if the maximum number of registered services
is exceeded.

» Servi ceExcepti on. | LLEGAL_PARAMIf the phase parameter is undefined or if the service
parameter is null.

removeService(Service, byte)

Declaration:
public void renoveService(javacard. franmework. servi ce. Service service, byte phase)
throws Servi ceException

Description:

Atomically removes the specified service for the specified processing phase from the dispatcher registry.
Upon removal, the slot used by the specified service in the dispatcher registry is available for re-use. If the
specified service is not registered for the specified processing phase, this method does nothing.
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Parameters:
servi ce - the Ser vi ce to be deleted from the dispatcher

phase - the processing phase associated with this service

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the phase parameter is unknown or if the service
parameter is null.

dispatch(APDU, byte)

Declar ation:
public java.lang. Exception di spatch(javacard. franmewor k. APDU conmand, byte phase)
throws Servi ceException

Description:

M anages the processing of the command in the APDU object. This method is called when only partial
processing using the registered servicesis required or when the APDU response folowing an error during
the processing needs to be controlled.

It sequences through the registered services by calling the appopriate processing methods. Processing starts
with the phase indicated in the input parameter. Services registered for that processing phase are called in
the sequence in which they were registered until all the services for the processing phase have been called
or aservice indicates that processing for that phase is complete by returning t r ue from its processing
method. The dispatcher then processes the next phasesin a similar manner until al the phases have been
processed. The PROCESS OQUTPUT _DATA processing phaseis performed only if the command processing
has completed normally (APDU object stateis APDU. STATE_CQUTGO NG).

The processing sequence is PROCESS | NPUT_DATA phase, followed by the PROCESS_ COVIVAND phase
and lastly the PROCESS _COUTPUT_DATA. The processing is performed as follows:

¢ PROCESS | NPUT_DATA phase invokes the Ser vi ce. pr ocessDat al n( APDU) method
¢ PROCESS COWVMAND phase invokesthe Ser vi ce. pr ocessComrand( APDU) method
* PROCESS QUTPUT_DATA phase invokesthe Ser vi ce. pr ocessDat aCut ( APDU) method

If the command processing compl etes normally, the output data, assumed to be in the APDU buffer in the
Common Service Format (CSF) defined in Basi cSer vi ce, is sent using APDU. sendByt es and the
response status is generated by throwing an | SOExcept i on exception. If the command could not be
processed, nul | isreturned. If any exception isthrown by a Service during the processing, that exception
is returned.

Parameters:
command - the APDU object containing the command to be processed

phase - the processing phase to perform first

Returns: an exception that occurred during the processing of the command, or nul | if the command
could not be processed

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the phase parameter is PROCESS NONE or an
undefined value.

See Also: Basi cService
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process(APDU)

process(APDU)

Declaration:
public void process(javacard. framewor k. APDU conmmrand)
t hrows | SCExcepti on

Description:
Manages the entire processing of the command in the APDU object input parameter. This method is called
to delegate the complete processing of the incoming APDU command to the configured services.

This method usesthe di spat ch( APDU, byt e) method with PROCESS | NPUT _DATA as the input
phase parameter to sequence through the services registered for all three phases :
PROCESS_| NPUT_DATA followed by PROCESS_COVIVAND and lastly PROCESS_OQUTPUT _DATA.

If the command processing completes normally, the output datais sent using APDU. sendByt es and the
response status is generated by throwing an | SOExcept i on exception or by simply returning (for status
= 0x9000). If an exception is thrown by any Service during the processing, | SO7816. SW UNKNOVWN
response status code is generated by throwing an | SCExcept i on. If the command could not be processed
| SO7816. SW I NS_NOT _SUPPORTED response statusis generated by throwing an | SOExcept i on.

Note:

« |f additional command processing is required following a call to this method, the caller should catch
and process exceptions thrown by this method.

Parameters:
command - the APDU object containing command to be processed

Throws:
javacard. f ramewor k. | SOExcept i on - with the response bytes per SO 7816-4
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Declaration

javacard.framework.service

RemoteService

Declaration
public interface RenoteService extends Service

All Superinterfaces: Service
All Known Implementing Classes: RM Ser vi ce
Description

Thisinterface defines the generic API for remote object access services, which allow remote processes to access
the services present on a Java Card technology-enabled smart card.

Inherited Member Summary

Methodsinherited from interface Ser vi ce

processComand( APDU), processDat al n( APDU), processDat aCut ( APDU)
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Declaration

javacard.framework.service

RMIService

Declaration
public class RM Service extends BasicService inplenments RenpteService

java.lang. Ooj ect

+--javacard. framewor k. servi ce. Basi cServi ce

+--javacard. framewor k. servi ce. RM Servi ce

All Implemented Interfaces. Renot eSer vi ce, Ser vi ce

Description
An implementation of aservicethat is used to process Java Card platform RMI requests for remotely accessible
objects.

Member Summary

Fields
static byte| DEFAULT_RM _| NVOKE_| NSTRUCTI ON

The default INS value (0x38) used for the remote method invocation command
(INVOKE) in the Java Card platform RMI protocol.

Constructors

RM Service(java.rm .Renote initial Object)

Createsanew RM Ser vi ce and sets the specified remote object as theinitia
reference for the applet.

Methods

bool ean| processConmand(j avacard. f ranmewor k. APDU apdu)
Processes the command within the APDU object.

voi d| setlnvokel nstructi onByte(byte ins)

Defines the instruction byte to be used in place of

DEFAULT_RM _I NVOKE_| NSTRUCTI ONin the Java Card platform RMI protocol
for the INVOKE commands used to access the RM Ser vi ce for remote method
invocations.

Inherited Member Summary

Methodsinherited from classBasi cSer vi ce

148 Application Programming Interface, Java Card Platform, Version 2.2.1 » October 21, 2003



javacard.framework.service RMIService
DEFAULT _RMI_INVOKE_INSTRUCTION

Inherited Member Summary

fail (APDU, short), get CLA(APDU), getl|NS(APDU), get CutputLength(APDU), getP1(APDU),
get P2( APDU), get St at usWord( APDU), isProcessed(APDU), processDatal n(APDU), process-
Dat aCut (APDU), receivel nDat a( APDU), sel ectingApplet(), setQutputlLength(APDU, short),
set Processed( APDU), set StatusWrd(APDU, short), succeed(APDU), succeedWthStat us-
Wor d( APDU, short)

Methodsinherited from class Obj ect

equal s(oj ect)

Methodsinherited from interface Ser vi ce

processDat al n( APDU), processDat aQut ( APDU)

Fields

DEFAULT_RMI_INVOKE_INSTRUCTION

Declaration:

public static final byte DEFAULT_RM _I NVOKE | NSTRUCTI ON

Description:

The default INS value (0x38) used for the remote method invocation command (INVOKE) in the Java Card
platform RMI protocol.

Constructors

RM I Service(Remote)

Declaration:
public RM Service(java.rm .Renote initial Object)
t hrows Nul | Poi nt er Excepti on

Description:

Createsanew RM Ser vi ce and sets the specified remote object asthe initial reference for the applet. The
initial reference will be published to the client in response to the SELECT APDU command processed by
this object.

The RM Ser vi ce instance may create session data to manage exported remote objects for the current
applet sessionin CLEAR_ON_DESEL ECT transient space.

Parameters:
i nitial Object -theremotely accessible initial object

Throws:
java.l ang. Nul | Poi nt er Excepti on -if thei ni ti al Obj ect parameterisnul |
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setlnvokel nstructionByte(byte)

M ethods

setlnvokel nstructionByte(byte)

Declaration:
public void setlnvokel nstructi onByte(byte ins)

Description:

Defines the instruction byte to be used in place of DEFAULT_RM _ | NVOKE_| NSTRUCTI ONin the Java
Card platform RMI protocol for the INVOKE commands used to accessthe RM Ser vi ce for remote
method invocations.

Note:

« The new instruction byte goes into effect next time this RMI Service instance processes an appl et
SELECT command. The Java Card platform RMI protocol until then is unchanged.

Parameters:
i ns - theinstruction byte

processCommand(APDU)

Declaration:

publi ¢ bool ean processCommand(j avacar d. f ramewor k. APDU apdu)

Description:

Processes the command within the APDU abject. When invoked, the APDU object should either bein
STATE | NI TI AL with the APDU buffer in the Init format or in STATE_FULL_| NCOM NGwith the
APDU buffer in the Input Ready format defined in Basi cSer vi ce.

This method first checks if the command in the APDU object is a Java Card platform RMI access command.
The Java Card platform RMI access commands currently defined are: Applet SELECT and INVOKE. If it
is not a Java Card platform RMI access command, this method does nothing and returns false.

If the command is a Java Card platform RMI access command, this method processes the command and
generates the response to be returned to the terminal. For a detailed description of the APDU protocol used
in Java Card platform RMI access commands please see the Remote Method Invocation Service chapter of
Runtime Environment Specification for the Java Card Platform.

Java Card platform RMI access commands are processed as follows:

e Anapplet SELECT command resultsin a Java Card platform RMI information structure in FCI format
containing the initial reference object as the response to be returned to the terminal.

« AnINVOKE command results in the following sequence -

1. The remote object is located. A remote object is accessible only if it was returned by this RMI Service
instance and since that time some applet instance or the other from within the appl et package has been
an active applet instance.

2. The method of the object isidentified

3. Primitive input parameters are unmarshalled onto the stack. Array type input parameters are created
asglobal arrays(See Runtime Environment Specification for the Java Card Platform) and references to
these are pushed onto the stack.

4. An INVOKEVIRTUAL bytecode to the remote method is simulated
5. Upon return from the method, method return or exception information is marshalled from the stack as
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processCommand(APDU)

the response to be returned to the terminal

After normal completion, this method returnst r ue and the APDU object isin STATE_OUTGO NGand
the output response isin the APDU buffer in the Output Ready format defined in Basi cSer vi ce.

Specified By: pr ocessConmmand in interface Ser vi ce
Overrides. processConmand inclassBasi cSer vi ce

Parameters:
apdu - the APDU object containing the command being processed.

Returns: t r ue if the command has been processed, f al se otherwise

Throws:
Ser vi ceExcept i on - with the following reason codes:

» Servi ceExcepti on. CANNOT_ACCESS | N_COVMAND if thisis a Java Card platform RMI
access command and the APDU object isnot in STATE_INITIAL or in STATE_FULL_INCOMING

» Servi ceExcepti on. REMOTE_OBJECT_NOT_EXPORTED if the remote method returned a
remote object which has not been exported.

java.l ang. Securit yExcepti on - if one of the following conditionsis met:

« if thisisaJava Card platform RMI INVOKE command and afirewall security violation occurred
while trying to simulate an INVOKEVIRTUAL bytecode on the remote object.

« if internal storagein CLEAR_ON_DESELECT transient space is accessed when the currently active
context is not the context of the currently selected applet.

« if thisisaJava Card platform RMI INVOKE command and the invoked remote method returns an
object or throws an exception object which is not accessible in the context of the currently selected

applet.
See Also: Car dRenpt e(bj ect
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Declaration

javacard.framework.service

SecurityService

Declaration
public interface SecurityService extends Service

All Superinterfaces. Service

Description

This interface describes the functions of a generic security service. It extends the base Ser vi ce interface and
defines methods to query the current security status. Note that this interface is generic and does not include
methods to initialize and change the security status of the service; initialization is assumed to be performed
through APDU commands that the service is able to process.

A security service implementation class should extend Basi cSer vi ce and implement this interface.

Member Summary

Fields

static short | PRI NCl PAL_APP_PROVI DER
The principal identifier for the application provider.

static short | PRI NCl PAL_CARD | SSUER
The principal identifier for the card issuer.

static short | PRI NCl PAL_CARDHOLDER
The principal identifier for the cardholder.

static byte| PROPERTY_| NPUT_CONFI DENTI ALI TY
This security property provides input confidentiality through encryption of the
incoming command.

static byte| PROPERTY_I NPUT_I NTEGRI TY
This security property provides input integrity through MAC signature checking of the
incoming command.

static byte| PROPERTY_OUTPUT_CONFI DENTI ALI TY
This security property provides output confidentiality through encryption of the
outgoing response.

static byte| PROPERTY_OUTPUT | NTEGRI TY
This security property provides output integrity through MAC signature generation for
the outgoing response.

M ethods

bool ean| i sAut henti cat ed(short principal)
Checks whether or not the specified principal is currently authenticated.

bool ean| i sChannel Secur e(byte properties)
Checks whether a secure channel is established between the card and the host for the
ongoing session that guarantees the indicated properties.

bool ean| i sCommandSecur e(byte properties)
Checks whether a secure channel is in use between the card and the host for the
ongoing command that guarantees the indicated properties.
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Inherited Member Summary

Inherited Member Summary

Methodsinherited from interface Ser vi ce
processComuand( APDU), processDat al n(APDU), processDat aQut ( APDU)

Fields

PROPERTY_INPUT_CONFIDENTIALITY

Declaration:
public static final byte PROPERTY_I NPUT_CONFI DENTI ALI TY

Description:
This security property provides input confidentiality through encryption of the incoming command. Note
that thisis abit mask and security properties can be combined by simply adding them together.

PROPERTY_INPUT_INTEGRITY

Declar ation:
public static final byte PROPERTY_I NPUT_I NTEGRI TY

Description:
This security property providesinput integrity through MAC signature checking of the incoming command.
Note that thisis abit mask and security properties can be combined by simply adding them together.

PROPERTY_OUTPUT_CONFIDENTIALITY

Declar ation:
public static final byte PROPERTY_OUTPUT_CONFI DENTI ALI TY

Description:
This security property provides output confidentiality through encryption of the outgoing response. Note
that thisis abit mask and security properties can be combined by simply adding them together.

PROPERTY_OUTPUT_INTEGRITY

Declaration:
public static final byte PROPERTY_OUTPUT | NTEGRI TY

Description:

This security property provides output integrity through MAC signature generation for the outgoing
response. Note that thisis a bit mask and security properties can be combined by simply adding them
together.

PRINCIPAL_CARDHOLDER

Declar ation:
public static final short PRI NCl PAL_CARDHOLDER

Description:
The principal identifier for the cardholder.
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PRINCIPAL_CARD_ISSUER

PRINCIPAL_CARD_ISSUER

Declaration:
public static final short PRI NCH PAL_CARD | SSUER

Description:
The principal identifier for the card issuer.

PRINCIPAL_APP_PROVIDER

Declaration:
public static final short PRI NCH PAL_APP_PROVI DER

Description:
The principal identifier for the application provider.

M ethods

isAuthenticated(short)

Declaration:
publi c bool ean i sAuthenticated(short principal)
throws Servi ceException

Description:

Checks whether or not the specified principal is currently authenticated. The validity timeframe (selection
or reset) and authentication method as well as the exact interpretation of the specified principal parameter

needs to be detailed by the implementation class. The only generic guarantee is that the authentication has
been performed in the current card session.

Parameters:
princi pal -anidentifier of the principal that needs to be authenticated

Returns: trueif the expected principal is authenticated

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the specified principal is unknown.

isChannel Secur e(byte)

Declar ation:
publi ¢ bool ean i sChannel Secure(byte properties)
throws Servi ceException

Description:
Checks whether a secure channel is established between the card and the host for the ongoing session that
guarantees the indicated properties.

Parameters:
properti es -therequired properties

Returns: trueif the required properties are true, false otherwise

Throws:
Servi ceExcept i on - with the following reason code:
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isCommandSecure(byte)

» Servi ceExcepti on. | LLEGAL_PARAMIf the specified property is unknown.

isCommandSecure(byte)

Declaration:
publi ¢ bool ean i sCommandSecur e(byte properties)
throws Servi ceException

Description:

Checks whether a secure channel isin use between the card and the host for the ongoing command that
guarantees the indicated properties. The result is only correct after pre-processing the command (for
instance during the processing of the command). For properties on incoming data, the result is guaranteed
to be correct; for outgoing data, the result reflects the expectations of the client software, with no other
guarantee.

Parameters:
properti es -therequired properties

Returns: trueif the required propertiesaret r ue, f al se othewise

Throws:
Ser vi ceExcept i on - with the following reason code:

» Servi ceExcepti on. | LLEGAL_PARAMIf the specified property is unknown.
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Declaration

javacard.framework.service

Service

Declaration
public interface Service

All Known Subinterfaces. Renot eServi ce, SecurityService
All Known Implementing Classes. Basi cServi ce, RM Ser vi ce

Description
Thisisthe base interface for the service framework on the Java Card platform. A Ser vi ce isan object that is
able to perform partial or complete processing on a set of incoming commands encapsulated in an APDU.

Services collaborate in pre-processing, command processing and post-processing of incoming APDU
commands. They share the same APDU object by using the communication framework and the Common
Service Format (CSF) defined in Basi cSer vi ce. An application is built by combining pre-built and newly
defined ServiceswithinaDi spat cher object.

See AlsD: Basi cServi ce

Member Summary
Methods
bool ean| processConmand(j avacard. f ranewor k. APDU apdu)
Processes the command in the APDU object.
bool ean| processbDat al n(j avacar d. f ranewor k. APDU apdu)
Pre-processes the input data for the command in the APDU object.
bool ean| processbDat aCut (j avacard. f ranmewor k. APDU apdu)
Post-processes the output data for the command in the APDU object.
Methods

processDatal n(APDU)

Declaration:
publ i c bool ean processDat al n(j avacard. f ramewor k. APDU apdu)

Description:

Pre-processes the input data for the command in the APDU object. When invoked, the APDU object should
either bein STATE_| NI Tl AL with the APDU buffer in the Init format or in STATE_FULL_| NCOM NG
with the APDU buffer in the Input Ready format defined in Basi cSer vi ce.

The method must return t r ue if no more pre-processing should be performed, and f al se otherwise. In
particular, it must return f al se if it has not performed any processing on the command.
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processCommand(APDU)

After normal completion, the APDU object isusually in STATE_FULL_| NCOM NGwith the APDU buffer
inthe Input Ready format defined in Basi cSer vi ce. However, in some casesif the Service processesthe
command entirely, the APDU object may bein STATE_OUTGO NGwith the APDU buffer in the Output
Ready format defined in Basi cSer vi ce.

Parameters:
apdu - the APDU abject containing the command being processed

Returns: true if input processing isfinished, f al se otherwise

processCommand(APDU)

Declaration:
publ i c bool ean processConmmand(j avacard. f ramewor k. APDU apdu)

Description:

Processes the command in the APDU abject. When invoked, the APDU object should normally bein
STATE | NI TI AL with the APDU buffer in the Init format or in STATE_FULL | NCOM NGwith the
APDU buffer in the Input Ready format defined in Basi cSer vi ce. However, in some cases, if apre-
processing service has processed the command entirely, the APDU object may bein STATE _OUTGO NG
with the APDU buffer in the Output Ready format defined in Basi cSer vi ce.

The method must returnt r ue if no more command processing is required, and f al se otherwise. In
particular, it should return f al se if it has not performed any processing on the command.

After normal completion, the APDU object must bein STATE_OUTGO NGand the output response must be
in the APDU buffer in the Output Ready format defined in Basi cSer vi ce.

Parameters:
apdu - the APDU abject containing the command being processed

Returns: t r ue if the command has been processed, f al se otherwise

processDataOut(APDU)

Declar ation:
publ i ¢ bool ean processDat aCut (j avacard. f ramewor k. APDU apdu)

Description:

Post-processes the output data for the command in the APDU object. When invoked, the APDU object
should bein STATE_OUTGO NGwith the APDU buffer in the Output Ready format defined in

Basi cServi ce.

The method should returnt r ue if no more post-processing is required, and f al se otherwise. In
particular, it should return f al se if it has not performed any processing on the command.

After normal completion, the APDU object should must bein STATE_OUTGO NG and the output response
must be in the APDU buffer in the Output Ready format defined in Basi cSer vi ce.

Parameters:
apdu - the APDU object containing the command being processed

Returns: t rue if output processing isfinished, f al se otherwise
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Declaration

javacard.framework.service

ServiceException

Declaration
public class ServiceException extends javacard. franework. Car dRunti neExcepti on

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

+--javacard. framewor k. servi ce. Servi ceExcepti on

Description
Servi ceExcept i on represents a service framework-rel ated exception.

The service framework classes throw Java Card runtime environment-owned instances of
Servi ceExcepti on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components. See Runtime Environment
Foecification for the Java Card Platform, section 6.2.1 for details.

Member Summary
Fields
static short | CANNOT_ACCESS | N COVWAND
This reason code is used to indicate that the command in the APDU object cannot be
accessed for input processing.
static short | CANNOT_ACCESS_OUT_COMVAND
This reason code is used to indicate that the command in the APDU object cannot be
accessed for output processing.
static short | COWAND_DATA TOO LONG
Thisreason codeis used to indicate that the incoming datafor acommand in the APDU
object does not fit in the APDU buffer.
static short | COWAND | S FI NI SHED
This reason code is used to indicate that the command in the APDU object has been
completely processed.
static short | DI SPATCH TABLE FULL
This reason code is used to indicate that a dispatch tableisfull.
static short | | LLEGAL_PARAM
This reason code is used to indicate that an input parameter is not allowed.
static short | REMOTE_OBJECT_NOT_EXPORTED
Thisreason code is used by RMIService to indicate that the remote method returned a
remote object which has not been exported.
Constructors
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Inherited Member Summary

Member Summary

Servi ceException(short reason)
Constructsa Ser vi ceExcepti on.

M ethods

static void

throwi t (short reason)
Throwsthe Java Card runtime environment-owned instance of Ser vi ceExcept i on
with the specified reason.

Inherited Member Summary

Methodsinherited from interface Car dRunt i meExcepti on

get Reason(), set Reason(short)

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

ILLEGAL_PARAM
Declar ation:

public static final short |LLEGAL_PARAM

Description:

This reason codeis used to indicate that an input parameter is not allowed.

DISPATCH_TABLE_FULL

Declar ation:

public static final short DI SPATCH TABLE_FULL

Description:

This reason codeis used to indicate that a dispatch tableisfull.

COMMAND_DATA_TOO_LONG

Declar ation:

public static final short COVMAND_DATA TOO LONG

Description:

Thisreason codeis used to indicate that the incoming data for acommand in the APDU object does not fitin

the APDU buffer,

CANNOT_ACCESS_ IN_COMMAND

Declar ation:

public static final short CANNOT_ACCESS | N COMVAND
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CANNOT_ACCESS OUT_COMMAND

Description:
This reason code is used to indicate that the command in the APDU object cannot be accessed for input
processing.

CANNOT_ACCESS OUT_COMMAND

Declaration:
public static final short CANNOT_ACCESS OUT_COVWAND

Description:
This reason code is used to indicate that the command in the APDU object cannot be accessed for output
processing.

COMMAND_IS FINISHED

Declaration:
public static final short COMAND IS FI NI SHED

Description:
This reason code is used to indicate that the command in the APDU object has been compl etely processed.

REMOTE_OBJECT_NOT_EXPORTED

Declaration:
public static final short REMOTE_OBJECT_NOT_EXPORTED

Description:
Thisreason code is used by RMIService to indicate that the remote method returned a remote object which
has not been exported.

Constructors

ServiceException(short)

Declaration:
public ServiceException(short reason)

Description:
Constructsa Ser vi ceExcept i on. To conserve on resources uset hr owl t () to use the Java Card
runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short)

Declaration:
public static void throwt(short reason)
throws Servi ceException
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throwlt(short)

Description:
Throws the Java Card runtime environment-owned instance of Ser vi ceExcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - the reason for the exception

Throws:
Ser vi ceExcepti on - aways
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throwlt(short)
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CHAPTER

Package .
javacard.security

Description

Provides classes and interfaces that contain publicly-available functionality for implementing a security and
cryptography framework on the Java Card platform. Classes which contain security and cryptography
functionality which may be subject to export controls are contained in the optional packagej avacar dx.
crypto.

Classesinthej avacar d. securi t y package provide the definitions of algorithms that perform these
security and cryptography functions:
« Implementations for avariety of different cryptographic keys

Factory for building keys (see KeyBui | der)

Data hashing (see MessageDi gest)

Random data generation (see RandonDat a)
 Signing using cryptographic keys (see Si gnat ur e)

» Session key exchanges (see Key Agr eenent )

Class Summary

I nterfaces

AESKey AESKey contains a 16/24/32 byte key for AES computations based on the Rijndael
agorithm.

DESKey DESKey contains an 8/16/24-byte key for single/2 key triple DES/3 key triple DES
operations.

DSAKey The DSAKey interface is the base interface for the DSA algorithm’s private and public
key implementations.

DSAPr i vat eKey The DSAPr i vat eKey interfaceis used to sign data using the DSA algorithm.

DSAPubl i cKey The DSAPubl i cKey interfaceis used to verify signatures on signed data using the
DSA agorithm.

ECKey The ECKey interfaceisthe base interface for the EC a gorithm'’s private and public key
implementations.

ECPr i vat eKey The ECPr i vat eKey interfaceis used to generate signatures on data using the
ECDSA (Elliptic Curve Digital Signature Algorithm) and to generate shared secrets
using the ECDH (Elliptic Curve Diffie-Hellman) algorithm.

ECPubl i cKey The ECPubl i cKey interface is used to verify signatures on signed data using the
ECDSA algorithm and to generate shared secrets using the ECDH algorithm.

Key The Key interface is the base interface for all keys.
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Class Summary

Class Summary

Pri vat eKey ThePri vat eKey interface is the base interface for private keys used in asymmetric
agorithms.
Publ i cKey The Publ i cKey interface is the base interface for public keys used in asymmetric

algorithms.

RSAPr i vat eCrt Key

The RSAPr i vat eCr t Key interface is used to sign data using the RSA algorithmin
its Chinese Remainder Theorem form.

RSAPr i vat eKey

The RSAPr i vat eKey classis used to sign data using the RSA agorithmin its
modulus/exponent form.

RSAPubl i cKey

The RSAPubl i cKey isused to verify signatures on signed data using the RSA
agorithm.

Secr et Key The Secr et Key classisthe base interface for keys used in symmetric algorithms
(DES, for example).

Classes

Checksum The Checksumclassisthe base class for CRC (cyclic redundancy check) checksum

agorithms.

KeyAgr eenment

The Key Agr eement classisthe base class for key agreement algorithms such as
Diffie-Hellman and EC Diffie-Hellman [IEEE P1363].

KeyBui | der

TheKeyBui | der classisakey object factory.

KeyPai r

This classis acontainer for akey pair (apublic key and a private key).

MessageDi gest

The MessageDi gest classisthe base class for hashing algorithms.

RandonDat a The RandonDat a abstract classis the base class for random number generation.
Si gnature The Si gnat ur e classisthe base class for Signature algorithms.
Exceptions

Crypt oExcepti on

Crypt oExcept i on represents a cryptography-related exception.
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Declaration

javacard.security

AESK ey

Declaration
public interface AESKey extends SecretKey

All Superinterfaces. Key, Secr et Key

Description
AESKey contains a 16/24/32 byte key for AES computations based on the Rijndael algorithm.

When the key datais set, the key isinitialized and ready for use.
Since: JavaCard 2.2

See Also: KeyBui | der, Si gnat ur e, j avacar dx. crypt o. Ci pher,j avacar dx. crypt o.
KeyEncryption

Member Summary
Methods

byte| get Key(byte[] keyData, short kOff)
Returns the Key datain plain text.

voi d| set Key(byte[] keyData, short kOff)
Setsthe Key data.

Inherited Member Summary

Methodsinherited from interface Key

clearKey(), getSize(), getType(), islnitialized()

M ethods

setK ey(bytel], short)

Declar ation:

public void setKey(byte[] keyData, short kOf)
throws CryptoException, Null PointerException,
Arrayl ndexQut Of BoundsExcepti on
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getKey(byte]], short)

Description:

Setsthe Key data. The plaintext length of input key datais 16/24/32 bytes. The dataformat is big-endian
and right-aligned (the least significant bit is the least significant bit of last byte). Input key datais copied
into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , keyDat a is decrypted using the
Ci pher object.

Parameters:
keyDat a - byte array containing key initialization data

kCOf f - offset within keyData to start

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oExcepti on. | LLEGAL_VALUE if input data decryption is required and fails.

java.l ang. Arrayl ndexQut Of BoundsExcepti on - if KO f isnegative or thekeyDat a
array istoo short.

java. |l ang. Nul | Poi nt er Excepti on - if thekeyDat a parameter isnul | .

getKey(bytel], short)

Declaration:
public byte getKey(byte[] keyData, short kO f)
throws CryptoException

Description:
Returns the Key datain plain text. The length of output key datais 16/24/32 bytes. The data format is big-
endian and right-aligned (the least significant bit is the least significant bit of last byte).

Parameters:
keyDat a - byte array to return key data

kCOf f - offset within keyDat a to start
Returns: the byte length of the key data returned

Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. UNI NI TI ALI ZED KEY if the key data has not been successfully initialized
since thetime theinitialized state of the key was set to false.

See Also: Key
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Checksum

Declar ation

javacard.security Checksum

Declaration

public abstract class Checksum

java.lang. Ooj ect

+--javacard. security. Checksum

Description

The Checksumclassisthe base class for CRC (cyclic redundancy check) checksum algorithms.
Implementations of Checksum algorithms must extend this class and implement all the abstract methods.

A tear or card reset event resets a Checksumobject to the initia state (state upon construction).
Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not

participate in the transaction.

Member Summary

Fields

static byte

ALG | SC8309_CRC16
1SO/IEC 3309 compliant 16 bit CRC a gorithm.

static byte

ALG | SOB309_CRC32
1SO/IEC 3309 compliant 32 bit CRC a gorithm.

Constructors

pr ot ect ed

Checksum()
Protected Constructor

M ethods

abstract short

doFi nal (byte[] inBuff, short inOfset,
out Buff, short outOffset)
Generates a CRC checksum of all/last input data.

short inLength, byte[]

abstract byte

get Al gorithm()
Gets the Checksum algorithm.

static Checksum

get |l nstance(byte al gorithm bool ean external Access)
Creates a Checksumaobject instance of the selected algorithm.

abstract void

init(byte[] bArray, short bOf, short bLen)
Resets and initializes the Checksumobject with the algorithm specific parameters.

abstract void

updat e(byte[] inBuff, short inCifset, short inlLength)
Accumulates a partia checksum of the input data.

Inherited Member Summary

Methodsinherited from class Obj ect
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ALG_1SO3309_CRC16

Inherited Member Summary

equal s(oj ect)

Fields

ALG_ISO3309 CRC16

Declaration:
public static final byte ALG | SO8309_CRC16

Description:

I SO/IEC 3309 compliant 16 bit CRC agorithm. This algorithm uses the generator polynomial :
xN16+xM12+x75+1. The default initial checksum value used by this algorithm is 0. This algorithm is also
compliant with the frame checking sequence as specified in section 4.2.5.2 of the ISO/IEC 13239
specification.

ALG_I1SO3309 CRC32

Declar ation:
public static final byte ALG | SO8309_ CRC32

Description:

I SO/TEC 3309 compliant 32 bit CRC agorithm. This algorithm uses the generator polynomial : X*32
+XA26 +XN23 +XM22 +XM6 +XM2 +XA1L +XA10 +XA8 +XA7 +XN5 +XM +X22 +X +1. The default
initial checksum value used by thisalgorithmis 0. Thisagorithm is also compliant with the frame checking
seguence as specified in section 4.2.5.3 of the ISO/IEC 13239 specification.

Constructors

Checksum()

Declaration:
protected Checksun()

Description:
Protected Constructor

M ethods

getlnstance(byte, boolean)

Declaration:
public static final javacard. security.Checksum getlnstance(byte al gorithm bool ean

ext ernal Access)
throws CryptoException

Description:
Creates a Check sumobject instance of the selected algorithm.
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init(byte{], short, short)

Parameters:
al gori t hm- the desired checksum algorithm. Valid codeslisted in ALG_ .. constants above, for
example, ALG_| SC8309_CRC16

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
and that the Checksuminstance will also be accessed (viaa Shar eabl e. interface) when the owner
of the Checksuminstanceis not the currently selected applet. If t r ue the implementation must not
allocate CLEAR_ON_DESELECT transient space for internal data.

Returns: the Checksumaobject instance of the requested algorithm.

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

init(byte], short, short)

Declaration:
public abstract void init(byte[] bArray, short bOif, short bLen)
throws CryptoException

Description:
Resets and initializes the Check s umobject with the algorithm specific parameters.

Note:

* The ALG_IS03309_CRC16 algorithm expects 2 bytes of parameter informationin bAr r ay
representing theinitial checksum value.

e The ALG_1S03309 CRC32 algorithm expects 4 bytes of parameter informationin bAr r ay
representing the initial checksum value.

Parameters:
bAr r ay - byte array containing algorithm specific initialization information

bOf f - offset within bAr r ay where the algorithm specific data begins
bLen - byte length of algorithm specific parameter data

Throws:
Crypt oExcept i on - with the following reason codes:

* Crypt oException. | LLEGAL_VALUE if abyte array parameter option is not supported by the
algorithm or if the bLen isan incorrect byte length for the algorithm specific data.

getAlgorithm()

Declar ation:
public abstract byte getAl gorithm)

Description:
Gets the Checksum agorithm. Valid codeslisted in ALG_ .. constants above, for example,
ALG | SO3309_CRC16

Returns: the algorithm code defined above
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doFinal (byte[], short, short, byte[], short)

doFinal(byte]], short, short, byte[], short)

Declaration:
public abstract short doFinal (byte[] inBuff, short inOfset, short inLength, byte[]
out Buff, short outOffset)

Description:

Generates a CRC checksum of al/last input data. The CRC engine processes input data starting with the
byte at offseti nOf f set and continuing on until the byteat (i nOF f set +i nLengt h- 1) of the

i nBuf f array. Within each byte the processing proceeds from the least significant bit to the most.

Completes and returns the checksum computation. The Checksumobject isreset to the initial state(state
upon construction) when this method completes.

Note:

e The ALG_ISO3309_CRC16 and ALG_IS03309_CRC32 algorithms reset the initial checksum value to
0. Theinitial checksum value can bere-initialized usingthei ni t (byte[], short, short)
method.

The input and output buffer data may overlap.

Parameters:
i nBuf f - theinput buffer of datato be checksummed

i nOF f set - the offset into the input buffer at which to begin checksum generation

i nLengt h - the byte length to checksum

out Buf f - the output buffer, may be the same as the input buffer

out O f set - the offset into the output buffer where the resulting checksum value begins

Returns: number of bytes of checksum output in out Buf f

update(byte[], short, short)

Declaration:
public abstract void update(byte[] inBuff, short inOifset, short inLength)

Description:

Accumulates a partial checksum of the input data. The CRC engine processes input data starting with the
byte at offset i NnOf f set and continuing on until the byteat (i nCf f set +i nLengt h- 1) of the

i nBuf f array. Within each byte the processing proceeds from the least significant bit to the most.

This method requires temporary storage of intermediate results. This may result in additional resource
consumption and/or slow performance. This method should only be used if all the input data required for
the checksum is not availablein one byte array. ThedoFi nal (byte[], short, short,
byte[], short) methodisrecommended whenever possible.

Note:
« IfinLength is O this method does nothing.

Parameters:
i nBuf f - theinput buffer of data to be checksummed

i nOF f set - the offset into the input buffer at which to begin checksum generation
i nLengt h - the byte length to checksum
See Also: doFi nal (byte[], short, short, byte[], short)
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Declaration

javacard.security

CryptoException

Declaration
public class CryptoException extends javacard.framework. CardRunti neExcepti on

java.lang. Ooj ect

+--java. | ang. Thr owabl e

+--java. | ang. Exception

+--java. |l ang. Runti neExcepti on

+--javacard. f ramewor k. Car dRunt i meExcepti on

+--javacard. security. Crypt oException

Description
Crypt oExcept i on represents a cryptography-related exception.
The API classes throw Java Card runtime environment-owned instances of Cr ypt oExcept i on.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these temporary
objects cannot be stored in class variables or instance variables or array components.

See Also: KeyBui | der, MessageDi gest, Si gnat ur e, RandonDat a, j avacar dx. cr ypt o.
Ci pher

Member Summary
Fields
static short | | LLEGAL_USE
Thisreason code is used to indicate that the signature or cipher algorithm does not pad
the incoming message and the input message is not block aligned.
static short | | LLEGAL_VALUE
Thisreason code is used to indicate that one or more input parametersis out of allowed
bounds.
static short | INVALID INI'T
This reason code is used to indicate that the signature or cipher object has not been
correctly initialized for the requested operation.
static short | NO SUCH ALGORI THV
Thisreason code is used to indicate that the requested algorithm or key typeis not
supported.
static short | UNI NI TI ALI ZED_KEY
Thisreason code is used to indicate that the key is uninitialized.
Constructors
Crypt oExcepti on(short reason)
Constructs aCr ypt oExcept i on with the specified reason.
Methods
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Inherited Member Summary

Member Summary

static void| throw t(short reason)
Throws the Java Card runtime environment-owned instance of Cr ypt oExcepti on

with the specified reason.

Inherited Member Summary

Methodsinherited from interface Car dRunt i mneExcepti on

get Reason(), setReason(short)

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

ILLEGAL_VALUE

Declaration:
public static final short |LLEGAL_VALUE

Description:
This reason codeis used to indicate that one or more input parametersis out of alowed bounds.

UNINITIALIZED_KEY

Declaration:
public static final short UN N Tl ALI ZED KEY

Description:
This reason code is used to indicate that the key is uninitialized.

NO_SUCH_ALGORITHM

Declar ation:
public static final short NO SUCH ALGORI THM

Description:
This reason code is used to indicate that the requested algorithm or key typeis not supported.

INVALID_INIT

Declaration:
public static final short INVALID INIT

Description:
This reason code is used to indicate that the signature or cipher object has not been correctly initialized for

the requested operation.
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ILLEGAL_USE

ILLEGAL_USE

Declaration:

public static final short |LLEGAL_USE

Description:

This reason code is used to indicate that the signature or cipher algorithm does not pad the incoming
message and the input message is not block aligned.

Constructors

CryptoException(short)

Declar ation:
public CryptoException(short reason)

Description:
Constructs aCr ypt oExcept i on with the specified reason. To conserve on resourcesuset hr ow t ()
to use the Java Card runtime environment-owned instance of this class.

Parameters:
r eason - the reason for the exception

M ethods

throwlt(short)

Declaration:
public static void throwt(short reason)

Description:
Throws the Java Card runtime environment-owned instance of Cr ypt oExcept i on with the specified
reason.

Java Card runtime environment-owned instances of exception classes are temporary Java Card runtime
environment Entry Point Objects and can be accessed from any applet context. References to these
temporary objects cannot be stored in class variables or instance variables or array components. See
Runtime Environment Specification for the Java Card Platform, section 6.2.1 for details.

Parameters:
r eason - thereason for the exception

Throws:
Crypt oExcept i on - aways
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Declaration

javacard.security

DESKey

Declaration
public interface DESKey extends SecretKey

All Superinterfaces. Key, Secr et Key

Description
DESKey contains an 8/16/24-byte key for single/2 key triple DES/3 key triple DES operations.

When the key datais set, the key isinitialized and ready for use.

See Also: KeyBui | der, Si gnat ur e, j avacar dx. crypt o. Ci pher,j avacar dx. crypt o.
KeyEncryption

Member Summary

M ethods

byte| get Key(byte[] keyData, short kOff)
Returns the Key datain plain text.

voi d| set Key(byte[] keyData, short kOff)
Setsthe Key data.

Inherited Member Summary

Methodsinherited from interface Key

clearKey(), getSize(), getType(), islnitialized()

M ethods

setK ey(bytel], short)

Declar ation:

public void setKey(byte[] keyData, short kOf)
throws CryptoException, Null PointerException,
Arrayl ndexQut Of BoundsExcepti on

Description:

Setsthe Key data. The plain text length of input key datais 8 bytesfor DES, 16 bytes for 2-key triple DES
and 24 bytes for 3-key triple DES. The dataformat is big-endian and right-aligned (the least significant bit

isthe least significant bit of last byte). Input key datais copied into the internal representation.
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getKey(bytel], short)

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , keyDat a is decrypted using the
Ci pher object.

Parameters:
keyDat a - byte array containing key initialization data

kO f - offset within keyData to start

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. | LLEGAL VALUE if input data decryption is required and fails.

java.l ang. Arrayl ndexQut Of BoundsExcepti on -if KO f isnegative or the keyDat a
array istoo short

j ava. |l ang. Nul | Poi nt er Excepti on - if thekeyDat a parameter isnul |

getKey(byte[], short)

Declaration:
public byte getKey(byte[] keyData, short kOf)

Description:

Returns the Key datain plain text. The length of output key datais 8 bytesfor DES, 16 bytes for 2-key
triple DES and 24 bytes for 3-key triple DES. The dataformat is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte).

Parameters:
keyDat a - byte array to return key data

kCOf f - offset within keyDat a to start
Returns: the byte length of the key data returned

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oExcepti on. UNI NI TI ALI ZED KEY if the key data has not been successfully initialized
since thetime theinitialized state of the key was set to false.

See Also: Key
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javacard.security

Declaration

javacard.security

DSAKey

Declaration
public interface DSAKey

All Known Subinterfaces. DSAPri vat eKey, DSAPubl i cKey

Description

The DSAKey interface is the base interface for the DSA algorithm’s private and public key implementations. A
DSA private key implementation must also implement the DSAPr i vat eKey interface methods. A DSA public

key implementation must also implement the DSAPubl i cKey interface methods.

When all four components of the key (X or Y,RQ,G) are set, the key isinitialized and ready for use.

See Also: DSAPubl i cKey, DSAPri vat eKey, KeyBui | der, Si gnat ur e, j avacar dx. crypt o.

KeyEncryption

Member Summary

M ethods

short | get 3(byte[] buffer, short offset)
Returns the base parameter value of the key in plain text.
short | get P(byte[] buffer, short offset)
Returns the prime parameter value of the key in plain text.
short | get Q byte[] buffer, short offset)
Returns the subprime parameter value of the key in plain text.
void| set 3 byte[] buffer, short offset, short |ength)
Sets the base parameter value of the key.
void| setP(byte[] buffer, short offset, short |ength)
Sets the prime parameter value of the key.
void| setQ byte[] buffer, short offset, short |ength)

Sets the subprime parameter value of the key.

M ethods

setP(bytel], short, short)
Declar ation:

public void setP(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the prime parameter value of the key. The plain text data format is big-endian and right-aligned (the
least significant hit is the least significant bit of last byte). Input prime parameter datais copied into the

internal representation.
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setQ(bytef], short, short)

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
G pher object specified viaset KeyCi pher () isnot nul | , the prime parameter valueis
decrypted using the Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the prime parameter value begins
| engt h - the length of the prime parameter value

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setQ(byte(], short, short)

Declaration:
public void setQbyte[] buffer, short offset, short |ength)

throws CryptoException
Description:
Sets the subprime parameter value of the key. The plain text dataformat is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input subprime parameter data is copied into the
internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the subprime parameter value is
decrypted using the Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the subprime parameter value begins
| engt h - the length of the subprime parameter value

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. | LLEGAL_VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setG(byte[], short, short)

Declar ation:
public void set 3 byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Setsthe base parameter value of the key. The plain text dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input base parameter datais copied into the internal
representation.

Note:
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getP(bytef], short)

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the base parameter value is decrypted
using the G pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the base parameter value begins
| engt h - the length of the base parameter value

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

getP(byte]], short)

Declaration:
public short getP(byte[] buffer, short offset)

Description:
Returns the prime parameter value of the key in plain text. The data format is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the prime parameter value starts
Returns: the byte length of the prime parameter val ue returned

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the prime parameter has not been successfully
initialized since the time the initialized state of the key was set to false.

See Also: Key

getQ(byte]], short)

Declaration:
public short getQbyte[] buffer, short offset)

Description:
Returns the subprime parameter value of the key in plain text. The dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the subprime parameter value begins
Returns: the byte length of the subprime parameter value returned

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the subprime parameter has not been
successfully initialized since the time the initialized state of the key was set to false.
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getG(byte(], short)

See Also: Key

getG(byte[], short)

Declaration:
public short get byte[] buffer, short offset)

Description:
Returns the base parameter value of the key in plain text. The data format is big-endian and right-aligned
(the least significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the base parameter value begins
Returns: the byte length of the base parameter value returned

Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. UNI NI TI ALI ZED KEY if the base parameter has not been successfully
initialized since the time the initialized state of the key was set to false.

See Also: Key
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Declaration

javacard.security

DSAPrivateKey

Declaration
public interface DSAPrivateKey extends PrivateKey, DSAKey

All Superinterfaces. DSAKey, Key, Pri vat eKey

Description
The DSAPr i vat eKey interface is used to sign data using the DSA algorithm. An implementation of
DSAPr i vat eKey interface must also implement the DSAKey interface methods.

When all four components of the key (X,PQ,G) are set, the key isinitialized and ready for use.

See Also: DSAPubl i cKey, KeyBui | der, Si gnat ur e, j avacar dx. crypt o. KeyEncrypti on

Member Summary

M ethods

short | get X(byte[] buffer, short offset)
Returns the value of the key in plain text.

void| set X(byte[] buffer, short offset, short |ength)
Sets the value of the key.

Inherited Member Summary

Methodsinherited from interface DSAKey

get 3 byte[], short), getP(byte[], short), getQbyte[], short), set byte[], short,
short), setP(byte[], short, short), setQ byte[], short, short)

Methodsinherited from interface Key

clearKey(), getSize(), getType(), islnitialized()

M ethods

setX(byt€[], short, short)

Declar ation:
public void setX(byte[] buffer, short offset, short |ength)
throws CryptoException
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Description:

Setsthe value of the key. When the base, prime and subprime parameters are initialized and the key value is
set, the key isready for use. The plain text dataformat is big-endian and right-aligned (the least significant
bit is the least significant bit of last byte). Input key datais copied into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the modulus value begins
| engt h - the length of the modulus

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL_VALUE if theinput key data length is inconsistent with the
implementation or if input data decryption is required and fails.

getX(byt€[], short)

Declaration:
public short getX(byte[] buffer, short offset)

Description:
Returns the value of the key in plain text. The data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the key value starts
Returns: the byte length of the key value returned

Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. UNI NI TI ALI ZED KEY if the value of the key has not been successfully
initialized since the time the initialized state of the key was set to false.

See Also: Key
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javacard.security

DSAPublicKey

Declaration
public interface DSAPublicKey extends PublicKey, DSAKey

All Superinterfaces. DSAKey, Key, Publ i cKey

Description
The DSAPubl i cKey interfaceis used to verify signatures on signed data using the DSA agorithm. An
implementation of DSAPubl i cKey interface must also implement the DSAKey interface methods.

When all four components of the key (Y,PQ,G) are set, the key isinitialized and ready for use.

See Also: DSAPri vat eKey, KeyBui | der, Si gnat ur e, j avacar dx. crypt o. KeyEncrypti on

Member Summary

M ethods

short | get Y(byte[] buffer, short offset)
Returns the value of the key in plain text.

void| setY(byte[] buffer, short offset, short |ength)
Sets the value of the key.

Inherited Member Summary

Methodsinherited from interface DSAKey

get 3 byte[], short), getP(byte[], short), getQbyte[], short), set byte[], short,
short), setP(byte[], short, short), setQ byte[], short, short)

Methodsinherited from interface Key

clearKey(), getSize(), getType(), islnitialized()

M ethods

setY (byt€[], short, short)

Declar ation:
public void setY(byte[] buffer, short offset, short |ength)
throws CryptoException
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Description:

Setsthe value of the key. When the base, prime and subprime parameters are initialized and the key value is
set, the key isready for use. The plain text dataformat is big-endian and right-aligned (the least significant
bit is the least significant bit of last byte). Input key datais copied into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the key value begins
| engt h - the length of the key value

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL_VALUE if theinput key data length is inconsistent with the
implementation or if input data decryption is required and fails.

getY (byt€[], short)

Declaration:
public short getY(byte[] buffer, short offset)

Description:
Returns the value of the key in plain text. The data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the input buffer at which the key value starts
Returns: the byte length of the key value returned

Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. UNI NI TI ALI ZED KEY if the value of the key has not been successfully
initialized since the time the initialized state of the key was set to false.

See Also: Key

javacard.security DSAPublicKkey 183



ECKey javacard.security
Declaration

javacard.security

ECKey

Declaration
public interface ECKey

All Known Subinterfaces. ECPri vat eKey, ECPubl i cKey

Description

The ECKey interface is the base interface for the EC agorithm'’s private and public key implementations. An
EC private key implementation must also implement the ECPr i vat eKey interface methods. An EC public
key implementation must also implement the ECPubl i cKey interface methods.

The equation of the curvesfor keysof type TYPE_EC FP_PUBLI Cor TYPE_EC FP_PRI VATEisy"2 =x"3
+ A * x + B. The equation of the curves for keys of type TYPE_EC F2M PUBLI Cor

TYPE_EC F2M PRI VATEisy"2 +x* y=x"3+ A * x"2 + B.

The notation used to describe parameters specific to the EC algorithm is based on the naming conventions
established in [|EEE P1363].

See Also: ECPubl i cKey, ECPri vat eKey, KeyBui | der, Si gnat ur e, j avacar dx. crypt o.
KeyEncrypti on, KeyAgr eenent

Member Summary

M ethods

short | get A(byte[] buffer, short offset)
Returns the first coefficient of the curve of the key.

short | get B(byte[] buffer, short offset)
Returns the second coefficient of the curve of the key.

short | getFiel d(byte[] buffer, short offset)
Returns the field specification parameter value of the key.

short | get G(byte[] buffer, short offset)
Returns the fixed point of the curve.

short | get K()
Returns the cofactor of the order of the fixed point G of the curve.

short | getR(byte[] buffer, short offset)
Returns the order of the fixed point G of the curve.

voi d| set A(byte[] buffer, short offset, short |ength)
Sets the first coefficient of the curve of the key.

voi d| setB(byte[] buffer, short offset, short |ength)
Sets the second coefficient of the curve of the key.

voi d| set Fi el dF2M short e)

Setsthe field specification parameter value for keys of type TYPE_EC_F2M PUBLI C
or TYPE_EC_F2M PRI VATE in the case where the polynomial isatrinomial, of the
form x"n + x"e + 1 (where n is the bit length of the key).
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Member Summary

void| set Fi el dF2M short el, short e2, short e3)

Setsthe field specification parameter value for keys of type TYPE_EC F2M PUBLI C
or TYPE_EC _F2M PRI VATE in the case where the polynomial is a pentanomial, of
the form x*n + x"el + x"e2 + x"e3 + 1 (where nisthe bit length of the key).

voi d| setFi el dFP(byte[] buffer, short offset, short |ength)

Setsthe field specification parameter value for keys of type TYPE_EC_FP_PRI VATE
or TYPE_EC FP_PUBLI C.

void| set G byte[] buffer, short offset, short |ength)

Sets the fixed point of the curve.

voi d| setK(short K)

Sets the cofactor of the order of the fixed point G of the curve.

void| set R(byte[] buffer, short offset, short |ength)

Sets the order of the fixed point G of the curve.

M ethods

setFieldFP(byte]], short, short)

Declaration:
public void setFiel dFP(byte[] buffer, short offset, short Iength)
throws CryptoException

Description:

Sets the field specification parameter value for keys of type TYPE_EC FP_PRI VATE or
TYPE_EC_FP_PUBLI C. The specified value is the prime p corresponding to the field GF(p). The plain
text dataformat is big-endian and right-aligned (the least significant bit is the least significant bit of last
byte). Input parameter datais copied into the internal representation.

Note:

« If the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnhot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the byte length of the parameter value

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL VALUE if the input parameter datais inconsistent with the key
length or if input data decryption is required and fails.

» Crypt oExcepti on. NO SUCH ALGORI THMif the key is neither of type
TYPE_EC_FP_PUBLI Cnor TYPE_EC_FP_PRI VATE.

setFieldF2M (short)

Declaration:
public void setFiel dF2M short e)
throws CryptoException
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Description:

Sets the field specification parameter value for keys of type TYPE_EC _F2M _PUBLI Cor
TYPE_EC_F2M PRI VATE in the case where the polynomial isatrinomial, of the form x*n + x"*e + 1
(where nisthe bit length of the key). It isrequired that n > e > 0.

Parameters:
e - the value of the intermediate exponent of the trinomial

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if theinput parameter eisnot suchthat 0<e<n.

» Crypt oExcepti on. NO_SUCH_ALGORI THMif the key is neither of type
TYPE_EC F2M PUBLI Cnor TYPE_EC F2M PRI VATE.

setFieldF2M (short, short, short)

Declaration:
public void setFiel dF2M short el, short e2, short e3)
throws CryptoException

Description:

Sets the field specification parameter value for keys of type TYPE_EC _F2M PUBLI Cor

TYPE_EC_F2M PRI VATE in the case where the polynomial is a pentanomial, of the form x*n + xel +
x"e2 + x"e3 + 1 (where nisthe bit length of the key). It isrequired for all el whereei = {el, €2, €3} that n
>e >0.

Parameters:
el - thevalue of thefirst of the intermediate exponents of the pentanomial

e2 - the value of the second of the intermediate exponent of the pentanomial
e3 - the value of the third of the intermediate exponents

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL VALUE if theinput parametersel whereei ={el, e2, e3} are
not such that for all ei, n>ei > 0.

* Crypt oExcepti on. NO_SUCH_ALGORI THMif the key is neither of type
TYPE_EC F2M PUBLI Cnor TYPE_EC F2M PRI VATE.

setA(byte]], short, short)

Declar ation:
public void set A(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Setsthefirst coefficient of the curve of the key. For keys of type TYPE_EC_FP_PRI VATE or
TYPE_EC_FP_PUBLI C, thisisthe value of A as an integer modulo the field specification parameter p,
that is, an integer in the range O to p-1. For keys of type TYPE_EC _F2M PRI VATE or

TYPE_EC_F2M PUBLI C, the hit representation of this value specifies a polynomial with binary
coefficients which represents the value of A in the field. The plain text dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte). Input parameter datais copied into
theinternal representation.
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Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
G pher object specified viaset KeyCi pher () isnot nul |, the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the coefficient value begins
| engt h - the byte length of the coefficient value

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL_ VALUE if theinput parameter datais inconsistent with the key
length or if input data decryption is required and fails.

setB(byt€[], short, short)

Declaration:
public void setB(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the second coefficient of the curve of the key. For keys of type TYPE_EC_FP_PRI VATE or
TYPE_EC _FP_PUBLI C, thisisthe value of B as an integer modulo the field specification parameter p,
that is, an integer in the range O to p-1. For keys of type TYPE_EC F2M PRI VATE or

TYPE_EC _F2M PUBLI C, the hit representation of this value specifies a polynomial with binary
coefficients which represents the value of B in the field. The plain text dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte). Input parameter datais copied into
the internal representation.

Note:

« If the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the coefficient value begins
| engt h - the byte length of the coefficient value

Throws:
Crypt oExcept i on - with the following reason codes:

« Crypt oException. | LLEGAL VALUE if theinput parameter datais inconsistent with the key
length or if input data decryption is required and fails.

setG(byte[], short, short)

Declaration:
public void setJ byte[] buffer, short offset, short |ength)
throws CryptoException
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Description:

Sets the fixed point of the curve. The point should be specified as an octet string as per ANSI X9.62. A
specific implementation need not support the compressed form, but must support the uncompressed form of
the point. The plain text dataformat is big-endian and right-aligned (the least significant bit is the least
significant bit of last byte). Input parameter datais copied into the internal representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
C pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the point specification begins
| engt h - the byte length of the point specification

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL VALUE if theinput parameter dataformat isincorrect, or if the
input parameter data isinconsistent with the key length, or if input data decryption is required and
fails.

setR(byte]], short, short)

Declar ation:
public void setR(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the order of the fixed point G of the curve. The plain text dataformat is big-endian and right-aligned
(the least significant bit is the least significant bit of last byte). Input parameter datais copied into the
internal representation.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the order begins
| engt h - the byte length of the order

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if theinput parameter datais inconsistent with the key
length, or if input data decryption is required and fails.

* Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the key value is decrypted using the
Ci pher object.

setK (short)

Declaration:
public void setK(short K)
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Description:

Sets the cofactor of the order of the fixed point G of the curve. The cofactor need not be specified for the
key to beinitialized. However, the Key Agr eenent agorithm type ALG_EC_SVDP_DHC requires that
the cofactor, K, beinitialized.

Parameters:
K - the value of the cofactor

getField(byte[], short)

Declaration:
public short getField(byte[] buffer, short offset)
throws CryptoException

Description:

Returns the field specification parameter value of the key. For keys of type TYPE_EC_FP_PRI VATE or
TYPE_EC_FP_PUBLI C, thisisthe value of the prime p corresponding to the field GF(p). For keys of type
TYPE_EC F2M PRI VATE or TYPE_EC F2M PUBLI C, itisthevaluewhose bit representation specifies
the polynomial with binary coefficients used to define the arithmetic operationsin the field GF(2"n) The
plain text dataformat is big-endian and right-aligned (the least significant bit is the least significant bit of
last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the parameter value isto begin
Returns: the byte length of the parameter

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED KEY if the field specification parameter value of the key
has not been successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getA(byt€[], short)

Declar ation:
public short getA(byte[] buffer, short offset)
throws CryptoException

Description:

Returns the first coefficient of the curve of the key. For keys of type TYPE_EC_FP_PRI VATE or
TYPE_EC FP_PUBLI C, thisisthe value of A as an integer modulo the field specification parameter p,
that is, an integer in the range O to p-1. For keys of type TYPE_EC _F2M PRI VATE or

TYPE_EC_F2M PUBLI C, the hit representation of this value specifies a polynomial with binary
coefficients which represents the value of A in the field. The plain text dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the coefficient value isto begin
Returns: the byte length of the coefficient
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Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. UNI NI TI ALI ZED KEY if the coefficient of the curve of the key has not
been successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getB(byte[], short)

Declaration:
public short getB(byte[] buffer, short offset)
throws CryptoException

Description:

Returns the second coefficient of the curve of the key. For keys of type TYPE_EC_FP_PRI VATE or
TYPE_EC FP_PUBLI C, thisisthe value of B as an integer modulo the field specification parameter p,
that is, an integer in the range O to p-1. For keys of type TYPE_EC_F2M PRI VATE or

TYPE_EC_F2M PUBLI C, the hit representation of this value specifies a polynomial with binary
coefficients which represents the value of B in the field. The plain text dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the coefficient value isto begin
Returns: the byte length of the coefficient

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the second coefficient of the curve of the key has
not been successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getG(byte[], short)

Declaration:
public short get byte[] buffer, short offset)
throws CryptoException

Description:

Returns the fixed point of the curve. The point is represented as an octet string in compressed or
uncompressed forms as per ANSI X9.62. The plain text data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the point specification dataisto begin
Returns: the byte length of the point specificiation

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the fixed point of the curve of the key has not
been successfully initialized since the time the initialized state of the key was set to false.
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See Also: Key

getR(byt€[], short)

Declaration:
public short getR(byte[] buffer, short offset)
throws CryptoException

Description:
Returns the order of the fixed point G of the curve. The plain text dataformat is big-endian and right-
aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the input buffer at which the order begins
Returns: the byte length of the order

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the order of the fixed point G of the curve of the
key has not been successfully initialized since the time theinitialized state of the key was set to false.

See Also: Key

getk ()

Declaration:
public short getK()
throws CryptoException

Description:
Returns the cofactor of the order of the fixed point G of the curve.

Returns; the value of the cofactor

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. UNI NI TI ALI ZED KEY if the cofactor of the order of the fixed point G of
the curve of the key has not been successfully initialized since the time the initialized state of the key
was set to false.

See Also: Key
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javacard.security

ECPrivateKey

Declaration
public interface ECPrivateKey extends PrivateKey, ECKey

All Superinterfaces. ECKey, Key, Pri vat eKey

Description

The ECPr i vat eKey interface is used to generate signatures on data using the ECDSA (Elliptic Curve Digita
Signature Algorithm) and to generate shared secrets using the ECDH (Elliptic Curve Diffie-Hellman)
algorithm. An implementation of ECPr i vat eKey interface must also implement the ECKey interface
methods.

When all components of the key (S, A, B, G, R, Field) are set, the key isinitialized and ready for use. In
addition, the Key Agr eenent algorithm type ALG_EC_SVDP_DHC requires that the cofactor, K, be
initialized.

The notation used to describe parameters specific to the EC algorithm is based on the naming conventions
established in [|EEE P1363].

See Also: ECPubl i cKey, KeyBui | der, Si gnat ur e, j avacar dx. crypt o. KeyEncrypti on,
KeyAgr eenent

Member Summary

M ethods

short | get S(byte[] buffer, short offset)
Returns the value of the secret key in plaintext form.

void| setS(byte[] buffer, short offset, short |ength)
Sets the value of the secret key.

Inherited Member Summary

Methodsinherited from interface ECKey

get A(byte[], short), getB(byte[], short), getField(byte[], short), getQbyte[],
short), getK(), getR(byte[], short), setA(byte[], short, short), setB(byte[], short,
short), setFieldF2M short, short, short), setFieldF2M short, short, short), set-

Fi el dFP(byte[], short, short), setG byte[], short, short), setK(short), setR(byte[],
short, short)

Methodsinherited from interface Key

cl earKey(), getSize(), getType(), islnitialized()

192 Application Programming Interface, Java Card Platform, Version 2.2.1 » October 21, 2003



javacard.security ECPrivateKey
setS(byte{], short, short)

M ethods

setS(byte[], short, short)

Declaration:
public void setS(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the value of the secret key. The plain text data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the secret value isto begin
| engt h - the byte length of the secret value

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oExcepti on. | LLEGAL _VALUE if theinput key dataisinconsistent with the key length or
if input data decryption is required and fails.

getS(byt€[], short)

Declaration:
public short getS(byte[] buffer, short offset)
throws CryptoException

Description:
Returns the value of the secret key in plaintext form. The dataformat is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the input buffer at which the secret value isto begin
Returns: the byte length of the secret value

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the value of the secret key has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Key
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ECPublicKey

Declaration
public interface ECPublicKey extends PublicKey, ECKey

All Superinterfaces. ECKey, Key, Publ i cKey

Description

The ECPubl i cKey interface is used to verify signatures on signed data using the ECDSA algorithm and to
generate shared secrets using the ECDH algorithm. An implementation of ECPubl i cKey interface must also
implement the ECKey interface methods.

When all components of the key (W, A, B, G, R, Field) are set, the key isinitialized and ready for use.

The notation used to describe parameters specific to the EC algorithm is based on the naming conventions
established in [|EEE P1363].

See Also: ECPri vat eKey, KeyBui | der, Si gnat ur e, j avacar dx. crypt o. KeyEncrypti on,
KeyAgr eenent

Member Summary

M ethods

short | get Wbyte[] buffer, short offset)
Returns the point of the curve comprising the public key in plain text form.

void| set Whyte[] buffer, short offset, short |ength)
Sets the point of the curve comprising the public key.

Inherited Member Summary

Methodsinherited from interface ECKey

get A(byte[], short), getB(byte[], short), getField(byte[], short), get3byte[],
short), getK(), getR(byte[], short), setA(byte[], short, short), setB(byte[], short,
short), setFieldF2M short, short, short), setFiel dF2M short, short, short), set-

Fi el dFP(byte[], short, short), set@byte[], short, short), setK(short), setR(byte[],
short, short)

Methodsinherited from interface Key

clearKey(), getSize(), getType(), islnitialized()
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setW/(bytef], short, short)

M ethods

setW (byte[], short, short)

Declaration:
public void setWbyte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the point of the curve comprising the public key. The point should be specified as an octet string as per
ANSI X9.62. A specific implementation need not support the compressed form, but must support the
uncompressed form of the point. The plain text data format is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte). Input parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the key value is decrypted using the
Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the point specification begins
| engt h - the byte length of the point specification

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oExcepti on. | LLEGAL_VALUE if theinput parameter dataformat is incorrect, or if the
input parameter data is inconsistent with the key length, or if input data decryption is required and
fails.

getW (byte[], short)

Declaration:
public short getWhyte[] buffer, short offset)
throws CryptoException

Description:

Returns the point of the curve comprising the public key in plain text form. The point is represented as an
octet string in compressed or uncompressed forms as per ANSI X9.62. The data format is big-endian and
right-aligned (the least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the point specification dataisto begin
Returns: the byte length of the point specificiation

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED KEY if the point of the curve comprising the public key
has not been successfully initialized since the time the initialized state of the key was set to false.
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getW(byte[], short)

See Also: Key
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Declaration

javacard.security
Key

Declaration
public interface Key

All Known Subinterfaces. AESKey, DESKey, DSAPr i vat eKey, DSAPubl i cKey, ECPri vat eKey,
ECPubl i cKey, Pri vat eKey, Publ i cKey, RSAPri vat eCrt Key, RSAPr i vat eKey,
RSAPubl i cKey, Secr et Key

Description

The Key interface is the base interface for all keys.

A Key object setsitsinitialized state to true only when all the associated Key object parameters have been set at
least once since the time the initialized state was set to false.

A newly created Key object setsitsinitialized state to false. Invocation of the cl ear Key() method setsthe
initialized state to false. A key with transient key data setsitsinitialized state to false on the associated clear
events.

See Also: KeyBui | der

Member Summary

Methods
voi d| cl earKey()
Clearsthe key and setsitsinitialized state to false.
short | get Si ze()
Returns the key size in number of bits.
byte| get Type()
Returns the key interface type.
boolean| islnitialized()
Reports the initialized state of the key.
M ethods
isl nitialized()
Declaration:

public boolean islnitialized()

Description:
Reports the initialized state of the key. Keys must be initialized before being used.

A Key object setsitsinitialized state to true only when all the associated Key object parameters have been
set at least once since the time the initialized state was set to false.
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clearKey()

A newly created Key object setsitsinitialized state to false. Invocation of thecl ear Key() method sets
theinitialized state to false. A key with transient key data setsits initialized state to false on the associated
clear events.

Returns: true if the key has been initialized

clearKey()

Declar ation:
public void clearKey()

Description:
Clearsthe key and setsitsinitialized state to false.

getType()

Declaration:
public byte get Type()

Description:
Returns the key interface type.

Returns: the key interface type. Valid codes listed in TY PE.. constants See KeyBui | der .
TYPE_DES_TRANSI ENT_RESET

See Also: KeyBui | der

getSize()

Declaration:
public short getSize()

Description:
Returns the key size in number of bits.

Returns: the key size in number of bits
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Declaration

javacard.security

KeyAgreement

Declaration
public abstract class KeyAgreenent

java.lang. Ooj ect

+--javacard. security. KeyAgr eenment

Description

The KeyAgr eenment classisthe base class for key agreement a gorithms such as Diffie-Hellman and EC
Diffie-Hellman [|EEE P1363]. Implementations of Key Agr eenent algorithms must extend this class and
implement all the abstract methods. A tear or card reset event resets an initialized Key Agr eenent object to
the state it was in when previoudly initialized viaacal toi ni t ().

Member Summary
Fields

static byte| ALG EC SVDP_DH
Elliptic curve secret value derivation primitive, Diffie-Hellman version, as per [|EEE
P1363].

static byte| ALG EC SVDP_DHC
Elliptic curve secret value derivation primitive, Diffie-Hellman version, with cofactor
multiplication, as per [|EEE P1363].

Constructors

protected| KeyAgreenent ()
Protected constructor.

M ethods

abstract short | generateSecret(byte[] publicData, short publicOfset, short

publ i cLength, byte[] secret, short secretOfset)
Generates the secret data as per the requested algorithm using the Pr i vat eKey
specified during initialization and the public key data provided.

abstract byte| get Al gorithn()

Gets the KeyAgreement algorithm.

static KeyAgreenent | getlnstance(byte al gorithm bool ean external Access)

Creates aKey Agr eenent object instance of the selected algorithm.

abstract void| init(PrivateKey privKey)

Initializes the object with the given private key.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(j ect)
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ALG _EC SVDP DH

Fields

ALG_EC_SVDP_DH

Declar ation:
public static final byte ALG EC SVDP_DH

Description:
Elliptic curve secret value derivation primitive, Diffie-Hellman version, as per [|EEE P1363].

ALG_EC_SVDP_DHC

Declaration:
public static final byte ALG EC SVDP_DHC

Description:
Elliptic curve secret value derivation primitive, Diffie-Hellman version, with cofactor multiplication, as per
[IEEE P1363]. (output valueisto be equal to that from ALG_EC SVDP_DH)

Constructors

KeyAgreement()
Declaration:
prot ect ed KeyAgreenent ()
Description:
Protected constructor.

M ethods

getlnstance(byte, boolean)

Declaration:

public static final javacard.security.KeyAgreenment getlnstance(byte algorithm bool ean
ext er nal Access)
t hrows CryptoException

Description:
CreatesaKeyAgr eenent object instance of the selected algorithm.

Parameters:
al gori t hm- the desired key agreement algorithm Valid codes listed in ALG_ .. constants above, for
example, ALG_EC SVDP_DH

ext er nal Access -if t r ue indicates that the instance will be shared among multiple appl et
instances and that the Key Agr eenent instance will also be accessed (viaa Shar eabl e interface)
when the owner of the Key Agr eenrent instanceis not the currently selected applet. If t r ue the
implementation must not allocate CLEAR_ON_DESEL ECT transient space for internal data.

Returns: the KeyAgreement object instance of the requested algorithm
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init(PrivateKey)

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

init(PrivateK ey)

Declaration:
public abstract void init(javacard.security.PrivateKey privKey)
throws CryptoException

Description:
Initializes the object with the given private key.

Parameters:
pri vKey - the private key

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. | LLEGAL_VALUE if the input key typeisinconsistent with the
KeyAgr eenent algorithm, for example, if the Key Agr eenent algorithmisALG_EC_SVDP_DH
and the key typeis TYPE_RSA PRI VATE, or if pri vKey isinconsistent with the implementation.

» Crypt oException. UNI NI TI ALI ZED_KEY if pri vKey isuninitiaized, or if the
KeyAgr eenment algorithmissetto ALG_EC_SVDP_DHC and the cofactor, K, has not been
successfully initialized since the time the initialized state of the key was set to false.

getAlgorithm()

Declaration:
public abstract byte getAl gorithm()

Description:
Getsthe KeyAgreement algorithm.

Returns: the algorithm code defined above

gener ateSecret(byt€]], short, short, byte[], short)

Declaration:

public abstract short generateSecret(byte[] publicData, short publicOfset, short
publiclLength, byte[] secret, short secretOfset)
throws CryptoException

Description:

Generates the secret data as per the requested algorithm using the Pr i vat eKey specified during
initialization and the public key data provided. Note that in the case of the algorithms ALG_EC_SVDP_DH
and ALG_EC_SVDP_DHC the public key data provided should be the public €liptic curve point of the
second party in the protocol, specified as per ANSI X9.62. A specific implementation need not support the
compressed form, but must support the uncompressed form of the point.

Parameters:
publ i cDat a - buffer holding the public data of the second party

publ i cOf f set - offset into the publicData buffer at which the data begins
publ i cLengt h - byte length of the public data
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generateSecret(byte[], short, short, byte[], short)

secr et - buffer to hold the secret output
secret O f set - offset into the secret array at which to start writing the secret
Returns: byte length of the secret

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if thepubl i cDat a dataformat isincorrect, or if the
publ i cDat a dataisinconsistent with the Pr i vat eKey specified during initialization.

» Crypt oExcepti on. | NVALI D_I NI T if thisKeyAgr eerrent object is not initialized.
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KeyBuilder

javacard.security

KeyBuilder

Declaration
public class KeyBuil der

java.lang. Ooj ect

+--javacard. security. KeyBui |l der

Description
TheKeyBui | der classisakey object factory.

Declaration

Member Summary

Fields

static short | LENGTH _AES_128
AESKey Length LENGTH_AES 128 = 128.

static short | LENGTH AES 192
AESKey Length LENGTH_AES 192 = 192.

static short | LENGTH AES 256
AESKey Length LENGTH_AES_256 = 256.

static short | LENGTH DES
DES Key Length LENGTH_DES = 64.

static short | LENGTH DES3_2KEY

DESKey Length LENGTH_DES3_2KEY = 128.

static short | LENGTH DES3_3KEY

DES Key Length LENGTH_DES3_3KEY = 192.

static short | LENGTH DSA_ 1024

DSA Key Length LENGTH_DSA_1024 = 1024.

static short | LENGTH DSA 512
DSA Key Length LENGTH_DSA 512 =512.

static short | LENGTH DSA 768
DSA Key Length LENGTH_DSA 768 = 768.

static short | LENGTH EC F2M 113

EC Key Length LENGTH_EC_F2M 113 = 113.

static short | LENGTH EC F2M 131

EC Key Length LENGTH_EC_F2M 131 = 131.

static short | LENGTH EC F2M 163

EC Key Length LENGTH_EC _F2M 163 = 163.

static short | LENGTH EC F2M 193

EC Key Length LENGTH_EC _F2M 193 = 193,

static short | LENGTH EC FP 112
EC Key Length LENGTH_EC FP_112 =112.

static short | LENGTH EC FP 128
EC Key Length LENGTH_EC FP_128 =128.

static short | LENGTH EC FP_160
EC Key Length LENGTH_EC_FP_160 = 160.

static short | LENGTH EC FP_192
EC Key Length LENGTH _EC FP_192 =192,

javacard.security KeyBuilder 203




KeyBuilder

javacard.security

Member Summary

Member Summary

static short

LENGTH_RSA 1024
RSA Key Length LENGTH_RSA 1024 = 1024.

stati

short

LENGTH_RSA_1280
RSA Key Length LENGTH_RSA 1280 = 1280.

stati

short

LENGTH_RSA_1536
RSA Key Length LENGTH_RSA 1536 = 1536.

stati

short

LENGTH_RSA_1984
RSA Key Length LENGTH_RSA 1984 = 1984.

stati

short

LENGTH_RSA 2048
RSA Key Length LENGTH_RSA 2048 = 2048.

stati

short

LENGTH_RSA 512
RSA Key Length LENGTH_RSA 512 = 512.

stati

short

LENGTH_RSA_736
RSA Key Length LENGTH_RSA 736 = 736.

stati

short

LENGTH_RSA_768
RSA Key Length LENGTH_RSA 768 = 768.

stati

C

short

LENGTH_RSA_896
RSA Key Length LENGTH_RSA_896 = 896.

static byte

TYPE_AES
Key object which implements interface type AESKey with persistent key data.

stati

c

byte

TYPE_AES_TRANSI ENT_DESELECT
Key object which implementsinterface type AESKey with CLEAR_ON_DESELECT
transient key data.

stati

byte

TYPE_AES_TRANSI ENT_RESET
Key object which implements interface type AESKey with CLEAR_ON_RESET
transient key data.

stati

byte

TYPE_DES
Key object which implements interface type DESKey with persistent key data.

stati

byte

TYPE_DES_TRANSI ENT_DESELECT
Key object which implementsinterface type DESKey with CLEAR_ON_DESELECT
transient key data.

stati

byte

TYPE_DES_TRANSI ENT_RESET
Key object which implements interface type DESKey with CLEAR_ON_RESET
transient key data.

stati

byte

TYPE_DSA PRI VATE
Key object which implements the interface type DSAPr i vat eKey for the DSA
algorithm.

stati

byte

TYPE_DSA PUBLI C
Key object which implements the interface type DSAPubl i cKey for the DSA
algorithm.

stati

byte

TYPE_EC_F2M PRI VATE
Key object which implements the interface type ECPr i vat eKey for EC operations
over fields of characteristic 2 with polynomial basis.

stati

byte

TYPE_EC F2M PUBLI C
Key object which implements the interface type ECPubl i cKey for EC operations
over fields of characteristic 2 with polynomial basis.

stati

byt e

TYPE_EC FP_PRI VATE
Key object which implements the interface type ECPr i vat eKey for EC operations
over large primefields.

stati

byte

TYPE_EC_FP_PUBLI C
Key object which implements the interface type ECPubl i cKey for EC operations
over large primefields.

stati

byt e

TYPE_RSA_CRT_PRI VATE
Key object which implements interface type RSAPr i vat eCr t Key which uses
Chinese Remainder Theorem.
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Inherited Member Summary

Member Summary

static byte| TYPE_RSA PRI VATE
Key object which implements interface type RSAPr i vat eKey which uses modulus/

exponent form.

static byte| TYPE_RSA PUBLIC
Key object which implements interface type RSAPubl i cKey.

M ethods

static Key| buil dKey(byte keyType, short keylLength, bool ean keyEncryp-
tion)
Creates uninitialized cryptographic keys for signature and cipher algorithms.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

TYPE_DES TRANSIENT_RESET

Declaration:
public static final byte TYPE_DES TRANSI ENT_RESET

Description:
Key object which implements interface type DESKey with CLEAR_ON_RESET transient key data.

This Key object implicitly performsacl| ear Key() on power on or card reset.

TYPE_DES TRANSIENT_DESELECT

Declar ation:
public static final byte TYPE DES TRANSI ENT_DESELECT

Description:
Key object which implements interface type DESKey with CLEAR_ON_DESEL ECT transient key data.

This Key object implicitly performsacl ear Key() on power on, card reset and applet deselection.

TYPE_DES

Declaration:
public static final byte TYPE_DES

Description:
Key object which implements interface type DESKey with persistent key data.
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TYPE_RSA _PUBLIC

TYPE_RSA_PUBLIC

Declaration:
public static final byte TYPE_RSA PUBLIC

Description:
Key object which implements interface type RSAPubl i cKey.

TYPE_RSA_PRIVATE

Declaration:
public static final byte TYPE_RSA PRI VATE

Description:
Key object which implements interface type RSAPr i vat eKey which uses modulus/exponent form.

TYPE_RSA_CRT_PRIVATE

Declaration:
public static final byte TYPE_RSA CRT_PRI VATE

Description:
Key object which implements interface type RSAPr i vat eCr t Key which uses Chinese Remainder
Theorem.

TYPE_DSA_PUBLIC

Declaration:
public static final byte TYPE_DSA PUBLIC

Description:
Key object which implements the interface type DSAPubl i cKey for the DSA algorithm.

TYPE_DSA_PRIVATE

Declar ation:
public static final byte TYPE_DSA PRI VATE

Description:
Key object which implements the interface type DSAPr i vat eKey for the DSA agorithm.

TYPE_EC_F2M_PUBLIC

Declaration:
public static final byte TYPE_EC F2M PUBLI C

Description:
Key object which implements the interface type ECPubl i cKey for EC operations over fields of
characteristic 2 with polynomial basis.

TYPE_EC_F2M_PRIVATE

Declaration:
public static final byte TYPE_EC F2M PRI VATE

Description:
Key object which implements the interface type ECPr i vat eKey for EC operations over fields of
characteristic 2 with polynomial basis.
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TYPE_EC FP PUBLIC

TYPE_EC_FP_PUBLIC

Declaration:
public static final byte TYPE_EC FP_PUBLIC

Description:
Key object which implements the interface type ECPubl i cKey for EC operations over large prime fields.

TYPE_EC_FP_PRIVATE

Declaration:
public static final byte TYPE_EC FP_PRI VATE

Description:
Key object which implements the interface type ECPr i vat eKey for EC operations over large prime
fields.

TYPE_AES TRANSIENT_RESET

Declar ation:
public static final byte TYPE_AES TRANSI ENT_ RESET

Description:
Key object which implements interface type AESKey with CLEAR_ON_RESET transient key data.

This Key object implicitly performsacl ear Key() on power on or card reset.

TYPE_AES TRANSIENT_DESELECT

Declaration:
public static final byte TYPE_AES TRANSI ENT_DESELECT

Description:
Key object which implements interface type AESKey with CLEAR_ON_DESEL ECT transient key data.

This Key object implicitly performsacl| ear Key() on power on, card reset and applet deselection.

TYPE_AES

Declar ation:
public static final byte TYPE_AES

Description:
Key object which implements interface type AESKey with persistent key data.

LENGTH_DES

Declaration:
public static final short LENGTH _DES

Description:
DES Key Length LENGTH_DES = 64.

LENGTH_DES3 2KEY

Declaration:
public static final short LENGTH DES3_2KEY
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LENGTH_DES3 3KEY

Description:
DES Key Length LENGTH_DES3_2KEY = 128.

LENGTH_DES3 3KEY

Declaration:
public static final short LENGTH DES3_3KEY

Description:
DESKey Length LENGTH_DES3_3KEY = 192.

LENGTH_RSA_512

Declaration:
public static final short LENGTH RSA 512

Description:
RSA Key Length LENGTH_RSA 512 =512.

LENGTH_RSA_736

Declaration:
public static final short LENGTH RSA 736

Description:
RSA Key Length LENGTH_RSA 736 = 736.

LENGTH_RSA_768

Declar ation:
public static final short LENGTH RSA 768

Description:
RSA Key Length LENGTH_RSA 768 = 768.

LENGTH_RSA_896

Declaration:
public static final short LENGTH RSA 896

Description:
RSA Key Length LENGTH_RSA 896 = 896.

LENGTH_RSA_1024

Declaration:
public static final short LENGTH RSA 1024

Description:
RSA Key Length LENGTH_RSA 1024 = 1024.

LENGTH_RSA_1280

Declaration:
public static final short LENGTH RSA 1280

Description:
RSA Key Length LENGTH_RSA 1280 = 1280.
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LENGTH_RSA_1536

Declaration:
public static final short LENGTH RSA 1536

Description:
RSA Key Length LENGTH_RSA 1536 = 1536.

LENGTH_RSA 1984

Declaration:
public static final short LENGTH RSA 1984

Description:
RSA Key Length LENGTH_RSA 1984 = 1984.

LENGTH_RSA_2048

Declaration:
public static final short LENGTH RSA 2048

Description:
RSA Key Length LENGTH_RSA 2048 = 2048.

LENGTH_DSA_512

Declar ation:
public static final short LENGTH DSA 512

Description:
DSA Key Length LENGTH_DSA 512 =512

LENGTH_DSA_768

Declaration:
public static final short LENGTH DSA 768

Description:
DSA Key Length LENGTH_DSA 768 = 768.

LENGTH_DSA_1024

Declaration:
public static final short LENGTH DSA 1024

Description:
DSA Key Length LENGTH _DSA 1024 = 1024.

LENGTH_EC_FP 112

Declar ation:
public static final short LENGTH EC FP_112

Description:
EC Key Length LENGTH EC FP_112 =112.

KeyBuilder
LENGTH_RSA_ 1536
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LENGTH_EC F2M 113

LENGTH_EC_F2M_113

Declaration:
public static final short LENGTH EC F2M 113

Description:
EC Key Length LENGTH_EC F2M 113 =113.

LENGTH_EC_FP 128

Declaration:
public static final short LENGTH EC FP_128

Description:
EC Key Length LENGTH_EC FP_128 = 128.

LENGTH_EC_F2M_131

Declaration:
public static final short LENGTH EC F2M 131

Description:
EC Key Length LENGTH_EC F2M 131 =131.

LENGTH_EC_FP_160

Declar ation:
public static final short LENGTH EC FP_160

Description:
EC Key Length LENGTH_EC _FP_160 = 160.

LENGTH_EC_F2M_163

Declaration:
public static final short LENGTH EC F2M 163

Description:
EC Key Length LENGTH_EC F2M 163 = 163.

LENGTH_EC_FP 192

Declaration:
public static final short LENGTH EC FP_192

Description:
EC Key Length LENGTH_EC FP_192 = 192.

LENGTH_EC_F2M_193

Declaration:
public static final short LENGTH EC F2M 193

Description:
EC Key Length LENGTH_EC F2M 193 =193.
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LENGTH_AES 128

LENGTH_AES 128

Declaration:
public static final short LENGTH AES 128

Description:
AESKey Length LENGTH_AES 128 =128.

LENGTH_AES 192

Declaration:
public static final short LENGTH AES 192

Description:
AESKey Length LENGTH_AES 192 =192.

LENGTH_AES 256

Declaration:
public static final short LENGTH AES 256

Description:
AES Key Length LENGTH_AES 256 = 256.

M ethods

buildKey(byte, short, boolean)

Declaration:
public static javacard.security.Key buil dKey(byte keyType, short keyLength, bool ean

keyEncrypti on)
throws CryptoException

Description:
Creates uninitialized cryptographic keys for signature and cipher algorithms. Only instances created by this
method may be the key objects used to initialize instances of Si gnat ur e, G pher and KeyPai r. Note

that the object returned must be cast to their appropriate key type interface.

Parameters:
keyType - the type of key to be generated. Valid codes listed in TY PE.. constants. See
TYPE_DES_TRANSI ENT_RESET.
keyLengt h - thekey sizein bits. The valid key bit lengths are key type dependent. Some common
key lengths are listed above above in the LENGTH_.. constants. See LENGTH_DES.

keyEncrypti on -if t r ue this boolean requests a key implementation which implements the
j avacar dx. crypt o. KeyEncr ypti on interface. The key implementation returned may
implement thej avacar dx. crypt 0. KeyEncr ypt i on interface even when this parameter is

fal se.
Returns: the key object instance of the requested key type, length and encrypted access

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm associated with the
specified type, size of key and key encryption interface is not supported.
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Declaration

javacard.security

KeyPair

Declaration
public final

javacard.security

cl ass KeyPair
java.lang. Ooj ect

+--javacard. security. KeyPair

Description

Thisclassis acontainer for akey pair (apublic key and a private key). It does not enforce any security, and,

when initialized, should be treated like a PrivateKey.
In addition, this class features a key generation method.

See Also: Publ i cKey, Pri vat eKey

Member Summary

Fields

static byte

ALG _DSA
KeyPai r object containing a DSA key pair.

static byte

ALG EC F2M
KeyPai r object containing an EC key pair for EC operations over fields of
characteristic 2 with polynomial basis.

static byte

ALG EC FP
KeyPai r object containing an EC key pair for EC operations over large prime fields

static byte

ALG RSA
KeyPai r object containing a RSA key pair.

static byte

ALG _RSA_CRT
KeyPai r object containing aRSA key pair with private key in its Chinese Remainder
Theorem form.

Constructors

KeyPai r (byte al gorithm short keylLength)
Constructs aKeyPai r instance for the specified algorithm and keylength; the
encapsulated keys are uninitialized.

KeyPai r (Publ i cKey publicKey, PrivateKey privateKey)
Constructs anew KeyPai r object containing the specified public key and private key.

M ethods

voi d

genKeyPai r ()
(Re)Initializes the key objects encapsulated in this KeyPai r instance with new key
values.

Pri vat eKey

get Private()
Returns a reference to the private key component of this KeyPai r object.

Publ i cKey

get Public()
Returns a reference to the public key component of this KeyPai r object.
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KeyPair

Inherited Member Summary

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

ALG_RSA

Declaration:
public static final byte ALG RSA

Description:
KeyPai r object containing a RSA key pair.

ALG_RSA_CRT

Declaration:
public static final byte ALG RSA CRT

Description:

KeyPai r object containing a RSA key pair with private key in its Chinese Remainder Theorem form.

ALG_DSA

Declaration:
public static final byte ALG DSA

Description:
KeyPai r object containing a DSA key pair.

ALG_EC_F2M

Declar ation:
public static final byte ALG EC F2M

Description:

KeyPai r object containing an EC key pair for EC operations over fields of characteristic 2 with

polynomial basis.

ALG_EC_FP

Declar ation:
public static final byte ALG EC FP

Description:

KeyPai r object containing an EC key pair for EC operations over large prime fields
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KeyPair(byte, short)

Constructors

KeyPair (byte, short)

Declar ation:
public KeyPair(byte algorithm short keylLength)
throws CryptoException
Description:
Constructs aKeyPai r instance for the specified algorithm and keylength; the encapsulated keys are
uninitialized. To initialize the KeyPai r instance use the genKeyPai r () method.

The encapsulated key objects are of the specified keyLengt h size and implement the appropriate Key
interface associated with the specified algorithm (example - RSAPubl i cKey interface for the public key
and RSAPr i vat eKey interface for the private key within an ALG_RSA key pair).

Notes:

» The key objects encapsulated in the generated KeyPai r object need not support the
KeyEncrypt i on interface.

Parameters:
al gori t hm- the type of algorithm whose key pair needs to be generated. Valid codes listed in
ALG . . constantsabove. See ALG_RSA

keyLengt h - thekey sizein bits. The valid key bit lengths are key type dependent. See the
KeyBui | der class.

Throws:
Crypt oExcept i on - with the following reason codes:

* Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm associated with the
specified type, size of key is not supported.

See Also: KeyBui | der, Si gnat ur e, j avacar dx. crypt o. G pher,j avacar dx. crypto.
KeyEncryption

KeyPair (PublicK ey, PrivateK ey)

Declaration:

public KeyPair(javacard. security. PublicKey publicKey, javacard.security.PrivateKey
pri vat eKey)
t hrows CryptoException

Description:
Constructs anew KeyPai r object containing the specified public key and private key.

Note that this constructor only stores references to the public and private key components in the generated
KeyPai r object. It does not throw an exception if the key parameter objects are uninitialized.

Parameters:
publ i cKey - the public key.

pri vat eKey - the private key.

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if the input parameter key objects are inconsistent with
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each other - i.e mismatched algorithm, size etc.

» Crypt oExcepti on. NO SUCH ALGORI THMif the algorithm associated with the specified type,
size of key is not supported.

M ethods

genKeyPair ()

Declaration:
public final void genKeyPair()
throws CryptoException

Description:

(Re)Initializes the key objects encapsulated in this KeyPai r instance with new key values. Theinitialized
public and private key objects encapsulated in thisinstance will then be suitable for use with the

Si gnat ur e, G pher and KeyAgr eenment objects. An internal secure random number generator is
used during new key pair generation.

Notes:

« For the RSA algorithm, if the exponent value in the public key object is pre-initialized, it will be
retained. Otherwise, a default value of 65537 will be used.

« For the DSA algorithm, if the p, g and g parameters of the public key object are pre-initialized, they will
be retained. Otherwise, default precomputed parameter sets will be used. The required default
precomputed values are listed in Appendix B of Java Cryptography Architecture APl Specification &
Reference document.

 For the EC casg, if the Field, A, B, G and R parameters of the key pair are pre-initialized, then they will
be retained. Otherwise default pre-specified values MAY be used (e.g. WAP predefined curves), since
computation of random generic EC keys is infeasible on the smart card platform.

« |f the time taken to generate the key values is excessive, the implementation may automatically request
additional APDU processing time fromthe CAD.

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. | LLEGAL_VALUE if the exponent value parameter in RSA or thep, g, g
parameter set in DSA or the Field, A, B, G and R parameter setin EC isinvalid.

SeeAlso: j avacard. framewor k. APDU, Si gnat ur e, j avacar dx. crypt o. G pher,
RSAPubl i cKey, ECKey, DSAKey

getPublic()

Declaration:
public javacard. security. PublicKey getPublic()

Description:
Returns areference to the public key component of thisKeyPai r object.

Returns: areference to the public key.
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getPrivate()

Declaration:
public javacard. security. PrivateKey getPrivate()

Description:
Returns a reference to the private key component of this KeyPai r object.

Returns: areference to the private key.
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Declaration

javacard.security _
MessageDigest

Declaration
public abstract class MessageDi gest

java.lang. Ooj ect

+--javacard. security. MessageD gest

Description

The MessageDi gest classisthe base class for hashing algorithms. Implementations of MessageDi gest
algorithms must extend this class and implement all the abstract methods.

A tear or card reset event resetsaMessageDi gest object to the initia state (state upon construction).

Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not
participate in the transaction.

Member Summary
Fields

static byte| ALG MD5
Message Digest algorithm MD5.

static byte| ALG Rl PEMD160
Message Digest algorithm RIPE M D-160.

static byte| ALG SHA
Message Digest algorithm SHA.

Constructors

prot ected| MessageDi gest ()
Protected Constructor

M ethods

abstract short | doFinal (byte[] inBuff, short inCffset, short inLength, byte[]
out Buf f, short out O fset)
Generates a hash of al/last input data.

abstract byte| get Al gorithm()
Gets the Message digest algorithm.

static MessageDi gest | getlnstance(byte al gorithm bool ean external Access)
CreatesaMessageDi gest object instance of the selected algorithm.
abstract byte| getlLength()

Returns the byte length of the hash.

abstract void| reset()

Resetsthe MessageDi gest object to theinitial state for further use.
abstract void| update(byte[] inBuff, short inOfset, short inLength)
Accumulates a hash of the input data.
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Inherited Member Summary

Methods inherited from class Obj ect

equal s(oj ect)

Fields

ALG_SHA

Declaration:
public static final byte ALG SHA

Description:
Message Digest algorithm SHA.

ALG_MD5

Declaration:
public static final byte ALG MD5

Description:
Message Digest algorithm MD5.

ALG_RIPEMD160

Declaration:
public static final byte ALG R PEMD160

Description:
Message Digest algorithm RIPE MD-160.

Constructors

M essageDigest()

Declaration:
protected MessageDi gest ()

Description:
Protected Constructor

M ethods

getlnstance(byte, boolean)

Declaration:

public static final javacard. security.MessageDi gest getlnstance(byte al gorithm bool ean
ext er nal Access)
throws CryptoException
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Description:
CreatesaMessageDi gest object instance of the selected algorithm.

Parameters:
al gor i t hm- the desired message digest algorithm. Valid codeslistedin ALG__ .. constants above, for

example, ALG_SHA.

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
and that the MessageDi gest instancewill also be accessed (viaa Shar eabl e. interface) when the
owner of the MessageDi gest instanceis not the currently selected applet. If t r ue the
implementation must not allocate CLEAR_ON_DESELECT transient space for interna data.

Returns: the MessageDi gest object instance of the requested algorithm

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

getAlgorithm()

Declaration:
public abstract byte getAl gorithm)

Description:
Gets the Message digest algorithm.

Returns: the algorithm code defined above

getL ength()

Declaration:
public abstract byte getlLength()

Description:
Returns the byte length of the hash.

Returns: hash length

doFinal(byte]], short, short, byte[], short)

Declaration:
public abstract short doFinal (byte[] inBuff, short inOifset, short inLength, byte[]
out Buff, short out Offset)

Description:
Generates a hash of all/last input data. Compl etes and returns the hash computation after performing final
operations such as padding. The MessageDi gest object isreset to theinitial state after thiscall is made.

The input and output buffer data may overlap.

Parameters:
i nBuf f - theinput buffer of data to be hashed

i nOF f set - the offset into the input buffer at which to begin hash generation
i nLengt h - the byte length to hash
out Buf f - the output buffer, may be the same as the input buffer
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out O f set - the offset into the output buffer where the resulting hash value begins
Returns: number of bytes of hash output in out Buf f

update(byte[], short, short)

Declaration:
public abstract void update(byte[] inBuff, short inOfset, short inLength)

Description:

Accumulates a hash of the input data. This method requires temporary storage of intermediate results. In
addition, if the input datalength is not block aligned (multiple of block size) then additional internal storage
may be allocated at this time to store a partial input data block. This may result in additional resource
consumption and/or slow performance. This method should only be used if al the input data required for
the hash is not available in one byte array. If al of the input data required for the hashislocated in asingle
byte array, use of thedoFi nal () method is recommended. The doFi nal () method must be called to
complete processing of input data accumulated by one or more callsto the updat e() method.

Note:
« Ifi nLengt h is 0 this method does nothing.

Parameters:
i nBuf f - theinput buffer of data to be hashed

i nOF f set - the offset into the input buffer at which to begin hash generation
i nLengt h - the byte length to hash
SeeAlso: doFi nal (byte[], short, short, byte[], short)

reset()

Declaration:
public abstract void reset()

Description:
Resetsthe MessageDi gest object to theinitial state for further use.
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Declaration

javacard.security

PrivateKey

Declaration
public interface PrivateKey extends Key

All Superinterfaces. Key

All Known Subinterfaces. DSAPri vat eKey, ECPri vat eKey, RSAPri vat eCr t Key,
RSAPr i vat eKey

Description
ThePri vat eKey interface is the base interface for private keys used in asymmetric agorithms.

Inherited Member Summary

Methodsinherited from interface Key

cl earKey(), getSize(), getType(), islnitialized()
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Declaration

javacard.security

PublicKey

Declaration
public interface PublicKey extends Key

All Superinterfaces. Key
All Known Subinterfaces. DSAPubl i cKey, ECPubl i cKey, RSAPubl i cKey

Description
The Publ i cKey interface is the base interface for public keys used in asymmetric algorithms.

Inherited Member Summary

Methodsinherited from interface Key

cl earKey(), getSize(), getType(), islnitialized()
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Declaration

RandomData

Declar ation

public abstract class RandonData

java.lang. Ooj ect

+--javacard. security. RandonDat a

Description

The RandonDat a abstract class is the base class for random number generation. Implementations of
RandonDat a algorithms must extend this class and implement all the abstract methods.

Member Summary

Fields

static byte

ALG _PSEUDO_RANDOM
Utility pseudo-random number generation algorithms.

static byte

ALG_SECURE_RANDOM
Cryptographically secure random number generation algorithms.

Constructors

prot ect ed

RandonDat a()
Protected constructor for subclassing.

M ethods

abstract void

gener at eDat a(byte[] buffer, short offset, short |ength)
Generates random data.

stati ¢ RandonDat a

get I nstance(byte al gorithm
Creates aRandonDat a instance of the selected algorithm.

abstract void

set Seed(byte[] buffer, short offset, short |ength)
Seeds the random data generator.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(nj ect)
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ALG_PSEUDO _RANDOM

Fields

ALG_PSEUDO_RANDOM

Declar ation:
public static final byte ALG PSEUDO RANDOM

Description:
Utility pseudo-random number generation algorithms. The random number sequence generated by this
algorithm need not be the same even if seeded with the same seed data.

Even if atransaction isin progress, the update of the internal state shall not participate in the transaction.

ALG_SECURE_RANDOM

Declar ation:
public static final byte ALG SECURE RANDOM

Description:
Cryptographically secure random number generation algorithms.

Constructors

RandomData()

Declaration:
prot ect ed RandonDat a()

Description:
Protected constructor for subclassing.

M ethods

getlnstance(byte)

Declaration:
public static final javacard.security.RandonData getlnstance(byte al gorithm
t hrows Crypt oException

Description:
Createsa RandonDat a instance of the selected algorithm. The pseudo random RandonDat a instance’s
seed isinitialized to ainternal default value.

Parameters:
al gor i t hm- the desired random number algorithm. Valid codeslisted in ALG_ .. constants above.

See ALG_PSEUDO_RANDOM
Returns: the RandonDat a object instance of the requested algorithm

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. NO_SUCH ALGORI THMif the requested algorithm is not supported.
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generateData(byt€[], short, short)

Declaration:
public abstract void generateData(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:
Generates random data.

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer
| engt h - the length of random data to generate

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. | LLEGAL_VALUE if thel engt h parameter is zero.

setSeed(byte]], short, short)

Declaration:
public abstract void setSeed(byte[] buffer, short offset, short |ength)

Description:
Seeds the random data generator.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer
| engt h - thelength of the seed data
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Declaration

javacard.security

RSAPrivateCrtKey

Declaration
public interface RSAPrivateCrtKey extends PrivateKey

All Superinterfaces: Key, Pri vat eKey

Description
The RSAPr i vat eCr t Key interface is used to sign data using the RSA agorithm in its Chinese Remainder
Theorem form. It may also be used by thej avacar dx. crypt 0. G pher classto encrypt/decrypt messages.

Let S= m? mod n, where mis the datato be signed, d isthe private key exponent, and n is private key modulus
composed of two prime numbers p and g. The following names are used in the initializer methodsin this
interface:

* P, the prime factor p

¢ Q, the prime factor g

* PQ=g" modp

DP1=dmod(p-1)

DQl=dmod(q- 1)

When all five components (P.Q,PQ,DP1,DQ1) of the key are set, the key isinitialized and ready for use.

See Also: RSAPri vat eKey, RSAPubl i cKey, KeyBui | der, Si gnat ur e, j avacar dx. crypt o.
Ci pher,j avacar dx. crypt o. KeyEncrypti on

Member Summary

M ethods

short | get DP1(byte[] buffer, short offset)
Returns the value of the DP1 parameter in plain text.

short | get DQL(byte[] buffer, short offset)
Returns the value of the DQ1 parameter in plain text.

short | get P(byte[] buffer, short offset)
Returns the value of the P parameter in plain text.

short | get PQ( byte[] buffer, short offset)
Returns the value of the PQ parameter in plain text.

short | get Q byte[] buffer, short offset)
Returns the value of the Q parameter in plain text.

voi d| setDP1(byte[] buffer, short offset, short |ength)
Sets the value of the DP1 parameter.

void| set DQL(byte[] buffer, short offset, short Iength)
Sets the value of the DQ1 parameter.

void| set P(byte[] buffer, short offset, short |ength)
Sets the value of the P parameter.
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Inherited Member Summary

Member Summary

void| set PQ(byte[] buffer, short offset, short |ength)
Sets the value of the PQ parameter.
void| set Q byte[] buffer, short offset, short |ength)
Sets the value of the Q parameter.

Inherited Member Summary

Methodsinherited from interface Key

cl earKey(), getSize(), getType(), islnitialized()

M ethods

setP(byte]], short, short)

Declaration:
public void setP(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the value of the P parameter. The plain text data format is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte). Input P parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the P parameter value is decrypted
using the Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the length of the parameter

Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. | LLEGAL_VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setQ(byte(], short, short)

Declar ation:
public void set(byte[] buffer, short offset, short |ength)
throws CryptoException
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Description:

Sets the value of the Q parameter. The plain text data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input Q parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the Q parameter valueis decrypted
using the CGi pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the length of the parameter

Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setDP1(byte[], short, short)

Declaration:
public void setDP1(byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the value of the DP1 parameter. The plain text dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input DP1 parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyGi pher () isnot nul |, the DP1 parameter valueis decrypted
using the G pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - thelength of the parameter

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setDQ1(byte(], short, short)

Declaration:
public void setDQL(byte[] buffer, short offset, short |ength)
throws CryptoException

228 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



javacard.security RSAPrivateCrtKey
setPQ(bytel], short, short)

Description:

Sets the value of the DQ1 parameter. The plain text dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input DQ1 parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnotnul | ,the DQ1 parameter valueis decrypted
using the G pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - the length of the parameter

Throws:
Crypt oExcept i on - with the following reason code:

e Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

setPQ(byt€[], short, short)

Declaration:
public void setPQ byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the value of the PQ parameter. The plain text dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input PQ parameter datais copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the PQ parameter value is decrypted
using the G pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the parameter value begins
| engt h - thelength of the parameter

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL VALUE if theinput parameter datalength isinconsistent with the
implementation or if input data decryption is required and fails.

getP(byte]], short)

Declaration:
public short getP(byte[] buffer, short offset)
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getQ(bytef], short)

Description:
Returns the value of the P parameter in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the P parameter value returned

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the value of P parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getQ(byte]], short)

Declaration:
public short getQ byte[] buffer, short offset)

Description:
Returnsthe value of the Q parameter in plain text. The dataformat is big-endian and right-aligned (the least
significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the Q parameter value returned

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the value of Q parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getDP1(byte]], short)

Declaration:
public short getDPl(byte[] buffer, short offset)

Description:
Returns the value of the DP1 parameter in plain text. The dataformat is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the DP1 parameter value returned

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oExcepti on. UNI NI TI ALI ZED_KEY if the value of DP1 parameter has not been
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successfully initialized since the time the initialized state of the key was set to false.
See Also: Key

getDQ1(byte]], short)

Declaration:
public short getDQL(byte[] buffer, short offset)

Description:
Returns the value of the DQ1 parameter in plain text. The data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte).

Parameters:
buf f er -the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the DQ1 parameter value returned

Throws:
Cr ypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the value of DQ1 parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getPQ(byt€[], short)

Declaration:
public short getPQbyte[] buffer, short offset)

Description:
Returns the value of the PQ parameter in plain text. The data format is big-endian and right-aligned (the
least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the parameter value begins
Returns: the byte length of the PQ parameter value returned

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the value of PQ parameter has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Key
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Declaration

javacard.security

RSAPrivateK ey

Declaration
public interface RSAPrivateKey extends PrivateKey

All Superinterfaces: Key, Pri vat eKey

Description
The RSAPr i vat eKey classis used to sign data using the RSA algorithm in its modulus/exponent form. 1t
may also be used by thej avacar dx. crypt 0. G pher classto encrypt/decrypt messages.

When both the modulus and exponent of the key are set, the key isinitialized and ready for use.

See Also: RSAPubl i cKey, RSAPri vat eCrt Key, KeyBui | der, Si gnat ur e, j avacar dx.
crypt o. G pher,javacardx. crypt o. KeyEncrypti on

Member Summary

M ethods

short | get Exponent (byte[] buffer, short offset)
Returns the private exponent value of the key in plain text.

short | get Modul us(byte[] buffer, short offset)
Returns the modulus value of the key in plain text.

voi d| set Exponent (byte[] buffer, short offset, short |ength)
Sets the private exponent value of the key.

voi d| set Modul us(byte[] buffer, short offset, short |ength)
Sets the modulus value of the key.

Inherited Member Summary

Methodsinherited from interface Key

clearKey(), getSize(), getType(), islnitialized()

M ethods

setM odulus(byt€[], short, short)

Declaration:
public void set Mdul us(byte[] buffer, short offset, short Iength)
throws CryptoException
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Description:

Sets the modulus value of the key. The plain text data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input modulus data is copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the modulus value is decrypted using
the Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the modulus value begins
| engt h - the length of the modulus

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL VALUE if the input modulus data length isinconsistent with the
implementation or if input data decryption is required and fails.

setExponent(byte[], short, short)

Declaration:
public void set Exponent (byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the private exponent value of the key. The plain text data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input exponent data is copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the exponent value is decrypted using
the Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the exponent value begins
| engt h - thelength of the exponent

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL_VALUE if the input exponent data length isinconsistent with the
implementation or if input data decryption is required and fails.

getM odulus(byte]], short)

Declaration:
public short getMbdul us(byte[] buffer, short offset)
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getExponent(byte]], short)

Description:
Returns the modulus value of the key in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the modulus value starts
Returns: the byte length of the modulus value returned

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the modulus value of the key has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getExponent(byte]], short)

Declaration:
public short get Exponent(byte[] buffer, short offset)

Description:
Returns the private exponent value of the key in plain text. The dataformat is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the exponent value begins
Returns: the byte length of the private exponent value returned

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the private exponent value of the key has not
been successfully initialized since the time the initialized state of the key was set to false.

See Also: Key
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Declaration

javacard.security

RSAPublicKey

Declaration
public interface RSAPublicKey extends PublicKey

All Superinterfaces. Key, Publ i cKey

Description
The RSAPubl i cKey isused to verify signatures on signed data using the RSA algorithm. It may aso used by
thej avacar dx. crypt o. G pher classto encrypt/decrypt messages.

When both the modulus and exponent of the key are set, the key isinitialized and ready for use.

See Also: RSAPri vat eKey, RSAPri vat eCrt Key, KeyBui | der, Si gnat ur e, j avacar dx.
crypt o. G pher,javacardx. crypt o. KeyEncrypti on

Member Summary
Methods

short | get Exponent (byte[] buffer, short offset)

Returns the public exponent value of the key in plain text.

short | get Modul us(byte[] buffer, short offset)

Returns the modulus value of the key in plain text.

voi d| set Exponent (byte[] buffer, short offset, short |ength)
Sets the public exponent value of the key.

voi d| set Modul us(byte[] buffer, short offset, short |ength)
Sets the modulus value of the key.

Inherited Member Summary

Methodsinherited from interface Key

clearKey(), getSize(), getType(), islnitialized()

M ethods

setM odulus(byt€[], short, short)

Declaration:
public void set Mdul us(byte[] buffer, short offset, short Iength)
throws CryptoException
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setExponent(bytef], short, short)

Description:

Sets the modulus value of the key. The plaintext data format is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte). Input modulus data is copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt o. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul | , the modulus value is decrypted using
the Ci pher object.

Parameters:
buf f er -theinput buffer

of f set - the offset into the input buffer at which the modulus value begins
| engt h - the byte length of the modulus

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL VALUE if the input modulus data length isinconsistent with the
implementation or if input data decryption is required and fails.

setExponent(byte[], short, short)

Declaration:
public void set Exponent (byte[] buffer, short offset, short |ength)
throws CryptoException

Description:

Sets the public exponent value of the key. The plaintext data format is big-endian and right-aligned (the
least significant bit is the least significant bit of last byte). Input exponent data is copied into the internal
representation.

Note:

« |f the key object implementsthej avacar dx. cr ypt 0. KeyEncr ypt i on interface and the
Ci pher object specified viaset KeyCi pher () isnot nul |, the exponent value is decrypted using
the Ci pher object.

Parameters:
buf f er - theinput buffer

of f set - the offset into the input buffer at which the exponent value begins
| engt h - the byte length of the exponent

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. | LLEGAL_VALUE if the input exponent data length isinconsistent with the
implementation or if input data decryption is required and fails.

getM odulus(byte]], short)

Declaration:
public short getMbdul us(byte[] buffer, short offset)
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getExponent(byte]], short)

Description:
Returns the modulus value of the key in plain text. The dataformat is big-endian and right-aligned (the least
significant bit is the least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the input buffer at which the modulus value starts
Returns: the byte length of the modulus value returned

Throws:
Crypt oExcept i on - with the following reason code:

* Crypt oException. UNI NI TI ALI ZED_KEY if the modulus value of the key has not been
successfully initialized since the time the initialized state of the key was set to false.

See Also: Key

getExponent(byte]], short)

Declaration:
public short get Exponent(byte[] buffer, short offset)

Description:
Returns the public exponent value of the key in plain text. The data format is big-endian and right-aligned
(the least significant bit isthe least significant bit of last byte).

Parameters:
buf f er - the output buffer

of f set - the offset into the output buffer at which the exponent value begins
Returns: the byte length of the public exponent returned

Throws:
Crypt oExcept i on - with the following reason code:

» Crypt oException. UNI NI TI ALI ZED_KEY if the public exponent value of the key has not
been successfully initialized since the time the initialized state of the key was set to false.

See Also: Key
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Declaration

javacard.security

SecretKey

Declaration
public interface SecretKey extends Key

All Superinterfaces. Key
All Known Subinterfaces. AESKey, DESKey

Description
The Secr et Key classisthe base interface for keys used in symmetric algorithms (DES, for example).

Inherited Member Summary

Methodsinherited from interface Key

cl earKey(), getSize(), getType(), islnitialized()
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Declaration

javacard.security

Signature

Declaration
public abstract class Signature

java.lang. Ooj ect

+--javacard. security. Signature

Description
The Si gnat ur e classisthe base class for Signature algorithms. Implementations of Signature algorithms
must extend this class and implement all the abstract methods.

Theterm “pad” isused in the public key signature algorithms below to refer to al the operations specified in the
referenced scheme to transform the message digest into the encryption block size.

A tear or card reset event resets an initialized Si gnat ur e object to the state it wasin when previously
initialized viaacal toi ni t () . For algorithms which support keys with transient key data sets, such as DES,
triple DESand AES, the Si gnat ur e object key becomes uninitialized on clear events associated with the Key
object used to initialize the Si gnat ur e object.

Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not
participate in the transaction.

Note:
« Onatear or card reset event, the AES, DESand triple DES algorithms in CBC mode reset the initial

vector(1V) to 0. Theinitial vector(IV) can bere-initialized using thei ni t (Key, byte, byte[],
short, short) method.

Member Summary
Fields

static byte| ALG AES MAC_128_NOPAD

Signature algorithm ALG_AES _MAC_128_NOPAD generates a 16-byte MAC using
AES with blocksize 128 in CBC mode and does not pad input data.

static byte| ALG DES MACA_| SOO797_1 M2_ALG3

Signature algorithm ALG_DES MACA_| SO9797_1_M2_ALG3 generates a 4-byte
MAC using a2-key DES3 key according to 1SO9797-1 MAC a gorithm 3 with method
2 (also EMV’'96, EMV' 2000), where input data is padded using method 2 and the data
is processed as described in MAC Algorithm 3 of the SO 9797-1 specification.
static byte| ALG DES MAC4A_| SO9797_ML

Signature algorithm ALG_DES_MACA_| SO9797_ML generates a4-byte MAC (most
significant 4 bytes of encrypted block) using DES in CBC mode or triple DESin outer
CBC mode.

static byte| ALG DES MACA_| SO9797_M2

Signature algorithm ALG_DES_MACA_| SO9797_ M2 generates a4-byte MAC (most
significant 4 bytes of encrypted block) using DES in CBC mode or triple DESin outer
CBC mode.
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Member Summary

Member Summary

static byte| ALG DES MAC4_NOPAD
Signature algorithm ALG_DES MAC4_NOPAD generates a 4-byte MAC (most
significant 4 bytes of encrypted block) using DES in CBC mode or triple DESin outer
CBC mode.

static byte| ALG DES MAC4_PKCS5
Signature algorithm ALG_DES MAC4_PKCS5 generates a 4-byte MAC (most
significant 4 bytes of encrypted block) using DES in CBC mode or triple DESin outer
CBC mode.

static byte| ALG DES MAC8_|I SO797_1 M2_ALG3
Signature algorithm ALG_DES MAC8 | SO797_1_M2_ALG3 generates an 8-byte
MAC using a2-key DES3 key according to 1SO9797-1 MAC agorithm 3 with method
2 (also EMV'96, EMV' 2000), where input data is padded using method 2 and the data
is processed as described in MAC Algorithm 3 of the SO 9797-1 specification.

static byte| ALG DES MAC8_| SC9797_ML
Signature algorithm ALG_DES MAC8_| SC9797_ML generates an 8-byte MAC
using DESin CBC mode or triple DES in outer CBC mode.

static byte| ALG DES MAC8_I| SO9797_M2
Signature algorithm ALG_DES MAC8_| SC9797_M generates an 8-byte MAC
using DESin CBC mode or triple DES in outer CBC mode.

static byte| ALG DES_ MAC8_NOPAD
Signature algorithm ALG_DES_MAC_8_NOPAD generates an 8-byte MAC using DES
in CBC mode or triple DES in outer CBC mode.

static byte| ALG DES MACB8_PKCS5
Signature algorithm ALG_DES MAC8_PKCS5 generates an 8-byte MAC using DES
in CBC mode or triple DES in outer CBC mode.

static byte| ALG DSA SHA
Signature algorithm ALG_DSA SHA generates a 20-byte SHA digest and signs/
verifies the digests using DSA.

static byte| ALG ECDSA SHA
Signature algorithm ALG_ECDSA_SHA generates a 20-byte SHA digest and signs/
verifies the digest using ECDSA.

static byte| ALG RSA MD5_PKCS1
Signature algorithm ALG_RSA NMD5_PKCS1 generates a 16-byte MD5 digest, pads
the digest according to the PK CS#1 (v1.5) scheme, and encryptsit using RSA.

static byte| ALG RSA MD5_PKCS1_PSS
Signature algorithm ALG_RSA MD5_PKCS1_ PSS generates a 16-byte MD5 digest,
padsit according to the PK CS#1-PSS scheme (I EEE 1363-2000), and encryptsit using
RSA.

static byte| ALG RSA MD5_RFC2409
Signature algorithm ALG_RSA_MD5_RFC2409 generates a 16-byte MD5 digest,
pads the digest according to the RFC2409 scheme, and encryptsit using RSA.

static byte| ALG RSA RI PEMD160 | SO9796
Signature algorithm ALG_RSA _RI PEMD160_| SO9796 generates a 20-byte RIPE
MD-160 digest, pads the digest according to the SO 9796 scheme, and encryptsit
using RSA.

static byte| ALG RSA Rl PEMD160_PKCS1
Signature algorithm ALG_RSA_RI PEMD160_PKCS1 generates a 20-byte RIPE MD-
160 digest, pads the digest according to the PK CS#1 (v1.5) scheme, and encryptsit
using RSA.

static byte| ALG RSA RI PEMD160 PKCS1_ PSS

Signature algorithm ALG_RSA _RI PEMD160_PKCS1_ PSS generates a 20-byte
RIPE MD-160 digest, pads it according to the PK CS#1-PSS scheme (IEEE 1363-
2000), and encryptsit using RSA.
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Inherited Member Summary

Member Summary

static byte

ALG RSA SHA | S09796
Signature algorithm ALG_RSA SHA | S09796 generates a 20-byte SHA digest,
pads the digest according to the SO 9796-2 scheme as specified in EMV '96 and
EMV 2000, and encryptsit using RSA.

static byte| ALG RSA SHA PKCS1
Signature algorithm ALG_RSA _SHA PKCS1 generates a 20-byte SHA digest, pads
the digest according to the PK CS#1 (v1.5) scheme, and encryptsit using RSA.
static byte| ALG RSA SHA PKCS1_PSS
Signature algorithm ALG_RSA SHA PKCS1_ PSS generates a 20-byte SHA-1
digest, padsit according to the PK CS#1-PSS scheme (IEEE 1363-2000), and encrypts
it using RSA.
static byte| ALG RSA SHA RFC2409
Signature algorithm ALG_RSA _SHA RFC2409 generates a 20-byte SHA digest,
pads the digest according to the RFC2409 scheme, and encryptsit using RSA.
static byte| MODE_SI GN
Usedini ni t () methods to indicate signature sign mode.
static byte| MODE_VERI FY
Usedini ni t () methods to indicate signature verify mode.
Constructors
protected| Signature()
Protected Constructor
Methods
abstract byte| getAl gorithm()

Gets the Signature algorithm.

static Signature

getl nstance(byte al gorithm bool ean external Access)
Createsa Si gnat ur e object instance of the selected algorithm.

abstract short

get Lengt h()
Returns the byte length of the signature data.

abstract void

init(Key theKey, byte theMde)
Initializesthe Si gnat ur e object with the appropriate Key.

abstract void

init(Key theKey, byte theMode, byte[] bArray,
short bLen)
Initializesthe Si gnat ur e object with the appropriate Key and algorithm specific

short bOf,

parameters.
abstract short | sign(byte[] inBuff, short inCfifset, short inLength, byte[]
sigBuff, short sigOifset)
Generates the signature of all/last input data.
abstract void| update(byte[] inBuff, short inOfset, short inLength)
Accumulates a signature of the input data.
abstract bool ean| verify(byte[] inBuff, short inCOffset, short inLength, byte[]

sigBuff, short sigOifset, short siglLength)
Verifies the signature of all/last input data against the passed in signature.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)
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ALG _DES MAC4 NOPAD

Fields

ALG_DES MAC4 NOPAD

Declar ation:
public static final byte ALG DES MAC4_ NOPAD

Description:

Signature algorithm ALG_DES_MACA_NOPAD generates a 4-byte MAC (most significant 4 bytes of
encrypted block) using DES in CBC mode or triple DES in outer CBC mode. This algorithm does not pad
input data. If the input datais not (8 byte) block aigned it throws Cr ypt oExcept i on with the reason
code| LLEGAL USE.

ALG_DES MAC8 NOPAD

Declaration:
public static final byte ALG DES MAC8_NOPAD

Description:

Signature algorithm ALG_DES MAC 8 NOPAD generates an 8-byte MAC using DES in CBC mode or
triple DES in outer CBC mode. This agorithm does not pad input data. If the input datais not (8 byte)
block aigned it throws Cr ypt oExcept i on with the reason code | LLEGAL USE.

Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_DES MAC4 1S09797 M1

Declaration:
public static final byte ALG DES MAC4A_| SO9797_ML

Description:

Signature algorithm ALG_DES MACA_| SO9797_ML generates a4-byte MAC (most significant 4 bytes
of encrypted block) using DES in CBC mode or triple DES in outer CBC mode. Input datais padded
according to the 1SO 9797 method 1 scheme.

ALG_DES MACS8 [S09797 M1

Declaration:
public static final byte ALG DES MAC8_I| SO9797_ML

Description:
Signature algorithm ALG_DES MAC8_| SC9797_ML generates an 8-byte MAC using DES in CBC mode
or triple DES in outer CBC mode. Input data is padded according to the SO 9797 method 1 scheme.

Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_DES MAC4 _|SO9797 M2

Declaration:
public static final byte ALG DES MAC4A_| SO9797_M2
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ALG _DES MAC8 1S09797 M2

Description:

Signature algorithm ALG_DES MAC4 | SO9797 MR generates a 4-byte MAC (most significant 4 bytes
of encrypted block) using DES in CBC mode or triple DES in outer CBC mode. Input data is padded
according to the 1SO 9797 method 2 (1SO 7816-4, EMV’ 96) scheme.

ALG_DES MACS_|S09797_M2

Declar ation:
public static final byte ALG DES MAC8_| SO9797_M

Description:
Signature algorithm ALG_DES MACB_| SO9797_M generates an 8-byte MAC using DES in CBC mode
or triple DES in outer CBC mode. Input data is padded according to the 1ISO 9797 method 2 (SO 7816-4,

EMV’96) scheme.
Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_DES MAC4 PKCS5

Declaration:
public static final byte ALG DES MAC4A PKCS5

Description:

Signature algorithm ALG_DES_MACA_PKCS5 generates a 4-byte MAC (most significant 4 bytes of
encrypted block) using DES in CBC mode or triple DES in outer CBC mode. Input datais padded
according to the PK CS#5 scheme.

ALG_DES MACS8 PKCS5

Declaration:
public static final byte ALG DES MAC8_PKCS5

Description:
Signature algorithm ALG_DES _MAC8_PKCS5 generates an 8-byte MAC using DES in CBC mode or
triple DES in outer CBC mode. Input datais padded according to the PK CS#5 scheme.

Note:
 Thisalgorithm must not be implemented if export restrictions apply.

ALG_RSA_SHA_[S0979

Declaration:
public static final byte ALG RSA SHA | SO9796

Description:
Signature algorithm ALG_RSA_SHA | SO9796 generates a 20-byte SHA digest, pads the digest
according to the 1SO 9796-2 scheme as specified in EMV *96 and EMV 2000, and encryptsit using RSA.

Note:
» The verify method does not support the message recovery semantics of this algorithm.

ALG_RSA_SHA PKCS1

Declar ation:
public static final byte ALG RSA SHA PKCS1
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ALG_RSA MD5 PKCS1

Description:
Signature algorithm ALG_RSA SHA PKCS1 generates a 20-byte SHA digest, padsthe digest according to
the PKCS#1 (v1.5) scheme, and encryptsit using RSA.

Note:

* The encryption block(EB) during signing is built as follows:
EB=00]|01||PS|| 00| T
:: where T isthe DER encoding of :
digestinfo ::= SEQUENCE {
digestAlgorithm Algorithmldentifier of SHA-1,
digest OCTET STRING

}
:: PSisan octet string of length k-3-||T|| with value FF. The length of PSmust be at least 8 octets.

. kisthe RSA modulus size.
DER encoded SHA-1 Algorithmldentifier = 30 21 30 09 06 05 2B OE 03 02 1A 05 00 04 14.

ALG_RSA_MD5 PKCSL

Declaration:
public static final byte ALG RSA MD5_PKCS1

Description:
Signature algorithm ALG_RSA NMD5_PKCS1 generates a 16-byte MD5 digest, pads the digest according to
the PKCS#1 (v1.5) scheme, and encryptsit using RSA.

Note:

» The encryption block(EB) during signing is built as follows:
<EB=00]|01||PS||0O|| T
:: where T isthe DER encoding of :
digestinfo ::= SEQUENCE {
digestAlgorithm Algorithmldentifier of MD5,
digest OCTET STRING

}
:: PSisan octet string of length k-3-|| T|| with value FF. The length of PSmust be at least 8 octets.

: kisthe RSA modulus size.
DER encoded MD5 Algorithmldentifier = 30 20 30 0C 06 08 2A 86 48 86 F7 0D 02 05 05 00 04 10.

ALG_RSA_RIPEMD160_|SO9796

Declaration:
public static final byte ALG RSA RI PEMD160 | SO9796

Description:
Signature algorithm ALG_RSA_RI PEVMD160_1 SC9796 generates a 20-byte RIPE MD-160 digest, pads
the digest according to the 1SO 9796 scheme, and encryptsit using RSA.

ALG_RSA_RIPEMD160 PKCS1

Declar ation:
public static final byte ALG RSA RI PEMD160_ PKCS1
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ALG DSA_SHA

Description:
Signature algorithm ALG_RSA Rl PEMD160_PKCSL1 generates a 20-byte RIPE M D-160 digest, pads the
digest according to the PKCS#1 (v1.5) scheme, and encryptsit using RSA.

Note:

 The encryption block(EB) during signing is built as follows:
<EB=00]| 01| PS||00]|| T
:» where T isthe DER encoding of :
digestinfo ::= SEQUENCE {
digestAlgorithm Algorithml dentifier of RIPEMD160,
digest OCTET STRING

}
:: PSisan octet string of length k-3-||T|| with value FF. The length of PSmust be at |east 8 octets.

:: kisthe RSA modulus size.

ALG_DSA_SHA

Declaration:
public static final byte ALG DSA SHA

Description:

Signature algorithm ALG_DSA_SHA generates a 20-byte SHA digest and signs/verifies the digests using
DSA. The signatureis encoded as an ASN.1 sequence of two INTEGER values, r and s, in that order:
SEQUENCE ::={ r INTEGER, sINTEGER }

ALG_RSA_SHA_RFC2409

Declar ation:
public static final byte ALG RSA SHA RFC2409

Description:
Signature algorithm ALG_RSA _SHA RFC2409 generates a 20-byte SHA digest, pads the digest
according to the RFC2409 scheme, and encryptsit using RSA.

ALG_RSA_MD5_RFC2409

Declaration:
public static final byte ALG RSA MD5_RFC2409

Description:
Signature algorithm ALG_RSA NMD5_RFC2409 generates a 16-byte MD5 digest, pads the digest
according to the RFC2409 scheme, and encryptsit using RSA.

ALG_ECDSA_SHA

Declaration:
public static final byte ALG ECDSA SHA

Description:

Signature algorithm ALG_ECDSA_SHA generates a 20-byte SHA digest and signs/verifies the digest using
ECDSA. The signature is encoded as an ASN.1 sequence of two INTEGER values, r and s, in that order:
SEQUENCE ::={ r INTEGER, sINTEGER }

javacard.security Signature 245



Signature javacard.security
ALG_AES MAC 128 NOPAD

ALG_AES MAC_128 NOPAD

Declaration:
public static final byte ALG AES MAC 128 NOPAD

Description:

Signature algorithm ALG_AES MAC 128 NOPAD generates a 16-byte MAC using AES with blocksize
128 in CBC mode and does not pad input data. If the input datais not (16-byte) block aligned it throws
Crypt oExcept i on with the reason code | LLEGAL_USE.

ALG_DES MAC4 1S09797 1 M2 ALG3

Declaration:
public static final byte ALG DES MACA | SOO797_1 _M2_ALG3

Description:

Signature algorithm ALG_ DES MAC4 | SO9797_1 M2_ ALG3 generates a4-byte MAC using a 2-key
DESS3 key according to 1S0O9797-1 MAC agorithm 3 with method 2 (also EMV’ 96, EMV’ 2000), where
input datais padded using method 2 and the data is processed as described in MAC Algorithm 3 of the ISO
9797-1 specification. The left key block of the triple DES key is used as asingle DES key(K) and the right
key block of thetriple DES key is used as asingle DES Key (K’) during MAC processing. The final result
is truncated to 4 bytes as described in 1SO9797-1.

ALG_DES MACS 1S09797 1 M2 ALG3

Declaration:
public static final byte ALG DES MAC8_I| SO9797_1_M2_ALG3

Description:

Signature algorithm ALG_DES MAC8_| SO9797_1_M2_ALG3 generates an 8-byte MAC using a 2-key
DESS3 key according to 1SO9797-1 MAC agorithm 3 with method 2 (also EMV’ 96, EMV’ 2000), where
input data is padded using method 2 and the data is processed as described in MAC Algorithm 3 of the ISO
9797-1 specification. The left key block of the triple DES key is used as a single DES key(K) and the right
key block of the triple DES key isused asasingle DES Key (K’) during MAC processing. The final result
istruncated to 8 bytes as described in 1SO9797-1.

ALG_RSA_SHA_PKCS1_PSS

Declar ation:
public static final byte ALG RSA SHA PKCS1_PSS

Description:
Signature algorithm ALG_RSA SHA PKCS1 PSS generates a 20-byte SHA-1 digest, padsit according to
the PK CS#1-PSS scheme (1EEE 1363-2000), and encryptsit using RSA.

ALG_RSA_MD5_PKCSL PSS

Declar ation:
public static final byte ALG RSA MD5_PKCS1_PSS

Description:
Signature algorithm ALG_RSA MD5_PKCS1_ PSS generates a 16-byte MD5 digest, pads it according to
the PK CS#1-PSS scheme (1EEE 1363-2000), and encryptsit using RSA.
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ALG_RSA_RIPEMD160 PKCS1 PSS

ALG_RSA_RIPEMD160_PKCS1 PSS

Declaration:
public static final byte ALG RSA RI PEMD160 PKCS1_PSS

Description:
Signature algorithm ALG_RSA Rl PEMD160_PKCS1 PSS generates a 20-byte RIPE MD-160 digest,
pads it according to the PK CS#1-PSS scheme (IEEE 1363-2000), and encryptsit using RSA.

MODE_SIGN

Declaration:
public static final byte MODE_SIGN

Description:
Usedini ni t () methodsto indicate signature sign mode.

MODE_VERIFY

Declar ation:
public static final byte MODE_VERI FY

Description:
Usedini ni t () methodsto indicate signature verify mode.

Constructors

Signature()

Declaration:
protected Signature()

Description:
Protected Constructor

M ethods

getlnstance(byte, boolean)

Declaration:

public static final javacard.security. Signature getlnstance(byte algorithm bool ean
ext ernal Access)
throws CryptoException

Description:
Createsa Si ghat ur e object instance of the selected algorithm.

Parameters:
al gor i t hm- the desired Signature algorithm. Valid codeslisted in ALG_ .. constants above e.g.
ALG DES MACA_NOPAD

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
and that the Si gnat ur e instance will also be accessed (viaa Shar eabl e interface) when the owner
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init(Key, byte)

of the Si gnat ur e instanceis not the currently selected applet. If t r ue the implementation must not
alocate CLEAR_ON_DESELECT transient space for internal data.

Returns: the Si gnat ur e object instance of the requested algorithm

Throws:
Crypt oExcept i on - with the following reason codes:

* Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm or shared accessmodeis
not supported.

init(Key, byte)

Declar ation:
public abstract void init(javacard.security.Key theKey, byte theMde)
throws CryptoException

Description:
Initializesthe Si gnat ur e object with the appropriate Key. This method should be used for algorithms
which do not need initialization parameters or use default parameter values.

i ni t() mustbeusedtoupdatethe Si gnat ur e object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of theupdat e(), si gn(),andveri fy() methodsis
unspecified.

Note:

« AES DES and triple DESalgorithmsin CBC mode will use O for initial vector (V) if this method is
used.

Parameters:
t heKey - the key object to use for signing or verifying

t heMbde - one of MODE_SI GN or MODE_VERI FY

Throws:
Crypt oExcept i on - with the following reason codes:

« Crypt oException. | LLEGAL VALUE if t heMode option is an undefined value or if the Key
isinconsistent with t heMbde or with the Si gnat ur e implementation.

» Crypt oException. UNI NI TI ALI ZED KEY if t heKey instance is uninitialized.

init(Key, byte, byte[], short, short)

Declaration:

public abstract void init(javacard.security.Key theKey, byte theMde, byte[] bArray,
short bOFf, short bLen)
throws CryptoException

Description:
Initializesthe Si gnat ur e object with the appropriate Key and algorithm specific parameters.

i ni t() mustbeusedtoupdatethe Si gnat ur e object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of theupdat e(), si gn(),andveri fy() methodsis
unspecified.

Note:

« DESand triple DES algorithms in CBC mode expect an 8-byte parameter value for the initial
vector(I1V) in bAr r ay.
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» AESalgorithmsin CBC mode expect a 16-byte parameter value for the initial vector(IV) in bAr r ay.
» ECDSA, RSA, and DSA algorithms throw Cr ypt oExcept i on. | LLEGAL _VALUE.

Parameters:
t heKey - the key object to use for signing

t heMode - one of MODE_SI GN or MODE_VERI FY

bAr r ay - byte array containing algorithm specific initialization information
bOf f - offset within bAr r ay where the algorithm specific data begins
bLen - byte length of algorithm specific parameter data

Throws:
Crypt oExcept i on - with the following reason codes:

* Crypt oException. | LLEGAL_VALUE if t heMode option is an undefined value or if abyte
array parameter option is not supported by the algorithm or if thebLen isan incorrect byte length for
the algorithm specific data or if the Key isinconsistent witht heMode or with the Si gnat ur e
implementation.

» Crypt oException. UNI NI TI ALI ZED KEY if t heKey instance is uninitialized.

getAlgorithm()

Declaration:
public abstract byte getAl gorithn()

Description:
Getsthe Signature algorithm.

Returns: the algorithm code defined above

getLength()

Declar ation:
public abstract short getLength()
throws CryptoException

Description:
Returns the byte length of the signature data.

Returns: the byte length of the signature data

Throws:
Crypt oExcept i on - with the following reason codes:

* Crypt oException. | NVALI D I NI Tif thisSi gnhat ur e object is not initialized.
* Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

update(byt€[], short, short)

Declaration:
public abstract void update(byte[] inBuff, short inCOifset, short inLength)
throws CryptoException

Description:
Accumulates a signature of the input data. This method requires temporary storage of intermediate results.
In addition, if the input data length is not block aligned (multiple of block size) then additional internal
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storage may be allocated at thistime to store a partial input data block. This may result in additional
resource consumption and/or slow performance. This method should only be used if al the input data
required for signing/verifying is not available in one byte array. If al of the input data required for signing/
verifying islocated in asingle byte array, use of thesi gn() orveri fy() method isrecommended. The
sign() orveri fy() method must be called to complete processing of input data accumulated by one or
more callsto theupdat e() method.

Note:
« IfinLength is O this method does nothing.

Parameters:
i nBuf f - the input buffer of datato be signed

i nOF f set - the offset into the input buffer at which to begin signature generation
i nLengt h - the byte length to sign

Throws:
Crypt oExcept i on - with the following reason codes:

e Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.
e Crypt oException. | NVALI D_I NI T if thisSi gnat ur e object isnot initialized.

SeeAlso: sign(byte[], short, short, byte[], short),verify(byte[], short,
short, byte[], short, short)

sign(byt€[], short, short, byte[], short)

Declaration:

public abstract short sign(byte[] inBuff, short inOfset, short inLength, byte[]
sigBuff, short sigOifset)
throws CryptoException

Description:
Generates the signature of all/last input data.

A call to this method also resets this Si gnat ur e object to the state it was in when previoudly initialized
viaacal toi ni t (). Thatis, the object is reset and available to sign another message. In addition, note
that the initial vector(1V) used in AES and DES agorithms in CBC mode will be reset to 0.

Note:

» AES DES and triple DES algorithms in CBC mode reset the initial vector(IV) to 0. Theinitial
vector(1V) can bere-initialized using thei ni t (Key, byte, byte[], short, short)
method.

The input and output buffer data may overlap.

Parameters:
i nBuf f - theinput buffer of datato be signed

i nOF f set - the offset into the input buffer at which to begin signature generation
i nLengt h - the byte length to sign

si gBuf f - the output buffer to store signature data

si gO f set - the offset into sigBuff at which to begin signature data

Returns: number of bytes of signature output in sigBuff
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Throws:
Crypt oExcept i on - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

» Crypt oException. | NVALI D_|I NI T if thisSi gnat ur e object is not initialized or initialized
for signature verify mode.

* Crypt oExcepti on. | LLEGAL_USE if one of the following conditionsis met:
« if thisSi gnat ur e agorithm does not pad the message and the message is not block aligned.

« if thisSi gnat ur e agorithm does not pad the message and no input data has been provided in
i nBuf f orviatheupdat e() method.

verify(byte[], short, short, byte[], short, short)

Declar ation:
public abstract bool ean verify(byte[] inBuff, short inOfset, short inLength, byte[]

sigBuff, short sigOffset, short siglLength)
throws CryptoException

Description:
Verifies the signature of al/last input data against the passed in signature.

A cdl to this method also resets this Si gnat ur e object to the state it was in when previously initialized
viaacaltoi nit().Thatis, the object isreset and available to verify another message. In addition, note
that the initial vector(IV) used in AES and DES agorithms in CBC mode will be reset to 0.

Note:

¢ AES DES and triple DESalgorithmsin CBC mode reset the initial vector(1V) to 0. The initial
vector(1V) can bere-initialized using thei ni t (Key, byte, byte[], short, short)
method.

Parameters:
i nBuf f - theinput buffer of datato be verified

i nOF f set - the offset into the input buffer at which to begin signature generation
i nLengt h - the byte length to sign

si gBuf f - theinput buffer containing signature data

si gO f set -theoffsetinto si gBuf f where signature data begins

si gLengt h - the byte length of the signature data

Returns: tr ue if the signature verifies, f al se otherwise Note, if si gLengt h isinconsistent with this
Si gnat ur e agorithm, f al se isreturned.

Throws:
Crypt oExcept i on - with the following reason codes:

» Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.

» Crypt oException. | NVALI D_|I NI T if thisSi gnat ur e object isnot initialized or initialized
for signature sign mode.

* Crypt oException. | LLEGAL_USE if one of the following conditions is met:
« if thisSi gnat ur e algorithm does not pad the message and the message is not block aligned.
« if thisSi gnat ur e algorithm does not pad the message and no input data has been provided in
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i nBuf f orviatheupdat e() method.

252 Application Programming Interface, Java Card Platform, Version 2.2.1 - October 21, 2003



CHAPTER

Package

javacardx.crypto

Description

Extension package that contains functionality, which may be subject to export controls, for implementing a
security and cryptography framework on the Java Card platform. Classes that contain security and cryptography
functionality that are not subject to export control restrictions are contained in the packagej avacar d.

security.

Thej avacar dx. cr ypt o package containsthe Ci pher classand the KeyEncr ypt i on interface.
Ci pher provides methods for encrypting and decrypting messages. KeyEncr ypt i on provides functionality
that allows keys to be updated in a secure end-to-end fashion.

Class Summary

Interfaces

KeyEncryption

KeyEncr ypt i on interface defines the methods used to enable encrypted key data
access to a key implementation.

Classes

Ci pher

The Ci pher classisthe abstract base class for Cipher algorithms.
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Cipher

Declaration
public abstract class C pher

java.lang. Ooj ect

+--javacardx. crypt o. G pher

Description
The Ci pher classisthe abstract base class for Cipher agorithms. Implementations of Cipher algorithms must
extend this class and implement all the abstract methods.

Theterm “pad” is used in the public key cipher algorithms below to refer to all the operations specified in the
referenced scheme to transform the message block into the cipher block size.

The asymmetric key algorithms encrypt using either a public key (to cipher) or a private key (to sign). In
addition they decrypt using the either a private key (to decipher) or a public key (to verify).

A tear or card reset event resets an initialized Ci pher object to the state it was in when previoudly initialized
viaacal toi ni t () . For agorithms which support keys with transient key data sets, such as DES, triple DES
and AES, the G pher object key becomes uninitialized on clear events associated with the Key object used to
initialize the Ci pher object.

Even if atransaction isin progress, update of intermediate result state in the implementation instance shall not
participate in the transaction.

Note:
* Onatear or card reset event, the AES, DES, and triple DES algorithmsin CBC mode reset the initial
vector(1V) to 0. Theinitial vector(IV) can bere-initialized using thei ni t (Key, byte, byte[],
short, short) method.

Member Summary

Fields

static byte| ALG AES BLOCK_128_CBC_NOPAD
Cipher algorithm ALG_AES_BLOCK_128_CBC_NOPAD provides acipher using
AES with block size 128 in CBC mode and does not pad input data.

static byte| ALG AES BLOCK 128 ECB_NOPAD
Cipher algorithm ALG_AES_BLOCK_128_ECB_NOPAD provides a cipher using
AES with block size 128 in ECB mode and does not pad input data.

static byte| ALG DES CBC | SO9797_ML

Cipher algorithm ALG_DES_CBC_| SO9797_ML provides acipher using DESin
CBC mode or triple DES in outer CBC mode, and padsinput data according to the SO
9797 method 1 scheme.

static byte| ALG DES CBC | SO9797_M

Cipher algorithm ALG_DES_CBC_| SG9797_M provides a cipher using DESin
CBC mode or triple DES in outer CBC mode, and pads input data according to the SO
9797 method 2 (1SO 7816-4, EMV’ 96) scheme.
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Member Summary

static byte

ALG DES CBC_NOPAD
Cipher algorithm ALG_DES_CBC_NOPAD provides acipher using DESin CBC mode
or triple DES in outer CBC mode, and does not pad input data.

static byte

ALG DES_CBC_PKCS5
Cipher agorithm ALG_DES CBC_PKCS5 provides acipher using DESin CBC
mode or triple DESin outer CBC mode, and pads input data according to the PKCS#5
scheme.

static byte

ALG DES_ECB_| SC9797_ML
Cipher algorithm ALG_DES_ECB_| SG9797_ML provides acipher using DESin
ECB mode, and pads input data according to the |SO 9797 method 1 scheme.

static byte

ALG DES ECB_| S09797_M2
Cipher algorithm ALG_DES_ECB_| SO9797_M provides acipher using DESin
ECB mode, and pads input data according to the SO 9797 method 2 (ISO 7816-4,
EMV’96) scheme.

static byte

ALG _DES_ECB_NOPAD
Cipher algorithm ALG_DES_ECB_NOPAD provides a cipher using DES in ECB
mode, and does not pad input data.

static byte

ALG DES ECB_PKCS5
Cipher algorithm ALG_DES_ECB_PKCS5 provides a cipher using DESin ECB
mode, and pads input data according to the PK CS#5 scheme.

static byte

ALG RSA | SO14888
Cipher algorithm ALG_RSA_| SO14888 providesacipher using RSA, and padsinput
data according to the |SO 14888 scheme.

static byte

ALG RSA_| SC9796
This Cipher algorithm ALG_RSA | S09796 should not be used.

static byte

ALG_RSA_NOPAD
Cipher algorithm ALG_RSA_NOPAD provides a cipher using RSA and does not pad
input data.

static byte

ALG RSA PKCS1
Cipher algorithm ALG_RSA_PKCSL1 provides a cipher using RSA, and pads input
data according to the PK CS#1 (v1.5) scheme.

static byte

ALG RSA PKCS1_OAEP
Cipher algorithm ALG_RSA_PKCS1_QAEP provides a cipher using RSA, and pads
input data according to the PK CS#1-OAEP scheme (IEEE 1363-2000).

static byte

MODE_DECRYPT
Usedini ni t () methods to indicate decryption mode.

static byte| MODE_ENCRYPT
Usedini ni t () methods to indicate encryption mode.
Constructors
protected| G pher()
Protected constructor.
Methods

abstract short

doFi nal (byte[] inBuff, short inOfset, short inLength, byte[]
out Buf f, short outOffset)
Generates encrypted/decrypted output from all/last input data.

abstract byte

get Al gorithm()
Gets the Cipher algorithm.

static C pher

getl nstance(byte al gorithm bool ean external Access)
Createsa Ci pher object instance of the selected algorithm.

abstract void

init(javacard.security.Key theKey, byte theMde)
Initializesthe G pher object with the appropriate Key.
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Inherited Member Summary

Member Summary

abstract void| init(javacard.security.Key theKey, byte theMde, byte[] DbAr-

ray, short bOff, short bLen)
Initializesthe Ci pher object with the appropriate Key and algorithm specific
parameters.

abstract short | update(byte[] inBuff, short inOfset, short inLength, byte[]

out Buf f, short outOffset)
Generates encrypted/decrypted output from input data.

Inherited Member Summary

Methodsinherited from class Obj ect

equal s(oj ect)

Fields

ALG_DES_CBC_NOPAD

Declaration:
public static final

Description:

byte ALG DES_CBC_NOPAD

Cipher algorithm ALG_DES CBC_NOPAD provides a cipher using DES in CBC mode or triple DESin
outer CBC mode, and does not pad input data. If the input dataiis not (8-byte) block aligned it throws
Crypt oExcept i on with the reason code | LLEGAL_USE.

ALG_DES CBC_IS09797_ M1

Declaration:
public static final

Description:

byte ALG DES_CBC | S09797 M.

Cipher algorithm ALG_DES _CBC _| S09797_ML provides a cipher using DESin CBC mode or triple
DESin outer CBC mode, and pads input data according to the SO 9797 method 1 scheme.

ALG_DES_CBC_|S09797_M2

Declar ation:

public static final

Description:

byte ALG DES_CBC_ | SCO797_ M

Cipher algorithm ALG_DES CBC | SO797_M provides a cipher using DESin CBC mode or triple
DES in outer CBC mode, and pads input data according to the SO 9797 method 2 (1SO 7816-4, EMV' 96)

scheme.

ALG_DES CBC_PKCS5

Declaration:

public static final

byte ALG DES_CBC PKCS5
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Description:
Cipher algorithm ALG_DES CBC_PKCS5 provides acipher using DES in CBC mode or triple DESin
outer CBC mode, and pads input data according to the PK CS#5 scheme.

ALG_DES_ECB_NOPAD

Declaration:
public static final byte ALG DES ECB NOPAD

Description:

Cipher algorithm ALG_DES _ECB_NOPAD provides a cipher using DES in ECB mode, and does not pad
input data. If the input data is not (8-byte) block aligned it throws Cr ypt oExcept i on with the reason
code | LLEGAL _USE.

ALG_DES ECB_IS09797 M1

Declar ation:
public static final byte ALG DES ECB | SO9797_ML

Description:
Cipher agorithm ALG_DES_ECB_| S09797_ML provides acipher using DES in ECB mode, and pads
input data according to the ISO 9797 method 1 scheme.

ALG_DES ECB_|S09797 M2

Declaration:
public static final byte ALG DES ECB | SO9797_M

Description:
Cipher algorithm ALG_DES_ECB_| S09797_ M provides acipher using DES in ECB mode, and pads
input data according to the 1SO 9797 method 2 (SO 7816-4, EMV’ 96) scheme.

ALG_DES ECB_PKCS5

Declaration:

public static final byte ALG DES ECB PKCS5

Description:

Cipher algorithm ALG_DES_ECB_PKCS5 provides a cipher using DES in ECB mode, and pads input data
according to the PK CS#5 scheme.

ALG_RSA_|S014888

Declaration:
public static final byte ALG RSA | SO14888

Description:
Cipher algorithm ALG_RSA | SO14888 provides a cipher using RSA, and pads input data according to
the 1SO 14888 scheme.

ALG_RSA_PKCS1

Declaration:
public static final byte ALG RSA PKCS1
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Description:
Cipher algorithm ALG_RSA PKCS1 provides a cipher using RSA, and pads input data according to the
PKCS#1 (v1.5) scheme.

Note:

» Thisalgorithmis only suitable for messages of limited length. The total number of input bytes
processed may not be more than k-11, where k is the RSA key’'s modulus size in bytes.

» The encryption block(EB) during encryption with a Public key is built as follows:
EB=00]| 02| PS|| 00 || M
:» M (input bytes) is the plaintext message
:: PSisan octet string of length k-3-||M|| of pseudo random nonzero octets. The length of PSmust be
at least 8 octets.
. kisthe RSA modulus size.

» The encryption block(EB) during encryption with a Private key (used to compute signatures when the
message digest is computed off-card) is built as follows:
EB=00]|01]| PS||00|| D
. D (input bytes) isthe DER encoding of the hash computed el sewhere with an algorithm D prepended
if appropriate
:: PSisan octet string of length k-3-||D|| with value FF. The length of PSmust be at least 8 octets.
i kisthe RSA modulus size.

ALG_RSA_1S09796

Declaration:
public static final byte ALG RSA | SO9796
Description:

Deprecated. This Cipher algorithm ALG_RSA | S09796 should not be used. The 1SO 9796-1 algorithm
was withdrawn by SO in July 2000.

ALG_RSA_NOPAD

Declar ation:
public static final byte ALG RSA NOPAD

Description:

Cipher algorithm ALG_RSA_NOPAD provides a cipher using RSA and does not pad input data. If the input
datais bounded by incorrect padding bytes while using RSA PrivateCrtKey, incorrect output may result. If
the input datais not block aligned it throws Cr ypt oExcept i on with the reason code | LLEGAL_USE.

ALG_AES BLOCK 128 CBC_NOPAD

Declar ation:
public static final byte ALG AES BLOCK 128 CBC_NOPAD

Description:

Cipher algorithm ALG_AES BLOCK 128 CBC_NOPAD providesacipher using AESwith block size 128
in CBC mode and does not pad input data. If the input datais not block aligned it throws

Crypt oExcept i on with the reason code | LLEGAL_USE.
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ALG_AES BLOCK_ 128 ECB_NOPAD

Declaration:
public static final byte ALG AES BLOCK 128 ECB_NOPAD

Description:

Cipher algorithm ALG_AES BLOCK_128 ECB_NOPAD providesacipher using AES with block size 128
in ECB mode and does not pad input data. If the input dataiis not block aligned it throws

Crypt oExcept i on with the reason code | LLEGAL_USE.

ALG_RSA_PKCSL OAEP

Declaration:
public static final byte ALG RSA PKCS1_QAEP

Description:
Cipher algorithm ALG_RSA PKCS1_QOAEP providesacipher using RSA, and padsinput data according to
the PK CS#1-OAEP scheme (IEEE 1363-2000).

MODE_DECRYPT

Declaration:
public static final byte MODE DECRYPT

Description:
Usedini ni t () methodsto indicate decryption mode.

MODE_ENCRYPT

Declaration:
public static final byte MODE_ENCRYPT

Description:
Usedini ni t () methodsto indicate encryption mode.

Constructors

Cipher ()

Declaration:
protected C pher()

Description:
Protected constructor.

M ethods

getlnstance(byte, boolean)

Declaration:

public static final javacardx.crypto.C pher getlnstance(byte algorithm bool ean
ext ernal Access)
throws CryptoException
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Description:
Createsa Ci pher object instance of the selected algorithm.

Parameters:
al gor i t hm- the desired Cipher algorithm. Valid codes listed in ALG_ .. constants above, for
example, ALG_DES_CBC_NOPAD.

ext er nal Access -t r ue indicates that the instance will be shared among multiple applet instances
and that the Ci pher instance will also be accessed (viaa Shar eabl e interface) when the owner of
theCi pher instanceisnot the currently selected applet. If t r ue theimplementation must not allocate
CLEAR_ON_DESELECT transient space for internal data.

Returns: the G pher object instance of the requested algorithm

Throws:
javacard. security. Crypt oExcept i on - with the following reason codes:

» Crypt oExcepti on. NO_SUCH_ALGORI THMif the requested algorithm is not supported or
shared access mode is not supported.

init(Key, byte)

Declaration:
public abstract void init(javacard.security.Key theKey, byte theMde)
throws CryptoException

Description:
Initializesthe Ci pher object with the appropriate Key. This method should be used for agorithms which
do not need initialization parameters or use default parameter values.

i ni t() mustbeusedto updatethe Ci pher object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of theupdat e() and doFi nal () methodsis unspecified.

Note:

» AES DES and triple DES algorithmsin CBC mode will use O for initial vector(1V) if thismethod is
used.

Parameters:
t heKey - the key object to use for encrypting or decrypting

t heMbde - one of MODE_DECRYPT or MODE_ENCRYPT

Throws:
javacard. security. Crypt oExcepti on - with the following reason codes:

* Crypt oException. | LLEGAL_VALUE if t heMode option is an undefined value or if the Key
isinconsistent with the Ci pher implementation.

* Crypt oException. UNI NI TI ALI ZED_KEY if t heKey instance is uninitialized.

init(Key, byte, byte[], short, short)

Declaration:

public abstract void init(javacard.security.Key theKey, byte theMdde, byte[] bArray,
short bOFf, short bLen)
t hrows CryptoException

Description:
Initializesthe Ci pher object with the appropriate Key and algorithm specific parameters.
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i ni t() must beused to update the Ci pher object with anew key. If the Key object is modified after
invoking thei ni t () method, the behavior of the updat e() and doFi nal () methodsis unspecified.

Note:

« DESand triple DES algorithms in CBC mode expect an 8-byte parameter value for the initial
vector(I1V) in bAr r ay.

« AESalgorithmsin CBC mode expect a 16-byte parameter value for the initial vector(IV) in bAr r ay.

« AESalgorithmsin ECB mode, DES algorithmsin ECB mode, RSA and DSA algorithms throw
Crypt oException. | LLEGAL VALUE.

Parameters:
t heKey - the key object to use for encrypting or decrypting.

t heMbde - one of MODE_DECRYPT or MODE_ENCRYPT

bAr r ay - byte array containing algorithm specific initialization info
bCOf f - offset within bArray where the algorithm specific data begins
bLen - byte length of algorithm specific parameter data

Throws:
javacard. security. Crypt oExcepti on - with the following reason codes:

» Crypt oException. | LLEGAL_VALUE if t heMode option is an undefined value or if abyte
array parameter option is not supported by the algorithm or if the bLen isan incorrect byte length for
the algorithm specific data or if the Key isinconsistent with the Ci pher implementation.

e Crypt oException. UNI NI TI ALI ZED KEY if t heKey instance is uninitialized.

getAlgorithm()

Declaration:
public abstract byte getAl gorithm)

Description:
Gets the Cipher algorithm.

Returns: the algorithm code defined above

doFinal(byte]], short, short, byte[], short)

Declaration:

public abstract short doFinal (byte[] inBuff, short inOfset, short inLength, byte[]
out Buf f, short outOffset)
throws CryptoException

Description:

Generates encrypted/decrypted output from all/last input data. This method must be invoked to complete a
cipher operation. This method processes any remaining input data buffered by one or more callsto the
updat e() method aswell asinput data supplied inthei nBuf f parameter.

A call to this method also resetsthis Ci pher object to the state it wasin when previoudly initialized viaa
cal toi ni t (). Thatis, the object isreset and available to encrypt or decrypt (depending on the operation
mode that was specified inthecall toi ni t () ) more data. In addition, note that the initial vector(lV) used
in AES and DES agorithms will be reset to O.

Notes:
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» When using block-aligned data (multiple of block size), if the input buffer, i nBuf f and the output
buffer, out Buf f are the same array, then the output data area must not partially overlap the input
data area such that the input data is modified before it isused; if i nBuf f ==out Buf f and
inOhfset < outOfset < inOfset+i nLengt h,incorrect output may result.

« When non-block aligned data is presented as input data, no amount of input and output buffer data
overlapisallowed; if i nBuf f ==out Buf f and
out 0 fset < i nOf f set +i nLengt h, incorrect output may result.

« AES DES and triple DESalgorithmsin CBC mode reset the initial vector (V) to 0. The initial
vector (IV) can be re-initialized using thei ni t (Key, byte, byte[], short, short)
method.

¢ On decryption operations (except when SO 9797 method 1 padding is used), the padding bytes are not
written to out Buf f .

« On encryption and decryption operations, the number of bytes output into out Buf f may be larger or
smaller thani nLengt h or even 0.

« On decryption operations resulting in an Ar r ayl ndexQut Of BoundExcept i on, out Buf f may
be partially modified.

Parameters:
i nBuf f - theinput buffer of data to be encrypted/decrypted

i nOF f set - the offset into the input buffer at which to begin encryption/decryption

i nLengt h - the byte length to be encrypted/decrypted

out Buf f - the output buffer, may be the same as the input buffer

out O f set - the offset into the output buffer where the resulting output data begins
Returns: number of bytes output in out Buf f

Throws:
javacard. security. Crypt oExcepti on - with the following reason codes:

e Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.
e Crypt oException. | NVALI D_I NI Tif thisCi pher objectisnot initialized.
e Crypt oException. | LLEGAL_USE if one of the following conditionsis met:
» ThisC pher agorithm does not pad the message and the message is not block aligned.

» ThisCi pher agorithm does not pad the message and no input data has been provided ini nBuf f
or viatheupdat e() method.

» The input message length is not supported.
» The decrypted datais not bounded by appropriate padding bytes.

update(byte][], short, short, byte[], short)

Declaration:

public abstract short update(byte[] inBuff, short inCifset, short inLength, byte[]
out Buff, short out O fset)
throws CryptoException

Description:
Generates encrypted/decrypted output from input data. This method is intended for multiple-part
encryption/decryption operations.
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update(byte[], short, short, byte[], short)

This method requires temporary storage of intermediate results. In addition, if the input data length is not
block aigned (multiple of block size) then additional internal storage may be allocated at this time to store
apartial input data block. This may result in additional resource consumption and/or slow performance.

This method should only be used if al the input data required for the cipher is not available in one byte
array. If al the input data required for the cipher islocated in asingle byte array, use of thedoFi nal ()
method to process all of the input datais recommended. The doFi nal () method must be invoked to
complete processing of any remaining input data buffered by one or more callsto the updat e() method.

Notes:

« When using block-aligned data (multiple of block size), if the input buffer, i nBuf f and the output
buffer, out Buf f are the same array, then the output data area must not partially overlap the input
data area such that the input data is modified before it isused; if i nBuf f ==out Buf f and
inOhfset < outOfset < inOfset+i nLengt h, incorrect output may result.

« When non-block aligned data is presented as input data, no amount of input and output buffer data
overlapisallowed; if i nBuf f ==out Buf f and
out 0 fset < i nOf f set +i nLengt h, incorrect output may result.

« On decryption operations(except when 1S0 9797 method 1 padding is used), the padding bytes are not
written to out Buf f .

« On encryption and decryption operations, block alignment considerations may require that the number
of bytes output into out Buf f belarger or smaller thani nLengt h or even 0.

« If i nLengt h is0 this method does nothing.

Parameters:
i nBuf f - theinput buffer of data to be encrypted/decrypted

i nOF f set - the offset into the input buffer at which to begin encryption/decryption

i nLengt h - the byte length to be encrypted/decrypted

out Buf f - the output buffer, may be the same as the input buffer

out O f set - the offset into the output buffer where the resulting ciphertext/plaintext begins
Returns: number of bytes output in out Buf f

Throws:
j avacard. security. Crypt oExcepti on - with the following reason codes:

* Crypt oException. UNI NI TI ALI ZED KEY if key not initialized.
* Crypt oException. | NVALI D_I NI Tif thisCi pher objectisnot initialized.
o Crypt oException. | LLEGAL_USE if the input message length is not supported.
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Declaration

javacardx.crypto

KeyEncryption

Declaration
public interface KeyEncryption

Description

KeyEncr ypt i on interface defines the methods used to enable encrypted key data access to a key
implementation.

See Also: javacard. security. KeyBui | der, G pher

Member Summary
Methods
Ci pher | get KeyCi pher ()
Returnsthe Ci pher object to be used to decrypt the input key data and key
parametersin the set methods.
voi d | set KeyCi pher (Ci pher keyCi pher)
Setsthe Ci pher object to be used to decrypt the input key data and key parametersin
the set methods.
Methods

setKeyCipher (Cipher)

Declaration:
public voi d set KeyC pher (javacardx. crypto. G pher keyGi pher)

Description:
Setsthe Gi pher object to be used to decrypt the input key data and key parameters in the set methods.

Default G pher objectisnul | - no decryption performed.

Parameters:
keyCi pher -thedecryption Ci pher object to decrypt the input key data. Thenul | parameter
indicates that no decryption is required.

getKeyCipher()

Declaration:
public javacardx. crypto. C pher getKeyC pher()

Description:
Returnsthe Ci pher object to be used to decrypt the input key data and key parameters in the set methods.

Defaultisnul | - no decryption performed.
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getKeyCipher()

Returns: keyCi pher, thedecryption Ci pher object to decrypt theinput key data. Thenul | return
indicates that no decryption is performed.
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getKeyCipher()
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ALMANAC LEGEND

ALMANAC LEGEND
The almanac presents classes and intefaces in al phabetic order, regardless of their package. Fields, methods and
constructors are in alphabetic order in asingle list.

This aimanac is modeled after the style introduced by Patrick Chan in his excellent book Java Developers

Almanac.
ue 0
RealtimeThread javax.realtime |
[][J Object
[ Thread [0 Runnable
(] RealtimeThread Schedulable
void addToFeasibility()
D] DD RealtimeThread currentRealtimeThread()
1.3 O Scheduler getScheduler()
] RealtimeThread()
13 [ RealtimeThread(SchedulingParameters scheduling)
0O void sleep(Clock clock, HighResolutionTime time)
DD throws InterruptedException
1. Name of the class, interface, nested class or nested interface. Interfaces areitalic.
2. Name of the package containing the class or interface.
3. Inheritance hierarchy. Inthisexample, Real t i meThr ead extends Thr ead, which extends Obj ect .
4. Implemented interfaces. The interface isto the right of, and on the same line as, the class that implements

it. Inthisexample, Thr ead implements Runnabl e, and Real t i meThr ead implements
Schedul abl e.

. Thefirst column aboveisfor the value of the @i nce comment, which indicates the version in which the

item was introduced.

. The second column above is for the following icons. If the “protected” symbol does not appear, the

member is public. (Private and package-private modifiers also have no symbols.) One symbol from each
group can appear in this column.

Modifiers Access Modifiers Constructorsand Fields
0 abstract 4 protected O constructor

e find 0O field

0 dsatic

m saticfina

7. Return type of a method or declared type of afield. Blank for constructors.

8. Name of the constructor, field or method. Nested classes arelisted in 1, not here.
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AESKey javacard.security

AESKey SecretKey
byte getKey(byte[] keyData, short kOff) throws CryptoException

void setKey(byte[] keyData, short kOff) throws CryptoException,
NullPointerException, ArraylndexOutOfBoundsException

AID javacard.framework

Object
UAID
0 AID(byte[] bArray, short offset, byte length) throws SystemException,

NullPointerException, ArraylndexOutOfBoundsException,
SecurityException

° boolean equals(byte[] bArray, short offset, byte length) throws
ArrayIindexOutOfBoundsException, SecurityException

° boolean equals(Object anObject) throws SecurityException

° byte getBytes(byte[] dest, short offset) throws NullPointerException,
ArrayIindexOutOfBoundsException, SecurityException

° byte getPartialBytes(short aidOffset, byte[] dest, short 0Offset, byte oLength)

throws NullPointerException, ArraylndexOutOfBoundsException,
SecurityException

° boolean partialEquals(byte[] bArray, short offset, byte length) throws
ArrayIindexOutOfBoundsException, SecurityException
° boolean RIDEquals(AID otherAlD) throws SecurityException
javacard framework
Object
0 APDU
byte[] getBuffer()

O byte getCLAChannel()
0 APDU getCurrentAPDU() throws SecurityException
O byte[] getCurrentAPDUBuffer() throws SecurityException

byte getCurrentState()
0 short getinBlockSize()

byte getNAD()

short getOutBlockSize()

byte getProtocol()

byte PROTOCOL_MEDIA_CONTACTLESS_TYPE_A
byte PROTOCOL_MEDIA_CONTACTLESS_TYPE_B

I .
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APDUEXception

] byte PROTOCOL_MEDIA_DEFAULT

byte PROTOCOL_MEDIA_MASK

byte PROTOCOL_MEDIA_USB

I byte PROTOCOL_TO

byte PROTOCOL_T1

byte PROTOCOL_TYPE_MASK
short receiveBytes(short bOff) throws APDUException
void sendBytes(short bOff, short len) throws APDUException
void sendBytesLong(byte[] outData, short bOff, short len) throws

APDUException, SecurityException

short setincomingAndReceive() throws APDUEXception
short setOutgoing() throws APDUEXxception
void setOutgoingAndSend(short bOff, short len) throws APDUException
void setOutgoingLength(short len) throws APDUEXxception
short setOutgoingNoChaining() throws APDUException

I byte STATE_ERROR_IO

byte STATE_ERROR_NO_TO_GETRESPONSE

byte STATE_ERROR_NO_T0_REISSUE

I byte STATE_ERROR_T1_IFD_ABORT

byte STATE_FULL_INCOMING

byte STATE_FULL_OUTGOING

] byte STATE_INITIAL

byte STATE_OUTGOING

byte STATE_OUTGOING_LENGTH_KNOWN

] byte STATE_PARTIAL_INCOMING

byte STATE_PARTIAL_OUTGOING

O void waitExtension() throws APDUEXxception

APDUEXxception javacard.framework

Object
O Throwable
O Exception
O RuntimeException
O CardRuntimeException
0 APDUEXxception

O APDUException(short reason)
] short BAD_LENGTH
short BUFFER_BOUNDS
short ILLEGAL_USE
] short I0O_ERROR
short NO_TO_GETRESPONSE
short NO_TO_REISSUE
] short T1_IFD_ABORT

0 void throwlt(short reason)
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Applet
Applet javacard.framework
Object
O Applet
¢ Applet()
void deselect()
Shareable getShareablelnterfaceObject(AID clientAID, byte parameter)
O void install(byte[] bArray, short bOffset, byte bLength) throws ISOException
0 void process(APDU apdu) throws ISOException
(Y3 void register() throws SystemException
(Y void register(byte[] bArray, short bOffset, byte bLength) throws
SystemException
boolean select()
[ X3 boolean selectingApplet()
AppletEvent javacard.framework
AppletEvent

void uninstall()

ArithmeticException java.lang

Object
O Throwable
0 Exception
0 RuntimeException
O ArithmeticException
0 ArithmeticException()

ArraylndexOutOfBoundsException java.lang

Object
O Throwable
O Exception
O RuntimeException
O IndexOutOfBoundsException
O ArraylndexOutOfBoundsException
O ArraylndexOutOfBoundsException()

ArrayStoreException java.lang

Object
O Throwable
O Exception
0 RuntimeException
O ArrayStoreException
| ArrayStoreException()
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BasicService javacard.framework.service

Object
0 BasicService Service
O BasicService()

boolean fail(javacard.framework.APDU apdu, short sw) throws ServiceException
byte getCLA(javacard.framework.APDU apdu)
byte getINS(javacard.framework.APDU apdu)

short getOutputLength(javacard.framework.APDU apdu) throws
ServiceException

byte getP1(javacard.framework.APDU apdu) throws ServiceException

byte getP2(javacard.framework.APDU apdu) throws ServiceException

short getStatusWord(javacard.framework.APDU apdu) throws ServiceException
boolean isProcessed(javacard.framework.APDU apdu)
boolean processCommand(javacard.framework.APDU apdu)
boolean processDataln(javacard.framework.APDU apdu)
boolean processDataOut(javacard.framework.APDU apdu)

short receivelnData(javacard.framework.APDU apdu) throws ServiceException
boolean selectingApplet()

void setOutputLength(javacard.framework.APDU apdu, short length) throws
ServiceException

void setProcessed(javacard.framework.APDU apdu) throws ServiceException
void setStatusWord(javacard.framework.APDU apdu, short sw)
boolean succeed(javacard.framework.APDU apdu) throws ServiceException

boolean succeedWithStatusWord(javacard.framework.APDU apdu, short sw)
throws ServiceException

CardException javacard.framework

Object
O Throwable
O Exception
O CardException
| CardException(short reason)
short getReason()
void setReason(short reason)
| void throwlt(short reason) throws CardException
javacard.framework.service
Object
0 CardRemoteObject java.rmi.Remote
0 CardRemoteObject()
0 void export(java.rmi.Remote obj) throws SecurityException
| void unexport(java.rmi.Remote obj) throws SecurityException
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CardRuntimeException

CardRuntimeException javacard.framework

Object
O Throwable
O Exception
O RuntimeException
O CardRuntimeException

O

CardRuntimeException(short reason)

short getReason()

void setReason(short reason)

void throwlt(short reason) throws CardRuntimeException

Object
O Checksum
| byte ALG_ISO3309_CRC16
byte ALG_ISO3309_CRC32
¢ Checksum()
0 short doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short
outOffset)
O byte getAlgorithm()
] Checksum getinstance(byte algorithm, boolean externalAccess) throws
CryptoException
O void init(byte[] bArray, short bOff, short bLen) throws CryptoException
0 void update(byte[] inBuff, short inOffset, short inLength)

Object

O Cipher

O e o o

byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte
byte

short

ALG_AES_BLOCK_128 CBC_NOPAD
ALG_AES_BLOCK_128 ECB_NOPAD
ALG_DES_CBC_|1S09797_M1
ALG_DES_CBC_IS09797_M2
ALG_DES_CBC_NOPAD
ALG_DES_CBC_PKCS5
ALG_DES_ECB_IS09797_M1
ALG_DES_ECB_IS09797_M2
ALG_DES_ECB_NOPAD
ALG_DES_ECB_PKCS5
ALG_RSA_1S014888
ALG_RSA_IS09796
ALG_RSA_NOPAD

ALG_RSA_PKCS1
ALG_RSA_PKCS1_OAEP

Cipher()

doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short
outOffset) throws javacard.security.CryptoException
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ClassCastException
0 byte getAlgorithm()
u Cipher getinstance(byte algorithm, boolean externalAccess) throws javacard.

security.CryptoException
void init(javacard.security.Key theKey, byte theMode) throws javacard.security.
CryptoException

0
O void init(javacard.security.Key theKey, byte theMode, byte[] bArray, short bOff,
short bLen) throws javacard.security.CryptoException
(m

C byte MODE_DECRYPT
byte MODE_ENCRYPT
0 short update(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short

outOffset) throws javacard.security.CryptoException

ClassCastException java.lang

Object
O Throwable
O Exception
0 RuntimeException
O ClassCastException
0 ClassCastException()

Object
O Throwable
O Exception
O RuntimeException
O javacard.framework.CardRuntimeException
O CryptoException

O CryptoException(short reason)
] short ILLEGAL_USE
short ILLEGAL_VALUE
short INVALID_INIT
] short NO_SUCH_ALGORITHM

0 void throwlt(short reason)
short UNINITIALIZED_KEY

DESKey javacard.security

DESKey SecretKey
byte getKey(byte[] keyData, short kOff)

void setKey(byte[] keyData, short kOff) throws CryptoException,
NullPointerException, ArraylndexOutOfBoundsException

Dispatcher javacard.framework.service

Object
O Dispatcher

void addService(Service service, byte phase) throws ServiceException

Exception dispatch(javacard.framework. APDU command, byte phase) throws
ServiceException

| Dispatcher(short maxServices) throws ServiceException
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DSAKey
] byte PROCESS_COMMAND
byte PROCESS_INPUT_DATA
byte PROCESS_NONE
] byte PROCESS_OUTPUT_DATA

void process(javacard.framework. APDU command) throws javacard.
framework.ISOException

void removeService(Service service, byte phase) throws ServiceException

DSAKey javacard.security
DSAKey

short getG(byte[] buffer, short offset)

short getP(byte[] buffer, short offset)

short getQ(byte[] buffer, short offset)
void setG(byte[] buffer, short offset, short length) throws CryptoException
void setP(byte[] buffer, short offset, short length) throws CryptoException
void setQ(byte[] buffer, short offset, short length) throws CryptoException

DSAPrivateKey javacard.security

DSAPrivateKey PrivateKey, DSAKey
short getX(byte[] buffer, short offset)

void setX(byte[] buffer, short offset, short length) throws CryptoException

DSAPublickey javacard.security

DSAPublickey Publickey, DSAKey
short getY(byte[] buffer, short offset)

void setY(byte[] buffer, short offset, short length) throws CryptoException

ECKey javacard.security
ECKey

short getA(byte[] buffer, short offset) throws CryptoException

short getB(byte[] buffer, short offset) throws CryptoException

short getField(byte[] buffer, short offset) throws CryptoException

short getG(byte[] buffer, short offset) throws CryptoException

short getK() throws CryptoException

short getR(byte[] buffer, short offset) throws CryptoException
void setA(byte[] buffer, short offset, short length) throws CryptoException
void setB(byte[] buffer, short offset, short length) throws CryptoException
void setFieldF2M(short e) throws CryptoException
void setFieldF2M(short el, short e2, short e3) throws CryptoException

void setFieldFP(byte[] buffer, short offset, short length) throws
CryptoException

void setG(byte[] buffer, short offset, short length) throws CryptoException
void setK(short K)
void setR(byte[] buffer, short offset, short length) throws CryptoException
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ECPrivateKey javacard.security

ECPrivateKey PrivateKey, ECKey
short getS(byte[] buffer, short offset) throws CryptoException

void setS(byte[] buffer, short offset, short length) throws CryptoException

ECPublicKey javacard.security

ECPublicKey Publickey, ECKey
short getW(byte[] buffer, short offset) throws CryptoException

void setW(byte[] buffer, short offset, short length) throws CryptoException

Object
O Throwable
O Exception
O Exception()

Object
O Throwable
0 Exception
0 RuntimeException
O IndexOutOfBoundsException
0 IndexOutOfBoundsException()

Object
O Throwable
O Exception
O IOException
0 IOException()

ISO7816
] byte CLA_ISO7816
byte INS_EXTERNAL_AUTHENTICATE
byte INS_SELECT
] byte OFFSET_CDATA
byte OFFSET_CLA
byte OFFSET_INS
] byte OFFSET_LC
byte OFFSET_P1
byte OFFSET_P2
] short SW_APPLET_SELECT_FAILED
short SW_BYTES_REMAINING_00
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| SOException

T T T~ T~ T T 1 T 11— 1~ T TR i1

e W

short
short
short
short
short
short
short
short
short
short
short
short
short
short
short
short
short
short
short
short

short

SW_CLA_NOT_SUPPORTED
SW_COMMAND_NOT_ALLOWED
SW_CONDITIONS_NOT_SATISFIED
SW_CORRECT_LENGTH_00
SW_DATA_INVALID

SW_FILE_FULL

SW_FILE_INVALID
SW_FILE_NOT_FOUND
SW_FUNC_NOT_SUPPORTED
SW_INCORRECT_P1P2
SW_INS_NOT_SUPPORTED
SW_LOGICAL_CHANNEL_NOT_SUPPORTED
SW_NO_ERROR
SW_RECORD_NOT_FOUND
SW_SECURE_MESSAGING_NOT_SUPPORTED
SW_SECURITY_STATUS_NOT_SATISFIED
SW_UNKNOWN
SW_WARNING_STATE_UNCHANGED
SW_WRONG_DATA
SW_WRONG_LENGTH
SW_WRONG_P1P2

ISOException javacard.framework

Object
O Throwable
O Exception
O RuntimeException
O CardRuntimeException
O ISOException
O ISOException(short sw)
| void throwlt(short sw)
Object
0 JCSystem
0 void abortTransaction() throws TransactionException
0 void beginTransaction() throws TransactionException
I byte CLEAR_ON_DESELECT
byte CLEAR_ON_RESET
0 void commitTransaction() throws TransactionException
O AID getAID()
0 Shareable getAppletShareablelnterfaceObject(AID serverAlD, byte parameter)
O byte getAssignedChannel()
| short getAvailableMemory(byte memoryType) throws SystemException
0 short getMaxCommitCapacity()
O AID getPreviousContextAlD()
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Key

byte getTransactionDepth()
short getUnusedCommitCapacity()
short getVersion()
boolean isAppletActive(AID theApplet)
boolean isObjectDeletionSupported()
byte isTransient(Object theObj)
AID lookupAlID(byte[] buffer, short offset, byte length)

boolean[] makeTransientBooleanArray(short length, byte event) throws
NegativeArraySizeException, SystemException

byte[] makeTransientByteArray(short length, byte event) throws
NegativeArraySizeException, SystemException

Object[]] makeTransientObjectArray(short length, byte event) throws
NegativeArraySizeException, SystemException

short[] makeTransientShortArray(short length, byte event) throws
NegativeArraySizeException, SystemException

byte MEMORY_TYPE_PERSISTENT

byte MEMORY_TYPE_TRANSIENT_DESELECT
byte MEMORY_TYPE_TRANSIENT_RESET
byte NOT_A_TRANSIENT_OBJECT

void requestObjectDeletion() throws SystemException

O 0O 0O oooooooo

SEREw

Key javacard.security
Key

void clearKey()

short getSize()

byte getType()
boolean islInitialized()

KeyAgreement javacard.security

Object
[0 KeyAgreement
byte ALG_EC_SVDP_DH
(W byte ALG_EC_SVDP_DHC
O short generateSecret(byte[] publicData, short publicOffset, short publicLength,
byte[] secret, short secretOffset) throws CryptoException
0 byte getAlgorithm()
u KeyAgreement getinstance(byte algorithm, boolean externalAccess) throws
CryptoException
0 void init(PrivateKey privKey) throws CryptoException
(¢ KeyAgreement()
Object
O KeyBuilder
0 Key buildKey(byte keyType, short keyLength, boolean keyEncryption) throws
CryptoException
short LENGTH_AES_128
short LENGTH_AES_192
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KeyEncryption

] short
short
short
] short
short
short
] short
short
short
] short
short
short
] short
short
short
] short
short
short
] short
short
short
] short
short
short
(m byte
byte
byte
] byte
byte
byte
] byte
byte
byte
] byte
byte
byte
(m byte
byte
byte

LENGTH_AES_256
LENGTH_DES
LENGTH_DES3_2KEY
LENGTH_DES3_3KEY
LENGTH_DSA_1024
LENGTH_DSA_512
LENGTH_DSA_768
LENGTH_EC_F2M_113
LENGTH_EC_F2M_131
LENGTH_EC_F2M_163
LENGTH_EC_F2M_193
LENGTH_EC_FP_112
LENGTH_EC_FP_128
LENGTH_EC_FP_160
LENGTH_EC_FP_192
LENGTH_RSA_1024
LENGTH_RSA_1280
LENGTH_RSA_1536
LENGTH_RSA_1984
LENGTH_RSA_2048
LENGTH_RSA_512
LENGTH_RSA_736
LENGTH_RSA_768
LENGTH_RSA_896

TYPE_AES
TYPE_AES_TRANSIENT_DESELECT
TYPE_AES_TRANSIENT_RESET
TYPE_DES
TYPE_DES_TRANSIENT_DESELECT
TYPE_DES_TRANSIENT_RESET
TYPE_DSA_PRIVATE
TYPE_DSA_PUBLIC
TYPE_EC_F2M_PRIVATE
TYPE_EC_F2M_PUBLIC
TYPE_EC_FP_PRIVATE
TYPE_EC_FP_PUBLIC
TYPE_RSA_CRT_PRIVATE
TYPE_RSA_PRIVATE
TYPE_RSA_PUBLIC

KeyEncryption

KeyEncryption

javacardx.crypto

Cipher

void

getKeyCipher()
setKeyCipher(Cipher keyCipher)
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Object
O KeyPair
byte ALG_DSA
I byte ALG_EC_F2M
byte ALG_EC_FP
byte ALG_RSA
I byte ALG_RSA_CRT
° void genKeyPair() throws CryptoException
PrivateKey getPrivate()
Publickey getPublic()
0 KeyPair(byte algorithm, short keyLength) throws CryptoException
0 KeyPair(PublicKey publicKey, PrivateKey privateKey) throws

CryptoException

MessageDigest javacard.security
Object
0 MessageDigest

byte ALG_MD5

byte ALG_RIPEMD160

(W byte ALG_SHA

O short doFinal(byte[] inBuff, short inOffset, short inLength, byte[] outBuff, short
outOffset)

0 byte getAlgorithm()

u MessageDigest getinstance(byte algorithm, boolean externalAccess) throws
CryptoException

0 byte getLength()

(¢ MessageDigest()

0 void reset()

0

void update(byte[] inBuff, short inOffset, short inLength)

MultiSelectable javacard.framework

MultiSelectable

void deselect(boolean applnstStillActive)

boolean select(boolean applnstAlreadyActive)

NegativeArraySizeException java.lang

Object
O Throwable
O Exception
0 RuntimeException
O NegativeArraySizeException
| NegativeArraySizeException()
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NullPointerException java.lang

Object
O Throwable
O Exception
O RuntimeException
O NullPointerException
O NullPointerException()

Object java.lang
Object
boolean equals(Object obj)
0 Object()

Object
0 OwnerPIN PIN
boolean check(byte[] pin, short offset, byte length) throws
ArrayIlndexOutOfBoundsException, NullPointerException
byte getTriesRemaining()
¢ boolean getValidatedFlag()
boolean isValidated()
0 OwnerPIN(byte tryLimit, byte maxPINSize) throws PINException
void reset()
void resetAndUnblock()
¢ void setValidatedFlag(boolean value)
void update(byte[] pin, short offset, byte length) throws PINException
PIN javacard.framework
PIN

boolean check(byte[] pin, short offset, byte length) throws
ArrayIlndexOutOfBoundsException, NullPointerException

byte getTriesRemaining()
boolean isValidated()

void reset()

PINException javacard.framework

Object
O Throwable
O Exception
O RuntimeException
O CardRuntimeException
O PINException
short ILLEGAL_VALUE

| PINException(short reason)

0 void throwlt(short reason)
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PrivateKey javacard.security|
PrivateKey Key
PublicKey javacard.security|
PublicKey Key
RandomData javacard.security|
Object
0 RandomData
byte ALG_PSEUDO_RANDOM
] byte ALG_SECURE_RANDOM
O void generateData(byte[] buffer, short offset, short length) throws
CryptoException
] RandomData getinstance(byte algorithm) throws CryptoException
(¢ RandombData()
O void setSeed(byte[] buffer, short offset, short length)

Remote java.rmil
Remote

RemoteException java.rmi|

Object
O Throwable
O Exception
O java.io.lOException
0 RemoteException
| RemoteException()

RemoteService javacard.framework.service|

RemoteService Service

Object
0 BasicService Service
0 RMIService RemoteService
byte DEFAULT_RMI_INVOKE_INSTRUCTION
boolean processCommand(javacard.framework.APDU apdu)
| RMIService(java.rmi.Remote initialObject) throws NullPointerException

void setlnvokelnstructionByte(byte ins)
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RSAPrivateCrtKey javacard.security
RSAPrivateCrtKey PrivateKey
short getDP1(byte[] buffer, short offset)
short getDQ1(byte[] buffer, short offset)
short getP(byte[] buffer, short offset)
short getPQ(byte[] buffer, short offset)
short getQ(byte[] buffer, short offset)

void setDP1(byte[] buffer, short offset, short length) throws CryptoException
void setDQ1(byte[] buffer, short offset, short length) throws CryptoException
void setP(byte[] buffer, short offset, short length) throws CryptoException
void setPQ(byte[] buffer, short offset, short length) throws CryptoException
void setQ(byte[] buffer, short offset, short length) throws CryptoException

RSAPrivateKey javacard.security

RSAPrivateKey PrivateKey
short getExponent(byte[] buffer, short offset)

short getModulus(byte[] buffer, short offset)
void setExponent(byte[] buffer, short offset, short length) throws
CryptoException

void setModulus(byte[] buffer, short offset, short length) throws
CryptoException

RSAPublicKey javacard.security

RSAPublicKey PublicKey
short getExponent(byte[] buffer, short offset)

short getModulus(byte[] buffer, short offset)
void setExponent(byte[] buffer, short offset, short length) throws
CryptoException

void setModulus(byte[] buffer, short offset, short length) throws
CryptoException

Object
O Throwable
O Exception
0 RuntimeException
0 RuntimeException()

SecretKey javacard.security|
SecretKey Key

SecurityException java.lang|

Object
O Throwable
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SecurityService
O Exception
O RuntimeException
O SecurityException
0 SecurityException()
javacard.framework.service
SecurityService Service
boolean isAuthenticated(short principal) throws ServiceException
boolean isChannelSecure(byte properties) throws ServiceException
boolean isCommandSecure(byte properties) throws ServiceException
] short PRINCIPAL_APP_PROVIDER
short PRINCIPAL_CARD_ISSUER
short PRINCIPAL_CARDHOLDER
] byte PROPERTY_INPUT_CONFIDENTIALITY
byte PROPERTY_INPUT_INTEGRITY
byte PROPERTY_OUTPUT_CONFIDENTIALITY
] byte PROPERTY_OUTPUT_INTEGRITY

Service javacard.framework.service

Service

boolean processCommand(javacard.framework.APDU apdu)
boolean processDataln(javacard.framework.APDU apdu)

boolean processDataOut(javacard.framework.APDU apdu)

ServiceException javacard.framework.service

Object
O Throwable
0 Exception
0 RuntimeException
O javacard.framework.CardRuntimeException
O ServiceException

short CANNOT_ACCESS_IN_COMMAND
short CANNOT_ACCESS_OUT_COMMAND
] short COMMAND_DATA_TOO_LONG
short COMMAND_IS_FINISHED
short DISPATCH_TABLE_FULL
] short ILLEGAL_PARAM
short REMOTE_OBJECT_NOT_EXPORTED

0 ServiceException(short reason)

| void throwlt(short reason) throws ServiceException

Shareable javacard.framework

Shareable
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Object
O Signature

byte ALG_AES_MAC_128 NOPAD

byte ALG_DES_MAC4_1S09797_1_M2_ALG3
byte ALG_DES_MAC4_[SO9797_M1

byte ALG_DES_MAC4_|S09797_M2

byte ALG_DES_MAC4_NOPAD

byte ALG_DES_MAC4_PKCS5

byte ALG_DES_MAC8_I1S09797 1_M2_ALG3
byte ALG_DES_MACS8_IS09797_M1

byte ALG_DES_MAC8_IS09797_M2

byte ALG_DES_MAC8_NOPAD

byte ALG_DES_MAC8_PKCS5

byte ALG_DSA_SHA

byte ALG_ECDSA_SHA

byte ALG_RSA_MD5_PKCS1

byte ALG_RSA_MD5_PKCS1_PSS

byte ALG_RSA_MD5_RFC2409

byte ALG_RSA_RIPEMD160_ISO9796
byte ALG_RSA_RIPEMD160_PKCS1

byte ALG_RSA_RIPEMD160_PKCS1_PSS
byte ALG_RSA_SHA_ISO9796

byte ALG_RSA_SHA_PKCS1

byte ALG_RSA_SHA_PKCS1_PSS

byte ALG_RSA_SHA_ RFC2409

byte getAlgorithm()

R LT A~ T T T 1 1 T~ T~ Th TR T

Signature getinstance(byte algorithm, boolean externalAccess) throws
CryptoException

short getLength() throws CryptoException
void init(Key theKey, byte theMode) throws CryptoException
void init(Key theKey, byte theMode, byte[] bArray, short bOff, short bLen)
throws CryptoException
byte MODE_SIGN
byte MODE_VERIFY
short sign(byte[] inBuff, short inOffset, short inLength, byte[] sigBuff, short
sigOffset) throws CryptoException
Signature()
void update(byte[] inBuff, short inOffset, short inLength) throws
CryptoException

boolean verify(byte[] inBuff, short inOffset, short inLength, byte[] sigBuff, short
sigOffset, short sigLength) throws CryptoException

SystemException javacard.framework

Object
O Throwable
O Exception

O o« oYwE Oo4og
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Throwable
O RuntimeException
O CardRuntimeException
O SystemException
short ILLEGAL_AID
] short ILLEGAL_TRANSIENT
short ILLEGAL_USE
short ILLEGAL_VALUE
] short NO_RESOURCE
short NO_TRANSIENT_SPACE
O SystemException(short reason)
| void throwlt(short reason) throws SystemException

Throwable java.lang

Object
O Throwable
0 Throwable()
Object
O Throwable
O Exception
O RuntimeException
O CardRuntimeException
O TransactionException
short BUFFER_FULL
] short IN_PROGRESS
short INTERNAL_FAILURE
short NOT_IN_PROGRESS
| void throwlt(short reason)
0 TransactionException(short reason)

UserException javacard.framework

Object
O Throwable
O Exception
O CardException
O UserException

O void throwlt(short reason) throws UserException
| UserException()

0 UserException(short reason)
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Object
O util

] byte arrayCompare(byte[] src, short srcOff, byte[] dest, short destOff, short
length) throws ArraylndexOutOfBoundsException,
NullPointerException

] short arrayCopy(byte[] src, short srcOff, byte[] dest, short destOff, short length)
throws ArrayIndexOutOfBoundsException, NullPointerException,
TransactionException

u short arrayCopyNonAtomic(byte[] src, short srcOff, byte[] dest, short destOff,
short length) throws ArraylndexOutOfBoundsException,
NullPointerException

u short arrayFillNonAtomic(byte[] bArray, short bOff, short bLen, byte bValue)
throws ArraylndexOutOfBoundsException, NullPointerException
u short getShort(byte[] bArray, short bOff) throws NullPointerException,

ArraylndexOutOfBoundsException
short makeShort(byte b1, byte b2)
u short setShort(byte[] bArray, short bOff, short sValue) throws

TransactionException, NullPointerException,
ArraylndexOutOfBoundsException
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| ndex
A

abortTransaction()

of javacard.framework.JCSystem 94
addService(Service, byte)

of javacard.framework.service.Dispatcher 144
AESKey

of javacard.security 165
AID

of javacard.framework 39
AlD(byte]], short, byte)

of javacard.framework.AID 40
ALG_AES BLOCK_128 CBC_NOPAD

of javacardx.crypto.Cipher 258
ALG_AES BLOCK_128 ECB_NOPAD

of javacardx.crypto.Cipher 259
ALG_AES MAC_128 NOPAD

of javacard.security.Signature 246
ALG_DES CBC_|S09797_M1

of javacardx.crypto.Cipher 256
ALG_DES CBC_|S09797_M2

of javacardx.crypto.Cipher 256
ALG_DES CBC_NOPAD

of javacardx.crypto.Cipher 256
ALG_DES CBC_PKCS5

of javacardx.crypto.Cipher 256
ALG_DES ECB_IS09797 M1

of javacardx.crypto.Cipher 257
ALG_DES ECB_IS09797_M2

of javacardx.crypto.Cipher 257
ALG_DES ECB_NOPAD

of javacardx.crypto.Cipher 257
ALG_DES ECB_PKCS5

of javacardx.crypto.Cipher 257
ALG_DES MACA4 1S09797 1 M2 ALG3

of javacard.security.Signature 246
ALG_DES MAC4 1S09797 M1

of javacard.security.Signature 242
ALG_DES MAC4 1S09797 M2

of javacard.security.Signature 242
ALG_DES MAC4 NOPAD

of javacard.security.Signature 242
ALG_DES MAC4 PKCS5

of javacard.security.Signature 243
ALG_DES MACS8 IS09797_ 1 M2 ALG3

of javacard.security.Signature 246

ALG_DES MACS8 |1S09797_M1

of javacard.security.Signature 242
ALG_DES MACS8 |S09797_M2

of javacard.security.Signature 243
ALG_DES MAC8 NOPAD

of javacard.security.Signature 242
ALG_DES MAC8 PKCS5

of javacard.security.Signature 243
ALG _DSA

of javacard.security.KeyPair 213
ALG_DSA_SHA

of javacard.security.Signature 245
ALG_EC _F2M

of javacard.security. KeyPair 213
ALG EC FP

of javacard.security.KeyPair 213
ALG_EC_SVDP_DH

of javacard.security.KeyAgreement 200
ALG_EC_SvDP _DHC

of javacard.security.KeyAgreement 200
ALG_ECDSA_SHA

of javacard.security.Signature 245
ALG_1S0O3309_CRC16

of javacard.security.Checksum 168
ALG_ISO3309_CRC32

of javacard.security.Checksum 168
ALG_MD5

of javacard.security.MessageDigest 218
ALG_PSEUDO_RANDOM

of javacard.security.RandomData 224
ALG_RIPEMD160

of javacard.security.MessageDigest 218
ALG_RSA

of javacard.security.KeyPair 213
ALG_RSA CRT

of javacard.security.KeyPair 213
ALG_RSA 150143888

of javacardx.crypto.Cipher 257
ALG_RSA _1S0979

of javacardx.crypto.Cipher 258
ALG_RSA_MD5 PKCS1

of javacard.security.Signature 244
ALG_RSA_MD5 PKCS1_PSS

of javacard.security.Signature 246
ALG_RSA_MD5 RFC2409

of javacard.security.Signature 245
ALG_RSA_NOPAD

of javacardx.crypto.Cipher 258
ALG_RSA_PKCS1

of javacardx.crypto.Cipher 257
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Index

ALG_RSA PKCS1_OAEP

of javacardx.crypto.Cipher 259
ALG_RSA_RIPEMD160_1SO9796

of javacard.security.Signature 244
ALG_RSA RIPEMD160 PKCS1

of javacard.security.Signature 244
ALG_RSA_RIPEMD160 PKCS1_PSS

of javacard.security.Signature 247
ALG_RSA_SHA 1S09796

of javacard.security.Signature 243
ALG_RSA SHA PKCS1

of javacard.security.Signature 243
ALG_RSA_SHA PKCS1_PSS

of javacard.security.Signature 246
ALG_RSA_SHA_RFC2409

of javacard.security.Signature 245
ALG_SECURE_RANDOM

of javacard.security.RandomData 224
ALG_SHA

of javacard.security.MessageDigest 218
APDU

of javacard.framework 44
APDUEXxception

of javacard.framework 60
APDUEXxception(short)

of javacard.framework. APDUEXception 62
Applet

of javacard.framework 64
Applet()

of javacard.framework. Applet 65
AppletEvent

of javacard.framework 71
ArithmeticException

of javalang 11
ArithmeticException()

of java.lang.ArithmeticException 12
arrayCompar e(byt€|], short, byte[], short,

short)

of javacard.framework.Util 125
arrayCopy(byte[], short, byte[], short, short)

of javacard.framework.Util 123
arrayCopyNonAtomic(byt€]], short, byte[],

short, short)

of javacard.framework.Util 124
arrayFilINonAtomic(byte][], short, short, byte)

of javacard.framework.Util 125
ArraylndexOutOfBoundsException

of javalang 13
ArraylndexOutOfBoundsException()

of java.lang.ArraylndexOutOf BoundsExcep-

tion 14
ArrayStor eException
of javalang 15
ArrayStoreException()
of javalang.ArrayStoreException 16

B

BAD_LENGTH
of javacard.framework. APDUEXxception 62
BasicService
of javacard.framework.service 131
BasicService()
of javacard.framework.service.BasicService
133
beginTransaction()
of javacard.framework.JCSystem 94
BUFFER_BOUNDS
of javacard.framework. APDUEXxception 61
BUFFER_FULL
of javacard.framework.TransactionException
118
buildK ey(byte, short, boolean)
of javacard.security.KeyBuilder 211

C

CANNOT_ACCESS IN_. COMMAND
of javacard.framework.service.ServiceExcep-
tion 159
CANNOT_ACCESS OUT_COMMAND
of javacard.framework.service.ServiceExcep-
tion 160
CardException
of javacard.framework 73
CardException(short)
of javacard.framework.CardException 74
CardRemoteObject
of javacard.framework.service 140
CardRemoteObject()
of javacard.framework.service.CardRemo-
teObject 140
CardRuntimeException
of javacard.framework 76
CardRuntimeException(short)
of javacard.framework.CardRuntimeException
77
check(byte][], short, byte)
of javacard.framework.OwnerPIN 103
of javacard.framework.PIN 107
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Checksum

of javacard.security 167
Checksum()

of javacard.security.Checksum 168
Cipher

of javacardx.crypto 254
Cipher()

of javacardx.crypto.Cipher 259
CLA_1S0O7816

of javacard.framework.1SO7816 84
ClassCastException

of javalang 17
ClassCastException()

of java.lang.ClassCastException 18
CLEAR_ON_DESELECT

of javacard.framework.JCSystem 91
CLEAR_ON_RESET

of javacard.framework.JCSystem 90
clearKey()

of javacard.security.Key 198
COMMAND_DATA_TOO_LONG

of javacard.framework.service.ServiceExcep-

tion 159

COMMAND_IS FINISHED

of javacard.framework.service.ServiceExcep-

tion 160

commitTransaction()

of javacard.framework.JCSystem 95
CryptoException

of javacard.security 171
CryptoException(short)

of javacard.security.CryptoException 173

D

DEFAULT_RMI_INVOKE_INSTRUCTION
of javacard.framework.service.RM|Service
149
deselect()
of javacard.framework.Applet 68
deselect(boolean)
of javacard.framework.Multi Selectable 100
DESK ey
of javacard.security 174
dispatch(APDU, byte)
of javacard.framework.service.Dispatcher 145
DISPATCH_TABLE_FULL
of javacard.framework.service.ServiceExcep-
tion 159

Index

Dispatcher

of javacard.framework.service 142
Dispatcher(short)

of javacard.framework.service.Dispatcher 144
doFinal(byte]], short, short, byte[], short)

of javacard.security.Checksum 170

of javacard.security.MessageDigest 219

of javacardx.crypto.Cipher 261
DSAKey

of javacard.security 176
DSAPrivateK ey

of javacard.security 180
DSAPublicK ey

of javacard.security 182

E

ECKey

of javacard.security 184
ECPrivateK ey

of javacard.security 192
ECPublicKey

of javacard.security 194
equals(byte]], short, byte)

of javacard.framework.AID 41
equals(Obj ect)

of java.lang.Object 26

of javacard.framework.AID 41
Exception

of javalang 19
Exception()

of javallang.Exception 19
export(Remote)

of javacard.framework.service.CardRemo-

teObject 141

F

fail(APDU, short)
of javacard.framework.service.BasicService
136

G

generateData(byt€[], short, short)
of javacard.security.RandomData 225
gener ateSecr et (byte]], short, short, byte[], short)
of javacard.security.KeyAgreement 201
genKeyPair ()
of javacard.security.KeyPair 215
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getA(byte[], short)

of javacard.security.ECKey 189
getAlD()

of javacard.framework.JCSystem 93
getAlgorithm()

of javacard.security.Checksum 169

of javacard.security.KeyAgreement 201

of javacard.security.MessageDigest 219

of javacard.security.Signature 249

of javacardx.crypto.Cipher 261
getAppletShar eablel nterfaceObject (Al D, byte)

of javacard.framework.JCSystem 97
getAssignedChannel ()

of javacard.framework.JCSystem 98
getAvailableM emory(byte)

of javacard.framework.JCSystem 96
getB(byte]], short)

of javacard.security.ECKey 190
getBuffer()

of javacard.framework. APDU 50
getBytes(byt€|], short)

of javacard.framework.AID 40
getCLA(APDU)

of javacard.framework.service.BasicService

137

getCLAChannel()

of javacard.framework. APDU 59
getCurrentAPDU()

of javacard.framework. APDU 58
getCurrentAPDUBuUffer ()

of javacard.framework. APDU 58
getCurrentState()

of javacard.framework. APDU 57
getDP1(byte]], short)

of javacard.security.RSAPrivateCrtKey 230
getDQ1(byte]], short)

of javacard.security.RSAPrivateCrtKey 231
getExponent(bytel], short)

of javacard.security. RSAPrivateKey 234

of javacard.security.RSAPublicKey 237
getField(byte[], short)

of javacard.security.ECKey 189
getG(byte[], short)

of javacard.security. DSAKey 179

of javacard.security.ECKey 190
getInBlock Size()

of javacard.framework. APDU 50
getlNS(APDU)

of javacard.framework.service.BasicService

138

getl nstance(byte)
of javacard.security.RandomData 224
getlnstance(byte, boolean)
of javacard.security.Checksum 168
of javacard.security.KeyAgreement 200
of javacard.security.MessageDigest 218
of javacard.security.Signature 247
of javacardx.crypto.Cipher 259
getk ()
of javacard.security. ECKey 191
getK ey(byte][], short)
of javacard.security. AESKey 166
of javacard.security. DESKey 175
getKeyCipher()
of javacardx.crypto.KeyEncryption 264
getLength()
of javacard.security.MessageDigest 219
of javacard.security.Signature 249
getM axCommitCapacity()
of javacard.framework.JCSystem 96
getM odulus(bytel], short)
of javacard.security.RSAPrivateKey 233
of javacard.security.RSAPublicKey 236
getNAD()
of javacard.framework. APDU 51
getOutBlock Size()
of javacard.framework.APDU 51
getOutputL ength(APDU)
of javacard.framework.service.BasicService
135
getP(byte][], short)
of javacard.security. DSAKey 178
of javacard.security.RSAPrivateCrtKey 229
getP1(APDU)
of javacard.framework.service.BasicService
138
getP2(APDU)
of javacard.framework.service.BasicService
138
getPartialBytes(short, byte[], short, byte)
of javacard.framework.AID 43
getPQ(byte(], short)
of javacard.security.RSAPrivateCrtKey 231
getPreviousContextAlD()
of javacard.framework.JCSystem 96
getPrivate()
of javacard.security.KeyPair 216
getProtocol()
of javacard.framework. APDU 51
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getPublic()

of javacard.security.KeyPair 215
getQ(bytef], short)

of javacard.security.DSAKey 178

of javacard.security.RSAPrivateCrtKey 230
getR(bytg[], short)

of javacard.security.ECKey 191
getReason()

of javacard.framework.CardException 74

of javacard.framework.CardRuntimeException

77

getS(byt€[], short)

of javacard.security. ECPrivateKey 193
getShar eablel nterfaceObject(AID, byte)

of javacard.framework.Applet 68
getShort(byte[], short)

of javacard.framework.Util 126
getSize()

of javacard.security.Key 198
getStatuswor d(APDU)

of javacard.framework.service.BasicService

136

getTransactionDepth()

of javacard.framework.JCSystem 95
getTriesRemaining()

of javacard.framework.OwnerPIN 103

of javacard.framework.PIN 107
getType()

of javacard.security.Key 198
getUnusedCommitCapacity()

of javacard.framework.JCSystem 95
getValidatedFlag()

of javacard.framework.OwnerPIN 103
getVersion()

of javacard.framework.JCSystem 93
getW (byte[], short)

of javacard.security. ECPublickey 195
getX(byt€[], short)

of javacard.security. DSAPrivateKey 181
getY (byte[], short)

of javacard.security.DSAPublicKkey 183

ILLEGAL_AID
of javacard.framework.SystemException 115
ILLEGAL_PARAM
of javacard.framework.service.ServiceExcep-
tion 159

Index

ILLEGAL_TRANSIENT
of javacard.framework.SystemException 114
ILLEGAL_USE
of javacard.framework. APDUEXxception 61
of javacard.framework.SystemException 115
of javacard.security.CryptoException 173
ILLEGAL_VALUE
of javacard.framework.PINException 110
of javacard.framework.SystemException 114
of javacard.security.CryptoException 172
IN_PROGRESS
of javacard.framework.TransactionException
118
IndexOutOfBoundsException
of javalang 20
I ndexOutOfBoundsException()
of java.lang.IndexOutOf BoundsException 21
init(byte[], short, short)
of javacard.security.Checksum 169
init(Key, byte)
of javacard.security.Signature 248
of javacardx.crypto.Cipher 260
init(Key, byte, byte]], short, short)
of javacard.security.Signature 248
of javacardx.crypto.Cipher 260
init(PrivateK ey)
of javacard.security.KeyAgreement 201
INS EXTERNAL_AUTHENTICATE
of javacard.framework.|SO7816 85
INS SELECT
of javacard.framework.1SO7816 85
install(byt€[], short, byte)
of javacard.framework.Applet 66
INTERNAL_FAILURE
of javacard.framework.TransactionException
118
INVALID_INIT
of javacard.security.CryptoException 172
IO_ERROR
of javacard.framework. APDUEXxception 62
| OException
of javaio 6
| OException()
of java.io.l OException 7
isAppletActive(AlID)
of javacard.framework.JCSystem 98
isAuthenticated(short)
of javacard.framework.service.Security Service
154
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isChannel Secur e(byte)

of javacard.framework.service.SecurityService

154
isCommandSecur e(byte)

of javacard.framework.service.SecurityService

155

islnitialized()

of javacard.security.Key 197
1SO7816

of javacard.framework 79
isObj ectDeletionSupported()

of javacard.framework.JCSystem 97
| SOException

of javacard.framework 86
| SOException(short)

of javacard.framework.| SOException 87
isProcessed(APDU)

of javacard.framework.service.BasicService

135
isTransient(Object)
of javacard.framework.JCSystem 91
isvValidated()
of javacard.framework.OwnerPIN 104
of javacard.framework.PIN 107

J

JCSystem
of javacard.framework 88

K

Key

of javacard.security 197
KeyAgreement

of javacard.security 199
KeyAgreement()

of javacard.security.KeyAgreement 200
KeyBuilder

of javacard.security 203
KeyEncryption

of javacardx.crypto 264
KeyPair

of javacard.security 212
KeyPair (byte, short)

of javacard.security.KeyPair 214
KeyPair (PublicK ey, PrivateK ey)

of javacard.security.KeyPair 214

LENGTH_AES 128

of javacard.security.KeyBuilder 211
LENGTH_AES 192

of javacard.security.KeyBuilder 211
LENGTH_AES 256

of javacard.security.KeyBuilder 211
LENGTH_DES

of javacard.security.KeyBuilder 207
LENGTH_DES3 2KEY

of javacard.security.KeyBuilder 207
LENGTH_DES3 3KEY

of javacard.security.KeyBuilder 208
LENGTH_DSA 1024

of javacard.security.KeyBuilder 209
LENGTH_DSA_512

of javacard.security.KeyBuilder 209
LENGTH_DSA_768

of javacard.security.KeyBuilder 209
LENGTH_EC_F2M 113

of javacard.security.KeyBuilder 210
LENGTH_EC_F2M_131

of javacard.security.KeyBuilder 210
LENGTH_EC_F2M_163

of javacard.security.KeyBuilder 210
LENGTH_EC _F2M 193

of javacard.security.KeyBuilder 210
LENGTH_EC_FP_112

of javacard.security.KeyBuilder 209
LENGTH_EC_FP_128

of javacard.security.KeyBuilder 210
LENGTH_EC_FP_160

of javacard.security.KeyBuilder 210
LENGTH_EC_FP_192

of javacard.security.KeyBuilder 210
LENGTH_RSA_1024

of javacard.security.KeyBuilder 208
LENGTH_RSA 1280

of javacard.security.KeyBuilder 208
LENGTH_RSA_1536

of javacard.security.KeyBuilder 209
LENGTH_RSA_1984

of javacard.security.KeyBuilder 209
LENGTH_RSA 2048

of javacard.security.KeyBuilder 209
LENGTH_RSA_512

of javacard.security.KeyBuilder 208
LENGTH_RSA_736

of javacard.security.KeyBuilder 208
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LENGTH_RSA_768

of javacard.security.KeyBuilder 208
LENGTH_RSA_896

of javacard.security.KeyBuilder 208
lookupAlD(byte]], short, byte)

of javacard.framework.JCSystem 93

M

makeShort(byte, byte)

of javacard.framework.Util 126
makeTransientBooleanArray(short, byte)

of javacard.framework.JCSystem 91
makeTransientByteArray(short, byte)

of javacard.framework.JCSystem 92
makeTransientObjectArray(short, byte)

of javacard.framework.JCSystem 93
makeTransientShortArray(short, byte)

of javacard.framework.JCSystem 92
MEMORY_TYPE_PERSISTENT

of javacard.framework.JCSystem 90
MEMORY_TYPE_TRANSIENT_DESELECT

of javacard.framework.JCSystem 90
MEMORY_TYPE_TRANSIENT_RESET

of javacard.framework.JCSystem 90
M essageDigest

of javacard.security 217
M essageDigest()

of javacard.security.MessageDigest 218
MODE_DECRYPT

of javacardx.crypto.Cipher 259
MODE_ENCRYPT

of javacardx.crypto.Cipher 259
MODE_SIGN

of javacard.security.Signature 247
MODE_VERIFY

of javacard.security.Signature 247
MultiSelectable

of javacard.framework 99

N

NegativeArraySizeException

of javallang 22
NegativeArraySizeException()

of java.lang.NegativeArraySizeException 22
NO_RESOURCE

of javacard.framework.SystemException 115
NO_SUCH_ALGORITHM

of javacard.security.CryptoException 172

Index

NO_TO GETRESPONSE

of javacard.framework. APDUEXxception 62
NO_TO REISSUE

of javacard.framework. APDUEXxception 62
NO_TRANSIENT_SPACE

of javacard.framework.SystemException 114
NOT_A_TRANSIENT_OBJECT

of javacard.framework.JCSystem 90
NOT_IN_PROGRESS

of javacard.framework.TransactionException

118

NullPointer Exception

of javalang 24
NullPointer Exception()

of java.lang.NullPointerException 25

O

Object

of javalang 26
Object()

of java.lang.Object 26
OFFSET_CDATA

of javacard.framework.1SO7816 84
OFFSET_CLA

of javacard.framework.ISO7816 84
OFFSET_INS
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