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Komunikace mezi procesy
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Komunikace mezi procesy

@ Cekani na udalost
@ Buzeni procesu
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Jednoducha komunikace

@ 2 procesy (producent-konzument)

o A: ¢eka na néjakou hotovou praci
@ B: udéla néjakou praci a oznami A dokonceni
o A: pokracuje

@ linux/completion.h, struct completion
@ DECLARE_COMPLETIONg, init_completionp

o Cekani: wait_for_completion,
wait_for_completion_interruptible (retval)

@ Dokonceni: complete, complete_all

static DECLARE_.COMPLETION(my_comp) ;
static char xstr;

A B

wait_-for_.completion (&my_comp) ; strcpy (str, "Ahoj”);
printk (KERN.DEBUG "%s\n”, str); complete (&my_comp) ;
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@ Doplnit do pb173/11/events completion

@ Cist se bude, az nékdo dokond&i zapis
o Cekani v read je mozné prerusit signalem
(wait_for_completion_interruptible)

© Spustit 2 instance cat /dev/my_name
© Pozorovat, co se déje
© Spustit nekolikrat echo xxx > /dev/my_name

J. Slaby (ITI) PB173/01 7.12. 2010 5/1



Slozitéjsi komunikace

@ Cekani na vice mistech na jinou udalost

@ 3 procesy

o A: pini buffer
o B: &eka na 100B
e C: c¢eka na 200B

@ linux/wait.h, wait_queue_head_t

@ DECLARE_WAIT QUEUE_HEADg, init_waitqueue_headp
o Cekani: wait_event, wait_event_interruptible

@ Dokonéeni: wake_up, wake_up_all

@ completion je obalena wait_queue
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SlozitéjSi komunikace — ptiklad

static DECLARE_WAIT_ QUEUE_HEAD(my_wait) ;
static atomic_-t my_cnt = ATOMIC.INIT(0) ;
static char xstr;

A

while (1) {
str[atomic_inc_return(&my_cnt) — 1] = 'A’;
wake_up_all(&my_wait) ;
msleep(10);
B

wait_event (my_wait, atomic_.read(&my_cnt) > 100);
printk (KERN.DEBUG "%s\n”, str);

C
if (wait_event_interruptible (my_wait, atomic_read(&my_cnt) > 200)) {
printk (KERN.WARNING ”interrupted\n”);
return;

}
printk (KERNDEBUG "%s\n”, str);
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@ Misto completion, pouzit v pb173/11/events wait_queue
@ Cist se bude, az nékdo zapise vice nez 5 znak
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Scheduler

@ Celé je to instruovani planovace
@ Ve skute€nosti je wait_event a wake_up:
Nastaveni stavu procesu: set_current_state
Uspani procesu: schedule
Probuzeni procesu: wake_up_process
Popf. s obsluhou signall: signal_pending
@ linux/sched.h
@ completion await_queue ulehuje praci
e Pamatovanim si, koho vzbudit
e Pfipadnou kontrolou signalt
e Pfipadnou kontrolou vyprSeni timeoutu

e completion navic fesi pfedani ¢itace (kolik procesl vzbudit)
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Hackovaci techniky
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Hackovaci techniky

@ Zabit stroj (DoS)
@ Zneuzit stroj
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@ Jednodussi
o Staci provést néco zlého

@ Predat Spatny ukazatel
@ Vytvofit pfili§ procesu
@ Naalokovat hodné paméti
e Jadro udéla dereferenci a spadne

v v,

@ Nejcastéjsi druhy

e DDoS
o Paket smrti
o Neocekavany vstup od uzivatele
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Zneuzit stroj

@ K ziskani administratorskych opravnéni

o Musi se predat ,divny” ukazatel
e Jadro udéla dereferenci a spusti nas kod
@ Obtizna c¢ast:
o Zjistit, jak se da dira zneuzit
o Vyrobit spravna data, kterd podstréit
o Neprepsat toho pfili§ mnoho, aby nedoslo k padu
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Co s root uctem

@ Vyrobit si e-mail relay pro spamy
@ Upravit jakoukoliv sluzbu

@ Ukrast penize/védomosti (vlada, armada)
@ Skryt se v systému (rootkit) a sbirat data
@ Zménit tabulku systémovych volani

@ 1s /proc aps heuvidi proces

@ Napsat viastni readdir s patficnym filtrem
@ Najit tabulku napf¥. pfes /proc/kallsyms

@ Zmeénit tabulku a volat plvodni readdir

o Podobné pro preruseni
@ Stisky klavesnice (hesla) apod.
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@ Prostudujte pb173/11/hack
o Uzivatelsky proces: user
e Jaderny modul: kern

@ Prelozit a vlozit modul

© Nastavit prava /dev/my_name na 666
© Pod béznym uzivatelem spustit pb173:

@ pbl73 0 /dev/my_name (nezneuzit diru)
@ pbl173 1 /dev/my_name (zneuzit diru)

© Opravit diru ve write
@ pbl173 1 /dev/my_name nesmi skongit s Uspéchem
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