Anonymni komunikace —
prakticke priklady
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Pripomenuti

* Anonymita
—co to je
— kdy je vhodne ji vyuzit
— definice anonymity: spolecna kritéria a mixy
— charakteristiky anonymity
e anonymitni mnozina a jeji velikost
— utok analyzou provozu
* Motivace pro mixovaci systemy



Priklady systému pro anonymni
komunikaci

Mixminion
Onion routing
TOR

Projekt AN.ON

Anonymni proxy



Mixminion

Mixovaci sit pro odesilani anonymnich
emailovych zprav

Uzivatel ma moznost specifikovat cestu v siti
SURB — Single use reply block

— Moznost odpovedet na anonymni zpravu

— Omezena platnost ,odpovédniho listku®

— ZasSifrovana informace o ,zpatecCni ceste”

— Odpovéd je v siti nerozliSitelna od normalni zpravy
Volné dostupny system — www.mixminion.net



Mixminion

 Prakticka ukazka (formou screenshotu)
— Odeslani anonymni zpravy
— Jak vypada anonymni zprava po doruceni
« Zejmeéna jeji hlavicka
— Moznost provozu vlastniho mixovaciho uzlu



Thiz zoftware iz for testing purposes only. Anonymity iz not guaranteed.
Mixminion version B.8.7.1
Type *help’ for information,. or ‘exit’ to gquit.

mixminion>




Thiz zoftware iz for testing purposes only. Anonymity iz not guaranteed.
Mixminion version B.8.7.1
Type *help’ for information,. or ‘exit’ to gquit.

mixminion>help

Usage: mixminion <command>* [arguments]
where <command? is one of:

version

zend

gueue

flush
inspect—gueue
clean—gueue
import—server
list—servers
update—servers
decode
generate—surb
inzpect—surhs
ping

server—start
server—stop
server—re load

CFor Evervyonel
[Print the version of Mixminion and exit]
[Send an anonymous message ]
[Echedule an anonymous message to be sent laterl
[Send all messages waiting in the gueuel
[Describe all messages waiting in the gueuel
[Remove old messages from the gueue
[Tell the client about a new serverl
[Print a list of currently known servers]
[Download a frezh szerver directoryl
[Decode or decrypt a received message ]
[Generate a single—usze reply block]l
[Dezcribe a single—use reply bhlock]
[Quick and dirty check whether a server is runningl
(For Seruvers
[Begin running a Mixminion server]
[Halt a »unning Mixminion serverl
[Make running Mixminion server reload its config
CHot implemented vet; only restarts logging.>]

server—republiszh [Re—=end all keys to directory server]

seruver—DELKEYS
server—stats
server—upgrade

dir
unittests
henchmarks

[Remove generated keys for a Mixminion serverl
[List as—vyet—unlogged statistics for this serverl
[Upgrade a pre-H@.8.4 server homedir]

{For Developersl
[Administration for server directories]
[Run the mixminion wnit tests]
[Time wnderlying cryptographic operations]

For help on szending a message, run ‘mixminion send —help’
MOTE: Thisz software iz for testing only. The user zet iz too =mall
to he anonymous, and the code iz too alpha to be reliable.

mixminion>




HmMinon- miHmMinion.ese

MOTE: This =zoftware iz for testing only. The user set iz too zmall
to be anonymous,. and the code is too alpha to be reliable.

mixminion>list—servers

Mixminion version B.8A.7.1

Thiz zoftware iz for testing purposes only. Anonymity is not guaranteed.
Febh B2 12:12:17.824 +818@ [INF0] Downloading directory from http://mixminion.net
AdirectorysDirectory. gz

Feh B2 12:12:22_968 +81868 [INF0] Ualidating directory
Febh 82 12:12:24.5800 +89108 [WARM] This software iz newer than any version on the
recommended list.

almervy-mbox relay Cok>

antanizsmtp relay Cnot recommended?>

hanana-mbox smtp relay frag Cok>

higapple:smtp relay Cok>

cazzandra-relay Cok>

cside mhox relay Cok>

dantooinezsmtp relay Cok>

debzun:=relay Cok>

deuxpiz-zmtp relay frag <okl

devilmixmin:=mhox smtp relay

flutic:-mbox relay Cok>

frell-zmtp relay frag Cok>

frell2-relay Cok>

geonoszisismtp relay Cok>

grove —mhox relay frag Cok>

gurszki:mbox relay frag <ok

hermez tmbox relay frag <okl

Hume cmhox relay frag Cnot recommended?
KizanganiToo:-relay Cnot recommendedl
laforge:mhox smtp relay frag Cok>

mercurio-mhox smtp relay Cnot recommendedl
mordor:mbox relay frag <ok

nefarion:zmtp relay Cok>

nixon:=mhox relay Cok>

noizebox-relay <okl

nowwvhat imbhox relay frag <ok

ozem:-relay Cok>

paranion:mhox smtp relay Cok>
phox—level-2:zmtp relay (not recommended?

rufus trelay

snorky-relay

stravlight imbox smtp relay
sumatra:relay Cok>
Tongazzsmtp relay frag Cok>
vidorz:-relay Cok>
winniezsmtp relay Cak>
wiredyne imhox vrelay frag
whox=zmtp relay Cokl>
yog:relay Cok>




caszandra:relay <ok

czide:-mbox relay Cok>
dantooine:smtp relay Cok>

debzun:-relay Cok>

deuxpizsmtp relay frag <ok
devilmixmin:-mbox smtp relay

flutic:mbox relay Cok>

frell-zmtp relay frag Cok>

frellZ2-relay Cok>

geonozizs-smtp relay Cok>

grove imhox relay frag Cok>

gurzki-mbox relay frag <okl

hermesz imbox relay frag <ok

Hume :mbox relay frag Cnot recommendedl
KizanganiToo:=relay Cnot recommended?>
laforge imhox zmtp relay frag Cok>
mercurio:mhox smtp relay Cnot recommended?>
mordor-mbhox relay frag <okl
nefarion:smtp relay Cok>

nixon:=mbhox relay Cok>
noizebox:relay <ok

nowwhat cmbox relay frag Cokl>

osem:=relay Cok>

paranion:=mbhox smtp relay Cok>
phox—level-2:zmtp relay <not recommended>
phoxleveldzmtp relay

phohosz crelay Cok>

POhox:-relay

psycocat2 imbox relay

puradic-relay
Rivendell:relay <ok
rot26-relay

sumatrasrelay

Tongazzmtp relay frag Cok>
vidorz:-relay Cok>
winniezsmtp relay Cok>
wiredyne _mbox relay frag

mixminion*zend —t xkumpost@fi.muni.cz

Mixminion version B.68.7.1

Thiz zoftware iz for testing purposes only. Anonymity is not guaranteed.

Febh B2 12:13:=20.751 +8186@ [WARN] This software iz newer than any verszion on the
recommended list.

Enter wvour message now. Tupe Ctrl-Z,. Return when you are done.

testovaci =zpravicka

“Z
12:13:28_06822 +891080 [INF0] Generating payload{s)>...
12:13:=28.872 +818@ [INF0] Selected path iz grove.noisebox.nixon:grove.nef

12:13:28.172 +8186@ [INFO]1 Packet gueued
12:13:28.172 +@16860 [INFO]1 Connecting...
12:13:38.856 +@1868 [INFO1 ... 1 sent




Mixminion version B.8.7.1

This software is for testing purposes only. Anonymity is not guaranteed.
Mixminion version B.8.7.1

Tupe ‘help' for information. or 'exit’ to guit.

mixminion>*ping grove
Mixminion version B.8.7.1
This software is for testing purposes only. Anonymity is not guaranteed.

WARNING: Pinging a server iz potentially dangerous,. since

it might alert people that vou plan to use the server
for your messages. Even if wou ping *all= the servers.
an attacker can see _when_ vou pinged the servers and
use this information to help a traffic analysis attack.

This command is for testing only. and will go away bhefore
Mixminion 1.A. By then,. all listed servers will he
reliabhle anyway. <wink>

Feh B2 12:16:88.462 +B18@ [WARM] This software is newer than any version on the
recommended list.

»>»>» Server zeems to be running

grove is up

mixminion>




Prijaty mail - hlaviCky

Received: from <remailer@dizum.com> for <xkumpost@mail255.centrum.cz>
Received: from localhost ([127.0.0.1])
by localhost (Centrum Mailer) with SMTP
;Wed, 13 Apr 2005 07:49:07 +0200
X-SpamDetected: 0
Received: from outpost.zedz.net ([194.109.206.210]:48546 "EHLO
outpost.zedz.net") by data2.centrum.cz with ESMTP id S15926716AbVDMFpO
(ORCPT <rfc822;xkumpost@mail255.centrum.cz>);
Wed, 13 Apr 2005 07:45:14 +0200
X-SpamDetected: 0
Received: from localhost (outpost [127.0.0.1])
by outpost.zedz.net (Postfix) with ESMTP id F143F50335
for <xkumpost@centrum.cz>; Wed, 13 Apr 2005 02:39:51 +0200 (CEST)
Received: by outpost.zedz.net (Postfix, from userid 1009)
id 3069050E68; Tue, 12 Apr 2005 22:30:02 +0200 (CEST)
From: Nomen Nescio <nobody@dizum.com>
Comments: This message did not originate from the Sender address above.
It was remailed automatically by anonymizing remailer software.
Please report problems or inappropriate use to the
remailer administrator at <abuse@dizum.com>.
To: xkumpost@centrum.cz
Subject: Type Ill Anonymous message
X-Anonymous: yes
Message-ID: <d1e6d5c363fc0e8b86f2d0974257f1f5@dizum.com>
Date: Tue, 12 Apr 2005 22:30:02 +0200 (CEST)
X-Virus-Scanned: by outpost.zedz.net (amavis-20020300)



Prijaty mail — telo zpravy

Message-type: plaintext

testovaci zprava
cas 11:22



Charakteristika Onion Routing
systému

* Onion routing — Cibulové smerovani
— Anonymni komunikace ve verejne siti
— Poskytuje obousmerné anonymni spojeni
— Témér real-time anonymni spojeni pro ruzné sluzby
(www, ssh, ftp, ...)
* ProC Onion Routing, kdyz mame mixy?
— Zpozdéni u mixu pro real-time aplikace nepfipustné
— OR poskytuje anonymni prenos bez nutnostsi
modifikace pouzitych sluzeb — pracuje jako proxy

« TOR — The Onion Routing
— Systém druheé generace — rada vylepseni



Odeslani zpravy pomoci OR

OR1 OR2 OR3

»\ Zprava —» zprava

klic 1




Zpracovani dat v OR

* Pres sérii Onion Routeru namisto primeho
spojeni klient-server

— Kazdy OR zna pouze svého predchudce a
naslednika

— Vzajemneé spojeni OR je permanentni

— Komunikacni cesta (okruh) je definovana pri
sestaveni komunikacniho kanalu

— Data jsou dusledkem desSifrovani na kazdém
OR ,zménéna”



Zpracovani dat v OR

* Alice — [[zprava]] —=> OR — [zprava] -> OR — zprava -> Bob
« Kazdy pruchod pfes OR ,sloupne” (odSifruje) jednu vrstvu

« K OR siti se pristupuje pres specialni proxy

V puvodnim navrhu nutna proxy pro kazdou sluzbu — podpora
omezeneho poctu aplikaci

Aplikace se spoji s aplikacni proxy
Apl. proxy transforumuje data do podoby srozumitelné pro OR
sit
Apl. proxy vytvori spojeni s OR proxy
» dojde k vytvoreni komunikacniho okruhu
Okruh je pripraven pro prenos dat



Zpracovani dat v siti OR

« Komunikacni okruhy
— OR proxy vytvori vrstvenou datovou strukturu
a posle ji do sité (vyuziva se PKC)
— Kazdy OR odstrani vrchni vrstvu; ziska

material pro ustaveni sym. kliCe a zbyla data
posle na dalsi OR

— Takto projde ,cibule” az na posledni OR

— Vysledkem je vytvoreny komunikacni okruh
(ustaveni sym. kliCu mezi odesilatelem a
kazdym OR)



Obrana proti reply utokum

« Kazdy OR si uklada seznam preposlanych
paketu dokud nevyprsi jejich platnost
— Pripadné duplicity jsou zahozeny



TOR — The Onion Router

« Systém pro anonymni komunikaci
zalozeny na komunikacnich okruzich s
malou latenci
— Naslednik puvodniho OR navrhu
— Implementace novych funkcionalit



TOR

* TOR prinasi nasledujici vylepseni
— dokonalé ,dopredné” utajeni
— neni nutné vyvijet specializovane apl. proxy
» podpora vétSiny TCP-based aplikaci bez modifikace
— vice TCP proudu muze sdilet komunikacni okruh
— data mohou opustit sit’ v libovolném misté
— kontrola mozného zahlceni site
— podpora adresarovych serveru — info o siti
— end-to-end testovani integrity prenesenych dat
« ochrana proti tagging utokum
— ,mista setkani” a skryté sluzby
— nevyzaduje zmeny v jadre operacniho systemu
— volné dostupny system



TOR - perfect forward secrecy

» KliCe sezeni nejsou ohrozeny, pokud by nekdy v
budoucnu doslo k vyzrazeni hlavniho klice

— v puvodnim navrhu mohl utoénik ukladat data a
nasledné prinutit uzly data deSifrovat

 Jiny zpusob budovani komunikacni cesty

— Teleskopickeé ustaveni okruhu
 odesilatel ustanovi symetricke kliCe se vSemi uzly v okruhu
« po smazani klicu nelze deSifrovat starsi data

* Proces budovani kom. cesty vice spolehlivy



Mista setkani a skryteé sluzby

* Pro zajisténi anonymity pfijemce (serveru,
sluzby...)
— Moznost rizeni prichoziho datového toku
« Zabrani Denial of Service (DoS) utokum
— Utoénik nevi, kde je dany server
— Server je skryty za nekolika OR
» Klient zvoli misto setkani v OR siti, pres které se
spoji se ,serverem-, resp. na OR, ktery server
zverejni
— Informace o serveru prostrednictvim adresarove
sluzby
— Klient se dozvi, na jakych OR server ,Ceka“ na spojeni



TOR - analyza provozu

George Danezis a Steven J. Murdoch, 2005
Nova technika analyzy provozu pro TOR
— TOR nepouziva zpozdeni pro predavaneé zpravy

— Souvisejici proudy dat jsou zpracovavany stejnymi
uzly

Utoénikovi sta&i pouze omezena informace ze
site
Silné snizuje anonymitu provozu v TORu



Anonymity online — projekt AN.ON

* Technical university dresden

| Lo PRVACY NEEDS [SONIYIRE e
* Institute for system | =
architecture C— ——
Number of users: 42 an _ﬁnnﬁymiryhl?h i 0n
Traffi HEEEN < on
I Remaining credit: 209.1 MByte EEEEN
P Encrypted data transferred: 0 Byte Activity:
* Forwarc ler: [ ] On Activity:
e 1 Help Assistant Config Exit

https://www.jondos.de/en/



Anonymity online — projekt AN.ON

Sluzba poskytujici anonymitu

Neprimé spojeni s cilovym serverem

Spojeni pres kaskady mixu — kratka spojeni (2
uzly) vs. TOR (hodné uzlu)

Kaskady pevné dané, uzivatel si muze zvolit

— Nektere kaskady zpoplatnéne — lepsi propustnost
Mixy vyuziva mnozstvi uzivatelu soucasné
Mixy provozuji nezavisle organizace

Podpora sluzeb — HTTP(S), FTP



AN.ON — pouziti

L

Browser
ser B > >
. — Mix 1 Mix 2 Mix 3
. {First Mix) (Middle Mix) (Last Mix)

JAP

Browser

User A¥Z <—— hidirectional TCP/IP connection




AN.ON - pouziti

* Instalace klientské aplikace JonDo

* Pripojeni pres proxy — browser se pripojuje
pres tuto proxy

» JonDoX - instalace celku (prohlizec +
JonDo)



Anonymni proxy

* Co je to proxy server
— Aktivni sitovy prvek, ktery vyrizuje pozadavky
klient(

— Klient pozaduje webovou stranku, pozadavek
vyridi proxy, ta mu preda vysledek

— Proxy uklada vysledky poZadavku po néjakou
dobu v cache

— Cilovy server zpravidla vidi pouze komunikaci
S proxy serverem



Anonymni proxy

Pouzijeme v pripade, kdy nechceme
zverejnit svoji IP adresu

Existuje rada anonymnich proxy, viz.
google
http://www.atomintersoft.com/products/aliv
e-proxy/proxy-list/

http://www.proxz.com/




Pouziti anonymniho proxy serveru

« Zvolime proxy
— V pripade SSL pripojeni musime pouzit proxy
podporujici SSL
— Pozor na zménu certifikatu!!!

* Napr. 128.223.6.112:3128

— Nastavime do prohlizece

* Muzeme otestovat nasi vnéjsi IP
— http://anoncheck.security-portal.cz/



Akkivace pocitace A Security-portal.cz = Anonymity Chec... |

Security-Portal :: Anonymity checker

Zivate prohlized Firefox/1.5!
L poditac bezi pod operaénim systémem Windows XF!

147,251.51. 215
wireless-215.fi.muni.cz
4285
CS
1S0-8859-2,utf-8;q=0.7,%;q=0.7,UCS-2;,q=0, UCS3-4,9=0, UTF-1;9=0
gJzip, identity
text/xml, application/xml, applicationhtml+xml, text/html; g=0.9, text/plain; g=0.8,image/png, */*, q=0.5
close
HTTF/1.1

Mozilla/S. 0 (Windows; U; Windows NT 5.1; en-US; rv: 1.8) Gecko,/20051111 Firefox/1.5

[- Hlavicky zasilané proxy serverem -]

no-cache

no-cache




Akkivace pocitace A Security-portal.cz = Anonymity Chec... |

Security-Portal :: Anonymity checker

Zivate prohlized Firefox/1.5!
L poditac bezi pod operaénim systémem Windows XF!

121.215.45. 72
planlab2. cs. caltech.edu
58308
CS
1S0-8859-2,utf-8;q=0.7,%;q=0.7,UCS-2;,q=0, UCS3-4,9=0, UTF-1;9=0
gJzip, identity
text/xml, application/xml, applicationhtml+xml, text/html; g=0.9, text/plain; g=0.8,image/png, */*, q=0.5
keep-alive
HTTF/1.0

Mozilla/S. 0 (Windows; U; Windows NT 5.1; en-US; rv: 1.8) Gecko,/20051111 Firefox/1.5

[- Hlavicky zasilané proxy serverem -]

no-cache

no-cache




Otazky?



