ASN.1:
Cryptographic files
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ASN.1 Grammar

e [0 understand the structure (what is the
meaning of particular fields) we need ASN.1
grammar

TBSCertList =::= SEQUEHCE ¢
version Uersion OPTIOHAL,
-- if present, HUST be u?
signature AlgorithmIdentifier,
. . issuer Hame ,
EEFtlFlEatELl?t t:= SEQUEHCE { _ thisUpdate Time,
tbsCertlist TBsCertlist, nextUpdate Time OPTIDNAL,
signaturefilgorithm  Algorithmldentifier, revokedCertificates SEQUENCE OF SEQUENCE ¢
signaturellalue BIT STRING } userCertificate CertificateSerialNumber,
reyocationDate Time,
crlEntryExtensions Extensions OPTIOHAL

-- if present, HUST be wvZ
¥ O0PTIOHAL,
crlExtensions [8] EXPLICIT Extensions OPTIONAL
-- if present, HUST be w?




ASN.1 — RSA keys

REAPublicKey ::= SEQUENCE {
modulus INTEGER, - n
publicExponent INTEGER - e
¥

-- Representation of RSA private key

with information for the CRT algorithm.

RSAPrivateKey ::= SEQUEHNCE ¢

version Uersion,

modulus INTEGER, - n

publicExponent INTEGER, - e

privateExponent INTEGER, - d

prime INTEGER, -- p

prime2 INTEGER, -- q

exponenti IHTEGER, - d mod {p-1)

exXponent?2 IHTEGER, - d mod {(q-1)

coefficient IHNTEGER, -- {inverse of q) mod p

otherPrimeInfos OtherPrimeInfos OPTIDHAL Source:
’ PKCS#1

RSA key



ASN.1 — RSA padding

o PKCS#1 v1.5
e m=0x00 || 0x01 || OXFF ... OXFF || Ox00 || T
e Where T is defined as DER encoding of

Digestinfo ::= SEQUEHCE {
digestAlgorithm AlgorithmIdentifier,
digest OCTET STRIHE

b

e |n practice:

MD2: (0x)30 20 30 Oc 06 08 2a 86 48 86 £7 0d 02 02 05 00 04 10| A
MDSA: (0x)30 20 30 Oc 06 08 2a 86 48 86 f7 0d 02 05 05 00 04 10| A
SHA-1: (0x)30 21 30 09 06 05 2b 0e 03 02 1a 05 00 04 14| A

SHA-256:  (0x)30 31 30 0d 06 09 60 86 48 01 65 03 04 02 01 05 00 04 20 || A
SHA-384:  (0x)30 41 30 0d 06 09 60 86 48 01 65 03 04 02 02 05 00 04 30 || A
SHA-512:  (0x)30 51 30 0d 06 09 60 86 48 01 65 03 04 02 03 05 00 04 40 || A

Source:
PKCS#1



ASN.1 — RSA signature 2
e RSA signature is the number s = m? mod n
= ASN.1 Editor - Opening File: postsignum_tsa_ksul.der =1O] x|

File Wiew Tools Help

R EIEIETE T E
g~k (0,1518) SEQUENCE
-9 (4,1538) SEQUENCE
=-T5 (1546,13) SEQUENCE

------ ¥ (1548,9) OBJECT IDENTIFIER : : 'l.2.540.113549.1.1.11"

- O] i1559,0) NULL
I (1561,257) BIT STRING UnusedBits: 0 : '7BASDAZ079DA3ZECT4ESS5EESEDS0ZEECA880D631D09E175641304491DEFSDESA

4| | i

|Fi|e Mame: C:A\Documentz and SettingzhWbdminiztrator\PlochabPE S postzignum_tza tzul.der Size: 1822 [bytes] o~

TSA.crt



ASN.1 - signature OIDs 2

RSA Encryption'
RSASSA-PKCS1_v15 with SHA

RSASSA-PSS

RSASSA-PKCS1_vI5 with SHA224
RSASSA-PKCS1_vI5 with SHA256
RSASSA-PKCS1_v15 with SHA384

RSASSA-PKCS1_vI5 with SHAS12

1.2.840.113549.1.1.1
1.2.840.113549.1.1.5

1.2.840.113549.1.1.10 (PKCS #1 Version 2.1)

[.2.840.113549.1.1.14
[.2.840.113549.1.1.11
[.2.840.113549.1.1.12

[.2.840.113549.1.1.13

Source:
BSI TR-03105 Part 5.1
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ASN.1 — RSA PSS params :
|
RSAS5A-P55-params ::= SEQUENCE {
hashAlgorithm [8] HashAlgorithm DEFAULT shal, _
maskGenAlgorithm [1] HaskGenAlgorithm  DEFAULT mgf1SHA1, Source:
saltLength [2] INTEGER DEFAULT 28, PKCS#1
trailerField [3] TrailerField DEFAULT trailerFieldBC
b
TrailerField ::= IHTEEER { trailerFieldBC{1)
|j-ﬁ§ (§14,65] SEQUENCE K ;
------ .40 (816,9) OBJECT IDENTIFIEE : : 'l.2.840.113549.1.1.10'° °

lj 19 {827,52) SEQUENCE

[]EE (§29,15] CONTEXT SPECIFIC (0)
§ =- ﬁg (831,13) SEQUENCE o
o ::j::i::

...... ¥ (833,9) OBJECT IDENTIFIER : : '2.16.540.1.101.3.4.2.1'
T [0 (s44,0) §ULL
=@ (846,28) CONTEXT SPECIFIC (1)

=k 19 (548,26) SEQUENCE o
...... € (550,9) OBJECT IDENTIFIER : : 'l1.2.540.113549.1.1.8' °
|;|...'l'-==,I (861,131 SEQUENCE o
§ ..... #) (563,9) OBJECT IDENTIFIER : : '2.16.840.1.101.3.4.2.1'¢ ©°
...... -.[0] 1874,0) NULL

=l @ (876,3) CONTEXT SPECIFIC [(Z£)
------ . (8758,1) INTEGER : '32' CSCA CZE.crt




ASN.1 — DSA keys :

D==—Farm= ::= SEQIUEHCE
P INTEGEE,
0 INTEGEE,
g INTEGEE 7}

Source:
RFC 5480

DSAPublicKEey .= INTEGER —— public key, ¥

DSAPrivateKey is an INTEGER, usually denoted as X

ASH1_SEQUENCE cb{DSAPrivateKey, dsa cbh}) =

ASN1_SIMPLE({DSA, version, LONG),
ASH1_SIMPLE{DSA, p, BIGHUM),
ASH1_SIMPLE(DSA, q, BIGNUM),
ASN1_SIMPLE(DSA, g, BIGNUM),

{

Source:
OpenSSL

ASN1_SIMPLE(DSA, pub_key, BIGNUM),
ASH1_SIMPLE(DSA, priv_key, BIGHUM)

} ASH1 —S E u UENC E—E HD—E b { DSh ! DSAPrivateK €y ] = ASM.1 Editor - Opening File: ca_dsa_3072 key

DSA key

File Wiew Tools Help

ﬁﬂiﬂ<%|ﬁa
4=k (0,1214) SEQUENCE
..... ] 14,1 INTEGER : 'O

..... [ (7,385) INTEGER : '00D1817B0Z38DFCCATSZ68BE9B57EFFETOL1191024611D6E553
..... ] (396,21) INTEGER : 'O0DG422767C2959728706CFIEACTIEADBAEEE4AFFSL!

..... ] (419,384) INTEGER : '0958FA358ATAOEFAESELEIDOAZSEAZ5821150130566BFF2F
..... [ (807,385) INTEGER : '0O0C4E0SECSCEL83FSECTIFEAEGENS456FE4EE10727DE3CT0
..... ] (1196,20) INTEGER : '3ADOSADEFDYEEASZCCH1SECOEEEA4L1ESEI4ADD3DA "

i kad ]




ASN.1 — DSA signature

De=-3ig-Valus ::= E i Source:
r INTEGER, RFC 5480

e

=10l %]

File Wiew Tools Help

grok (0, 1651) SEQUENCE
TS (4,1617) SEQUENCE
él---'l'é.:' (1625,9) SEQUENCE
. .#¥ {1627,7) OBJECT IDENTIFIER : dsaWith3hal :
=l {1636,47) BIT STRING UnusedBits: O

=2 (1639,44) SEQUENCE

------ (1ed4l,20) INTEGER :

'1.2.6840,10040.4. 3"

'64CAd] FEAGCEATESZEEZDZ1 5BCA0BF4FECD 196555
"1BYESEGET642353099D DG TF906004A515E93C3ATAL!

------ (1a63,20) INTEGER :

File Name: C:ADocuments and SettingshAdministratorPlachatPllhgen_sodikepshca dsa|Size: 1685 [bytes] 2

DSA.crt



ASN.1 - DSA - OIDs :

—— D54 with EBHAR-1
—— Farameters are LZ5ENT

LT 3L L,

id-dsa-with-shal COBJECT IDENTIIFIER ::=
izo(l) member-bodyv(2) us(840) x5-57(10040) x%algorithm(4) 3
—— DEA with S5HRE-

224
—— Parameters are LEESENT

id-d=sa-with-shaZ24 COBJECT IDENTIFIER ::= {
jJoint-i=zso-ccitt(Z2) country(le) wus(240) organization(l) gov(l01l)
czor(3) algorithms(4) id-dsa-with-sha2(3) 1 ]

-— D54 with S5H

-z
—— Farameters are

JECT IDENTIFIER :@:= ]
Joint-isgo-ccitt(2) countrvi(le) u=s(240) organization(l) gowv (101}

-

cz2or(3) algorithms(4) id-dsa-with-shalZ(3) 2

Source: RFC 5480
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ASN.1 — ECDSA keys
ECParameters ::= SEQUENCE |
piyisptiivopen ro- ey S Curve ::= SEQUENCE |
e e reraiypesiiy a FieldElement,
curve Curve, b FieldE] .
base ECPoint, 1€ ement,
order INTEGER seed BIT STRING OPTIONAL
cofactor INTEGER OPTIONAL, }
} ECPoint ::= OCTET STRING -- Elliptic curve point
ECPrivateKey{CURVES:I0Set} ::= SEQUENCE {
version INTEGER { ecPrivkeyVerl(1l) } ( ecPrivkeyVerl ),
privateKey OCTET STRING,® ° °
parameters  [0] Parameters{{IOSet}} OPTIONAL,
publicKey [1] BIT STRING OPTIONAL
}
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{ECPKAlgorithms}},

subjectPublicKey BIT STRING*® o ¢
} ECPoint
Source: RFC 5915



ASN.1 - ECDSA public key

=-%5 1289,437) SEQUENCE

¥

{293,333) SEQUENCE
€ (297,7) OBJECT IDENTIFIER : ecPublicKey : 'l.Z.540.10045.2.1°

=9 (306,320) SEQUENCE

- {310,1) INTEGER : 'l'

2-B2 (313,60) SEQUENCE

~.4® (315,7) OBJECT IDENTIFIER : prime-field : 'l.2.840.10045.1.1

------ [324,49) INTEGER : 'O0FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFO000000000000000FFFFFFFE!

=% i375,100) SEQUENCE

{377,48) OCTET STRING : 'FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFO000000000000000FFFFFFFC!
{427,48) OCTET STRING : 'E3312FATEZ3EE7E4958E056BESFE2D1918109CAEFESLA1120314058F5013575AC656398D8AZED190 Z2A55C5EDD SECZAEF!

..... {477,97) OCTET STRING : '04AAS7CAZZEESE0S37SEELC71EF3Z0ADTASE1D3EAZEEATIESE59F741E0825424385502F25DBF55296C34545E3872760AB73617DE.
..... {576,49) INTEGER : 'OOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFC7634061F43720DF551A0DEZ458E0A77AECECL96ACCC52973 !

..... {627,1) INTEGER : 'l'

(630,98) BIT STRING UnusedBits: 0 : '0O4DE965639B7C26DAl71D4A64605E9SEDE637869E2736227A59A31FC436810A2DEB1B3409393766AF3B5E752EB36C515192

CSCA_Switzerland.crt
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ASN.1 — ECDSA signatures .
]
ec-signature-value ::= SEQUENCE ({
r INTEGER, Source:
S INTEGER RFC 5480
1.2.840.10045.4.1 - ecdsa-with-SHA1
= ASN.1 Editor - Opening File: Switzerland.crt - |EI|5|
File Miew Tools Help
| =S B(E|2]E] &]x]E]
T2 (0,1059) SEQUENCE
- 14,938) SEQUENCE
=T (948,9) SEQUENCE
S i § (545,7) OBJECT IDENTIFIER : ']1.2.540.10045.4,1"
|é|---||!|| {357,104) BEIT STRING UnusedBits: O
=55 (960,101 SEQUENCE
- {962,49) INTEGEE : 'OOFEEE445183C58A%055C8EC17926AB1135D7234F54044486951E73967FC60C2D6DE6E6230FFO31ED34FEC3251FCDESCAD !
L {1013,48) INTEGER : 'OASSSCAZ350AR49C0FEECSEEFTETZC1AD 7710582565055 763A32F00BF665A2765EEECESALGT3AGEDE57741E59560C404"
File Mame: C:hznihatdatabC5Ch_certificates\Switzerland. crt |Size: 1063 [bptes] 2

CSCA_Switzerland.crt



ASN.1 - ECDSA signature OID | :

ECDSA with SHA
ECDSA with SHA |

ECDSA with SHA224

ECDSA with SHA256

ECDSA with SHA384

ECDSA with SHAS512

ECDSA with SHA |

ECDSA with SHA224

ECDSA with SHA256

ECDSA with SHA384

ECDSA with SHAS512

1.2.840.10045.1 (ANSI X9.62)
1.2.840.10045.4.1 (ANSI X9.62)

1.2.840.10045.4.3.1 (ANSI X9.62)
1.2.840.10045.4.3.2 (ANSI X9.62)
1.2.840.10045.4.3.3 (ANSI X9.62)
1.2.840.10045.4.3.4 (ANSI X9.62)
0.4.0.127.0.7.4.1.1 (BSI)
0.4.0.127.0.7.4.1.2 (BSI)
0.4.0.127.0.7.4.1.3 (BSI)
0.4.0.127.0.7.4.1.4 (BSI)

0.4.0.127.0.7.4.1.5 (BSI)

Source:
BSI TR-03105 Part 5.1



ASN.1 - certificates :

Certificate ::= SEQUENCE ¢
tbhsCertificate TBSCertificate,
signaturefAlgorithm  AlgorithmIdentifier,
signaturelalue BIT STRINE
TBSCertificate ::= SEQUENCE ¢
version [B] EXPLICIT Uersion DEFAULT vui,
serialNumber CertificateSerialHumber,
signature AlgorithmIdentifier,
issuer Hame,
validity Validity,
subject Hame,
subjectPublicKeyInfo SubjectPublicKeylInfo,

issuerUniquelIDd [1]

subjectUniquelID [2]

extensions [2]
S
Uersion :-:= IHTEGER {

CertificateSerialHumber

IMPLICIT Uniqueldentifier OPTIDHAL,

-- If present, version HUST be vZ or vl
IMPLICIT Uniqueldentifier OPTIODHAL,

-- If present, version HMUST be v2 or vu3
EXPLICIT Extensions OPTIDHAL

-- If present, version HUST be v3

vi{B), v2{1), va(2)
== INITEGER

Source:
RFC 5280
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ASN.1 — certificates - pubkey |:
SubjectPublicKeyInfo :-:= SEQUENCE ¢
algorithm AlgorithmIdentifier, _
subjectPublicKey BIT STRINE } Source:
RFC 5280
AlgorithmIdentifier ::= SEQUEHCE ¢
algorithm OBJECT IDENHTIFIER,
parameters AHY DEFIHED BY algorithm OPTIDHAL 3}

=9 (203,418) SEQUENCE
o9 (297,13) SEQUENCE
. §¥ (299,9) OBJECT IDENTIFIER : rsaEncryption : 'l1.2.840.113549.1.1.1"
g 310,00 mULL
=l (312,399) BIT STRING UnusedBits: O
=9 (317,394) SEQUENCE
- (321,385) INTEGER : '0O0A4AGBEDFASS69EES647114F3E610CABS2207E21098E6156CE0730CAEDASLIESFIARGAIEDIDAG4EDERDS
...... (710,3) INTEGER : '65537'

CSCA CZE.crt



ASN.1 — certificates - times

Ualidity ::= SEQUEHCE {

notBefore Time, Source:

notAfter Time 3} RFC 5280
Time ::= CHOICE {

utcTime UTCTime,

generalTime GeneralizedTime }

e Until 2049: UTCTime
e YYMMDDHHMMSSZ

e From 2050: GeneralizedTime
e YYYYMMDDHHMMSSZ CSCA_CZE.crt

=8 {172,30) SEQUENCE
€Dy (174,13) UTC TIME : '090113000000Z
€13 (189,13) UTC TIME : '240413000000Z"



ASN.1 - certificates - names

Hame ::= CHODICE { -- only one possibility for now —-
rdnsequence RDHSequence

ROHSequence ::= SEQUEHCE OF RelativeDistinquishedHame

RelativeDistinguishedHame ::=
SET SIZE (1..MAX) OF AttributeTypeAndValue

AttributeTypefAndValue ::= SEQUEHCE {
type AttributeType,
value AttributelValue }
AttributeType :-:= OBJECT IDENTIFIER
AttributeValue ::= AWY —- DEFIHED BY AttributeType
DirectoryString ::= CHOICE {
teletexString TeletexString (SIZE (1..HAX})),
printablestring PrintableString (SIZE (1..MAX)),
universalstring UniversalString (SIZE (1..HMAK)),
utf8sString UTF8String (SIZE {1..MARK)}),
bmpString BHPString (3IZE {1..HAX)) }

Source:
RFC 5280



ASN.1 — certificate - names

= T—§ (204,87) SEQUENCE
B . (206,11) SET
) T—g (208,9) SEQUENCE

. §® (210,3) OBJECT IDENTIFIER :
------ .8 {215,2) PRINTAELE STRING :

EI . (219,23) SET
- =-TF (221,21) SEQUENCE

.§W (223,3) OBJECT IDENTIFIER :
...... .8 {z28,14) PRINTAELE STRING :

= . (244,29) SET
B 5 (246,27) SEQUENCE

.4 (248,3) OBJECT IDENTIFIER :
o (253,201 PRINTAELE STRING :

EI (275,16) SET
=-%8 (277,14) SEQUENCE

.§® (279,3) OBJECT IDENTIFIER :
' CSCA_CZ!

- (284,71 T&l STRING :

000
000
[ X
®
countryName : 'Z2.5.4.6°
ICEI
organizationMName @ '2.5.4.10°
'Czech Republic'
organicationallTnitName @ '2.5.4.11"°

'Ministry of Interjior!

conmontame : 'Z.5.4.3"

CSCA CZE.crt



-- id-at-objectClass OBJECT IDENTIFIER
-- id-at-aliasedEntryName OBJECT IDENTIFIER
— id-at-encryptedAliasedEntryName OBJECT IDENTIFIER

id-at-knowledgelnformation
id-at-commonName

— id-at-encryptedCommoaoniame OBJECT IDENTIFIER -
id-at-surname OBJECT IDENTIFIER ::
-- id-at-encryptedSurname OBJECT IDENTIFIER
id-at-serialNumber OBJECT IDENTIFIER ::
— id-at-encryptedSenalNumber QEBJECT IDENTIFIER -

id-at-countryName

OBJECT IDENTIFIER :
OBJECT IDENTIFIER :

OBJECT IDENTIFIER ::

{id-at 0}
{id-at 1}
{id-at 1 2}
{id-at 2}
{id-at 3}
{fid-at 3 2}
{id-at 4}
{id-at 4 2}
{id-at 5}
{id-at 5 2}
{id-at 6}

000
0000
o000
L
R | X
| .
ASN.1 — certificate - names
commonName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-common-name}
ID id-at-commonName }
DirectoryString { INTEGER : maxSize } ::= CHOICE ({
teletexString TeletexString (SIZE (1..maxSize)),
printableString PrintableString (SIZE (1..maxSize)), L
bmpString BMPString (SIZE (1..maxSize)), “°“"W”gﬂ;TﬁTFLR$EI‘:UTE == {
universalString UniversalString (SIZE (1..maxSize)), WITH SYNTAX g?:nl.::tryﬂame
uTF8String UTF8String (SIZE (1..maxSize)) } SINGLE VALUE TRUE
ID id-at-countryName }
CountryName ::= PrintableString (SIZE(2)) -

Source:
ITU-T X.520



ASN.1 — certificate - names

id-at-localityName

- id-at-encryptedLocalityMame
id-at-collectiveLocalityName

- id-at-encryptedCollectivelocalityName
id-at-stateOrProvinceName

- id-at-encryptedState OrProvinceName
id-at-collectiveStateOrProvinceName

— id-at-encryptedCollective State OrProvinceName
id-at-streetAddress

- id-at-encryptedStreetAddress
id-at-collectiveStreetAddress

- id-at-encryptedCollective StreetAddress
id-at-organizationName

- id-at-encryptedCrganizationMame
id-at-collectiveOrganizationName

-- id-at-encryptedCollective OrganizationMName
id-at-organizationalUnitName

— id-at-encryptedCrganizationalUnitName
id-at-collectiveOrganizationalUnitName
- id-at-encryptedCollective OrganizationalUnitName
id-at-title

- id-at-encryptedTitle

id-at-description

- id-at-encryptedDescription
id-at-searchGuide

- id-at-encryptedSearchGuide
id-at-businessCategory

- id-at-encryptedBusinessCategory
id-at-postalAddress

- id-at-encryptedPostalAddress
id-at-collectivePostalAddress

- id-at-encryptedCollectivePostalAddress
id-at-postalCode

- id-at-encryptedPostal Code
id-at-collectivePostalCode

- id-at-encryptedCollectivePostalCode

OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBPECTIDENTIFJ‘ER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER

{id-at 7}
ficl-at 7 2}
{id-at 7 1}
fid-at 7 1 2}
{id-at 8}
{id-at 8 2}
{id-at 8 1}
fid-at 8 1 2}
{id-at 9}
{id-at 9 2}
{id-at9 1}
fic-at 3 1 2}
{id-at 10}
fid-at 10 2}
{id-at 10 1}
{icl-at 10 1 2}
{id-at 11}
fid-at 11 2}
{id-at 11 1}
fid-at 11 1 2}
{id-at 12}
fic-at 12 2}
{id-at 13}
fid-at 13 2}
{id-at 14}
{id-at 14 2}
{id-at 15}
{id-at 15 2}
{id-at 16}
ficl-at 16 2}
{id-at 16 1}
{id-at 16 1 2}
{id-at 17}
ficl-at 17 2}
{id-at 17 1}
{id-at 17 1 2}

Source:
ITU-T X.520



Certificate profiles

e For particular areas/purposes there exist certificate
profiles which prescribe what kind of attributes will
be used in Names

e E.g. for electronic passports ICAO Doc. 9303 states:

The following Attributes SHOULD be used:

country (country codes SHALL follow the format of two letter country codes, specified in [R16],
ISO/IEC 3166, Codes for the representation of names of countries and their subdivisions — 1997.).
organization;

organizational-unit;

common name.

Additionally some countries MAY use:

serial number.

Source:
ICAO Doc. 9303



(Y X )
0000
( X XX
(XX
" gm o0
)
ASN.1 — certificates — v3
Uniqueldentifier =::= BIT STRIHG
. i Source:
Extensions :-:= SEQUERCE 5I7E (1..HAX) OF Extension RFC 5280
Extension ::= SEQUEHCE
extnID OBJECT IDEHTIFIER,

critical BOOLEAH DEFAULT FALSE,

extnlalue ODCTET STRIHG
—- contains the DER encoding of an ASH.1 value
—-— corresponding to the extension type identified
-— by extnlID

e Critical x non-critical extensions



ASN.1 - certs — extensions

=@ (715,97) CONTEXT SPECIFIC (3)
=g (717,95) SEQUENCE
=% (719,29) SEQUENCE
€% (721,3) OBJECT IDENTIFIER : subjectKeyIdentifier : '2.5.29.14'

=8 (726,22) OCTET STRING

2. %5 {750,14) SEQUENCE
-4 (752,3) OBJECT IDENTIFIER : keyUsage : 'Z.5.29.15'

.4 {757,1) BOOLEAN : '§'

=[] (760,4) OCTET STRING
LI i762,2) BIT STRING UnusedBits: 1 @ '0g!

- %5 (766,26) SEQUENCE
W (768,3) OBJECT IDENTIFIER : certificatePolicies : 'Z.5.29.32'

I

I

E| {773,19) OCTET STRING
=-%8 (775,171 SEQUENCE
=-%8 (777,15 SEQUENCE

=T (794,158 SEQUENCE
- #® (796,3) OBJECT IDENTIFIER : basicConstraints : 'Z.5.29.19'

4> (801,1) BOOLEAN : '§'
=8 (804,8) OCTET STRING
=-%8 {806,6) SEQUENCE
.4 (808,1) BOOLEAN : '
- (811,1) INTEGER : 'O

(723 ,2Z0) OCTET 3TEING : 'B453193FSECO0DAZFODGFOFIATDEYEOCLTS9496EC!

& (779,13) OBJECT IDENTIFIER : : 'l.2.203.7064.1.1.1.1.20060523"

CSCA CZE.crt
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X509v3 cert extensions :
e Authority Key ldentifier
o ldentification of the issuing CA
e Non critical
id-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35 }
AuthorityKeyldentifier ::= SEQUEHCE ¢
keyldentifier [ 8] Keyldentifier OPTIOHAL,
authorityCertIssuer [1] GeneralHames OPTIDHAL ,

authorityCertSerialHumber [2] CertificateSerialHumber OPTIOHAL

KeyIdentifier ::= ODCTET STRIHG

e Similarly “Subject Key ldentifier”

Source:
RFC 5280



X509v3 cert extensions

e Key Usage
e Restrictions of the use of the key

id-ce-keylUsage OBJECT IDEHTIFIER ::= { id-ce 15 }
KeyUsage :-:= BIT S5TRIHE {
digitalSignature {8y,
nonRepudiation {1}, —— vrecent editions of X.589 have
-— renamed this bit to contentCommitment
keyEncipherment {2y,
dataEncipherment {33y,
keyAgreement (4),
keyCert3ign {5y,
cRLSign {6Y,
encipherOnly {73y,
decipherOnly {8y %

Source:
RFC 5280
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X509v3 cert extensions :
e Extended Key Usage
e Purposes of the certified key
id-ce-extKeylUsage OBJECT IDENTIFIER ::= { id-ce 37 }
ExtKeyUsageSyntax -:= SEQUEHCE :IZ7E {1..HMAx) OF KeyPurposeld
KeyPurposeld ::= OBJELCT IDEHTIFIER
anyExtendedieylUsage OBJECT IDENTIFIER ::= { id-ce-extKeylUsage 0 }
id-kp OBJECT IDEHTIFIER ::= { id-pkix 3 }
id-kp-serverfAuth OBJECT IDEHTIFIER ::= { id-kp 1 }
id-kp-clientAuth OBJECT IDENHTIFIER ::= { id-kp 2 }
id-kp-codeSigning OBJECT IDEHTIFIER ::= { id-kp 3 }
id-kp-emailProtection OBJECT IDEHTIFIER ::= { id-kp 4 }
id-kp-timeStamping OBJECT IDEMTIFIER ::= { id-kp 8 }
id-kp-DCS5PSigning OBJECT IDEHTIFIER ::= { id-kp 9 }
Source:

RFC 5280



X509v3 cert extensions

id-ce-certificatePoli

PolicyInformation ::=
policyIdentifier

policygualifiers

CercPolicyId ::= CBJE
PolicyQualifierInfo
policygualifierI

gqualifier
— policvQualifierIds
id—gr
id-gt-cps OBJ
id-gr—unotice
PolicyQualifierId ::=

CHOICE

ualifier ::=
cBSuri

userNotice

CF

L
[

Userllotice ::=
noticeRef
explicitText

HoticeReference ::=
rganization

DisplayTexrt ::= CH
iaSScring
visibleString
bnmpString
utf85tring

cies COBJECT

IDENTIFIER ::=

IE (1

T i1

id-ce 32

id-ce-certificatePolicies O

. ML)

. MLX) CF

ygualifierInfo CPTICHAL

CT IDENTIFIER

for

FIER
IDENTIFIER
IDENTIFIER =

IDENTIFIER

CESuri,

UserNotice

SEQUENCE

id-gt 2

voualifierId,
LNY DEFINED BY policyQualifierId

Internet policy gualifiers

id-pkix 2
id-gt 1

[ id-gt-cps= id-gc-unotice

NoticeReference OPTICHAL,
DisplayText CPTICHAL

IASString
VisgibleString
EMPString

OF PolicyInformation

e Certificate Policies

o Policy relevant for
the issue and use of
the certificate

o Preferably only an
OID

Source:
RFC 5280



X509v3 cert extensions

e Subject Alternative Name
e |ssuer Alternative Name

e “Internet style identities”
Email
DNS name
IP address
URL

e Must be verified by CA




X509v3 cert extensions

e Basic Constraints
e |s Subject a CA?

e Max. length/depth of the certificate chain/path

o A pathLenConstraint of zero indicates that no
non-self-issued intermediate CA certificates may
follow in a valid certification path.

id-ce-basicConstraints OBJECT IDEHTIFIER ::= { id-ce 19 }

BasicConstraints ::= SEQUEHCE {

CH BOOLEAH DEFAULT FALSE,
pathLenConstraint IHTEGER (8. .HMAx) OPTIDHAL }

Source:
RFC 5280



X509v3 cert extensions

e Name Constraints
e Only for CA certificates
e “indicates a name space within which all

subject names in subsequent certificates in a

certification path MUST be located”

id-ce-nameConstraints OBJECT IDENTIFIER ::= { id-ce 38 }
HameConstraints ::= SEQUEHCE {

permittedSubtrees [9] GeneralSubtrees OPTIDHAL,

excludediubtrees [1] GeneralSubtrees OPTIDHAL }
GeneralSubtrees :-:= SEQUEHCE 5IZ7E (1..HAX)Y OF GeneralSubtree
GeneralSubtree :z:= SEQUEMCE {

base GeneralHame,

minimum [8] BaseDistance DEFAULT @,

maximum [1] BaseDistance OPTIDHAL }
BaseDistance ::= IHTEGER (B8..HAX)

Source:
RFC 5280



X509v3 cert extensions

e Policy Constraints
e Must be critical
e For CA certificates

e Constraints path validation
e Pronhibit policy mapping (or)

e Require acceptable policy OID in each certificate

id-ce-policyConstraints OBJECT IDEHTIFIER ::= ¢{ id-ce 36 }
PolicyConstraints ::= SEQUENCE {
requireExplicitPolicy [B] SkipCerts OFTIDHAL,
inhibitPolicyMapping [1] SkipCerts OFTIDHAL 3}
SkipCerts ::= IHTEGER (8..HAX) Sou

rce.

RFC 5280
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X509v3 cert extensions :
e CRL Distribution Points
e How to obtain CRL
id-ce-cRLDistributionPoints OBJECT IDEHTIFIER ::= { id-ce 31 }
CRLDistributionPoints ::= SEQUENMCE SIZE {1..MAX)} OF DistributionPoint
DistributionPoint ::= SEQUEMCE {
distributionPoint [8] DistributionPointHame OPTIDHAL,
rFeasons [1] ReasonFlags OPTIOHAL,
cRLISsuer [2] GeneralHames OPFTIDMAL }
DistributionPointHame ::= CHOICE {
fullHame [8] GeneralHames,
nameRelativeToCRLISssuer [1] RelativeDistinguishedHame }
ReasonfFlags :z:= BIT STRING {
unused (8},
keyCompromise (1),
cACompromise (2},
affiliationChanged (3),
superseded (%),
cessationDfFOperation (5),
certificateHold (6), Source:
privilegeWithdrawn (7).,

aACompromise (8) RFC 5280



ASN.1 — certificate request

CertificationRequest ::= SEQUEHCE {
certificationRequestiInfo CertificationRequestiInfo,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRIBEG

}

CertificationRequestiInfo ::= SEQUEHCE {
version IHTEEER { wvi{d) },
subject Hame,
subjectPKInfo SubjectPublicKeylnfo,
attributes [8] Attributes

}

Attributes :-:= SET OF attribute

Attribute ::= SEQUEHCE ¢
type ATTRIBUTE .&id{{I035et}),
values JSET SIZE{1..HAx) OF ATTRIBUTE.&Type{{I05et;{dtype;)

4 Source:

RFC 5280



ASN.1 - CRL

Certificatelist ::= SEQUENCE
tbsCertList TBSCertList,
signatureAlgorithm  AlgorithmIdentifier,
signaturelalue BIT STRING }
TBSCertList ::= SEQUEHCE ¢
version Uersion DPTIODHAL,
-— if present, HUST be vu2

signature AlgorithmIdentifier,
issuer Hame,
thisUpdate Time,
nextUpdate Time OPTIDHAL,
revokedCertificates SEQUEHCE OF SEQUEHCE ¢

userCertificate CertificateSerialHumber,

revocationDate Time,

crlEntryExtensions Extensions OFTIDHAL

-— if present, version MUST be w2
y OPTIDHAL,
crlExtensions [B] EXPLICIT Extensions OPTIODHAL
-- 1f present, version MUST be v2
¥

Source:
RFC 5280
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ASN.1 - PKCS#7 | CMS :
|
ContentInfo :-:= SEQUENLCE {
contentType ContentType,
content [H] ESPLICIT AWY DEFIHED BY contentType ;
ContentType :-:= OBJECT IDENTIFIER
SignedData ::= SEQUEHCE {
version CHMSUersion,
digestAlgorithms DigestAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [B] IMPLICIT CertificateSet OPTIDHAL,
crls [1] IMPLICIT RevocationInfoChoices OFTIOHAL,
signerInfos SignerInfos }
DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmIdentifier
EncapsulatedContentInfo :-:= SEQUEHCE {
eContentType ContentType,
eContent [H8] ESPLICIT DCTEYT S5TRING DPTIODWAL }
Source:

SignerInfos

== SET DF 51 Inf
tgnerinro RFC 5652
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ASN.1 - PKCS#7 | CMS :
|
SignerInfo ::= SEQUENCE {
version CHSUersion,
sid SignerIdentifier,
digestfAlgorithm DigestAlgorithmIdentifier,
signedAattrs [B8] IMPLICIT SignedAttributes OPTIODHAL,
signaturefAlgorithm SignaturefAlgorithmIdentifier,
signature SignatureUalue,
unsignedAttrs [1] IWMPLICIT UnsignedAttributes OPTIDHAL }
SignerIdentifier ::= CHOICE {
issuerAndSerialHumber IssuerfindSerialNumber,
subjectKeyldentifier [08] SubjectKeyIdentifier }
Signedattributes ::= SET SIZE {1..HAX) OF Attribute
Unsignedfittributes ::= SET SIZE {1..HMAX) OF Attribute
Attribute ::= SEQUEHCE {
attrType OBJECT IDEHTIFIER,
attrUalues SET OF AttributelValue }
AttributeValue ::= ANY
_ Source:
SignaturelUalue ::= ODCTET STRING REC 5652



PKCS#7 Sample

=~ ASM.1 Editor - Opening File: France.p7s

File  Wiew Tools Help

France.p7s

g [

@] BE|E]=] #x]a
B2 (39,139) SEQUENCE
S ({181,967) CONTEXT SPECIFIC (0)

5.0 [1156,449) SEQUENCE

{1160,1) INTEGER : '1°

%o (1163,63) SEQUENCE

B85 (1165,58) SEQUENCE

-5 (1167,43) SET

. 5T (1169,41) SEQUENCE

...4® (1171,3) OBJECT IDENTIFIER : coumonMame : '2.5.4.3

=g ilz1z,11) SET

BT (1214,9] SEQUENCE
..§® (1216,3) OBJECT IDENTIFIER : countryName : 'Z2.5.4.6'
i {l221,2) PRINTAELE STRING : 'fr'

=-T5 (1228,9) SEQUENCE
..§8 [1230,5) OBJECT IDENTIFIER : shal : 'l.3.14.3.2.28'

=@ (1233,93) CONTEXT SPECIFIC (0)
BT (1241,24) SEQUENCE

(1254,11) SET

2T (1267,28) SEQUENCE

{1280,15] SET

..... €D (1282,13) UTC TINE : '061204101915Z"
E-T5 (1297,35) SEQUENCE

(1310,22) SET

=T (1334,13) SEQUENCE
.9 (1336,9) OBJECT IDENTIFIER :

'1.2.540,11354%9.1.1. 10"

B (1349,256) OCTET STRING :

4] |

fee (1176,34) PRINTAELE STRING : 'Country Signing CA FR& R3AS07Z3HAL'

€0 (1243,9) OBJECT IDENTIFIER : contentType : 'Ll.2.540.113549.1.9.3"
"W (1256,9) OBJECT IDENTIFIER : data : 'l.2.840.113549,1.7.1°

€ (1269,9) 0OBJECT IDENTIFIER : signingTime : '1.Z.540.113549.1.9,5'

€ (1299,9) OBJECT IDENTIFIER : messageDigest : '1.Z.540.113549,1.9.4'

------ B (1312,20) OCTET STRING : 'FGSECOCTSEASTFDDADFE6SDCABASFFE4AFOZIDALS'

'3ARAZE4BE73I1CCCICFODICCE4248304053F403D7E3DE842F51FA034EBF7FASEG3 37302048 F36E0AESG29391FA343E0D84CE 5

o

|File Mame; C:ADocuments and SettingshadminiztratorsPlochatpki_filez\France.pfz

Size: 1609 [bytes)
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ASN.1 - PKCS#8

-— Private-key information syntax

PrivateeyInfo ::= SEQUEHCE {
version Uersion,
privateKeyAlgorithm AlgorithmIdentifier,
privatekey PrivateKey,
attributes [8] Attributes OPTIDHAL 3}

Uersion :z:= IHTEEER {uv1{8)} {uvi1,...)
Privateley ::= DCTET STRIHG
Attributes :z:= SET OF Attribute

-— Encrypted private-key information syntax

EncryptedPrivateeyInfo ::= SEQUEHCE {

encryptionAlgorithm AlgorithmIdentifier,

encryptedbData EncryptedData
¥

EncryptedData ::= ODCTET STRIHG

Source:
PKCS#8



