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ASN.1 Grammar

e [0 understand the structure (what is the
meaning of particular fields) we need ASN.1
grammar

TBSCertList ::= SEQUEHCE ¢
version Uersion OPTIOHAL,
-— if present, HUST be v2
signature AlgorithmIdentifier,
. . issuer Hame ,
EertlFlcatELl?t ::= SEQUEHCE { _ thisUpdate Tine,
tbsCertlist TBiCertlist, nextUpdate Time OPTIONAL,
signatureAlgorithm  Algorithmldentifier, revokedCertificates SEQUENCE OF SEQUENCE ¢
signaturelalue BIT STRING } userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

-- if present, HUST be wv?
Y OPTIDHAL,
crlExtensions [8] EXPLICIT Extensions OPTIOMAL
-- if present, HUST be wv?




ASN.1 — RSA keys

RSAPublicKey ::= SEQUEHCE {
modulus INTERER, - n
publicExponent INTEGER - e
¥

-— Representation of RSA private key

with information for the CRT algorithm.

RSAPrivateKey ::= SEQUEHCE {

version Uersion,

modulus INTEGER, - n

publicExponent INTEGER, - e

privateExponent INTEGER, -- d

prime INTEGER, - p

prime2 INTEGER, -- g

exponent IHTEGER, - d mod {p-1)

exponent?2 IHTEGER, - d mod {q-1)

coefficient INTEEER, -- (inverse of g) mod p

otherPrimeInfos ODtherPrimeInfos OPTIOHAL Source:
' PKCS#1

RSA key



ASN.1 — RSA padding :

o PKCS#1 v1.5
e m =0x00 [| Ox01 || OXFF ... OXFF || Ox00 || T
e Where T is defined as DER encoding of

DigestInfo ::= SEQUEHCE {
digestAlgorithm AlgorithmIdentifier,
digest OCTET STRIHEG

¥

e |n practice:

MD?2: (0x)30 20 30 Oc 06 08 2a 86 48 86 £7 0d 02 02 05 00 04 10| A
MDS5: (0x)30 20 30 0Oc 06 08 2a B6 48 86 £7 0d 02 05 05 00 04 10 || A
SHA-1: (0x)30 21 30 09 06 05 2b Oe 03 02 1a 05 00 04 14| A

SHA-256:  (0x)30 31 30 0d 06 09 60 86 48 01 65 03 04 02 01 05 00 04 20| A
SHA-384:  (0x)30 41 30 0d 06 09 60 86 48 01 65 03 04 02 02 05 00 04 30| A
SHA-512: (0x)30 51 30 0d 06 09 60 86 48 01 65 03 04 02 03 05 00 04 40 || A

Source:
PKCS#1



ASN.1 — RSA signature :
e RSA signature is the number s = md mod n
= ASN.1 Editor - Opening File: postsignum_tsa_tsul.der =0l x|

File Wiew Tools Help

|@|e] w[E|E]E] #]x]al
4= (0,1815) SEQUENCE
-8 14,1538) SEQUENCE
=g (1546,13) SEQUENCE

------ ) (1545,9) OBJECT IDENTIFIER : : '1.2.840.113549.1.1.11"

- O] i1559,0) NULL
I (1561,257) BIT STRING UnusedBits: 0 : '7BASDAZ079DA3ZEC7ARG5SESEDS0ZEECAGE0DE31D0YEL758A41304491DEFSDEGA

1| | 10

|Fi|e Mame: C:A\Documentz and 5 ettingzhAdriniztratorsPlochasPE \postzignum_tza tsul . der Size: 1822 [bytes]

TSA.crt



ASN.1 — signature OIDs

RSA Encryption'
RSASSA-PKCS1_v15 with SHA

RSASSA-PSS

RSASSA-PKCS1_v15 with SHA224
RSASSA-PKCS1_vI5 with SHA256
RSASSA-PKCS1_vI5 with SHA384

RSASSA-PKCS1_v15 with SHAS12

1.2.840.113549.1.1.1
1.2.840.113549.1.1.5

1.2.840.113549.1.1.10 (PKCS #1 Version 2.1)

[.2.840.113549.1.1.14
[.2.840.113549.1.1.11
[.2.840.113549.1.1.12

[.2.840.113549.1.1.13

Source:
BSI TR-03105 Part 5.1
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ASN.1 — RSA PSS params
RSASSA-PSS-params ::= SEQUEMCE {
hashAlgorithm [0] HashAlgorithm DEFAULT shat, _
maskGenAlgorithm [1] MaskGenAlgorithm  DEFAULT mgf1SHA1, Source:
saltLength [2] INTEGER DEFAULT 20, PKCS#1
trailerField [3] TrailerField DEFAULT trailerFieldBC
b
TrailerField :z:= IHTEEER { trailerFieldBC{1) }
E| T—g (814,65) SEQUENCE —
i [
-~ ..§¥ (816,9) OBJECT IDENTIFIER : : 'l1.2.840.113549.1.1.10'<

El 'l'g' (827,52) SEQUENCE
=@ (829,15) CONTEXT SPECIFIC (D)
B 'l'4=,= i&31,13) SEQUENCE
------ .§¥ (833,9) OBJECT IDENTIFIER : : '2.16.840.1.101.3.4.2.1'=<

- 0] (844,07 WULL
=-@ (846,28) CONTEXT SPECIFIC (1]
: -
g = ‘lI‘IIIIII

B2 (848,26) SEQUENCE
W (850,%) OBJECT IDENTIFIER : : 'l.2.540.113549.1.1.5 <
é-T—E (861,13) SEQUENCE
------ .§® (863,9) OBJECT IDENTIFIER : : 'Z.16.840.1.101.3.4.2.1'=<
: » Eﬂ (874,0) NULL
& I:E (G76,3) CONTEXT SPECIFIC (Z)

...... [ i878,1) INTEGER : '32' CSCA_CZE.crt




ASN.1 — DSA keys

SEQUEHCE |
INTEGER,
INTEGER.

D==—Farm=

Source:
RFC 5480

P
=
g INTEGER

DSAPublicKey INTEGEE —— public key, ¥

DSAPrivateKey is an INTEGER, usually denoted as X

ASH1 SEQUENCE cb({DSAPrivateKey, dsa ch}) = {
ASH1_SIMPLE({DSA, version, LOHG),
ASH1_SIWPLE({DSA, p, BIGHUHM},
ASH1_SIWPLE{D3A, g, BIGHUHM}),
ASH1_SIHWPLE{DSA, g, BIGHUHM},
ASH1_SIMPLE({DSA, pub_key, BIGHUM},
ASH1_SIMPLE(DSA, priv_key, BIGHUM}

¥ ASH1_SEQUENCE_EHND cb{DSA, DSAPrivateKey]

Source:
OpenSSL

== ASM.1 Editor - Opening File: ca_dsa_3072.key
File Wiew Tools Help

=

=] |2 |E]E] &]x]|al

=

DSA key

{0,1214] SEQUENCE
[i] 14,1) INTEGER : 'O

[#) (7,385) INTEGER : '00D1817BO238DFCCATSZ65EESBSTEFFETOL191024611D6EG5S
[#] (396,21) INTEGER : '00D6422767C29597287C6CFIEACTIBADEABSE4FFSL

[#] 1419,384) INTEGER : '0958FA358ATANEFSESEIEIDOAZS5A25821159130566BFF2F
[#) (807,385 INTEGER : 'O0C4E0SECECELS3FEECTIFEAESENS456FE4BE10T27DE3C0T0
[#) (1196,20) INTEGER : '3ADOSADEFDIEEAS2CCH1SECBEE4L1BSES4ADD3DA "




ASN.1 — DSA signature

Dss-5ig-Value ::= SEQUENCE ¢ Source:
x INTEGER, RFC 5480
TNTEGER !

.= ASM.1 Editor - Opening File: ca_dsa_3072_shal.crk

File Mjew Tools Help

=10f x|

=|E|¢| BlE|E]E] %]x]al
g~k (0, 16581) SEQUENCE
w-B5 (4,1617) SEQUENCE
=% (1625,9) SEQUENCE

: d=sallithihal :
=l (l636,47) EIT STRING UnusedEits: O
B2 (1639,44) SEQUENCE

------ (14l ,Z0) INTEGER :

'1.2.6840,10040.4. 3"

'64CAd]l FEAGCEAYTESZGEZDZ1 5BCA0BFAFECD 198555
"1BYESEGET642353099D DG T 90600451 5EQ3C3ATAL!

------ (1a63,20) INTEGER :

File Mame: C:A\Documents and Settingzs\AdministratarsPlochalPEINgen_sodykepshca_dza |Size: 16850 [bytes] 2

DSA.crt



ASN.1 — DSA - OIDs

-— D54 with S5HA-]
3 4a

—— Parameter
id-dsa-with-=shal CBJECT IDENTIFIEE =
izo(l) member-bodv(Z2) us(240) =

Lt

=57 (10040) =x9algorithmigd) 3

—— DS54 with 5HALA-
=5

24
—— Parameter i

SENT

b

2
are

id-d=sa-with-shaz2d4 COBJECT IDENTIFIER ::= ]
Joint-iso-ccitt () countrv(le) u=s(240) organization(l) gowv (101}
czor(3) algorithms(4) id-dsa-with-shazZ(3) 1

—— DEL with EBHR-Z58
—— Parameters are LBSENT

id-d=sa-with-shaZ2Se OBJECT IDENTIFIER ::= _
jJoint—-iso-cecitt(2) country(le) us(840) organization(l) gowv(1l01)
czor(3) algorithms(4) id-dsa-with-shaz(3) 2

Source: RFC 5480
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ASN.1 — ECDSA keys :
ECParameters ::= SEQUENCE {
eraD  pielam| (rietarypes)) | | Cuve ¢ SEQUENCE |
c;ive Ci;re 1eldlypes)}, a FieldElement,
base ECPoi:r;t b FieldElement,
order INTEGER’ seed BIT STRING OPTIONAL
cofactor INTEGER OPTICNAL, }
1 ECPoint ::= OCTET STRING -- Elliptic curve point
ECPrivateKey{CURVES:I0Set} ::= SEQUENCE {
version INTEGER { ecPrivkeyVerl(l) } ( ecPrivkeyVerl ),

privateKey OCTET STRING,< = Py
parameters  [0] Parameters{{IOSet}} OPTIONAL,

publicKey [1] BIT STRING OPTIONAL

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{ECPKAlgorithms}},

subjectPublicKey BIT STRING® @ o
)

Source: RFC 5915



ASN.1 - ECDSA public key

=-%5 (289,437) SEQUENCE

2.7

&

{293,333) SEQUENCE
€ (297,7) OBJECT IDENTIFIER : ecPublicKey : 'l.Z2.540.10045.2.1"
%5 (306,320) SEQUENCE

- {310,1) INTEGER : 'l

=% (313,60) SEQUENCE

..4¥ (315,7) OBJECT IDENTIFIER : prime-field : '1.2.840.10045.1.1"

------ [324,49) INTEGER : 'OOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFO000000000000000FFFFFFFF!

=55 (375,100) SEQUENCE

[377,48) OCTET STRING : 'FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFO000000000000000FFFFFFFC!
{427,48) OCTET STRING : 'E331ZFATEZSEETE4958E05S6BESFSED10181D9CEEFES141120314086F501387540656398D8A2ED 19D2AG5CEEDDIECZAEF

..... {477,97) OCTET STRING : '044487CAZ2EESE05378EELCT7IEF320ADT46E1DIE628EA79E9559F741E0525424565502F25DEF5529603A545E3872760AF736 1 7DE
..... {576,49) INTEGER : 'OOFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFC7634D81F4372DDF581A0DE248E0477TAECEC1 96ACCC52975 !

..... {627,1) INTEGER : 'l

{630,98) BEIT STRING UnusedBits: 0 : '04DE965639B7C26DA171D4AAG4605E98EDEG37E69E273B2274594531FC436810A2DERLR340993766AF3E5E752ER360515192

CSCA_Switzerland.crt
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ASN.1 — ECDSA signhatures .
| |
ec-signature-value ::= SEQUENCE ({
r INTEGER, Source:
S INTEGER RFC 5480
1.2.840.10045.4.1 - ecdsa-with-SHA1
-~ ASM.1 Editor - Opening File: Switzerland.crt - |I:I|5|
File Miew Tools Help
=|Ee| BlEE]|E] $]x|E]
T—_==,' {0,1059) SEQUENCE
T8 (4,938) SEQUENCE
=-%5 (946,9) SEQUENCE
W | § (045 ,7) OBJECT IDENTIFIER 11.2.5840.10045.4.1"
=l {257,104) EIT STRING UnusedBits: O
=-%& (960,101) SEQUENCE
- {962,49) INTEGER : 'O0FEEE445183C53A9055C3EC1T7926AR1135D7234F540444586951E73967FC60C2DEDEEEG230FFOS1ED34AFEC3251FCDESCAD !
- {1013,48) INTEGER : 'OA555CAZ3594949C0F63C56BF7ET2C1ADT77108825EB5053783432F006F6585A2755EEECESA167346EDE577A1E595600444!
File Mame: C:\zrihatdata'CSCA_certificates\Switzerland. crt |Size: 1063 [bytes] 2

CSCA_Switzerland.crt



ASN.1 — ECDSA signature OID

ECDSA with SHA
ECDSA with SHA

ECDSA with SHA224

ECDSA with SHA256

ECDSA with SHA384

ECDSA with SHAS512

ECDSA with SHA 1

ECDSA with SHA224

ECDSA with SHA256

ECDSA with SHA384

ECDSA with SHAS12

1.2.840.10045.1 (ANSI X9.62)
1.2.840.10045.4.1 (ANSI X9.62)

1.2.840.10045.4.3.1 (ANSI X9.62)
1.2.840.10045.4.3.2 (ANSI X9.62)
1.2.840.10045.4.3.3 (ANSI X9.62)
1.2.840.10045.4.3.4 (ANSI X9.62)
0.4.0.127.0.7.4.1.1 (BSI)
0.4.0.127.0.7.4.1.2 (BSI)
0.4.0.127.0.7.4.1.3 (BSI)
0.4.0.127.0.7.4.1.4 (BSI)

0.4.0.127.0.7.4.1.5 (BSI)

Source:
BSI TR-03105 Part 5.1
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ASN.1 - certificates :
Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signaturefAlgorithm  AlgorithmIdentifier,
signaturelalue BIT STRIHNG }
TBSCertificate ::= SEQUEHCE ¢
version [B] EXPLICIT Uersion DEFAULT vi,
serialHumber CertificateSerialHumber,
signature Algorithmldentifier,
issuer Hame,
validity Ualidity,
subject Hame,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueID [1] IMWPLICIT Uniqueldentifier OPTIDHAL,
-- If present, version HUST be v2 or wv3
subjectUniquelID [2] IMPLICIT Uniqueldentifier OPTIOHAL,
-- If present, version HUST be v2 or vl
extensions [2] EXPLICIT Extensions OPTIODHAL
-- If present, version HUST be v3
¥
Uersion ::= [IHTEEER { w1(8), w2({1), v3{2)} } Source:
CertificateSerialHumber ::= IHTEGER

RFC 5280
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ASN.1 — certificates - pubkey |:
SubjectPublicKeyInfo :-:= SEQUENCE ¢
algorithm AlgorithmIdentifier, _
subjectPublicKey BIT STRING } Source:
RFC 5280
AlgorithmIdentifier ::= SEQUENCE
algorithm OBJECT IDEHTIFIER,
parameters AHY DEFIHED BY algorithm OPTIOHAL }

2-®o (293,418) SEQUENCE
=9 (297,13) SEQUENCE
. .§d (299,9) OBJECT IDENTIFIER : rsaEncryption : 'l.2.840.113549.1.1.1
L8 310,00 muLL
=l (312,399) BIT STRING UnusedBits: O
== (317,394) SEQUENCE
- (321,385) INTEGER : 'O0A4AGBEDFASOG9EES647114F3E6L0CABS22C7E21098E6156CE073CCAGDAS]1ESFOABEALIBD1DAGAEDEEDS

------ (710,3) INTEGEER : '65537!

CSCA_CZE.crt
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ASN.1 — certificates - times :
Ualidity ::= SEQUEHCE {
notBefore Time, Source:
notAfter Time RFC 5280
Time ::= CHODICE {
utcTime UTCTime,
generalTime GeneralizedTime 3}

e Until 2049: UTCTime
e YYMMDDHHMMSSZ

e From 2050: GeneralizedTime
e YYYYMMDDHHMMSSZ CSCA_CZE.crt

=-%2 {172,30) SEQUENCE

----- l-:B (174,13) UIC TIME : 'O%0113000000%"°

@ (189,13) UIC TIME : 'Z404l3000000Z°



ASN.1 — certificates - names

Hame ::= CHOICE { —-- only one possibility for now —-
rdnSequence RDHSequence }

RDHSequence

:= SEQUENCE OF RelativeDistinguishedMHame

RelativeDistinguishedHame ::=
SET SIZE (1..HMAX) OF AttributeTypeAndUalue

AttributeTypeAndUalue ::= SEQUENCE {
type AttributeType,
value AttributeValue }
AttributeType ::= OBJECT IDEHTIFIER
AttributeValue ::= ANY -- DEFIHED BY AttributeType
DirectoryString ::= CHOICE {
teletexString TeletexString {(SIZE (1..HAX)),
printablestring PrintableString (SIZE (1..HMAK}),
universalstring UniversalString (SIZE {(1..MAR)),
utf85tring UTF85tring (SIZE {1..HMAX)),
bmpString BHPString (SIZE {1..HAX)) }

Source:
RFC 5280



ASN.1 — certificate - names

= T—g (204,87) SEQUENCE
B . (Z06,11) SET
g T—g (208,9) SEQUENCE

- §W (210,3) OBJECT IDENTIFIER :
...... [ {215,2) PRINTAELE STRING :

B . (219,23) SET
B 5 (221,21} SEQUENCE

- §W (223,3) OBJECT IDENTIFIER :
...... [ {228,14) TPRINTABLE STRING :

El . (244,29) SET
=) 5 (246,27) SEQUENCE

-.§W (248,3) OBJECT IDENTIFIER :
...... [ {253,20) PRINTABLE STRING :

El . (275,16) SET
= B2 (277,14) SEQUENCE

.4 (279,3) OBJECT IDENTIFIER :
'CSCA_CZ!

- (284,71 T6l STRING :

000
000
o0
o

countryName @ 'Z2.53.4.6°'

IEEI

organizationMame @ 'Z.5.4.10°

'Czech Republic'

organizationallnitiName @ 'Z2.5.4.11"

'Miniztry of Interior!

commontlane @ '2.5.4. 3!

CSCA_CZE.crt



-- Id-at-objectClass OBJECT IDENTIFIER
- id-at-aliasedEntryName OBJECT IDENTIFIER
— id-at-encryptedAliasedEntryName OBJECT IDENTIFIER

id-at-knowledgelnformation
id-at-commonName

— id-at-encryptedCommoanhame QEJECT IDENTIFIER
id-at-surname OBJECT IDENTIFIER :

— id-at-encryptedSurname OEJECT IDENTIFIER
id-at-serialNumber OBJECT IDENTIFIER ::
-- id-at-encryptedSerialNumber OBJECT IDENTIFIER

id-at-countryName

OBJECT IDENTIFIER :
OBJECT IDENTIFIER :

OBJECT IDENTIFIER :

{id-at 0}
{id-at 1}
{fid-at 1 2}
{id-at 2}
{id-at 3}
{fid-at 3 2}
{id-at 4}
{id-at 4 2}
{id-at 5}
{id-at 5 2}
{id-at 6}

000
0000
0000
o000
P o0
ASN.1 — certificate - names :
commonName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX DirectoryString {ub-common-name}
D id-at-commonName }
DirectoryString { INTEGER : maxSize } ::= CHOICE {
teletexString TeletexString (SIZE (1..maxSize)),
printableString PrintableString (SIZE (1..maxSize)), L
bmpString BMPString (SIZE (1..maxSize)), °°”"W”gﬂETﬂERéﬁ‘:UTE =
universalString  UniversalString (SIZE (1..maxSize)), WITH SYNTAX gamet N
uTF8String UTF8String (SIZE (1..maxSize)) } SINGLE VALUE T;ﬂ'l‘zﬁ' ame
ID id-at-countryName }
CountryName ::= PrintableString (SIZE(2)) -

Source:
ITU-T X.520



ASN.1 — certificate - names

id-at-localityName

— id-at-encryptedlLocalityMame
id-at-collectiveLocalityName

- id-at-encryptedCollectiveLocalityName
id-at-stateOrProvinceName

- id-at-encryptedState OrProvinceName
id-at-collectiveStateOrProvinceName

- id-at-encryptedCollective State OrProvinceName
id-at-streetAddress

- id-at-encrypted StreetAddress
id-at-collectiveStreetAddress

— id-at-encryptedCollective StreetAddress
id-at-organizationName

- id-at-encryptedOrganizationMame
id-at-collectiveOrganizationName

- id-at-encryptedCollective OrganizationMName
id-at-organizationalUnitName

- id-at-encryptedCrganizationalUnitName
id-at-collectiveOrganizationalUnitName
- id-at-encryptedCollective OrganizationalUnitName
id-at-title

— id-at-encryptedTitle

id-at-description

- id-at-encryptedescription
id-at-searchGuide

- id-at-encryptedSearchGuide
id-at-businessCategory

-- id-at-encryptedBusinessCategory
id-at-postalAddress

- id-at-encryptedPostalAddress
id-at-collectivePostalAddress

— id-at-encryptedCollectivePostalAddress
id-at-postalCode

- id-at-encryptedPostal Code
id-at-collectivePostalCode

- id-at-encryptedCollectivePostalCode

OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OB.JECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBPEGTIDENTFFJ‘ER
OBJECT IDENTIFIER :
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OB.JECT IDENTIFIER :
OBJECT IDENTIFIER
OBJECT IDENTIFIER ::
OBJECT IDENTIFIER ::

{id-at 7}
{fid-at 7 2}
{id-at 7 1}
{id-at7 12}
{id-at 8}
{id-at 8 2}
{id-at 8 1}
{fid-at 8 1 2}
{id-at 9}
{id-at 9 2}
{id-at9 1}
{fid-at 3 1 2}
{id-at 10}
{fid-at 10 2}
{id-at 10 1}
fid-at 10 1 2}
{id-at 11}
{fid-at 11 2}
{id-at 11 1}
{fid-at 11 1 2}
{id-at 12}
{id-at 12 2}
{id-at 13}
{id-at 13 2}
{id-at 14}
{fid-at 14 2}
{id-at 15}
{fid-at 15 2}
{id-at 16}
{fid-at 16 2}
{id-at 16 1}
{id-at 16 1 2}
{id-at 17}
{id-at 17 2}
{id-at 17 1}
fid-at 17 1 2}

Source:
ITU-T X.520



Certificate profiles

e For particular areas/purposes there exist certificate
profiles which prescribe what kind of attributes will
be used in Names

e E.g. for electronic passports ICAO Doc. 9303 states:

The following Attributes SHOULD be used:

country (country codes SHALL follow the format of two letter country codes, specified in [R16],
ISO/IEC 3166, Codes for the representation of names of countries and their subdivisions — 1997.).
organization;

organizational-unit;

common name.

Additionally some countries MAY use:

serial number.

Source:
ICAO Doc. 9303
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ASN.1 — certificates — v3 .
Uniqueldentifier ::= BIT STRIHG
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension 2,2‘;;%62:80
Extension ::= SEQUENCE
extniD OBJECT IDENWTIFIER,

critical BOOLEAH DEFAULT FALSE,

extnlalue ODCTET STRIHG
—- contains the DER encoding of an ASH.1 value
-— corresponding to the extension type identified
-— by extnlID

e Critical x non-critical extensions



ASN.1 — certs — extensions

=@ (71l5,97) CONTEXT SPECIFIC (3)
=-%8 (717,35) SEQUENCE

=9 (719,29) SEQUENCE
@ (721,3) OBJECT IDENTIFIER : subjectKeyIdentifier : 'Z.5.29.14'

=B (726,22) OCTET STRING

- F8 (750,14) SEQUENCE
W (752,3) OBJECT IDENTIFIER : keyUsage : 'Z.5.29.15'

4> (757,1) BOOLEAN : '§'

=8 (760,4) OCTET STRING
LI i762,2) BIT STRING UnusedBits: 1 @ '0g!

-5 (766,26) SEQUENCE
W (768,3) OBJECT IDENTIFIER : certificatePolicies : 'Z.5.29.32'

I

T

|é|--- {773,19) OCTET STRING
=-%8 (775,171 SEQUENCE
=82 (777,15) SEQUENCE

=-T& (794,15) SEQUENCE
@ (796,3) OBJECT IDENTIFIER : basicConstraints : 'Z.5.29.19'

4> (801,1) BOOLEAN : '§'
=8 (804,8) OCTET STRING
=-%8 {806,6) SEQUENCE
.4 (808,1) BOOLEAN : '
- (811,1) INTEGER : 'O

[(F268,20) OCTET STRING : 'B43199F5ECS0DASFODGFOFIAVDEYEOCLTS9496:2C!

& (779,13) OBJECT IDENTIFIER : : 'l.2.203.7064.1.1.1.1.20060523"

CSCA_CZE.crt
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X509v3 cert extensions :
e Authority Key ldentifier
o ldentification of the issuing CA
e Non critical
id-ce-authorityKeyldentifier OBJECT IDEHTIFIER ::= { id-ce 35 }
AuthorityKeyldentifier ::= SEQUEHCE ¢
keyIdentifier [ 6] Keyldentifier OPTIDHAL ,
authorityCertIssuer [1] GeneralHames OPFTIDHAL ,

authorityCertSerialHumber [2] CertificateSerialHumber OPTIDHAL 3}

Keyldentifier ::= OCTET STRIHG

e Similarly “Subject Key ldentifier”

Source:
RFC 5280



o000
0000
o000
o000
. L X
X509v3 cert extensions °
e Key Usage
o Restrictions of the use of the key
id-ce-keylUsage OBJECT IDEHTIFIER ::= { id-ce 15 }
KeyUsage :-:= BIT STRINE {
digitalSignature {8y,
nonRepudiation {1}, —— recent editions of X.589 have
-— renamed this bit to contentCommitment
keyEncipherment {23y,
dataEncipherment {33y,
keyAgreement (4),
keyCertSign {(5),
cRLSign {6},
encipherOnly {73y,
decipher0Only (8) %
Source:

RFC 5280
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X509v3 cert extensions
e Extended Key Usage
e Purposes of the certified key
id-ce-extKeyUsage OBJECT IDEHTIFIER :-:= { id-ce 37 }
ExtheylUsagelyntax :-:= SEQUERCE 5IZE {(1..MAX) OF KeyFPurposeld
KeyPurposeld ::= OBJELCT IDEHTIFIER
anyExtendedKeylUsage OBJECT IDEHTIFIER ::= { id-ce-extKeylUsage 0 }
id-kp OBJECT IDENTIFIER ::= { id-pkix 3 }
id-kp-serverfiuth OBJECT IDEHTIFIER ::= { id-kp 1 }
id-kp-clientAuth OBJECT IDEHTIFIER ::= { id-kp 2 }
id-kp-codeSigning OBJECT IDENTIFIER ::= { id-kp 3 }
id-kp-emailProtection OBJECT IDEHTIFIER ::= { id-kp &4 }
id-kp-timeStamping OBJECT IDEHTIFIER ::= { id-kp 8 }
id-kp-0OCSPSigning OBJECT IDENTIFIER ::= { id-kp 9 }
Source:

RFC 5280



X509v3 cert extensions

id-ce-certificatePolicies COBJECT

y OBJECT IDENTIFIER ::= id-ce-certificatePolicies O

(1..MAX) OF PolicyInformation
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(1..HMRX) CF
rgualifierInfo CFTICHAL

CertPolicyId ::=

]
L

PolicygualifierInfo
policyQualifierTd P Y d,
gualifier ANY DEFINED BY policyQualifierId

—-— policvQualifierIds for Internet policy gualifiers
id-gt
id-gt-cps
id-gt-unotice

id-pkix 2
id-gt 1
id-gt 2

IDENTI

IDENTI

PolicygumalifierId ::= IDENTIFIER ( id-gt-cps id-gt—-unotice

fualifier ::= CHOICE
cPSuri CPSuri,
userNotice UserNotice

CPBuri ::=

Userlotice ::=
noticeRef
explicitText

SEQUENCE {
HoticeReference COPTICHAL,
DisplayText OPTICNAL

NoticeReference :@:=
organization
noticeNumkbers

CHOICE

IASString
VisibleString
BMPString

DisplayText ::=
iaS58tring
visibleStcring
bnpString

e Certificate Policies

o Policy relevant for
the issue and use of
the certificate

o Preferably only an

;. OID

Source:
RFC 5280



X509v3 cert extensions

e Subject Alternative Name
e Issuer Alternative Name

e “Internet style identities”
Emaill
DNS name
IP address
URL

e Must be verified by CA




X509v3 cert extensions

e Basic Constraints
e Is Subject a CA?

e Max. length/depth of the certificate chain/path

o A pathLenConstraint of zero indicates that no
non-self-issued intermediate CA certificates may
follow in a valid certification path.

id-ce-basicConstraints OBJECT IDEHTIFIER ::= { id-ce 19 }

BasicConstraints ::= SEQUEHLCE {
CH BODLEAN DEFAILT FALSE,
pathLenConstraint IHTEGER (0. .HAX) OPTIDHAL }

Source:
RFC 5280



X509v3 cert extensions

e Name Constraints
e Only for CA certificates
e “indicates a name space within which all

subject names in subsequent certificates in a

certification path MUST be located”

id-ce-nameConstraints OBJECT IDEMTIFIER ::= { id-ce 38 }
HameConstraints ::= SEQUEHCE {

permittedSubtrees [9] General3ubtrees OPTIDHAL,

excludedSubtrees [1] GeneralSubtrees OPTIODHAL }
GeneralSubtrees :-:= SEQUEHCE 5I17E {(1..HMAXY OF GeneralSubtree
Generaliubtree ::= SEQUENRCE {

base GeneralHame,

minimum [6] BaseDistance DEFAULT @,

maximum [1] BaseDistance ODPTIODHAL }
BaseDistance ::= IHTEERER (8..HMAX)

Source:
RFC 5280



X509v3 cert extensions

e Policy Constraints
e Must be critical
e For CA certificates

e Constraints path validation
e Prohibit policy mapping (or)

e Require acceptable policy OID in each certificate

id-ce-policyConstraints OBJECT IDENTIFIER ::= { id-ce 36 }
PolicyConstraints ::= SEQUEHCE {
requireExplicitPolicy [B] SkipCerts OPFTIOHAL,
inhibitPolicyMapping [1] SkipCerts OPFTIDHAL }
SkipCerts ::= IHTEGER {0..HMAX) Sou

rce.

RFC 5280
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X509v3 cert extensions :
e CRL Distribution Points
e How to obtain CRL
id-ce-cRLDistributionPoints OBJECT IDEMTIFIER ::= { id-ce 31 }
CRLDistributionPoints ::= SEQUEHCE SIZE (1..HMAX) OF DistributionPoint
DistributionPoint :-:= SEQUEHCE {
distributionPoint [8] DistributionPointHame OPTIODHAL,
rFeasons [1] ReasonFlags OPTIOHAL,
cRLIssuer [2] GeneralHames OPTIODHAL }
DistributionPointHame :=:= CHOICE {
FullHame [8] GeneralHames,
nameRelativeToCRLIssuer [1] RelativeDistinquishedHame }
ReasonFlags :-:= BIT STRIHG {
unused (a),
keyCompromise (1),
cACompromise (2},
affiliationChanged (3),
superseded (4),
cessationOfOperation (%),
certificateHold (6}, Source:
privilegeWithdrawn (7).,
aACompromise (8) 3 RFC 5280



ASN.1 — certificate request

CertificationRequest ::= SEQUEHCE {
certificationRequestiInfo CertificationRequestiInfo,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRIHG

}

CertificationRequestInfo ::= SEQUEHCE {
version IHTEEER { wi{8) 3},
subject Hame,
subjectPKInfo SubjectPublicHeylnfo,
attributes [8] Attributes

}

Attributes :-:= SET OF Attribute

Attribute ::= SEQUENCE {
type ATTRIBUTE .&id{{I0Set}),
values SET SIZE{1..HAx) OF ATTRIBUTE.&Type{{I05et;{ldtype;)

’ Source:

RFC 5280



ASN.1 - CRL

Certificatelist ::= SEQUEHCE ¢
tbsCertList TBSCertList,
signatureAlgorithm  AlgorithmIdentifier,
signaturelalue BIT STRING }
TBSCertList ::= SEQUEHCE ¢
version Uersion OPTIDHAL,
-— if present, MUST be v2
signature AlgorithmIdentifier,
issuer Hame,
thisUpdate Time,
nextUpdate Time OPTIDHAL,
revokedCertificates SEQUEHCE OF SEQUENCE ¢
userCertificate CertificateSerialHumber,
revocationDate Time,

crlEntryExtensions

crlExtensions

Extensions OPTIOHAL
-- 1f present, version MUST be v2
v OPTIOMAL,
[B] EXPLICIT Extensions OPTIDHAL
-- 1f present, version MUST be w2

Source:
RFC 5280
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ASN.1 — PKCS#7 / CMS -
ContentInfo ::= SENQUENLCE {
contentType ContentType,
content [H] EXPLICIT AHY DEFIHED BY contentType }
ContentType :-:= OBJECT IDENHTIFIER
SignedData ::= SEQUEHCE {
version CHMSUersion,
digestAlgorithms DigesthAlgorithmIdentifiers,
encapContentInfo EncapsulatedContentInfo,
certificates [8] IMPLICIT CertificateSet OPFTIDHAL,
crls [1] IMPLICIT RevocationInfoChoices OPTIOHAL,
signerInfos SignerInfos }
DigestAlgorithmIdentifiers ::= SET OF DigestAlgorithmlIdentifier
EncapsulatedContentInfo :-:= SEQUEHCE {
eContentType ContentType,
eContent [H] EXPLICIT OCTET S5THIHG OPTIOHAL }
Source:

31 Inf z:= SET OF 31 Inf
ignerInfos ignerInfo REC 5652
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ASN.1 - PKCS#7 /| CMS :
SignerInfo ::= SEQUENCE ¢
version CHSUersion,
sid SignerIdentifier,
digestAlgorithm DigestAlgorithmIdentifier,
signedAttrs [B] IWPLICIT SignedAttributes OPTIDHAL,
signaturefAlgorithm SignatureAlgorithmIdentifier,
signature Signaturelalue,
unsignedattrs [1] IMPLICIT UnsignedAttributes OPFTIOHAL 3}
SignerIdentifier ::= CHODICE ¢
issuerAndSerialHumber IssuerfAndSerialHumber,
subjectKeyIdentifier [0] SubjectKeyIdentifier }
Signedattributes ::= SET SIZE {1..HAX) OF Attribute
UnsignedAttributes ::= SET SIZE {1..HMAX) OF Attribute
Attribute ::= SEQUEHCE {
attrType OBJECT IDEHTIFIER,
attrValues SET OF attributelalue }
AttributelValue ::= AMY
_ Source:
Signaturelalue ::= OCTET STRIHG RFC 5652



PKCS#7 Sample

France.p7s

-~ ASM.1 Editor - Opening File: France.p7s 10| x|
File View Tools Help
= [@]o] B 2l

Fo 139,139) SEQUENCE =]

L@ (181,987) CONTEXT SPECIFIC (0}

E-B= [1156,449] SEQUENCE

{1160,1) INTEGER : 'l
-89 [1163,63) SEQUENCE

BT [1165,58) SEQUENCE

=] {1167,43] SET

| B-T9 [1169,41] SEQUENCE

EI {1212,11) SET
2-T5 (1214,9) SEQUENCE

L@ (12z1,2) PRINTAELE STRING : 'fr'
..... {1225,1) INTEGER : 'z

0T (1228,9) SEQUENCE

.49 (1230,5) OBJECT IDENTIFIER : shal : '1.3.14.3.2.26"'
Lo[d] t1237,0) NULL

B @ (1239,93) CONTEXT SPECIFIC (0)

E-Bo [1241,24) SEQUENCE

{1254,11) SET

B8 (1267,28) SEQUENCE

{1280,15) SET
€13 [1282,13) UTC TIME : '061204101915Z'
=T (1297,35) SEQUENCE

{1310,22) SET

T8 (1334,13) SEQUENCE

L.B2 (1347,0) SEQUENCE

l |

€ (1171,3) OBJECT IDENTIFIER : commonName : 'Z2.5.4.3"
L[ (1176,34) PRINTAELE STRING : 'Country Signing CA FRA RSAS0723HAL'

i..§W (1216,3) OBJECT IDENTIFIER : countryName : 'Z.5.4.6'

€ (1243,9) OBJECT IDENTIFIER : contentType : '1.2.540.113549.1.9,3"
€ (1256,9) OBJECT IDENTIFIER : data : 'l.Z.840.113549.1.7.1°

€ (1269,9) OBJECT IDENTIFIER : signingTime : 'l.2.540.113549.1.9,5°

€ (1299,9) OBJECT IDENTIFIER : messageDigest : '1.2.540.113549,1.9.4
...... B (131z,20) OCTET STRING : 'F&SECSCTOEASTFDDADFEEEDCABASFFEAFOZEDALS'

.. (1336,9) OBJECT IDENTIFIER : : 'l.Z.540.113549.1.1.10°

----- B (1349,258) OCTET STRING : '3486264B6731CCCICFODICCE424330A03F403D7ESDE42FS1FO034EBFTFASEGS37A02048F30E0AE 5520301 F6343E0DE4CE58

2

|File Mame: C:\Documents and SettingshAdminiztratorPlochabpki_files\France. pis

Size: 1609 [bytes] 2




ASN.1 — PKCS#8

-— Private-key information syntax

PrivateKeyInfo ::= SEQUEHCE {
version Uersion,
privateKeyAlgorithm AlgorithmIdentifier,
privateKey PrivateKey,
attributes [8] Attributes OPTIODHAL }

Uersion :-:= IHTEBER {vi{8)}} {vl,...)
PrivateKey ::= OCTET STRIHG
Attributes ::= SET OF Attribute

-— Encrypted private-key information syntax

EncryptedPrivateKeyInfo ::= SEQUEHCE {

encryptionAlgorithm AlgorithmIdentifier,

encryptedData EncryptedData
¥

EncryptedData :-:= OCTET S5TRIHG

Source:
PKCS#8
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