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Security of RSA

e We choose randomly 2 primes and compute n and @(n) :
e p.q
e n=pq
o @(n)=(p-1)(g-1).

e e is chosen such that gcd(e, ¢(n)) = 1.

e We compute d = e (mod ¢(n)).

e Public key: n, e.

Private parameters: p, q, d.
Private key: d.

e Security of RSA cryptosystem is based on the problem
of factoring large numbers

e [f public n can be factored into p and q, we can calculate
¢(n) and derive d from e.

e |nteger factorization is taught at primary schools

e But when integers are very big it takes very long time
even for fast computers to factor the number



Computational Security

e Unconditional vs. computational security
e Security based on a hard problem

e The problem is solvable, but it takes
Impractically long time to solve

e The attacker cannot wait thousands/millions
of years to break the encryption
e Our expectations can change:
Progress in the speed of HW
Progress in the efficiency of algorithms



History of RSA Security

e RSA is considered secure
But the key size does matter

e 1977: published in “Scientific American”
RSA-129 (129 decimal digits of modulus n)

Challenge of 100 dollars
40 quadrillion years estimated to factor ...

Factored in 1994
“The magic words are squeamish ossifrage.”



History of RSA Security li

e 1999

512 bit integer was factorized

e 2005

663 bit integer was factorized

e January 2010
/68 bit integer was factorized

e 1024 bit integers are (probably) not factorable
at the moment



Security of RSA
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Source: P. Layland, RSA Security and Integer Factorization: The Thirty Years
War from 1990 to 2020, 1S2 2010, Praha



Key size

e Algorithms are public & keys must be secret

e Key must be large enough that a brute force
attack is infeasible

e Depending on the algorithm used it is
common to have different key sizes for the
same level of security

Representing the level of security — number of
combinations needed for the brute force attack

E.g. 1024 bit RSA key equivalent to 80 bit
symmetric encryption key



Comparable strengths of

cryptosystems
Bits of | Symmetric FFC IFC ECC
security algoﬁfhms (e.s., DSA, D-H) gsi) . é%gs'; )
80 2TDEA" L=1024 =1024 | f=160-223
N =160
112 3TDEA L =2048 k=2048 | f=224-255
N =224
128 AES-128 L=3072 k=3072 | f=256-383
N =256
192 AES-192 L = 7680 =7680 | f=384-511
N =384
256 AES-256 L= 15360 k=15360 | f=512+
N=512

Source:
NIST SP800



Security strengths of hash
functions

Bits of Digital HMAC Key Random Other (To
Security Signatures and Derivation Number Be
hash-only Functions”’ Generation™ | Determined)
applications
80 SHA-17, SHA-1. SHA-1. SHA-1.
SHA-224, SHA-224, SHA-224., SHA-224,
SHA-256. SHA-256, SHA-256. SHA-256.
SHA-384, SHA-384, SHA-384. SHA-384,
SHA-512 SHA-512 SHA-512 SHA-512
112 SHA-224, SHA-1. SHA-1L. SHA-1.
SHA-256. SHA-224, SHA-224., SHA-224,
SHA-384, SHA-256, SHA-256. SHA-256.
SHA-512 SHA-384, SHA-384. SHA-384,
SHA-512 SHA-512 SHA-512
128 SHA-256. SHA-1. SHA-1L. SHA-1. To Be
SHA-384, SHA-224, SHA-224, SHA-224, Determined
SHA-512 SHA-256, SHA-256. SHA-256.
SHA-384, SHA-384. SHA-384,
SHA-512 SHA-512 SHA-512
192 SHA-384, SHA-224, SHA-224, SHA-224,
SHA-512 SHA-256, SHA-256, SHA-256.
SHA-384, SHA-384, SHA-384,
SHA-512 SHA-512 SHA-512
256 SHA-512 SHA-256, SHA-256. SHA-256.
SHA-384, SHA-384. SHA-384,
SHA-512 SHA-512 SHA-512

Source:
NIST SP800



Recommended key sizes

Algorithm security lifetimes | Symmeitric key FEC IFC ECC
algorithms 1., DsA, | (e.g., RSA) le.g., ECDSA)
(EHF;;EE‘;H & D-H)
Through 2010 2TDEA~ Min.: Min.: Min.:
(min. of 80 bits of strength) 3TDEA L=1024. =1024 =160
AFS-128 N=160
AFES-192
AFES5-256
Through 2030 3TDEA Min.: Min.: Min.:
(min. of 112 bits of strength) AES-128 L=2048 k=2048 =224
AES-192 N=224
AFES-256
Beyond 2030 AES-128 Min.: Min.: Min.
(min. of 128 bits of strength) AES-192 L=3072 =3072 =256
AES-256 N=256

Source;

NIST SP800



Crypto period

Originator Usage Period
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Recipient Usage Period
—

Cryptoperiod
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Source:
NIST SP800



Crypto period example

Security life of data up to 4 years

2010

2027

2031

&

Algorithm originator
usage period

&

Algorithm security life

Source:

A J

NIST SP800



Recommended crypto periods

Cryptoperiod
Key Type Originator Usage Recipient Usage
Period (OUP) Period
1. Private Signature Key 1-3 years

2. Public Signature Key

Several years (depends on key size)

3. Symmetric Authentication | _
’ ( < 2 vears < OUP + 3 vears
Key g 7
4. Private Authentication Key 1-2 years
5. Public Authentication Key 1-2 years
6. Symmetric Data Encryption
g o 1 < 2 years < OUP + 3 years

Keys

Source:NIST SP800



ETSI recommendation (RSA)

Parameter 1 year 3 years 6 years 10 years
(speculative)
MinModLen 1024 1536 2048 ?
Errprﬂb 2—tiU 2-tS-U 2—IUU 2- Iy
SeedEntropy/EntropyBits 80 80 100 ?

e Source: ETSI TS 102 176-1 V2.0.0 (2007-11)
e Recommended key sizes for RSA
e Starting date: 2006
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ETSI recommendation (RSA)
entry name of the 1 year 3 years 6 years 10 years
padding scheme (speculative)
PKCS#1-v1.5 usable/n.a usable/n.a. usable/n.a. unusable/n.a.
PKCS#1-v2.1 usable/n.a usable/n.a usable/n.a. unusable/n.a.
PKCS#1-PSS usable/64 usable/64 usable/64 usable/64
ISO-DS 2 usable/64 usable/64 usable/64 usable/64
ISO-DS 3 usable usable usable usable
ISO-DIN-RN usable/64 usable/64 usable/64 usable/64

e Source: ETSI TS 102 176-1 V2.0.0 (2007-11)
e Recommended padding schemes for RSA
e Starting date: 2006
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ETSI recommendation (DSA)
Parameter 1 year 3 years 6 years 10 years
(speculative)

pMinLen 1024 1536 2 048 2 048

gMinLen 160 160 224 224

ErrProb 2-8[] 2-#:':-[] 2-'IUU 2-1[_IU

SeedEntropy/EntropyBits 80 80 100 100

e Source: ETSI TS 102 176-1 V2.0.0 (2007-11)
e Recommended key sizes for DSA
e Starting date: 2006



000
- 000
ETSI recommendation T
Parameter 1 year 3 years 6 years 10 years
(speculative)
pMinLen - - - ?
gMinLen 160 160 224 ?
roMin 104 104 104 ?
MinClass 200 200 200 ?
ErtProb 2—EU 2-1&5U 2—'IUU 2-1UU
SeedEntropy/EntropyBits 80 80 100 ?

e Source: ETSI TS 102 176-1 V2.0.0 (2007-11)

e Recommended key sizes for ECDSA

e Starting date: 2006




( X X )
- 000
ETSI recommendation (hash oe
o
functions)
entry name of the hash function 1 year 3 years 6 years 10 years
(speculative)
sha1 usable unknown unusable unusable
ripemd160 usable usable unusable unusable
sha224 usable usable usable unknown
sha256 usable usable usable unknown
sha384 usable usable usable usable
sha512 usable usable usable usable
Whirlpool usable usable usable usable

NOTE: The listed hash functions are expected to be 2nd pre-image resistant and pre-image resistant for a

longer period of time.

e Source: ETSI TS 102 176-1 V2.0.0 (2007-11)

e Recommended hash functions

e Starting date: 2006




00
00
| X J
o
ETSI recommendation
Entry name of the signature suite 1 years 3 years 6 years 10 years
sha1-with-rsa 1024 unknown not recommended
sha256-with-rsa 1024 1536 2 048 2 048
RSASSA-PSS with mgf1SHA-1Identifier 1024 1536 2048 2 048
RSASSA-PSS with mgf1SHA-224|dentifier 1024 1536 2 048 2 048
RSASSA-PSS with mgf1SHA-256ldentifier 1024 1536 2 048 2 048
sha1-with-dsa 1024 unknown not recommended
sha1-with-ecdsa 163 unknown not recommended
sha224-with-ecdsa 224 224 224 224
sha256-with-ecdsa 256 256 256 256

e Source: ETSI TS 102 176-1 V2.0.0 (2007-11)

e Recommended signature schemes
e Starting date: 2006




Ceska republika & EU & ETSI

o EU

SMERNICE 1999/93/EC EVROPSKEHO PARLAMENTU A
RADY ze dne 13. prosince 1999 o zasadach SpolecCenstvi
pro elektronické podpisy

e CR
Zakon €. 227/2000 Sb. o elektronickém podpisu
Nekolikrat novelizovan
Podzakonné predpisy
Narizeni vlady €. 495/2004 Sb, kterym se provadi zakon C.

227/2000 Sb., o elektronickém podpisu a 0 zméné
nékterych dalSich zakonu

Vyhlaska €. 496/2004 Sb. k elektronickym podatelnam

Vyhlaska ¢. 378/2006 Sb., o postupech kvalifikovanych
poskytovatelu certifikacnich sluzeb




Ceska republika & EU & ETSI

e Vyhlaska €. 378/2006 Sb.

,Jpouziva duvéryhodné systémy a postupy, které splnuiji
pozadavky standardu pro tyto systemy, ktery je uveden v
bodu 1 prilohy C. 1 této vyhlasky”

1. CWA 14167-1 — Security Requirements for Trustworthy
Systems Managing Certificates for Electronic Signatures —
Part 1: System Security Requirements.

,Security requirements for TWSs also include a minimum
set of requirements to be fulfilled by the signature
algorithms and their parameters allowed for use by CSPs.
These requirements are provided in [ALGO].”

[ALGO] ETSI SR 002 176 - Electronic Signatures and
Infrastructures (ESI); Algorithms and Parameters for
Secure Electronic Signatures.




Stanovisko MV CR

e ,V navaznosti na smérnici ES €. 1999/93/EC o zasadach Spolecenstvi pro
elektronické podpisy a v ni obsazeny princip vzajemného uznavani
kvalifikovanych certifikatll vydanych v kterémkoliv ¢lenském statu EU je
nezbytné vychazet z dokumentu ALGO paper, ktery stanovi, ze od 1. 1. 2010 je
algoritmus SHA-1 ,unusable” a je tedy nezbytné ukonCit jeho pouzivani pro
SHA-2. Ceska republika patfi k tém ¢lenskym statum, ve kterych je tento
prechod rozlozen do delSiho Casoveho obdobi. Je vSak nezbytné jej realizovat,
a tak zachovat duvéru uzivatell v bezpecénost elektronického podpisu.”

poskytovatelé certifikaCnich sluzeb pfestanou vydavat kvalifikované
certifikaty s algoritmem SHA-1 nejpozdéji do 31. 12. 2009,

poskytovatelé certifikaCnich sluzeb zahaji vydavani kvalifikovanych

certifikatl s hashovaci funkci tfidy SHA-2 nejpozdéji 1. 1. 2010 (mohou tak

vSak ucinit kdykoliv dfive); tato zména se samoziejmé tyka i vydavani

kofenovych certifikatu, kterymi poskytovatel certifikaCnich sluzeb oznacuje

jim vydané certifikaty,

aplikace, ve kterych je elektronicky podpis pouzivan, musi podporovat

nejpozdéji od 1. 1. 2010 vSechny algoritmy tfidy SHA-2,

podpora algoritmu SHA-1 musi byt v aplikacich zachovana minimalné do

31.12.2010 ]
Zdroj: MV CR



Dohoda ceskych
akreditovanych CA

e ,Kvalifikované certifikaty s hashovaci funkci tfidy SHA-2, které
zacnou vydavat nejpozdegji od 1. ledna 2010, budou vsichni tri
poskytovatelé prednostné nabizet s hashovaci funkci SHA-256 v
kombinaci s algoritmem RSA s délkou klice 2048 bitu.
Poskytovatel certifikaCnich sluzeb muze na zakladé vlastniho
rozhodnuti a zakladé pozadavku svych zakazniku vydavat
kvalifikované certifikaty i s nekterou z dalSich funkci z rodiny
SHA-2, tj. SHA-224, SHA-384 nebo SHA-512.°

Ministerstvo vnitra nema namitek proti této dohodé. Tvurce
aplikaci pracujicich se zaruCenym elektronickym podpisem
zalozeném na kvalifikovaném certifikatu je vSak nutné upozornit,
ze je nezbytne vytvorit prostredi pro akceptovani vsech Ctyr
hashovacich funkci rodiny SHA-2, a to i s ohledem na akceptaci
kvalifikovanych certifikatt vydanych v jinych Clenskych statech
EU

Zdroj: MV CR



Akreditované CA

e Prvni certifikacni autorita, a. s.
e Ceska posta, s. p.,
e eldentity a. s.,

Zdroj: MV CR



Posledni zmeény zakona

e ,Za elektronicky podpis splnujici pozadavky
odstavce 1 se povazuje rovnez zaruceny
elektronicky podpis zalozeny na kvalifikovanem
certifikatu vydaném poskytovatelem certifikacnich
sluzeb usazeném v nékterém z ¢lenskych statu
Evropske unie, byl-li kvalifikovany certifikat vydan v
ramci sluzby vedené v seznamu duvéryhodnych
certifikaCnich sluzeb, jako sluzba, pro jejiz
poskytovani je poskytovatel certifikacnich sluzeb
akreditovan, nebo jako sluzba, nad jejimz
poskytovanim je vykonavan dohled.”

Zdroj:
§ 11 zakona 227/2000 Sb.



Jak na to v praxi

e Kazda zeme EU vydava seznam
duvéryhodnych certifikacnich sluzeb

TSL: Trusted Services List

e Ne kazda zeme vsak takovy seznam digitalné
podepisuje ...

e Seznam je k dispozici mimo jiné na

Rada odkaztl na lidsky &itelné a strojové
zpracovatelne (XML) TSL seznamy zemi EU



Seznam TSL

Seznam TSL

Seznam TSL élenskych statd EU byl naéten z internetové adresy https://ec.europa.eufinformation
mp.xml 2009 2010 v 03 16 (CET)}. Jedna se o €as serveru, na kterém je provozovana tato aplikace. Cas serveru je synchronizovan s NTF serverem
time.ufe cz (stratum 1). PR5ti aktualizace seznamu probéhne 20.09.2010 v 09.16 (CET)

Seznam TSL

URL strojové zpracovatelného TSL URL lidsky citelného T5L

http://tsl.belgium.be/tsl-be.xml

Podpis T5L je platny, nen viak moZne ovéfit podpisovy

Belgie (BE | http://tsl.belgium.be/tsl-be.pdf
eigie (55) icertif'ikét. leho obzah ma jen informacni hodnotu, nelze na néj b s - =

if.pu:nle'hat.

Bulharsko (BG) | Meni k dispozici http:/fwww.crc.ba/section.php?lang=enitid=31

Ceska bitik

: ;;] 2 FERUBERR. | http:/ s pov.coipublTSL €Z.xts] hitp:/ Al govicelpubl/TSL. €7 pdf
http:/ fwwoer itst.dk/digitale-losninger/digital signaturfin...

Dansko (DK) T5L nent elektronicky podepsany, jeho obsah ma proto jen http:/fwerw.itst.dk/digitale-losninger/digital-signaturfin...
infarmaéni hodnotu, nelze na néj spolehat.
http:/fsr.riik.ee/tsl/estonian-tsl.xml

Estonsko (EE) T5L nent elektronicky podepsany, jeho obsah ma proto jen http:/fsr.riik.ee/tsl/estonian-tsl.pdf
informaéni hodnotu, nelze na néj spolehat.

hitp:d fwwow ficora.fifattachments/suoming/ SmbT 1 gldW/truste...

Finska (F1) _ http:/fvwww . ficora.fifattachments/suominy/5m5SI 2GEj/truste...

http://references.modernisation.gouv.frisites/defaul t/fil...

Francie (FR) 'rTSL nem elektronicky podepsany, jeho obsah ma proto jen hitp://references.modernisation.gouv.frisites/defaul t/fil...

!'inforrnaErn' hodnotu, nelze na néj spolehat.




Sluzba MV CR: CertlQ H

e UrCi, zda certifikat byl vydan jako
kvalifikovany v nejakée zemi EU

Certifikat

Soubor: cert10569926. cer i
Vystaveno pro: SERIALMUMBER=ICA - 10134279, EMAILADDRESS=tupa.irena@tiscali cz. OU=FORTALZP-ZZ, O=MUD. Irena Tupa, L="Zatec.
Javorova 2692, 43501", CHN=MUD. Irena Tupa. C=CZ

Seriove Cislo certifikatu: 10569824

Vystavitel: OU=|.CA - Accredited Provider of Certification Services O=Pnmi certifikatni autorital, a.s. CMN=I.CA - Qualified Cerification Authority',
09/2009.C=CZ

Platnest ed: 20.09.2010 10:37 CEST

Platnost do: 20.09.2011 10:37 CEST

Vysledek ovéreni, zda se jedna o kvalifikovany certifikat®

* kvalifikovany certifikat ve smyslu smémice Evropskeho parlamentu a Rady 1399/93/ES o zasadach Spolegenstyi pro elektronicke podpisy, resp.
zakona ¢. 227/2000 Sh., o elektronickém podpisu a 0 zméné nékierych dalich zakond

Na zakladé informaci deostupnych v TSL zvefejnénych clenskymi staty lze tento certifikat povaZovat za kvalifikovany.

Forovnani probehlo oproti TSL destupnym 20.09.2010 v 21.17 (CET). Jedna se o €as serveru. na kterem je provozovana tato aplikace. Cas serveru &=
synchronizovan s NTF serverem time ufe cz (stratum 1}.

Tato aplikace ovéfuje pouze, zda je certifikat kvalifikovany, neovéfuje viak jeho platnost.

SluZby, kterym odpovida zadany certifikat

Vydavatel

1. Cz Ministerstvo vnitra Ceské republiky




ICAO recommendation

e International Civil Aviation Organization

Electronic passports

Data signed by the issuing country to protect
integrity

One CA per country, certificates issued for entities
producing passports (so called Document
Signers).

Standard validity of passports: 10 years



ICAO recommendations

e RSA (UK, CZ, France, ...)
Padding: PKCS#1 v1.5, PSS (recommended)
For CA: min 3072 bits
For DS: min 2048 bits

e DSA
For CA: min 3072/256 bits
For DS: min 2048/224 bits

e ECDSA (Germany, Switzerland, ...)
For CA: min 256 bits
For DS: min 224 bits

e Hash functions
SHA-1, SHA-2

Source: ICAO Doc. 9303



ICAO recommendations

e "It is therefore RECOMMENDED that the
maximum period the Document Signer Key is
used to sign passport documents be three
months. For States that generate large
numbers of MRTDs, several current
document signing keys MAY be issued at any
given time.”

Source: ICAO Doc. 9303



