Systémove programovani Windows
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Prohlizeni opravnéni

» Soubory/adresare

» http://www.sysinternals.com/

Sysinternals Suite: WinOb;
BaseNamedObjects



SECURITY_ATTRIBUTES

SA — SECURITY_ATTRIBUTES
SecurityDescriptor = &SD

typedef struct SECURITY ATTRIBUTES {
DWORD nLength;
LPVOID lpSecurityDescriptor;
BOOL bInheritHandle;

} SECURITY ATTRIBUTES,



Default Security Descriptor

» Pokud neni u objektu uveden Security Descriptor je
pouzit tzv. Default Security Descriptor.

» Default Security Descriptor vychazi z access tokenu
aktualniho threadu.



SECURITY_DESCRIPTOR

» Vnitrni struktura neni verejna
An owner security identifier (SID)
A discretionary access control list (DACL)

SD - Security Descriptor

bDaclPresent = true bDacl = &ACL || NULL

» BOOL WINAPI SetSecurityDescriptorDacl (

_Inout PSECURITY DESCRIPTOR pSecurityDescriptor

~In BOOL bDaclPresent,

_In opt  PACL pbacl, //NULL - uUplny pfistup vSem
//Préazdny - zadny pristup nikomu

In BOOL bDaclbDefaulted) ;



Access Control List

ACL — Access Control List

ACE — Access Control Entry

AccessMode = SET_ACCESS || DENY_ACCESS

AccessPermissions = EVENT_MODIFY_STATE

Trustee.ptstrName = (LPTSTR) pEveryoneSID

ACE




AccessPermission

» Eventy
EVENT_ALL_ACCESS (0x|F0003)
EVENT_MODIFY_STATE (0x0002)

» Mutexy

MUTEX_ALL_ACCESS (0xIF000I)
MUTEX_MODIFY_STATE (0x0001)

» FileMapping
FILE_MAP_READ (0x0004)
FILE_MAP_WRITE (0x0002)



SDDL
» “D:(A;;0x100002;;;WD)(A;KA;;BA)”

» ConvertStringSecurityDescriptorToSecurityDescriptor

( In LPCWSTR StringSecurityDescriptor,

_In_ DWORD StringSDRevision, // SDDL REVISION 1

_Outptr PSECURITY DESCRIPTOR * SecurityDescriptor,
_Out opt PULONG SecurityDescriptorSize );

» ConvertSecurityDescriptor ToStringSecurityDescriptor
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