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Honeywell

Honeywell

- 4 Strategic Business Groups (SBGs)
- Aero
- Automation and Control Solutions (ACS)
- Performance Materials and Technologies (PMT)
- Transportation Systems (TS)

* 130 000 employees worldwide

* ACS Centre of Technologies (ACT)
- Software Excellence Group
- Implements Best Practices for software development
- Implements tools necessary for fulfilling Best Practices requirements
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Static Code Analysis

Honeywell

* Analysis of the code without executing the program itself

 Various types of SCA
- Type checking
+ checks for correct assignment of types of objects
- Style checking
» checks the style of the code and its formatting
- Program Understanding

+ helps user make sense of large codebase and may include refactoring
capabilities

- Program verification and property checking

+ attempts to prove that the code correctly implements the specification of the
program

- Security review
» uses dataflow analysis for detection of possible code injection
- Bug finding

+ looks for places in the code where program may behave in a different way
from the way intended by developer

HONEYWELL Static Code Analysis



Static Code Analysis - Limitations

Honeywell

- SCA identifies only “shallow” errors and does not look for
problems in design or functionality

3 types of results
- True positives
+ real issues which are code errors and should be fixed before releasing
- False positives

+ issues identified by the analysis but not real threats due to for example
architecture of the software

- False negatives

+ real issues which Static Code Analysis did not identify and are still hidden from
the knowledge of the developers

* Possibility to adjust the Static Code Analysis rules to the
context

HONEYWELL Static Code Analysis



Example 1 Honeywell

private Map<String, String> paths = new HashMap<String, String>();
public void addPath(String name, String path) |

paths.put (name, path);

private String getNormalizedPath(String name) throws IOException |
return paths.get (name) .toLowerCase () ;

HONEYWELL Static Code Analysis



Exa m p I e 1 Honeywell

private Map<String, String> paths = new HashMap<String, String>();
public void addPath(String name, String path) |

paths.put (name, path);

private String getNormalizedPath (String name) throws I0Excepticon
return |paths.get (name)|. toLowerCase () ;

| i

Canreturn null

A NullPointerException is thrown in case of an attempt to dereference a null
value.
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Example 2
Honeywell

private static void fool(){
int I = O;
String = = null;

if(i > 0)4
2 = "positive™;
ifiz.contains ("pos") ) {

System.out.printlni(s) ;

HONEYWELL Static Code Analysis



Example 2

Honeywell

private static void fool(){

int i = 0;:

String = = null;

ifii > 0){

A

<

N

2 = "positive™;

ifiz.contains ("pos") ) {

System.out.printlni(s) ;

Statement always true

1. Statement is always false and never enters the block

HONEYWELL
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Example 2

Honeywell

private static void fool(){

int 1 = 0;

String = = null;

— A |

if(i > 0) |G , Statement always true

g2 = "poszitive™;
if|=z.contains ("pos")|) {

SHStEKQTFF.PIintlniSJ;

s may be null

1. Statement is always false and never enters the block
2. s variable may be null and NullPointerException may be thrown
10 HONEYWELL
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Example 3

Honeywell

private static wvoid foo(int arr[]) {
if(arr != null & arr.length !=
fooZ () ;

}

return;

HONEYWELL

0) {
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Example 3
Honeywell

private static wvoid foo(int arr[]) {

if (arr != null & arr.length != 0f {
foo2 () ; ﬁ}

}

return; & OF &&

Questionable use of bit operation ‘&’ in expression. Did you mean ‘&&’?

12 HONEYWELL Static Code Analysis



Example 4

13

Honeywell
private static wvoid foo(int Jj){

Integer k;
switch (k) {

case 1: System.out.println("k lower than 2."); break;

case 2: System.out.println("k equals 2."); break;

case 3: System.out.println("k bigger than 2."); break:;

n

default: System.out.println("K = " + k);

}

return;

HONEYWELL
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Example 4

Honeywell

A

private static void foo (int Jj|K= : j is never used
Integer k;
switch (k) {
case 1: System.out.println("k lower than 2."); break;
case 2: System.out.println("k equals 2."); break;
case 3: System.out.println("k bigger than 2."); break:;
n("K =" + k);

default: System.out.printl
}

return;

1. jvariable is never used and thus redundant

14 HONEYWELL Static Code Analysis



Example 4

Honeywell
N\ A | o
private static void foo (int K= : j is never used
Integer k;
. 4 | YR
switch (k)< k not initialized
case 1: System.out.princln ower than 2."); break;

case 2: System.out.println("k equals 2."); break;
case 3: System.out.println("k bigger than 2."); break:;
default: System.out.println("K = " + k);

}

return;

1. jvariable is never used and thus redundant
2. Kk variable is never initialized and thus unusable

15 HONEYWELL Static Code Analysis



Example 5

Honeywell

16

public void foo() {
Item item = new Item():
if(item.getInfo() != null) {
String info = item.getInfo().trim():

}

class Item|
public String getInfo () {
// Making EEST Fequest

}

HONEYWELL
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Example 5
Honeywell

public void foo() {
Item item = new Item():
if(item.getInfo() != null) {

String info = |item.getInfo().trim():
} I

may return null

class Item|
public String getInfo () {
// Making EEST Fequest

}

REST may fail and return null

17 HONEYWELL Static Code Analysis



Static Code Analysis - Tools

Honeywell

18

* Klocwork

- SonarQube
* Findbugs

* Kiuwan

* Others
- Compilers
- IDEs

+ IntelliJ Idea
» Eclipse

HONEYWELL

Static Code Analysis



Capability Maturity Model Integration (CMMI)

Honeywell

A set of rules defining the maturity of the company
* 5 levels

* Honeywell achieving level 5

- continuous improvement of the processes and evaluation of the results
across all the software development disciplines according to collected
measurements and metrics

« ACS Software Development Process (ASDP)
- Process used for Software Development across ACS
- Aims to be compliant with CMMI level 5
- Static Code Analysis is one of the steps in the Implementation discipline

19 HONEYWELL Static Code Analysis



Klocwork

Honeywell

- Static Code Analysis tool

- Supported languages are C/C++, C#, Java

* Identifies code vulnerabilities
- Logical errors
- Security vulnerabilities
- Coding standards violations

* Klocwork calculates software metrics such as lines of code,
lines of comments, cyclomatic complexity, number of
functions/methods

* Web Interface and user instance of Klocwork
- poor REST API
- various restrictions on the side of Klocwork query language

20 HONEYWELL Static Code Analysis



Klocwork
Honeywell

@ Projects About Help B E563514

ACT JIRA Extensions *default* module:+ACT

ISSUES REPORTS XREF VIEWS MODULES CONFIGURATION
Searchfor: @ build'build_290' status+Analyze +Fix @ Sortby. id ML
SEARCHES it
= PRINT EDIT: ALL
Ih status:Analyze ] i 11025 0f 471
1h state:Existin ] . . R .
: g #423: Variable 18" is always null’ in this expression. i
ih category Suspicious Code Practices' . C:\bamboo-homexmi-data\build-dirt13107 \AJE-KA-J0B1\srcimain\javalcomihoneywelhso fico\jira\pluginiintegration\contour\ContourSglanagerimpl.java:518 | addDocumentTypeToProject
i Code: REDUN_NULL | Severity: Review(4) | State: Existing | Status: Fix | Taxonomy: Java | Reference: none | Owner: unowned 3
th code:NPENPD [ ]
T fid #433: Variable rs" is always null’ in this expression.
th entitymain . | C:\bamboo-homeixmi-data\build-diri13107 )\AJE-KA-JOB1\srcimain\javalcomihoneywellso fico\jra\pluginiintegration\contouridb\ContourCommonDbSglManager java: 1383 | addDocumentTypeToProject M
W id-1-100 & 3 Code: REDUN.NULL | Severity: Review(4) | State: Existing | Status: Fix | Taxonomy: Java | Reference: none | Owner: unowned
ih severity Critical H] #891: Synchronized method calls another synchronized method "getitemsForContourProject’ with the same lock held
e e C:\bamboo-homeixmi-data\build-diri13107 AJE-KA-JOB1\erc\main\java\cominoneywellzo ftco\jira\pluginiintegration\contour\ContourManagerimpl.java: 450 | getContourtems
lly severity Error L] Code: SYNCH.NESTED | Severity: Review(4) | State: Existing | Status: Fix | Taxonomy: Java | Reference: none | Owner: unowned
L ¢ by — . . " v -
th status:Analyze severiy.1 ' #892: Synchronized method calls anather synchronized method "getDocumentTypeldByName' with the same lock held
1h state+New severity:6 =[] C:\bamboo-homelxmi-data\build-diri13107AAJE-KA-JOB\srcimain\javalcomihoneywellso fico\jra\pluginiintegration\contour\Contourianagerimpl java 646 | createContourProjectitemLink
Code: SYNCH NESTED | Severity: Review(4) | State: Existing | Status: Analyze | Taxonomy: Java | Reference: none | Owner: unowned
Ih state-+New severity:7 B8
i | gif #893: Synchronized method calls another synchronized method "getChangeRequestForlssue’ with the same lock held
th state:+New severity:4 stafus:Analyze Ha C:\bamboo-home'xmi-data\build-diri13107 3\AJE-KA-]0B 1\srcimain\javalcomihoneywelhso ficoljira\pluginiintegration\contour\Contourianagerimpl.java:648 | createContourProjecttemLink
ih status:+Analyze, +Fix state:Existing =] Code: 5YNCH.NESTED | Severity: Review(4) | State: Existing | Status: Analyze | Taxonomy: Java | Reference: none | Owner: unowned
ih status+Analyze, +Fix state:New =0 #894: Synchronized method calls another synchronized method ‘createChangeRequestAssociation’ with the same lock held
! : Hil C\bamboo-homexml-data\build-diri 13107 MAJE-KA-JOB\erc\main\javalcominoneywellso ftoo\jira\plugintintegration\contour\ContourManagerimpl.java:656 | createContourProjecttemLink
h status:+Analyze, +Fix state Existing =l Code: SYNCH.NESTED | Severity: Review(4) | State: Existing | Status: Analyze | Taxonomy: Java | Reference: none | Owner: unowned
severity.1 citedby.e563514 i 3k
21 HONEYWELL
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Klocwork
Honeywell

@ Projects About Help B E563514 -

ACT JIRA Extensions  ‘defaut module+ACT

SSUES REPORTS ¥REF VIEWS MODULES CONFIGURATION
; ) L ADuild-dir 3107 JAJE-KA-J OB Nisrcimainyjavaicominoneywelhs oftcoljiraipluginintegration\contounContourSgiManagerimpl. java (build_230) 0af0
+ Back to List | Next [Eiw -
z 1 o i 487 * [@return see AJE-403
Variable rs" is always null in this exprassion. 158 .
z.‘,\ ’
2t 489 Boverride
D 423 450 [) public int addDocumentTypeloProject(int projectid, int documentTypeld, int organizationId, final Applicationlink appLink) |
CODE REDUN NULL 491 log. debug {("Executing addDocunentTypeToProject()");
452 int rowsAffected = 0; // if there i3 no crganizaticn re
HAME Uzage of variable instead of null constant . .
493 Cocnnection conn = connect (applink);
LOCATION ContourSqiManagerimpl java: 518 444 PreparedStatement stmt = null;
BUILD build 290 495 Result3et ra = null;
494 try [...]
SEVERITY Review (4) e .
515 catch (Excepticn e)
OWHNER *no owner 517 [ Finally |
STATE Existing 518 closeStmtRaConn(stmt, r3, conn);
i . 519 [ }
STATUS Fix View History
520 return rowsAffected;
21 g 1
TRACEBACK 522
There is no traceback for this defect. 323 foverride
524 public Integer getDocumentTypeldByHey({String documentTypeKey, final EpplicaticnLink applink)
554
555 foverride
556 public 3tring getDocumentIypeKeyByIld(Integer decumentIypeld, final Applicaticnlink appLink)
586
587 foverride
SRA [ mhlir int mearlaanriatianCranrFarThanmeReameatr fint chanmeBRamisatTd Final IrndlicatinnTinl armlinld
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Tools Integrated with Klocwork

Honeywell

- JIRA

* Crucible/FishEye

* Reasons
- Klockwork is not very user friendly

- Results of SCA serve as input parameters for processes
» These processes have majority of required data in other tools

- Simplifying the processes
- Delegation of control over SCA results

23 HONEYWELL
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Issue/Defect Tracking

Honeywell

25

* Honeywell ACS uses JIRA

- Issue and Project tracking software

- tracks time spent on resolving issues, progress of the project and
various metrics connected to software development

- one of the main tools used across Honeywell ACS

* Issue
* a software bug (defect), a task, a helpdesk ticket, a new feature etc.

- Easily extensible with wide variety of extensibility options

- Great integration capabilities with other Atlassian products

HONEYWELL Static Code Analysis



Source Code Management

Honeywell

26

* Fisheye

* Web Interface for read only access to SVN

 Visualization and reporting capabilities regarding source code

« Searching capabilities according to commits, comments,
people etc.

 Great WEB API for communication between tools

HONEYWELL

Static Code Analysis



JIRA - Klocwork — Fisheye Integration Overview
Honeywell

Klocwork Fisheye

se of Klocwork
WEB API

isheye WEB AP

JIRA

27 HONEYWELL Static Code Analysis



Goals
Honeywell

28

* Development cycle time reduction

» Code quality improvement

- Build basis for creating new more sophisticated metrics combining
defect/issue tracking and static code analysis

» Set basis for future development of integration and possible defect

prediction

HONEYWELL Static Code Analysis



Create JIRA defect from Klocwork

Honeywell

29

A simple button in Klocwork Finding

 Creates a JIRA defect with as much information as possible

« Stores the data about defect resolving in JIRA

* Not able to get line numbers

* Not able to get specific faulty code

HONEYWELL
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Create a list of Klocwork findings for specific JIRA
issue Honeywell

30

* Integrates data from Fisheye with data from Klocwork and creates a
list of Klocwork Findings that were introduced into the code as part
of implementation of some Issue

 Higher Code Quality
* Lower Development Cycle Time
* Information about the quality of the feature

Activity

All | Comments WorkLog History Klocwork — Activity Commits Reopenings History — Builds

THERE ARE CRITICAL KLOCWORK FINDINGS
3 Critical 1 Warning 6 Review

summary Severity  File Status  State

Null pointer dereference of 'getApplicationLink()' where null comes from constant Critical (1) ImporiContourltemsResource java Analyze  Existing

Private method 'getApplicationLink' is unused Warning ConcurrentContourProjectManagerimpl java  Analyze  Existing
(3)

Comparing strings """ and 'applicationLinkld" with == Review (4)  ConcurrentContourProjectManagerimpljava  Analyze  Existing

Comparing strings ™" and 'username' using equals(), instead of length{) == 0 Review (4)  ImportContourltemsResource java Analyze  Euxisting

Synchronized method calls another synchronized method 'fetchReleasesForContourProject' with the Review (4)  ContourManagerimpl java Analyze  Existing

same lock held

HONEYWELL Static Code Analysis



Report

Honeywell

* Indicates whether the code is ready for testing and release

 Gives overall status about the code quality written as part of the
selected version of the product

Version Release Readiness Report

Version Analyzed Release 4 1
Latest Klocwork Analysis build_265 - 26/Mar/14 2:06 AM

THERE ARE UNRESOLVED KLOCWORK FINDINGS WITH CRITICAL OR ERROR SEVERITY

Critical Error Warning Review
AJE-1266 0 0 0 1
AJE-1263 0 0 0 1
Summary 13 0 2 25
HONEYWELL
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Manual Code Reviews
Honeywell

33

« Systematic examination of the source code
» Used to verify the code from various perspectives
« Atlassian Crucible

Projects ~  People ~ Reviews ~ | Create review

[ Send Reminder | Complete £¥ Tools ~

ACT_Teols_JiraExtensions_CR » STJE-FJCR-52
Users list feature review

Under Review for 13 months (due 13 months ago) Author & Maderator Reviewers

X*tr+*o o

STJE-FJCR-52 19 (19) - Prefs ~ ﬁ Filter & om Mark all comments as read Keyboard shortcuts
Details * [El/trunk/srcf... /userlists/UserListElement.java ¢ Changed View~  FishEye = =
Objectives 2785 2825 O Leave Unread
General Comments ©

Number of files included: 52
Click on source lines to add an inline comment

© 2012 11 Int

[E= branches/Release_2.0/src/mainiresources| 2 ' *
|_-|ed\t-projectmull\user.vm 3

m

1 package com.honeywell.seftco.jira.plugin.rest.vl.userliscs;

m

import java.util.Rrraylisc;

= trunk import java.util.list;
[E= sro/main 8
[E= javalcomihoneywellisoftcoljira/plugi 9 import javax.xml.bind.annotation.¥mlElement;
B restv 10 import javax.xml.bind.annotation.XmlRootElemsnt; B
= userlists 12 import com.atlassizn.jira.user.UserUtils:
dBadRequesﬂNebExcepﬂ 13 import com.atlassian.jira.user.util.UserUtil;
||£|UserL\stElememJava 14 import com.homeywell.softco.jira.plugin.userlist.eatity.UserlistMember;
15 import org.codehaus.jackson.annotate.JsonlgnoreProperties:
ﬂUSerL\isesource.Java -
[©] userListResultsWrappe 17 import com.honeywell.softco.jira.plugin.userlist.entity.UserList:
[Flusertistuserjava el
B users 19 @imlRectElement
20 R@JsonlgnoreProperties
[©] userpickeruserjava 21 public class UserListElement {
dUserSection‘]ava 22
[E= userlist 23 public static final String ELEMENT PRIVAIE = "element-private":
2 public static final String ELEMENT PUBLIC = "element-private":
[E= entity -
duaerusl‘]ava 31(3) @fmlElement
[ userListMember.java 27 private int id;
28 @XmlElement
<]
\jUSE[lIElMﬂ!’IﬂQE[.JﬂVﬂ 1(1) 29 private String name;
[“luserListManagerimpl java « 3 @XmlElement
[E= userpanelfragments 31 private String description:
@XmlElement

[E= reviewsandapprovals o

[©] ReviewsAndApprovalsm o @XmiElement
3 userslist private String ownerName:
[E= userslist @EmlElement
7 private String projectHey:
S entity 38 @XmlElerent
[ weblaction 39 private List<UserListUser> users = new Arraylist<UserlistUser>{):
[ userlist 40

[l ileart intilanann s 41 1

private boolean isPublic:

public UserlistElement() {
}

HONEYWELL
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Testing Readiness
Honeywell

» Simple rule: cost of a defect rises with the time it is not discovered
- Apply even for defects found during testing activities

* Solution: try to find defects as soon as possible
- Apply all available tools/processes
- SCA
- Manual Code Reviews

* Not popular activity
- Need to use two tools for very similar activities
- Inspecting more complex code can be confusing
- Human Factor
- Klocwork User Friendliness

HONEYWELL Static Code Analysis



How to improve?
Honeywell

& Repositories ~

Projects ~  People Reviews » | Create review

ACT_Tools_dJiraExtensions_CR > STJE-FJCR-52
Users list feature review

Under Review for 13 months (due 13 months ago) Author & Moderator Reviewers

[ Send Reminder =~ Complete L¥Tools ~

35

STUE-FICR-52 19(19)
Details
Objectives
General Comments
Mumber of files included: 52

2= branches/Release_2 0/sre/mainiresource:
leditprojectmutiuserym

B trunk
B srcimain
B java/com/oneywellisoftcofjiraplugi|
= restvt
[E> userlists
[] BadRequestwebExcepti
| B usertisterementjava

[#] userListResource java
[2] userListResuits\rappe.
[E] UserListuserjava
B users
[Bl userPickerUserjava
[E] userSectionjava
5 userist
B> entity
[ useristjava 3(3)
Bl UserListhtember java
[ userListanager.java 1 (1)
[+l userListmanagerimpljava «
ES userpanelfragments
5 reviewsandapprovals

o XX2rroo
[0 v  Prfsv Y Fitr  ®om Mark all comments as read

[/ trunk/szc/ .. . /userlists/UserListElement. java {Changed

2785 2825
©
Add a file comment. Click on source lines to add an inline comment.

¢ package com.honeywell.softco.jira.plugin.rest.vi.userlists;

6 import java.usil.Arraylist;
import java.util.List;

o import javax.sml.bind.annotation.XmlElement;
10 import javax.xml.bind.annotation.XmlRootElerent;

import com.stlassian.)ira.user.UserUrils;
import com.tlassian.)ira.user.ucil.UserUsil;

mport. lugin.userlist.enticy.
import org. codehaus. jackson.znnotate.JsonlgnoreBroperties;

com. honeywell.softeo. ira.plugin.userlist.encity. Userlist;
Ele:
nlgnoresroperties

public class UserListElement {

nt

public static final String ELEMENT_PRIVATE
public static final String ELEMENT FUSLIC

"element-private";
"element-private”

@xmlElement

private String description;
@xmlElement
private boolean isPublic;

[Cusersiist
5 userslist
[ entity
[ weblaction
B> useriist

[ —
private String cwnerlame;
EXmiElenent
private String projectiey;
ExXmiElenent
private ListcUserlistUser> users = new Arraylist<UserlistUser>();

public UserLiscElement() {
1

Keyboard shorteuts
View~ FishEye ~ ol

O Leave Unread

7 i§ Student x ONES.cz-privy, % Y My Dash-ACSIF x 1 §§ [AJE-1266] Default % ! §f JIRA Extensions -/ % | ¥ Buttons| Control: % | Y, Atlassian Usernte x 1 3¢, Effectively Combi ! (] Changeor delete! % | # KiocworkInsight ' x = |
= C # | £ hnps//acsklocworkhoneywell.com/re ew.htm|#is: JIR chqu %253A9 9 x,s0rtce § & =

£ Apps [ Installing the Atlassi.. Haneywell Bmo {5 cbryden [ Bidence [ intmet § dev. Honeywell Payslips .. Sodexo - portily - Ji.. () Dashboard - ACSBa... )} ddr-ecmas - Brings

*defaul” wodule +SaRCo

SoftCo_JIRA_Extensions

DHFIGURATION

ontouridbiCantourCommenDbSgllanager java (build_209)

e .

& Cibambos-hometami-datatbuild-gin 13107 3AJE-KA-JOBTis oimainavalco

+ Back to List pablic int ge entTypelds

=3

Variable s’ is ahways null in this expression

int

ypeld, int

n werride

cone REDUN UL pablic Long getRelacionshipTypeldSyliane (Scring nave)

— Ussge o7 varistie iatesd of rul R
public int ge

e — Sallanager e

BuD

SEVERTY

owmER: “no cumer*

STATE Eestng

STATUS i

COMMENT

LAST UPDATE 08-18-2013 16:21 by EB10

TRACEBACK

There is no traceback for this defect

private Srring get

remld:

private Strin

HONEYWELL
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How to improve?

Honeywell

+§  Repositories v Projects ¥ People ¥ Reviews »  Create review

ACT_Tools_dJiraExtensions_CR > STJE-FJCR-52
Users list feature review
Under Review for 13 months (due 13 months ago) Author & Moderator Reviewers

o XXx2held
STUE-FICR-52 19(19) o] v Pesv YAlr  ©om Maricall comments as read
Details = [l/trunk/szc/.../userlists/UserlistElement.java (Changed
Objectives 2785 2825
General Comments ©

Mumber of files included: 52
Ad

a file comment. Click on source lines to add an inline comment.

[ branchesiReleas _2 0lsreimainfesource: 2 ey

leditprojectmutiuserym s
4 package com.honeywell.softco.jira.plugin.rest.vl.userlists;

= 6 import java.usil.Arraylist;

& trunkc 7 import java.util.List;
B srcimain e
[ javalcom/honeywellisoftcoljira/plugi 9 import javax.xml.bind.annotation.XmlElement;
B resivt 10 import javax.wml.bind. snnotation.XmlRootElement;
[ useriists import com.atlassian.jira.user.UserUtils;
[£] BadRequestwebExcepti import com. atlassian.)ira.user.usil.UserUeil;
| Usertistetementjava import luginuserlist.encicy.
import ozg. codehaus. Jackaon. eanotate. Jsonlgnoreroperties;
[] userListResourcejava
[¢] useristResuitswirappe com.honeywell.softco.jira.plugin.userlist. entity. TserList;
[ userListuserjava
Elenent
users
= nlgnoreProperties
[El userPickerUserjava 21 public class UserListElement {
[E] userSectionjava
5 useriist public static final String ELEMENT PRIVAIE = "element-private;
ublic static final String ELEMENI PULIC = 'element-private”
Eentity b N - v
[ usertistjava 3(3) @XmiElement
[B userListiember.java private int id;
- @¥mElenent
[ userListanager.java 1 (1) Private string name:
[#lusertistmanagerimpljava « @¥miElement
[ userpanelfragments private String description;
@¥miElenent

B reviewsandapprovals
private boolean isPublic;
[ —

[ userslist private String ownerlName;
= usersist @miElenen:
private String projectey:
Centity
@imiELenent
B weblaction private ListcUserlistUser> users = new Arraylist<UserlistUser>();
B> userlist

public UserLiscElement() {
1

[ Send Reminder

4% Tools ~

Complete

Keyboard shortcuts
View=  FishEye~ =

O Leave Unread

¥ iS Student ®
< cfH
£ Apps [ Installing the Atlassi..

% Buttons | Contrals x ¥ 3, Atlassiar

ONES.cz-zprivy, % Y My Dash- ACSIF x 1 §§ [AJE-1266] Defaut % ! §f IRA Extensions -

£ hrtps://acsklocwork honeywell.com/re ewehtm

d

Haneywell Bmo iS5 obrjden [ Bidence | intmet § dev [P devadmin & local admin Practical JIRA Plugin.. Sodexo - portily - Ji.. () Dashboard - ACSBa... )} ddr-ecmas - Brings

Honeywell Paysips .

*defaul” wodule +SaRCo

SoftCo_JIRA_Extensions

CONFIGURATION

Variable s’ is ahways null in this expression

liralphuginintagration\contourdb\CantourCommonDbSqlldanager java (build_209) 0010 <f >

+ Back to List

pelds

public int ge T

D ‘ werride
cone REDUN.NULL public Long gechelacicnahipTypel:
e Usage of variabis natssd of nul I
publie int ge
e — Saldanager a
BuLo buskd_209
SEVERITY  Revew (4
ovmER *nio owmer nld
STATE Exstng

ATUs i [=

try L.
caten (Zxsepticn &)
finally

‘aqlManager, closeStacRaConn {aca, re, comn):

retum

LAST UPDATE 06-18-2012

TRACEBACK

There is no traceback for this dfect
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Integration

Honeywell

37

 Both of the tools looks similar
- Why not integrate them?

* Benefits:
- Time saving
- User Friendliness
- Process Enforcement

* Features
- Source File View
- File Tags
- Analysis Overview panel
- Hot Spot Review

1. Establish
Goals

2. Run Analysis
Tools

4. Fix Code

3. Review Code

HONEYWELL Static Code Analysis



Source File View
Honeywell

* Displays Klocwork findings directly in Crucible source code view

1 else |
(DA Svoboda, Jan | 30 KloocworklnalysisResult status = klocworklhnalysisStcatusProvider.getlnalysisStatus (review.getPermald().getId()):
if (status == null || status.getlnalysis3tatus().equals(knalysisStatus.NOT_RUMN)) |
Mull pointer dereference where null comes from result.putlkll {getNotRunParams (data) ) ;
constant 1 else |
MNull pointer dereference of 'status.getEntity() where null comes switch (atatus.get®nalyaisStatua()) |
from constant case FAILED:
Status AHEII}'ZE! result.putdll (getFailedParams(data, status.getEntity())): S/ TODO
Severity: Critical break;
Tow case DCONE:
Svoboda, Jan |30 result.putill (getDoneParams (data, status.getEnticy())):
Svoboda, Jan 15 break;
case IN_FROGRESS:
Svoboda, Jan (30 result.putdll {(getInProgressParams (data, status.getEntity()
38 HONEYWELL
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File Tags
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» Differentiate files under review
based on the number and severity
of Klocwork findings

HONEYWELL

ACE-3

= sro/mainfjavaicomihoneywellis oftco/crucible/plugin
[=r integration
[E=r analysis
|ﬂ KlocworkAnalysisApproverimpl.java « 1

[AF [

ry

|ﬂ KlocworkAnalysis StatusProviderimpl java x o

[E=r qutter

|ﬂ AbstractKlocworkFindingLineDecorator.java x

|£|KlncworkFindingLineDecoramr.java S |
[E= hotspot
|ﬂHntSpmHex'iE\.'.'I",1anac_:erlmpl.java X o
[E= Klocwork
= linkiauth
|£| KlocworkAuthentication Servletjava x o
|ﬂKlncworkIntegratinnf‘.’lanagerlmpl.java ¥ i1
= restivifbeans
|£|ExecutinnStatusBean.java w2
|f|KI&cworI»:FindingBean.java w1
= zenvlet
[E= admin
|ﬂI'.'1apCrucibIeBambnoSewIel.java kS o
[E=r review
|ﬂ HotSpotReview Servietjava o
|ﬂ KlocworkQuery Servlet.java x 9
= webpanel
|£| KWhAnalysisContextProvider.java » ﬂ

2
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Analysis Overview panel

Honeywell

* Displays statistic data about Klocwork findings in the review

Klecwork Analysis

Findings by Severity

21 21

Total Findings Open Findings

Findings by Type

1 2

JD.INFAREC STRCOM.LOOP

Top three files

40

12

Critical Findings

1

SV.RANDOM

12

NPE.CONST

HONEYWELL

2 1

JD.VNU REDUN.DEF

Total: 6 ( 5 Critical 1 Warning )
Total: 2 ( 2 Review )
Total: 2 { 2 Critical )

Static Code Analysis



Hot Spot Review

Honeywell

* ,Hot Spot” = parts of the code satisfying some condition

Add Content to Review ACE-3

Severity Critical -
Error

Warning
Review -

Status | Analyze -
lgnore
Mot a Problem
Fix -

New -

Existing
Fixed

Number of Files 8

Edit Details Abandon Review Start Review | Done ‘

HONEYWELL Static Code Analysis



Thank You
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Q&A
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