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ASN.1

e Abstract Syntax Notation 1

e notation for describing abstract types and
values

e Defined in ITU-T X.680 ... X.695

e Used in many file formats, including crypto
Public keys, private keys
Certificate requests, certificates
Digital signatures, padding, encrypted files



ASN.1

e Allows format/storage/transmission of data
Compatible among many applications

Not dependent on HW platform
E.qg. little/big endian

Not dependent on operating system

e Simple & Structured types
e Multiple encoding rules (methods)
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ASN.1 — Types

Type Tag number Tag number

(decimal) (hexadecimal)
INTEGER 2 02
BIT STRING 3 03
OCTET STRING 4 04
NULL 3 05
OBJECT IDENTIFIER 6 06
SEQUENCE and SEQUENCE OF 16 10
SET and SET OF 17 11
PrintableString 19 13
IASString 22 16
UTCTime 23 17




ASN.1 — simple types

e Integer

signed integer (there’s no unsigned integer)
e Bit string

The number of bits does not have to be a multiple of 8
e Octet string

an arbitrary string of octets

e NULL

No data (used in parameters)

e PringtableString, IASString, UTF8String, ...

Strings — the sets of characters are various

e UTCTime

Time



ASN.1 — OID type

e Object identifier (OID)

Sequence of integer components that identify an

object
Assigned in a hierarchical way

e Example
sha-1WithRSAEnNcryption = 1.2.840.113549.1.1.5
iso(1) member-body(2) « 1.2.840.113549.1.1 - PKCS-1
us(840) rsadsi(113549) . 128011359 - RSADS!
pkcs(1) pkcs-1(1) 5 + 12840 - USA

¢ 12 -1I50 member body
¢ 1 -I50 assigned OIDs
o lop of OID tree




ASN.1 — structured types

o SEQUENCE

an ordered collection of one or more types

e SEQUENCE OF

an ordered collection of zero or more occurrences of a
given type

o SET
an unordered collection of one or more types

e SET OF

an unordered collection of zero or more occurrences of a
given type



ASN.1 Encoding Rules

e XML - oriented formats
XER (XML Encoding Rules)

e Byte-oriented formats
BER (Basic Encoding Rules)
CER (Canonical Encoding Rules) — subset of BER
DER (Distinguished Encoding Rules) — subset of BER
Used for crypto files
e Bit-oriented formats
PER (Packed Encoding Rules)

e Verbose, human readable formats
GSER (Generic String Encoding Rules)



BER encoding

e TLV — Tag Length Value

All the data is encoded using a simple TLV format
Tag — what kind of data it is

Length — the length of the data

Value — the data itself

e Example

02 01 05 [hexadecimal values]
Tag — Integer
Length of data — 1 byte
Data: (positive integer) 5



Nested data

e SEQUENCE is similar to struct/record

e 300902010504 02FF FF 0500
e 30 09 — sequence of length 9 bytes

e 020105 —integer 5
e 04 02 FF FF — octet string FF FF

e 0500 - NULL (no data)
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ik (0,9) SEQUENCE

...... (2,1} INTEGER : 'G5!

""" E [5,2) OCTET 3TRING : '3

...... @ (9,0) NULL



BER tags

e [ag encoding

class

Constr
class ucted?

e Class

Class Bit 8 | Bit 7
universal 0 0
application 0 1
context-specific 1 0
private 1 1

e Tag number
e Bits 1-5
o If all bits are 1 then the tag continues in the following byte(s)



BER length

e length >=0 && length <= 127
The length is coded directly
E.g. 05’
e Otherwise the bit 8 is set, bits 1-7 code the
number of bytes that specify the length
E.g. 255 -> 81" ‘FF’
E.g. 256 ->'82" ‘01" ‘00" or also '83" ‘00" ‘01" "00’
BER x DER
e ‘80" is “indefinite” length
Not allowed in DER



BER value

e The data itself

e Dependent on data type
Integer: signed — e.g. 128 -> 00 80’
Octet string: directly the data

Bit string: number of unused bits + padded bit
string to a multiple of 8 bits (padding is at the end)

UTCTime: string of one of the forms

YYMMDDhhmm?Z
YYMMDDhhmm+hh'mm'
YYMMDDhhmm-hh'mm'
YYMMDDhhmmssZ
YYMMDDhhmmss+hh'mm'
YYMMDDhhmmss -hh'mm'



First look at the binary DER file | 825
. T5L_1.cer {~'Plocha’PKI) - GYIM =101 |

Soubor  Uprawy Mastroje  Syntaxe Buffery Okna MNapovéda
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DER vs. PEM :

e PEM
e Privacy Enhanced Mail

e PEM as such not used, but formats still used

e Textual formats

e Practical for transport channels where full 8bit data can
be damaged

e PEM is base64 coded DER enveloped with

o Where SOMETHING is CERTIFICATE/PKCS7/KEY. ...



Sample PEM file

Hﬂ csca.pem (~"Plocha'¥yuka p...1"P¥181_drive' ASN.1 - |EI|5|
Soubor  Uprawvy Mastroje  Syntaxe Buffery Okna  Napovéda

QRS (0@ saE BRI SSA|THO|? A

MIIE8jCCAyaghwIBAGQIBATEEEgkqhkiGowABAQowHKAPHA BGCUWCGSAFLAWQCAQUA
oRwwGqYJKoZ ThucHAQETMABGCYWCGSAF1AwQCAQUADgMCASAWUZEL MAKGATUEBhHE
01oxFzAVBgHUBAOTDKHG6ZWHoIF J1cHUibG1 jHR BwGwYDU]]LExRHaWSpc3RyeSBy
ZiBJbnRlcmluvc jEQMAMGATUEAXQHQINDQUODWjAeF wBuH A3 ] QuwHDAWHDE aF wiy
MTEwHjQyHzUSHT1laMFcxCzAJEgHUBAYTAKNaMRcwFQYDUV]QKEWSDenU jaCBSZ KB
YmxpYzEdHBSGATUECxMUTWluaXHBcnkgb2YgSWs 82 X.Jpb3 I xEDADBQHUBAMUE BHT
0BFFQ1owggGiMABGCSqGSIb3DQEBAQUAALIB jwAwggGKAoIBgQCuUZngqCTF+LCA
aqULHoUsiquHhOcqWFKu+XGysHuS3JeBLICgRZe?A3IUNFSHBArDH3 jdmlrE1ugB
BSwuRgG+800ifmMH3I2ZKFLYEB+RbPFMO0JWIiZv7miuMdtLQw1xTdhqu/WHPRaxnlbf
[Im3IZ25hwTurBsZml6q1yS4ibmOc63UsAZdgDo+t?AIE110Fuwg3z04MB=xHKCYSEFh
JoylBoUhufdkSpGEATWUTsBaRuPFW-S3WzhEmoWDiR8hCiZnYhSJx518g/uKFRY j
JtpJiagquWRbnfnL+iSJ15cCUH9F+bILA26BZY6tFBESHiloay/qewEKALNdxXcz.)
1905hkUuKelrpY1UhD/B2gousUHrkznaz51 27 3K579kkBGgcwZmY B q2wp1wE/ Qb
Rc/iD14Bcum/neziUrb+unHprbSuid7Wt7eSz2ritsP/565a81H/kJ3C+UK1Suhd —
Ok TOUNLPUHwOUK1d75WqREZbwG B+ JtHUBCeyu89ur Gkt 52 7RF 3RCAWE ARaNhHF Bu
HOYDURBOEBYEFLSEMFXsKkHo/DW+FON3n4HF11JYsHAAGA1UdDWER /W)EAWIBE jAa
BgHUHSAEEZARMABGDSqBS 7 cYAQERBAYNIsnswEqQYDURBTAQH/BAgQwBqER /wIBADEB
BgkqhkiG9wBBAQowHEAPHABGCUCGSAFLAW]CAQUADRwuGY JKo2Z ThucHAQE I HA BG
CUCGSAF1AwQCAQUADgHMCASADQgGEAChyoZpMngq+HarcDKatzHMbFnbGAY1ghZK 3
kUsAK3y8qWli1oVIGTWEU199xsR/GUAC jJIYLEBhiHjntGEmShBMUHMT qqf BInjFo
BQEIquJH?+dﬁBnPGH5cﬂSfuwzFla1DafhuZ?ED?q?derDzTFDGHEDHisHmaHHE
BSF7ithB+/7dxnZ3x0rJcoemkwiqeCbZHB6F ToHo2eHcBCbt1I6A1xDzzKCATFLSE
Yi0obOFwpnSUB2aBucWSoUVGuYnee)?XRb7nkocHmGELpWlhwuFUe jFQRBhDSKazf
leFrRYPb7n2MsAg1wLHABDJPoEA7YEN]XhSmaybtu+ksUFdJ469FankculyQieDt?
KEDMG2Y0UyaS0jxUKHSTbR2ZPTWH s2cul Zuxf /6NN 2gpz I F+UzBJSxGyrwDWkKnA
tnFnFsk3q93/7tBqmIyf2sxCi9SCFTFIR2Brs5GuwqCozFTSDzMEANKEWiAXBDFC+
[6MTSBMSUS0/G52ryHPH179qLghXn+(]==

————— EMD CERTIFICATE---—- ;|

22,64 Use

CSCA CZE.pem



ASN.1 viewers

e Unber (part of asn1c)

e Openssl asniparse
e ASN.1 Editor



CSCA_CZE.crt
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CSCA_CZE.crt

#? anxur.fi.muni.cz - PUTTY

labak:™~$ unber Fusr/share/doc/dirmngr-1.8.3/examples/fextra-certs/bnetza-18r-ocsp-2.crt
{C D="8" T="[UNIVERSAL 16]" TL="4" Y="052" A="SEQUENCE">
<C 0="4" T="[UHIVERSAL 16]" TL="4" U="g84" A="SEQUENHCE">
{C 0="g" T=""[@]" TL="2" u="3">
<P 0="118" T="[UNIVERSAL 2]" TL="2" U="1" A="INTEGER"™ F>2<{/P>
<fC 0=""13" T="[8]" L="5">
<P 0="13" T="[UNIUERSAL 2]" TL="2" U="1" A="INTEGER" F>53<{/P>
{C 0="16" T="[UHIUERSAL 161" TL="2" U="18" A="SEQUEMCE">
<P 0="18" T="[UNIVERSAL 6]" TL="2" U="6" A="0BJECT IDENTIFIER™ F>1.3.36.3.3.1.2</P>
<P 0="26" T="[UNIVERSAL 571" TL="2" U="8" A="HULL"></P>
</C 0=""28" T="[UHIVERSAL 16]" A="SEQUEMCE™"™ L="12">
£C 0="28" T="[UHIUERSAL 161" TL="2" U="63" A="SEQUEHCE">
<C 0="38" T="[UNIUVERSAL 171" TL="2" U="11" A=""SET">
<C 0="32" T="[UHIVERSAL 161" TL="2" U="9" A="SEQUEHCE'>
<P 0="34" T="[UMIVERSAL 6] TL="2" U="3" A="O0BJECT IDENTIFIER™ F>2.5.4.6</P>
<P 0="39" T="[UNIVERSAL 19]" TL="2" U="2" p="PrintableString" >DE{/F>
<fC 0="43" T="[UNIVERSAL 16]" A=""SEQUEHCE™ L="11">
</C 0=""43" T="[UHIVERSAL 17]" A=""SET" L="13">
<C 0="43" T="[UNIVERSAL 17]" TL="2" Y="26" A=""SET">
<C 0="45" T="[UHIVERSAL 16]" TL="2" U="24" A="SEQUEMHCE">
<P 0="47" T="[UHIVERSAL 6] TL="2" U="3" A="O0BJECT IDENTIFIER"™ F>2.5.4_18</P>
<P 0="52" T="[UNIVERSAL 12]" TL="2" U="17" A="UTF8String">Bundesnetzagentur<{/P>
<fC 0="71" T="[UMIVERSAL 16]" A=""SEQUEHCE™ L=""26">
</C 0="71" T="[UHIVERSAL 17]" A=""SET" L=""28">
<C 0="71" T="[UNIUVERSAL 171" TL="2" U="28" A="SET">
<C 0="73" T="[UHIVERSAL 161" TL="2" U="18" n="SEQUEMCE">
<P 0="75" T="[UMIUVERSAL 671" TL="2" U="3" A="O0BJECT IDEHNTIFIER" F>2.5.4_3</P>
<P 0="88" T="[UHIVERSAL 127" TL="2" U="11" A="UTF8String">1BR-CA 1:PHI/P>
</C 0="93" T="[UNMIVERSAL 16]" A=""SEQUENCE™ L="'28">
</C 0=""93" T="[UNHIVERSAL 17]" A=""SET" L="22">
</C 0=""93" T="[UHIVERSAL 16]" A="SEQUEMCE™ L="65">
{C 0="93" T="[UNIVERSAL 16]" TL="2" U="38" A="SEQUEMNCE">
<P 0=""95" T="[UNIVERSAL 23] TL="2" U="13" A="UTCTime">@50804@827092</P>
<P 0="118" T=""[UNIVERSAL 23] TL=""2" U="13" A="UTCTime">@712318823492<{/P>
</C 0=""125" T="[UNIVERSAL 16]" A="SEQUEHCE™" L="32">
{C 0="125" T="[UMIUERSAL 16]" TL="2" U="65" A=""SEQUENCE">
<C 0="127" T="[UHIVERSAL 171" TL="2" U="11" A="SET">
<C 0="129" T="[UHIVERSAL 16]" TL="2" U="9" A="SEQUEMCE">
<P 0="131" T="[UHIVERSAL 6]" TL="2" U="3" A="O0BJECT IDENTIFIER™ F>2.5.4.6</P>
<P 0="1136" T=""[UNIVERSAL 19]" TL=""2" U="2" A="PrintableString">DE{/fP>
</C 0="148" T="[UNIVERSAL 16]" A=""SEQUEMCE" L="11'>
</C 0="14@" T="[UMIVERSAL 17]" A=""SET" L="13">
<C 0="148" T="[UHIVERSAL 171" TL="2" U="26" A="SET">
<C 0="142" T="[UMIUVERSAL 16]" TL="2" U="24" A="SEQUENCE">
<P 0="144" T="[UHIUVERSAL 671" TL="2" U="3" A="O0BJECT IDENTIFIER™ F>2.5_4.18</P>
<P 0=""149" T="[UHIVERSAL 127" TL=""2" U="17" A="UTF8String">Bundesnetzagentur<{/P>
</C 0="168" T="[UNIVERSAL 16]" A="SEQUEHCE" L="'26">




Manual viewing/processing

I‘,f,. cze_csca_20060724.cer {(~'PlochaPKI) - G¥IM3

Soubor

Upravy Mastroje Syntaxe Buffery Okna Napovéda
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Zacatek

e 308204 2
o SEQUENCE
e length 1266B
e 308203 26
o SEQUENCE
e length 806B
e AO 03

o CONTEXT
SPECIFIC 0

e Length 3B

e 020102
o INTEGER: 2

CSCA_CZE.crt



ASN.1 Editor CSCA_CZE.crt

= ASN.1 Editor - Opening File: CZE_CSCA_20090113.der - |EI|1|

File Wiew Tools Help

5B (4,505) SEQUENCE
M- @ (8,3) CONTEXT SPECIFIC (0}

..... {13,1) INTEGER : '&&'

M5 (16,65) SEQUENCE

=5 (83,57) SEQUENCE

=[5 (85,11) 3ET

=75 (87,8) SEQUENCE

..... &) (G9,3) OBJECT IDENTIFIER : countryName : 'Z.5.4.6'

..... {94,2) PRINTAELE STRING : 'CZ'

{98,23) SET

2 (100,21) SEQUENCE

..... # (102,3) OBJECT IDENTIFIER : organizationName : 'Z2.5.4.10°
..... {107,14) PRINTAELE STRING : 'Czech Republic'

{123,29) SET

2 (125,271 SEQUENCE

----- § (127,3) OBJECT IDENTIFIER : organizationalUnitName : 'Z2.5.4.11°
----- (132,20) PRINTAELE STRING : 'HMinistry of Interior'
{154,16) SET

2 (155,14) SEQUENCE

..... &) (158,3) OBJECT IDENTIFIER : commonName : 'Z2.5.4.3"

..... {163,7) Tl STRING : 'CSC4 CZ'

f-T5 [172,30) SEQUENCE

i 75 [204,57) SEQUENCE

i 75 [293,415) SEQUENCE

J- @ (715,97) CONTEXT SPECIFIC (3)

T8 (814,65) SEQUENCE
..... [l (381,385) BIT STRING UnusedBits: 0 : '1B4BF9165526F44B40EA405AET9327AA6T6ETEFEAFAZ333DD2243FBAFAS36DATDESFELT71FATCE994CD0234TEDDES 42!

1| | i

|Fi|e Mame: C:A0ocuments and Settings'adminiztratoryPlochabPEINCZE_CSCA_2009011 3. der Size: 1270 [bytes] 2
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ASN.1 Grammar

e [0 understand the structure (what is the
meaning of particular fields) we need ASN.1
grammar

TBSCertList ::= SEQUEHCE ¢
version Uersion OPTIOHAL,
-— if present, HUST be v2
signature AlgorithmIdentifier,
. . issuer Hame ,
EertlFlcatELl?t ::= SEQUEHCE { _ thisUpdate Tine,
tbsCertlist TBiCertlist, nextUpdate Time OPTIONAL,
signatureAlgorithm  Algorithmldentifier, revokedCertificates SEQUENCE OF SEQUENCE ¢
signaturelalue BIT STRING } userCertificate CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL

-- if present, HUST be wv?
Y OPTIDHAL,
crlExtensions [8] EXPLICIT Extensions OPTIOMAL
-- if present, HUST be wv?
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