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Poster
Definition

POSTER

ey

Large printed format consisting
of text, image, photography

On public places

To inform



Format

1189 mm

841 mm

A8

A7

A6

A4
A5

A3

A2

AT

1414 mm

1000 mm
BBB
g7 | °©
B4
B5
B2
B3

B1

1297 mm

917 mm

C8

C6

C7

C4
C5

C3

C2

CT




Format

AO, A1

A1, A2

A2, A3

A4

A5

Ab

Bs, As, B6, A6
C4, Cs, C6

B4, A3

B8, A8

Science posters and technichal drawings
Working boards (at meetings)

Diagrams, drawings and big boards
Magazines, letter, leaflets,...

Notebooks, calendars

Postcards

Books

Letter envelopes

Newspaper

Playing cards



Science posters
Case studies

& . CERIT Scientific Cloud
. . . FACULTY ° ° ° u 0, o o o . . .
Real-time Analysis of NetFlow Data for Generating Yjsiwns  Verification of Programs with Inputs ey 33 EACirc (o] 1 21 ) W ‘ooking forSynergiesin Scientific Computing
é\\l ERSI ]:7 Network Tr affic St atisti cS using Ap a Ch e Sp a rk Y:_,\I\P‘SA RYK’44/4 ’ g . 2.2 SCIENTIFIC CLOUD David Antos, Ales Krenek, Ivana Krenkova, Ludék Matyska
Q &, é\ ‘?P% Henrich Lauko, Vladimir Still, Petr Rockai, Jan Mrazek and Jifi Barnat USing genetics to improue encryption SIS ConpESdenc ek SRi Bre
g L2 ; s B
?Z % Milan Cermék, Tomas Jirsik, Martin Lastovicka 5 ,"!’ DIVI N E SymbO“C States Explicit Approach Martin Ukrop, Petr Svenda, Marek Sys, Vaclav Matyas et alii
% ’éq Institue of Computer Science, Masaryk University 7 § N N Verificati Correct  Consider a simple program with D> <> - ED Mission Goals
A S Botanicka 68a, 602 00, Brno, Czech Republic « . q . algorithm. 32 bit input variabl d -)@—)m i ide highly flexibl i i i
& il s ; f f O Compiler algorithm fic Iplic WEIEISE 23 Elfel & CERIT Scietific Cloud centre, the successor of Supercompu- CERIT-SC will provide highly computation envir and primary data sto-
r[1‘1NA & E-mail: {cermak, jirsik, lastovicka}@ics.muni.cz M rey COM"‘S‘ M e ERROR branch on the value of this vari- : : E : PfOblem statement ting Centre Brno at Masaryk University, is a national centre rage capav:Iities for the national e-Infrastructure. e

able. In the current DIVINE, this
program gives rise to 2°2 possible
memory configurations. In sym-

providing flexible computational and storage capacities.
Provision of these resources is complemented with extensi-
ve research activities, carried both in cooperation with the

oz > CIED > <> - ED
L e > <> - Gl

Research and development in CERIT-SC is focused on
« work with the users on tools and means for efficient use of the e-infrastructure by appli-
cations

DIVINE is a tool for verification of
\ parallel C++ programs. By using the

programs without inputs (for exam-
ple test cases). A big downside of the

Randomness testing Iterative design

machines, one is dedicated to IPFIXcol, 5 to Spark and
one to the Kibana and Web server. The following
configuration is the same for all machines:

= (4 vCPUs) Intel(R) Xeon(R) CPU E5-2680 0 @ 2.70GHz,

= 8GB 1600MMHz DIMM DRAM EDO,

m 85GB SCSI Disk with 53c¢1030 PCI-X Fusion-MPT Dual

Ultra320 SCSI,
= 10 Gbit/s network connection, 1 Gbit/s virtual NICs.

codein such away that it represents variables which can contain values dependenton  symbolic states with the help of an SMT solver.

inputs symbolically. This transformation is performed by LART and is resented

« consisting of experts from both sides,
- addressing specific research areas - both ad-hoc and long term work,
« involving students (undergraduate and Ph.D.).

mutation and crossover. Mutation
makes small random changes in
nodes and connectors. Crossover
creates an offspring by combining
different parts from two circuits
taken from the population.

B LLVM compilation framework with —current version of DIVINE is that for  bolic version, possible values of ﬁ P Tl L user communities and in the e-Infrastructure area itself.

Abstract . ‘? fram.ev‘fork ogclicalline Systems Performance Benchmark — Four Nodes (32 vCPUs) he Cl il d the libc++ li- ith i his i h variables x and b are represented i 4 « cooperation with the users in development, deployment, and operation of
generation of network traffic statistics on Apache Spark the Clang compiler and the libct++ li-  programs with inputs, this input has to pi Symbolic Approach The ciphertext produced b i The designed distinguisher is in the

; istri ; f brary it provides support for most  be simulated by nondeterministic choice ~ Symbolically using bitvector for- e cip P Y 0 try again 8 sting + new and modified systems and programs running in flexible computation environ-
Streaming, a modern distributed stream processing B Samza and Spark have a high- : ttzl tD e C++p?b e il Wi o e, e, Gham e @il encryption should be completely / 4 form of a gate circuit (layers of ment
system. Our previous results [1] showed that stream 3000k enough flow throughput and can of the standart Ibrary and all  which Is very inerricient. 1hererore o i - - CIED > <> = indistinguishable from random ’ ; simple interconnected functions). H ’ o :
processing systems provide enough throughput to O e be used for the analysis of data the C++ language features. DIVINE  we present an approach for symbolic twg D?S:b‘e configurations at the  CEIEED—> CEIEIRD) datg. But how to compare? ﬁ ‘ a @ Z:Z"fiig:f:s P : History - systems for storing, archiving, and retrieval of data )
process a large volume of NetFlow data and hence they g 2ok Somza (=== from multiple networks at the is rather efficient when dealing with  representation of inputs in DIVINE. end of the program. i o o EACirc 4 It processes binary data and. Supercomputing Centre Brno (SCB) is a part of Institute of « tools and protocols for data storage facilities interconnection, ...
are suitable for network traffic monitoring. This demo g same time. EACirc is a framework for designing \ |d SN outputs a randomness verdict. Compt. Science, Masaryk University. SCB was founded The research work will evolve in a doctoral school with student participation from both IT
describes the integration of Apache Spark Streaming into g 1500k | P d h a distinguisher - a simple program N ﬁ 11 It is improved iteratively, using in 1994 as one of bi ; : and application areas.

S d £ A > ! ¢ d : g supercomputing centres in the Czech PP
a culrrlent nerork monltorlng archltecture..We prove 2 1000k |- . . - ..| M Apache Sparlf system has been ropose pproac that decides whether generated n 1 1 4 ideas from evolutionary algorithms Republic of that time. Similar cooperating centres were CERIT-SC will become an important node of national e-Infrastructure, including integra-
adidilocssibicielimplemendihelsamelbasidmetiods F sook |- GIEE) €5 [ Gids e CHy Ciphertext looks random enough. x ¢ verdict (see the next section for details). founded by other universities (Prague, Pilsen, Brno, tion into the European Grid Infrastrucute. This will be achieved by tight cooperation with
for NetFlow data analysis in the stream processing management and a high Ostrava) ; .
framework as in the traditional ones. Moreover, our versatility in terms of the running SMT Solver : o ) CESNET on development and adoption of appropriate standards.
stream processing implementation discovers new environment and  proprietary CORRECT SCB has been working with Faculty of Informatics, Masaryk L
information which is not available when using traditional processing methods (e.g., sliding N Verification . University, for a long time. The cooperation is both perso-
network monitoring approaches. window). I ith EACIrc workflow nal and factual, formally expressed, e.g., in a common re- . .
)L Y. Compiler LART SYM algorithm search intent “Highly parallel and distributed computation Cooperation with Users
tems”.
~Cpp LLVM LLVM |nterpreter E RROR systems Deluge of experimental data is expected in near future. Many existing computational me-
.I F n | . 5 M . thods will break or stop scaling, new developments will be required.
Framework Architecture -rormingapopu ation G— w Q"'d %-‘.W - Mutation & crossouer . User communities will come up with interesting problems, CERIT-SC will provide the ne-
. The demonstration cluster consists of 7 virtual To take advantage of symbolic representation of states, we transform the LLVM bit-  in detail later. Apart from that, the verification algorithm is modified to handle A set of currently considered w y W l ~ To form new individuals, we use Fundlng cessary IT expertise. We expect formation of joint teams

partial solutions (gate circuits
distinguishing cipher data from W %
random data). The initial — w
the transformation can also be used for different representation of symbolic population is created randomly.
data quite easily. The transformation is handled by LART — LLVM Abstraction & 1
Refinement Tool. Furthermore, DIVINE's verification algorithm has to be
modified. It has to check if symbolic states are valid (nonempty), that is if
they can represent at least one concrete state. It also has to handle comparison
of symbolic states. For both of these tasks, DIVINE has to extract SMT formulae
from the program state and use SMT solver.

- =

¢ W

Transformation of SCB into CERIT-SC will be supported by
a project of the 3rd axis of the RD&I Operational Program-
me. The project will be realised from May 2011 to October
2013. Its overall budget is 5 MEur.

CERIT-SC is included in the Roadmap for Large Research,
Develop and | Infrastructures in the
Czech Republic.
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~

Flow Collector
1

Our approach aims for minimizing changes to the LLVM interpreter that is used to
execute instructions in DIVINE. The reason is that the interpreter is complex
and performance tuned and therefore it is not desirable to make it even more
complex by adding symbolic data manipulation into it. Instead, symbolic data are
to be handled by the program itself. To encode symbolic manipulations into the
program we transform the LLVM bitcode produced by the compiler and create
symbolic LLVM from it. This not only minimizes changes to the interpreter, but

4 This work will result in common publications. Targeted projects are also expected.
*. Spark Streaming
3 Formal agreement on future collaboration (Lol):
« R&DI: AdMaS, BIOCEV, CEITEC, CzechGlobe, RECAMO
« cooperating institutions: IBA, MZK, Loschmidt Labs., RECETOX

« ESFRI projects (in negotiation): LINDAT-CLARIN, Euro-Biolmaging

2. Test vector generation

Testing data for learning is
sampled from both sources.

That is, non-random data from the
inspected cipher and random data
from a truly random source.

The new population now enters
the evolution cycle again, gradually
improving its fitness.

Common Flow
Measurement

!
4

SecurityCloud ‘ S

Web Interface

IPFIXcol is a flexible IPFIX flow data collector designed to be easily
extensible by plugins. In our demonstration, we use only part of its
wide functionality - data acquisition from multiple network probes
and their transformation into a JSON data stream.

4. Survival of the fittest Flexible Resources

Details of Program Transformation

0.228 it indivi i
g:tfé:Ln:r:\;f:jlii\a/;etgltsﬁzr::g Provision of the resources will range from traditional batch queues, through interactive
m  / e, T g de firess access upto the cloud paradigm. The resources will be provided free of charge.

Prioritization of the users will be based on their scientific results; resulting resource allo-
cation will be achieved by technical means, combining advanced resource scheduling, vir-

3 3. Fitness assessment

the bigger is the chance of survival.

Statistics Volatility of Network Traffic Data

B Stream processing provides more Flows sum per 5 second interval

accurate statistics about network
traffic.

Real-time TOP K Statistics

Provides a real-time
computation of Top K
statistics to enhance

inty=10

inty=10

<H¢

Each circuit from the population is
evaluated on all test vectors from
the current set. Based on the
outputs, it is assigned a fitness
value from the interval [0,1].

okl W

current test vector set
(periodically renewed)  0.792

R
v

0.50:

@

The evolution works as a heuristics
looking for better individals - gate
circuits distinguishing random and
non-random data with higher
probability than random guessing.

Scientific director Prof. RNDr. Ludék Matyska, CSc.

tualization, and the cloud paradigm; no complex administrative process will be required.

By careful ballancing the scheduling strategies, successful users will get better share while
new users, students etc. will not be prevented from using the resources.

1 d

CERIT-SC computational resources are intended to serve ted and

quirements of the users primarily.

re-

network situational bool b=(x >42) i
Statistics generated by the stream overview. N2 N2 SYM Project manager Roman Cermék, M.Sc., MBA Data resources will serve to store and share data semipermanently and permanently.
: ) They will be tightly integrated with the computational resources. The target communit
processing  showed increased LLVM r®j r@ LLVM http://www.cerit-sc.cz are e end_ui,si aing P 9 Y
volatility in results compared to . . . gain.
traditional flow dats_processing = D) = Comparison to existing tools
approaches. Flows sum per 5 minute interval ' N v
. 4 . cores, capacities in current price/capacity ratios

Alows 1o observe short. but i : y=y+1 [ . ] Equipment and Purchase Schedule
strong bursts of the network ¥ EACirc us statistical testing O —> $J EACirc =»  Furtherinformation The project will purchase the following resources: 8o e N
traffic that lost due to th [ 7, 20d,00,0,7) ] ) [ ¢ | o v ) , $ &3 $
raftic tha wered0§ ued.ol el The standard way to assess randomness is to Interested in EACirc? See the papers referenced * SMP — Symmetric MultiProcessing clusters, with more than S SO & S
aggregation used in traditiona . . . . . . . ElaTES 6 St e s h as NIST STS bel k directly at the lab (CRoCS @ FI MU 64 cores and 128 GB memory per node (1000 cores total) R S & & S &
batch approaches. LLVM bitcode Dependence graph of LLVM Instructions dependent on Dependent instructions are substi- , A program simulating U S @S EURUIEE (RS EHE0 £ 12 ler elow or ask directly at the lab (CRo ). HD - Hiah Density clusters with hiaher number of nodes with & & :\" S 3 \Q’ &

is generated from instructions is created from the the input are computed. tuted with symbolic calls, path con- 1 original instructions in Dieharder or TestU07. We run them along with - resute = X [1] $venda, Ukrop, Maty&s. Determining cryptographic 516 9 q 16y32 B (92500 total) 5’”,@“’ £E & g8

i e CEele. control flow of a program. dition manipulations are added. a symbolic manner. EACirc and compare the results. distinguishers for eStream and SHA-3 candidate functions with -16 coresand 16- memory cores tota L S N 55

. g - g . . . . - ol - e . h A evolutionary circuits. In: E-Business and Telecommunications. + HSM Hierarchical Storage Management (3 PB) (§ e § ¢,§ L § i
5 . . : . . X 0 have afine-grained comparison, we have N : Vol. 456 (SECRYPT 2013). Springer Berlin Heidelberg, 2014. .di
LART takes the LLVM bitcode of the program and libraries produced by the  are well suited for exact representation of computer integers. All the manip- analyzed 77 different functions (eStream, SHA-3 i I ——— E'::‘:E'&e:l e K4 T — SvenZa jkm — ongreduced- g'Sk sltorage (tétOO rs) d applicati t + + >
References Acknowledgements compiler and transforms it into a bitcode which manipulates data symbolically.  ulations with such variables have to be transformed to their symbolic ver- and CAESAR candidates). For 2-round Hermes and round Tiny k’.nwpﬁo)gﬂgom,'" Usm‘;'genm skl evelopment tools and application software Q3/2011  Q4/2011 Q1/2012 Q2/2012 Q3/2012 Q4/2012 Q1/2013
T A This research was supported by the Technology In this modified program, any variable which can depend on an input value is  sions which modify the formulae accordingly. Furthermore, any branch which 1-round Fubuki we confidently surpass NIST STS. —) L] mpp $¢  [EEEInfocommunications. Vol. 8, iss. 1. 2016.

[11 M. Cermak, D. Tovarhak, M. Ladtovicka, and P.
Celeda. A Performance Benchmark for Netflow Data .
Analysis on Distributed Stream Processing Systems. In C R
Proceedings of NOMS, 2016.

Security Agency of the Czech Republic under No. TA04010062

Technology for processing and analysis of network data
in big data concept.

represented symbolically using bitvector formulae. Bitvector formulae describe
integers of fixed bit width with overflow and bitwise operations, and therefore

.}5 ParaDiSe

depends on an input value has to put constraints on the possible values of sym-
bolic variables (this constraint is given in the form of a path condition formula).

<
| 4

This poster presentation is
partially supported by pro-
Jject “Vzdélavani akademic-
kych pracovniki v oblasti
elnfrastruktur
(€2.1.07/2.3.00/09.0074)"

“!g MINISTR! CATION,  OP Education
EUROPEAN UNION bl f YOUTH Al ORTS

ND SPOR for Competitivness

7 Centre for Research on
\ j Cryptography and Security

This work was supported by the Czech Science Fi
; "
Parallel & Distributed Foundation project GAP202/11/0422. X448

[J systems Laboratory
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Comoposition
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Comoposition

Vertical objects appear heavier than horizontal objects.
A diagonal orientation carries more visual weight than
a horizontal or vertical one.



Comoposition

White square on the black background appears
bigger than the black square on white colour.



Comoposition

The visual weight of an object increases in
proportion to its distance from the center (or
dominant area) of the composition.



Comoposition

Horizontal lines makes shape higher, vertical lines
makes it wider.




Comoposition

Border horizontal lines makes shape wider,
vertical lines makes it higher.




Comoposition
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The Golden Section or Ratio is is a ratio or
proportion defined by the number Phi
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Jan Tschichold



Comoposition

Portrait of Bindo Altoviti (1514), Raphael
- mouth and eyes are the key points
places in optical centre




Comoposition
Optical centre

Rudolf Arnheim’s
Structural Net

Circles represent
areas of attraction
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Lines represent visual
forces and the direction
of those forces

Rudolf Arnheim's diagram
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Centered layout
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f Programs with Inputs

Hehrich Lauko, Vladimir Still, Petr Rockai, Jan Mrazek and Jifi Barnat

DIVINE

AN AN Verification CORREC
Compiler . algorithm
LLVM

.cpp Interpreter ERROR

DIVINE is a tool for verification of programs without inputs (for exam
parallel C++ programs. By using the ple test cases). A big downside of th
LLVM compilation framework with  current version of DIVINE is that fo!
the Clang compiler and the libc++ li-  programs with inputs, this input has t
brary it provides support for most be simulated by nondeterministic choict
of the standard C++ library and all  which is very inefficient. Therefor
the C++ language features. DIVINE  we present an approach for symboli
is rather efficient when dealing with  representation of inputs in DIVINE.

Proposed Approach

1 Explicit Approach
Symbolic States gy -
32 bit input variable x and a

e > <> - G
branch on the value of this vari- : H H :
able. In the current DIVINE, this m.l_)-)@_)m
program gives rise to 2°2 possible : g g g

> D > <> - G

memory configurations. In sym-
Symbolic Approach

Consider a simple program with

bolic version, possible values of
variables x and b are represented
symbolically using bitvector for-
mulae, therefore, there are only

two possible configurations at the m_)')@‘[:

end of the program.

x=(0,...,42)
b= false

SMT Solver
CORRECT
Verification
Compiler LART _— algorithm
.cPP LV LLVM Interpreter ERROR

To take advantage of symbolic representation of states, we transform the LLVM b#-
code insuch away that it represents variables which can contain values dependent
inputs symbolically. This transformation is performed by LART and is resente

oo

Our approach aims for minimizing changes to the LLVM interpreter that is used #
execute instructions in DIVINE. The reason is that the interpreter is compld
and performance tuned and therefore it is not desirable to make it even more
complex by adding symbolic data manipulation into it. Instead, symbolic data afe
to be handled by the program itself. To encode symbolic manipulations into tHe
program we transform the LLVM bitcode produced by the compiler and create
symbolic LLVM from it. This not only minimizes changes to the interpreter, b

Details of Program Transfor

azD
¥

inty=10

¥

boolb=(x>42)

¥

LLVM @
LLVM bitcode Dependence graph of LLVM Instructions
is generated from instructions is created from the the input are
C++ source code. control flow of a program.

LART takes the LLVM bitcode of the program and libraries produced by th
compiler and transforms it into a bitcode which manipulates data symbolicall
In this modified program, any variable which can depend on an input value
represented symbolically using bitvector formulae. Bitvector formulae descri
integers of fixed bit width with overflow and bitwise operations, and therefo

input()

in detail later. Apart from that, the verification algorithm is modified to handle
symbolic states with the help of an SMT solver.

the transformation can also be used for different representation of symbolic
data quite easily. The transformation is handled by LART — LLVM Abstraction &
Refinement Tool. Furthermore, DIVINE's verification algorithm has to be
modified. It has to check if symbolic states are valid (nonempty), that is if
they can represent at least one concrete state. It also has to handle comparison
of symbolic states. For both of these tasks, DIVINE has to extract SMT formulae
from the program state and use SMT solver.

ation

SYM
LLVM
=D
Yaym=add, (X, Y)
pendent on Dependent instructions are substi- , A program simulating
mputed. tuted with symbolic calls, path con- 1 original instructions in

dition manipulations are added. a symbolic manner.
are well suited for exact representation of computer integers. All the manip-
ulations with such variables have to be transformed to their symbolic ver-
sions which modify the formulae accordingly. Furthermore, any branch which
depends on an input value has to put constraints on the possible values of sym-
bolic variables (this constraint is given in the form of a path condition formula).

.}g araDiSe

allel & Distributed

P
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s 13 EACirc

Using genetics t

Martin Ukrop, Petr Svend

Problem statement

improue encryption

, Marek Sys, Vaclav Matyas et alii

binary ciphertext
v v

Randomness testing @ ¥

The ciphertext produced by

encryption should be completely

indistinguishable from random

data. But how to compare?

EACirc is a framework for designing
a distinguisher - a simple program N
K2

that decides whether generated
ciphertext looks random enough.

EACirc workflow

1. Forming a population

A set of currently considered
partial solutions (gate circuits

distinguishing cipher data from W %
random data). The initial —

population is created randomly.

2. Test vector generation

Testing data for learning is
sampled from both sources.

a
That is, non-random data from the @ 3

4
O try again
4
@ change wires
and functions
4
\ |'/|'|1 analyze success
4
—I_> randomness verdict

W oro g+YY
19 w2
¥ ¢ ¥
t

W
X 0.79232)3. J\

YWy x?

0.357 0.228

=]

inspected cipher and random data

| ' v
3. Fitness assessment

Each circuit from the population is

from a truly random source.
evaluated on all test vectors from

ST
X
] Fit 3‘1’ W
the current set. Based on the -

outputs, it is assigned a fitness current test vector set
value from the interval [0,1]. (periodically renewed)  0.792 0.503

Comparison to existing tools

EACirc us statistical testing

(@)

The standard way to assess randomness is to n
use batteries of statistical tests such as NIST STS,
Dieharder or TestU01. We run them along with
EACirc and compare the results.

To have a fine-grained comparison, we have

analyzed 77 different functions (eStream, SHA-3

and CAESAR candidates). For 2-round Hermes and

1-round Fubuki we confidently surpass NIST STS.

y vy v 3

7 Centre for Research on
\ } Cryptography and Security

ooy
WY -

0.357 0.845 0.228

Iterative design

The designed distinguisher is in the
form of a gate circuit (layers of
simple interconnected functions).

It processes binary data and
outputs a randomness verdict.

It is improved iteratively, using
ideas from evolutionary algorithms
(see the next section for details).

5. Mutation & crossover

To form new individuals, we use
mutation and crossover. Mutation
makes small random changes in
nodes and connectors. Crossover
creates an offspring by combining
different parts from two circuits
taken from the population.

The new population now enters
the evolution cycle again, gradually
improving its fitness.

4. Survival of the fittest

Unfit individuals are discarded,
better ones survive to the next
generation. The higher the fitness,
the bigger is the chance of survival.

The evolution works as a heuristics
looking for better individals - gate
circuits distinguishing random and
non-random data with higher
probability than random guessing.

{3 EACirc =» « Furtherinformation
Interested in EACirc? See the papers referenced
ler below or ask directly at the lab (CRoCS @ FI MU).
StatisticalTesting Suite I x [1] Svenda, Ukrop, Matyas. Determining cryptographic
distinguishers for eStream and SHA-3 candidate functions with
evolutionary circuits. In: E-Business and Telecommunications.
Diehard(er) I l Vol. 456 (SECRYPT 2013). Springer Berlin Heidelberg, 2014.
ARandom Number Test Suite [2] Kubicek, Novotny, Svenda, Ukrop. New results on reduced-
round Tiny Encryption Algorithm using genetic programming.
ann » x IEEE Infocommunications. Vol. 8, iss. 1. 2016.

This work was supported by the Czech Science

4]
Foundation project GAP202/11/0422. _"'4__




Comoposition

Optical centre The optical center is a point that attracts

the viewer’s eye unless other visual
elements pull the eye elsewhere.

O optical centre

geometric centre
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Colour

Meaning of colour is always completely accepted
subjectively. The perception depends on two
imperfect human organs - eyes

and brain, depends on light waves.

Colour has a powerful function in graphic design.

Colour defines hue, saturation and lighteness.

PURPLE

SECONDARY

RENEWAL
TRANQUILITY

RED
PRIMARY

SECONDARY
GREEN

&I
H_u-'lll H‘."’ M

ANy
ABDHING

(NANALIORE

ALY LIA

SECONDARY

ORANGE



Colour
Warmer colours appear heavier

than cooler colours

Red colour - seems to be heaviest colour Yellow colour - seems to be lightest
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Contrast

Relation between two different
elements

colour contrast

contrast
between
elements

contrast
between
elements
and
background




Contrast
Colour

00000
0000 G

~_ T

/ng’\

High-Intensity colours appear
heavier than low-intensity ones



Contrast
Elements

positive and neagtive space
geometric and biomorph shapes
softness and sharpness

stillness and movement

big and small




Contrast

Elements and background The higher the value-contrast, the

heavier the weight of the object

12

12
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in Spain

Housing

* government quarters

« rental guaranty

« on-the-economy

N ANY permanent change of gta-

tlon, housing, or rather its availae
bility, becommes the most Impostant ques-
tion asked by the service family, The
comenon  problems you meet in the
United States are somewhat magnified
on an overseas movement becnuse of
differences in anguage, low and custom.
Actually, at leagt for Spain so our expe-
riemces have proved, (hese problems
argn't very big at all i you're told
beforehand what 1o expect.

Firat of all, at the time this booklet
was published, automatle eoncurrent
travel of dependenis 1o Spain wos
autherized only for coloncls and general
oflkoers. All other military personnel
must apply to the appropricie cversens
crnmmander for concurrent fravel,
Specific Instructhons on how to do this
can be oblnined from your personnel of-
fieer, When the cversens commander
grants approval for concurrent iravel,
he will tell you whether government
quarters are ar are not availahle. And,
of course, this will determine many af
your subsequent actions,

Government quoriers consist of en-
bage and remlal guaranty housing, some
what similar o the so-called Wherry
housing in the United Stoates. On-base
housing at the Alr Foree bases iy very
Hmited, ranging from 20-40 anits and
i restricted to key personnel.

The Rota Naval Base, where housing

10

in the local communitics is3 extremely
limitexl, thers are 496 op-base units.
There s no rental guaranty housing in
the Hota sres. Forty-aix unilz are under
construction at the Cartagenn Naval
Faeility. There aro none at the El
Ferrol Naval Facility.

There are 20 unils each at tho air-
craft contral nwl wirning sites at Villa-
tobas (W-2) and Constanlina (W-3).
Twenty units are under construction at
Ro=ps (W-) nnd Benidorm (W-5). Hous-
ing Ix under design for some of the
other sites.

RENTAL GUARANTY HOUSING

In the Madrid avca (thiz includes the
Joint U. § Military Group, Spaln:
MAAG; NAVACTS, gpnin; Hewdquar-
ters Sixteenth Alr Foree; Headquar-
ters, G5th Alr Divislon: Torrelén Alr
Euse and several emaller units  thore
arc 866 housing wunits, called Rayal
Oaks. losated five miler porth of Madrid
and npproximately 20 miles frem To-
rrejin Alr Race,

In Zaragoen, there are 222 units; in
Sevilla (Moerdn and San Pablo air ba-
s¢5), there are 494 unlts about one mila
from the city.

All units are spacious, although the
bedrooms are somewhat smalles than
American stapdards since emphasis has
been placed on the living-dining areas.

A typleal two-hedroam unit hae a large
termace, Hving room, dining room, mne-
ter bedroam, a smaller bedroom, bath,
kitchen, utility room, starage room, and
a malds room ond bath. The larger
units arg basleally the same,

If you are notified that you are to
pecupy government quarlers—elither on-
base or rentn] puaraniy—you will be
allowed to ship only 2,000 pounds of
househodd goods. plus your hold bhag-
gage and hand luggage, All government
quarters are adeqguately aml comforta-
bly furnished, including stove, refrige-
rator, aulommatic wnshor-dryver combing.
tion, vacuum cleaners, rupgs and drape-
ries, Also included are lamps, wasboe-
m baskets, porch furniture, ironing

. ohe

Personnel being assigned to Rola Na-
val Base shoulil note that theve uniis
do not include washing machines or
clothes driers.

Normally, you will need bring only
dishes, silverware, pots and pans, lioens
{including pillows and blankeiz), and
persona] items. You will probably want
to bring your small appliances—iron,
mixor, toaster— actunlly, all items of
this type work well in in and will
save you as much work o= they do In
the United States. You should include
in your 2000 pound weight lmit all
gpeeial [tem= for bables and small child-
ren since po ilems of this nature arc
Mornishad. This would inchaie cribs,
youth beds (if you use them), vapor-
izers, bolile steriiizers, cte. A® a mal-
fer of faet, il you are traveling with
a botthe-baby, we supgest you inchude
in your hand baggage (that is, bring
it with you) o boitlp sterilizer—the
Iype you can use on the top of a stowve.
By the way, plastic bottles are much
more praciicol. Include extra nipples,

Canslider your sports equipment, child-
ren's toys, ete, In the 2000 pounds.
Hold bngrenge, which will arrive much
gooner than your fumiture, should in-
clude those items you will mmedintely
meed. We found this meant the bolwy
crib, some toys, a tool kit (hammer,
saw, pliers, screwdrivers, cte.), dishes,
pots and pans and other ccoking para-
phenalia, silverware, linens, blankets
—gnotigh 10 sct up tomporary house-
keeping for about six Lo eight weeks,

In our hand baggage, other than cloth-
Ing which Iz discuzsed clsevhere, we
incloded extrn footh posie, razor bin-
des, at least one toy per child, and
other smanll personal items which you
cannot convenlently buy while enroute.

ON ECONOMY HOUSING

Living on the peon , actording 1o
the mamy Americans who do so, pro-
vides & lively and Interestling contrast
te the Amorican way of life. True, the
differeness are sometimes frustrating,
but they are usually minor, and don't
detract from the eppartunity 1o learn
the langunge snd cumtoms of Spain,
Whether you oventually choose a house
(of which there are very few) or an

White space, unprinted space
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N ANY permanent change of gia

tion, housing, or rather its availae-
bility, becomes the most Important ques=
tion asked by the serviee familly. The
common  problems you meet in the
United Statles are somewhat magnified
on aon overseas movement because of
differences in anguage, low and custom,
Actually, at least for Spain so our expo-
riomces have proved, these problems
aren't very big at all if vou're told
beforehand what 1o expect.

Firat of all, at the time this looklet
was published, automalle eoncurrent
travel of dependents 1o Spain wos
authorized only for coloncls and general
oflloers, All other military personnel
must apply to the approprisic oversens
cnmmander for concurrent frave],
Specific Instructhons on hwow to do this
can be abinined from your personnel of-
fieer, When the cversems commander
granis approval for concurrent itravel,
ha will 1ell you whether government
quarters are or are not available. And,
of course, this will determine many af
your subsequent actions,

Government quorters consist of en-
hage and rental guaranty housing, some
what similar w0 the so-called Wherry
housing in the United Stoates. On-base
hotsing al the Alr Foroe bases iy very
Hrnited, ranping from 2040 anits and
i restricted to key personnel.

The Rota Naval Base, where housing

10

« on-the-economy
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e government quartcers

e rental guaranty
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2 “Dnse unifs.
There & no renlal guaranty housing In
the Hots srea. Foriy-six unils are under
construction at the Cartagenn Naval
Facilily. There are none at the El
Ferrol Naval Faeility.

Thore are 20 unils cach at tho air-
craft control omd warning sites at Villa-
tobags (W-2) and Constantina (W-3).
Twenly unils are under construction at
Ro=ps (W-4) nnd Benidorm (W-51. Hous-
ing [x under deslgn for scme of the
other sites.

g the locnl communities

RENTAL GUARANTY HOUSING

In the Madrid acca (thiz indudes the
Joint U. 8 Militmry Group., Spaln:
MAAG; NAVACTS, gpuln; Heudquar-
ters BSixteenth Alr Foree; Headguar-
ters, 65th Air Divislon; Torrelén Alr
Ease and zewveral gmaller units  thoro
ar¢ 866 housing units, called Rayal
Oaks, losated five miles north of Mudrid
and approximately 20 miles frem To-
rrejin Alr Base,

In Zaragora, thére are 222 units; in
Sovilla (Merdn an:d San Pablo air ba-
ses), there are 484 undts about ane mila
from the city,

All units are spacious, although the

are somewhat smaller than
American stapdards since emphasis has
been placed on the living-dining areas.

A typleal two-bedroam unit has a larpe
Lterrace, Hving room, dining room, mos-
ter bedroam, a smaller bedroom, bath,
kitchen, utility room, gtarage room, and
a malds room ond bath. The larger
fits arg basleally the same.

you ore notified that you are to
DY povernment quarlers—cither on-
rentn]l guaranly—you will be
to ship only 2000 pounds af
goods, plus your hold bag-
nd luggage. All government
quarters o\ adeguately aml comforta-
bly furnish¥y
rator, autom
tion, vacuam

furniture, konlng
Personnel be iz assigned to Rola No-
val Base shoulll note that theve units

Normally, »
ilishes, &

will nmesd hring only
, pots and pans, Liowns
{incloding pillve and blankeis), and
persona) it You will probably wani
to bring youl small appliances—iron,
mixor, toast actunlly, all flems of
this type wglflc well In Spain and will
snve you afmuch work ns they do In
the UnitodyStates. You should include
i y pound weight limit all
m= for bables and small child-
e no ilerms of this nature one
This wouldl inchude cribs,
- beds (if you use them), vapar-
s, bolile sterilizers, efc. A% a mai-
or of faet, Il you are iraveling with
i bottle-baby, we suggest you inchude
in your hand baggage (that is, bring
it with you) o bottly sterilizer—the
Iype you can use on the top of a stove.
By the way, plastic bottles are much
more practical. Incliade extea nipples,
Cansliber your sports equipment, chikl-
ren's toys, ofe, In the 2000 poumds.
Hold bagenge, which will arcive much
rooner than your fusniture, should in-
clude those items you will bnmedintely
meed. We found this meant the baly
erib, some toys, o tool kit (hammer,
saw, plers, serewdrivers, ote), dishes,
pots and pans asd other ccoking parn-
phemnalia, silverware, linens, blankels
—enough 1o set op temporary bouse-
keeping for about six 1o eight weelks,
In our hand baggage, other than cloth-
Ing which is discussed elsewhere, we
Ipcluded extrn footh poaste, razor bin-
des, at least one 1oy per child, and
other gmnll personal items which you
cannot conveniently buy while enroute.

ON ECONOMY HOUSING

Living on the cconomy, according 1o
the many Amerieans who do so, pro-
vides a lively and Interesting contrast
te the Amerbean way of life True, the
differences are someilmes frustrating,
but they are usually minoe, und don't
detract from the opportunity to learn
the languoge and amtoms of Spain.
Whether you cventually chooss & house
(of which there are very few) or an
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Lorem ipsum dolor sit ani¥t, consec-
tetur adipiscing elit. Aen€sn neque
quam, interdum non aliqu&t non,
sagittis vel sapien. In risus purud, rut-
rum aliquam massa id, elementum
vestibulum dolor. Curabitur id dolgr
tellus. Donec interdum mi purus, e
maximus mi efficitur eu. Vestibu-
lum porttitor est in venenatis eges-
tas. Morbi placerat maximus suscipit.
Proin

Lorem ipsum dolor sit amet, consec-
tetur adipiscing elit. Aenean neque
quam, interdum non aliquet non,
sagittis vel sapien. In risus purus, rut-
rum aliquam massa id, elementum
vestibulum dolor. Curabitur id dolor
tellus. Donec interdum mi purus, eu
maximus mi efficitur eu. Vestibu-
lum porttitor est in venenatis eges-
tas. Morbi placerat maximus suscipit.
Proin interdum diam massa. Lorem
ipsum dolor sit amet, consectetur
adipiscing elit. Aenean neque quam,
interdum non aliquet non, sagittis
vel sapien. In risus purus, rutrum al-

iquam massa id, elementum vestib-
ulum dolor. Curabitur id dolor tellus.
Donec Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Aenean
neque quam, interdum non aliquet
non, sagittis vel sapien. In risus pu-
rus, rutrum aliquam massa id, ele-
entum vestibulum dolor. Curabitur
id\dolor tellus. Donec interdum mi
purlds, eu maximus mi efficitur eu.
Vestibylum porttitor est in venena-
tis egestas. Morbi placerat maximus
suscipit. Rroin
Lorem ipsuw dolor sit amet, consec-
tetur adipiscigg elit. Aenean neque
quam, interd non aliquet non,
sagittis vel sapiem\In risus purus, rut-
rum aliquam mas$q id, elementum
vestibulum dolor. Ctwabitur id dolor
tellus.Proin interdum\diam massa.
Consectetur adipiscing ¥lit. Aenean
neque quam, interdum nyn aliquet
non, sagittis vel sapien. In Nsus pu-
rus, rutrum aliquam massa i, ele-
mentum vestibulum dolor. CuraRitur
id dolor tellus. Donec interdum \ni

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id

dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in
venenatis egestas. Morbi plac-
erat maximus suscipit. Proin

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id

dolor tellus. Donec interdum
mi purus, eu maximus mi effi-
citur eu. Vestibulum porttitor
est in venenatis egestas. Mor-
bi placerat maximus suscipit.
Proin interdum diam massa.
Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec Lorem ip-
sum dolor sit amet, consectetur
adipiscing elit. Aenean neque
quam, interdum non aliquet
non, sagittis vel sapien. In ris-
us purus, rutrum aliquam mas-
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Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id

dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in

venenatis egestas. Morbi plac-
erat maximus suscipit. Proin

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in
venenatis egestas. Morbi plac-
erat maximus suscipit. Proin
Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
iquam massa id, elementum
vestibulum dolor. Curabitur id
dolor ¥llus. Donec interdum
mi purus,™eu maximus mi effi-
citur eu. VeS§jbulum porttitor

Lorem ipsum dolor sit awet,
consectetur adipiscing elit. A€
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum

vestibulum dolor. Curabitur id
dolor tellus. Donec Lorem ip-
sum dolor sit amet, consectetur
adipiscing elit. Aenean neque
quam, interdum non aliquet
non, sagittis vel sapien. In ris-
us purus, rutrum aliquam mas-
sa id, elementum vestibulum
dolor. Curabitur id dolor tellus.
Donec interdum mi purus, eu
maximus mi efficitur eu. Vesti-
bulum porttitor est in venenatis
egestas. Morbi placerat maxi-
mus suscipit. Proin
Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur
id dolor tellus.Proin interdum
diam massa. Consectetur adip-
iscing elit. Aenean neque quam,
interdum non aliquet non, sag-
ittis vel sapien. In risus purus,
rutrum aliquam massa id, el-
entum vestibulum dolor.
Cuxgbitur id dolor tellus. Donec
inter mi purus, eu maxi-
mus mi ilkerdum mi purus, eu

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in
venenatis egestas. Morbi plac-
erat maximus suscipit. Proin

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum
mi purus, eu maximus mi effi-
citur eu. Vestibulum porttitor
est in venenatis egestas. Mor-
bi placerat maximus suscipit.
Proin interdum diam massa.
Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum

vestibulum dolor. Curabitur id
dolor tellus. Donec Lorem ip-
sum dolor sit amet, consectetur
adipiscing elit. Aenean neque
quam, interdum non aliquet
non, sagittis vel sapien. In ris-
us purus, rutrum aliquam mas-
sa id, elementum vestibulum
dolor. Curabitur id dolor tellus.
Donec interdum mi purus, eu
maximus mi efficitur eu. Vesti-
bulum porttitor est in venenatis
egestas. Morbi placerat maxi-
mus suscipit. Proin

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur
id dolor tellus.Proin interdum
diam massa. Consectetur adip-
iscing elit. Aenean neque quam,
interdum non aliquet non, sag-
ittis vel sapien. In risus purus,
rutrum aliquam massa id, el-
ementum vestibulum dolor.
Curabitur id dolor tellus. Donec
interdum mi purus, eu maxi-
mus mi interdum mi purus, eu
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Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id

dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in

venenatis egestas. Morbi plac-
erat maximus suscipit. Proin

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in
venenatis egestas. Morbi plac-
erat maximus suscipit. Proin
Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
iquam massa id, elementum
vestibulum dolor. Curabitur id
dolor ¥llus. Donec interdum
mi purus,™eu maximus mi effi-
citur eu. VeS§jbulum porttitor

Lorem ipsum dolor sit awet,
consectetur adipiscing elit. A€
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum

vestibulum dolor. Curabitur id
dolor tellus. Donec Lorem ip-
sum dolor sit amet, consectetur
adipiscing elit. Aenean neque
quam, interdum non aliquet
non, sagittis vel sapien. In ris-
us purus, rutrum aliquam mas-
sa id, elementum vestibulum
dolor. Curabitur id dolor tellus.
Donec interdum mi purus, eu
maximus mi efficitur eu. Vesti-
bulum porttitor est in venenatis
egestas. Morbi placerat maxi-
mus suscipit. Proin
Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur
id dolor tellus.Proin interdum
diam massa. Consectetur adip-
iscing elit. Aenean neque quam,
interdum non aliquet non, sag-
ittis vel sapien. In risus purus,
rutrum aliquam massa id, el-
entum vestibulum dolor.
Cuxgbitur id dolor tellus. Donec
inter mi purus, eu maxi-
mus mi ilkerdum mi purus, eu

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in

venenatis egestas. Morbi plac-
erat maximus suscipit. Proin

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum mi
purus, eu maximus mi efficitur
eu. Vestibulum porttitor est in
venenatis egestas. Morbi plac-
erat maximus suscipit. Proin

Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum
vestibulum dolor. Curabitur id
dolor tellus. Donec interdum
mi purus, eu maximus mi effi-
citur eu. Vestibulum porttitor
est in venenatis egestas. Mor-
bi placerat maximus suscipit.
Proin interdum diam massa.
Lorem ipsum dolor sit amet,
consectetur adipiscing elit. Ae-
nean neque quam, interdum
non aliquet non, sagittis vel
sapien. In risus purus, rutrum
aliquam massa id, elementum

vestibulum dolor. Curabitur id
dolor tellus. Donec Lorem ip-
sum dolor sit amet, consectetur
adipiscing elit. Aenean neque
quam, interdum non aliquet
non, sagittis vel sapien. In ris-
us purus, rutrum aliquam mas-
sa id, elementum vestibulum
dolor. Curabitur id dolor tellus.
Donec interdum mi purus, eu
maximus mi efficitur eu. Vesti-
bulum porttitor est in venenatis
egestas. Morbi placerat maxi-
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The same blocks, correctly arranged in the same type-area.

How blocksUused to be arranged in magazines. Constructive, mesningful, and sconomical (= beautiful).
Schemalic, thoughtless centring of blocks. “Decorative.” impractical, uneconomic (= ugly).
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DIVINE

1\ A
Compiler
.cpp LLVM

DIVINE is a tool for verification of
parallel C++ programs. By using the
LLVM compilation framework with
the Clang compiler and the libc++ li-
brary it provides support for most
of the standard C++ library and all
the C++ language features. DIVINE
is rather efficient when dealing with

Yoo \ferification of Programs with Inputs

Henrich Lauko, Vladimir Still, Petr Ro¢kai, Jan Mrazek and Jifi Barnat

Verification CORRECT
algorithm
Interpreter ERROR

programs without inputs (for exam-
ple test cases). A big downside of the
current version of DIVINE is that for
programs with inputs, this input has to
be simulated by nondeterministic choice
which is very inefficient. Therefore
we present an approach for symbolic
representation of inputs in DIVINE.

Proposed Approach

Sym bOIiC States Explicit Approach
Consider a simple program with D > <> - D

32 bit input variable x and a cmED > <> - D

branch on the value of this vari-

able. In the current DIVINE, this m.l.)_)@_)m

program gives rise to 2% possible

memory configurations. In sym- I_)_>®_>
bolic version, possible values of
variables x and b are represented Symbolic Approach

symbolically using bitvector for-
mulae, therefore, there are only

two possible configurations at the w—)'”@‘[:

end of the program.

x={0,...,42}
b = false
32

x={43,..,2"-1}
b =true

SMT Solver
CORRECT
Verification
Compiler LART SyM algorithm
.Cpp LLVM LLVM Interpreter ERROR

To take advantage of symbolic representation of states, we transform the LLVM bit-
codeinsuchaway that it represents variables which can contain values dependent on
inputs symbolically. This transformation is performed by LART and is resented

Our approach aims for minimizing changes to the LLVM interpreter that is used to
execute instructions in DIVINE. The reason is that the interpreter is complex
and performance tuned and therefore it is not desirable to make it even more
complex by adding symbolic data manipulation into it. Instead, symbolic data are
to be handled by the program itself. To encode symbolic manipulations into the
program we transform the LLVM bitcode produced by the compiler and create
symbolic LLVM from it. This not only minimizes changes to the interpreter, but

in detail later. Apart from that, the verification algorithm is modified to handle
symbolic states with the help of an SMT solver.

the transformation can also be used for different representation of symbolic
data quite easily. The transformation is handled by LART — LLVM Abstraction &
Refinement Tool. Furthermore, DIVINE's verification algorithm has to be
modified. It has to check if symbolic states are valid (honempty), that is if
they can represent at least one concrete state. It also has to handle comparison
of symbolic states. For both of these tasks, DIVINE has to extract SMT formulae
from the program state and use SMT solver.

Details of Program Transformation

inty=10

A

boolb=(x>42)

inexopu)
¥

inty =10

boolb=(x>42)

<

A

bool b = choice()

SYM
LLVM T —3 T D LLVM
v 4
v
Yom=2dd, (X, ,y)
LLVM bitcode Dependence graph of LLVM Instructions dependent on Dependent instructions are substi- , A program simulating
is generated from instructions is created from the the input are computed. tuted with symbolic calls, path con- 1 original instructions in
C++ source code. control flow of a program. dition manipulations are added. a symbolic manner.

LART takes the LLVM bitcode of the program and libraries produced by the
compiler and transforms it into a bitcode which manipulates data symbolically.
In this modified program, any variable which can depend on an input value is
represented symbolically using bitvector formulae. Bitvector formulae describe
integers of fixed bit width with overflow and bitwise operations, and therefore

are well suited for exact representation of computer integers. All the manip-
ulations with such variables have to be transformed to their symbolic ver-
sions which modify the formulae accordingly. Furthermore, any branch which
depends on an input value has to put constraints on the possible values of sym-
bolic variables (this constraint is given in the form of a path condition formula).

Parallel & Distributed
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Real-time Analysis of NetFlow Data for Generating
SVERSZp, . Network Traffic Statistics using Apache Spark

\

Abstract — We present a framework for the realtime
generation of network traffic statistics on Apache Spark
Streaming, a modern distributed stream processing
system. Our previous results [1] showed that stream 3000 k

Systems Performance Benchmark — Four Nodes (32 vCPUs)

B Samza and Spark have a high-
enough flow throughput and can

processing systems provide enough throughput to 5 500k

process a large volume of NetFlow data and hence they
2000 k

— be used for the analysis of data
S ] from multiple networks at the

are suitable for network traffic monitoring. This demo
describes the integration of Apache Spark Streaming into
a current network monitoring architecture. We prove
that it is possible to implement the same basic methods
for NetFlow data analysis in the stream processing
framework as in the traditional ones. Moreover, our
stream processing implementation discovers new
information which is not available when using traditional
network monitoring approaches.

Y5001l

1000 k |- {1

Throughput [flow/s]

500 k |1

Framework Architecture

Results (JSON) (REST)

0 [

Flow Probe
Flow Collector

Common Flow SecurityCloud

Spark Streaming Logstash + Elasticsearch Kibana

same time.

B Apache Spark system has been
chosen as it offers an easy
management and a  high
versatility in terms of the running
environment and proprietary
processing methods (e.g., sliding
window).

The demonstration cluster consists of 7 virtual
machines, one is dedicated to IPFIXcol, 5 to Spark and
one to the Kibana and Web server. The following
configuration is the same for all machines:

m (4 vCPUs) Intel(R) Xeon(R) CPU E5-2680 0 @ 2.70GHz,

m 8GB 1600MMHz DIMM DRAM EDO,

m 85GB SCSI Disk with 53c1030 PCI-X Fusion-MPT Dual
Ultra320 SCslI,

m 10 Gbit/s network connection, 1 Gbit/s virtual NICs.

Measurement

Web Interface

IPFIXcol is a flexible IPFIX flow data collector designed to be easily
extensible by plugins. In our demonstration, we use only part of its
wide functionality - data acquisition from multiple network probes
and their transformation into a JSON data stream.

Statistics Volatility of Network Traffic Data

B Stream processing provides more Flows sum per 5 second interval
accurate statistics about network
traffic. ‘ I
[y | | |l ['
Statistics generated by the stream | /|, ,r\,,#y‘,- Al 1‘\’& Al o AT, Wi
processing showed increased /" ! V=) PPR (Y VAN
volatility in results compared to
traditional flow data processing
approaChes- Flows sum per 5 minute interval

Allows to observe short, but
strong bursts of the network
traffic that were lost due to the
aggregation used in traditional
batch approaches.

References

[11 M. Cermék, D. Tovarndk, M. Lastovicka, and P.
Celeda. A Performance Benchmark for NetFlow Data
Analysis on Distributed Stream Processing Systems. In
Proceedings of NOMS, 2016.

SecurityCloud

Real-time TOP K Statistics

Provides a real-time
computation of Top K
statistics to enhance
network situational
overview.
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Using genetics to improue encryption

Martin Ukrop, Petr Svenda, Marek Sys, Vaclav Maty4s et alii

Problem statement

Randomness testing

The ciphertext produced by
encryption should be completely
indistinguishable from random
data. But how to compare?

EACirc is a framework for designing
a distinguisher - a simple program
that decides whether generated
ciphertext looks random enough.

EACirc workflow

1. Forming a population

A set of currently considered
partial solutions (gate circuits
distinguishing cipher data from
random data). The initial

population is created randomly.

2. Test vector generation

Testing data for learning is
sampled from both sources

That is, non-random data from the
inspected cipher and random data
from a truly random source

3. Fitness assessment

Each circuit from the population is
evaluated on all test vectors from
the current set. Based on the
outputs, it is assigned a fitness

value from the interval [0,1].
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Comparison to existing tools

EACirc us statistical testing

The standard way to assess randomness is to
use batteries of statistical tests such as NIST STS,
Dieharder or TestUO7. We run them along with
EACirc and compare the results

To have a fine-grained comparison, we have
analyzed 77 different functions (eStream, SHA-3 (@)
and CAESAR candidates). For 2-round Hermes and K

}

1-round Fubuki we confidently surpass NIST STS.

- Centre for Research on
\*/

Cryptography and Security

HEACirc => ¢

NIST

Statistical Testing Suite
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ARandom Number Test Suite
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binary ciphertext
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and functions
4
\ |'/ﬁ’i analyze success
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» randomness verdict

Iterative design

The designed distinguisher is in the
form of a gate circuit (layers of
simple interconnected functions).

It processes binary data and
outputs a randomness verdict.

It is improved iteratively, using
ideas from evolutionary algorithms
(see the next section for details).

b. Mutation & crossouer

To form new individuals, we use
mutation and crossover. Mutation
makes small random changes in
nodes and connectors. Crossover
creates an offspring by combining
different parts from two circuits
taken from the population.

The new population now enters
the evolution cycle again, gradually
improving its fitness.

4. Survival of the fittest

Unfit individuals are discarded,
better ones survive to the next
generation. The higher the fitness,
the bigger is the chance of survival.

The evolution works as a heuristics
looking for better individals - gate
circuits distinguishing random and
non-random data with higher
probability than random guessing.

Further information

Interested in EACirc? See the papers referenced
below or ask directly at the lab (CRoCS @ FI MU).

[1]1 Svenda, Ukrop, Matyas. Determining cryptographic
distinguishers for eStream and SHA-3 candidate functions with
evolutionary circuits. In: E-Business and Telecommunications.
Vol. 456 (SECRYPT 2013). Springer Berlin Heidelberg, 2014.

[2] Kubi¢ek, Novotny, Svenda, Ukrop. New results on reduced-
round Tiny Encryption Algorithm using genetic programming.
IEEE Infocommunications. Vol. 8, iss. 1. 2016.

This work was supported by the Czech Science F-
LX)

Foundation project GAP202/11/0422.
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13 EACirc

Using genetics to improue encryption

Martin Ukrop, Petr Svenda, Marek Sys, Vaclav Maty4s et alii

Problem statement

The ciphertext produced by
encryption should be completely
indistinguishable from random
data. But how to compare?

EACirc is a framework for designing
a distinguisher - a simple program
that decides whether generated
ciphertext looks random enough.

EACirc workflow

1. Forming a population

A set of currently considered
partial solutions (gate circuits
distinguishing cipher data from
random data). The initial
population is created randomly.

2. Test vector generation

Testing data for learning is
sampled from both sources

That is, non-random data from the
inspected cipher and random data
from a truly random source

3. Fitness assessment

Each circuit from the population is
evaluated on all test vectors from
the current set. Based on the
outputs, it is assigned a fitness
value from the interval [0,1].

EACirc us statistical testing

The standard way to assess randomness is to
use batteries of statistical tests such as NIST STS,
Dieharder or TestUO7. We run them along with
EACirc and compare the results

To have a fine-grained comparison, we have
analyzed 77 different functions (eStream, SHA-3 (@)
and CAESAR candidates). For 2-round Hermes and K

W\%W — w Q+d‘¥§'+¥¥

=\

T W

Y%

a -

%R —

500x

500x
oo

|Ac I
o=
S0

17

¥

001300310411
101]11J01}00

[==3

1
0

1000x

current test vector set
(periodically renewed) 0.792 0.503

Comparison to existing tools

}

1-round Fubuki we confidently surpass NIST STS.

7 Centre for Research on
\ } Cryptography and Security

HEACirc => ¢

NIST

Statistical Testing Suite

Diehard(er) wap- v 4

ARandom Number Test Suite

=> X

=»> X

binary ciphertext

4
!‘ ) try again
4
@ change wires
and functions
4
\ |'/ﬁ’i analyze success
4

» randomness verdict

Iterative design

The designed distinguisher is in the
form of a gate circuit (layers of
simple interconnected functions).

It processes binary data and
outputs a randomness verdict.

It is improved iteratively, using
ideas from evolutionary algorithms
(see the next section for details).

b. Mutation & crossouer

To form new individuals, we use
mutation and crossover. Mutation
makes small random changes in
nodes and connectors. Crossover
creates an offspring by combining
different parts from two circuits
taken from the population.

The new population now enters
the evolution cycle again, gradually
improving its fitness.

4. Survival of the fittest

Unfit individuals are discarded,
better ones survive to the next
generation. The higher the fitness,
the bigger is the chance of survival.

The evolution works as a heuristics
looking for better individals - gate
circuits distinguishing random and
non-random data with higher
probability than random guessing.

Further information

Interested in EACirc? See the papers referenced
below or ask directly at the lab (CRoCS @ FI MU).

[1]1 Svenda, Ukrop, Matyas. Determining cryptographic
distinguishers for eStream and SHA-3 candidate functions with
evolutionary circuits. In: E-Business and Telecommunications.
Vol. 456 (SECRYPT 2013). Springer Berlin Heidelberg, 2014.

[2] Kubi¢ek, Novotny, Svenda, Ukrop. New results on reduced-
round Tiny Encryption Algorithm using genetic programming.
IEEE Infocommunications. Vol. 8, iss. 1. 2016.

This work was supported by the Czech Science F-
LX)

Foundation project GAP202/11/0422.
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Real-time Analysis of NetFlow Data for Generating"
Network Traffic Statistics using Apache Spark
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Milan Cermak, Tomas Jirsik, Martin Lastovicka

Institue of Computer Science, Masaryk University
Botanicka 68a, 602 00, Brno, Czech Republic
E-mail: {cermak, jirsik, lastovicka}@ics.muni.cz
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Abstract — We present a framework for the realtime
generation of network traffic statistics on Apache Spark
Streaming, a modern distributed stream processing
system. Our previous results [1] showed that stream
processing systems provide enough throughput to
process a large volume of NetFlow data and hence they
are suitable for network traffic monitoring. This demo
describes the integration of Apache Spark Streaming into
a current network monitoring architecture. We prove
that it is possible to implement the same basic methods
for NetFlow data analysis in the stream processing
framework as in the traditional ones. Moreover, our
stream processing implementation discovers new
information which is not available when using traditional
network monitoring approaches.

3000 k

2500k

2000k

Throughput [flow/s]

Systems Performance Benchmark — Four Nodes (32 vCPUs)

1500 k |-

1000k |-

500 k |-

Framework Architecture

Flow Probe

Flow Collector ‘,.Spark Streaming

Common Flow

SecurityCloud
Measurement

Statistics Volatility of Network Traffic Data

Resuits (JSON)

—_— & dpsessesesercilp

(REST)

Logstash + Elasticsearch

Web Interface

B Stream processing provides more Flows sum per 5 second interval

accurate statistics about network
traffic.

|

|

Kibana

The demonstration

Samza and Spark have a high-
enough flow throughput and can
be used for the analysis of data
from multiple networks at the
same time.

Apache Spark system has been
chosen as it offers an easy
management and a  high
versatility in terms of the running
environment and proprietary
processing methods (e.g., sliding
window).

cluster consists of 7 virtual

machines, one is dedicated to IPFIXcol, 5 to Spark and

one to the Kibana

and Web server. The following

configuration is the same for all machines:

m (4 vCPUs) Intel(R) Xeon(R) CPU E5-2680 0 @ 2.70GHz,
= 8GB 1600MMHz DIMM DRAM EDO,
m 85GB SCSI Disk with 53¢1030 PCI-X Fusion-MPT Dual

Ultra320 SCSI,

®m 10 Gbit/s network connection, 1 Gbit/s virtual NICs.

IPFIXcol is a flexible IPFIX flow data collector designed to be easily
extensible by plugins. In our demonstration, we use only part of its
wide functionality - data acquisition from multiple network probes
and their transformation into a JSON data stream.

f |
P | £ \ .y N [h A
Statistics generated by the stream ‘_,_"1’1'.3,"_.’,..n'!\,.f‘ J'J,_.Jﬂ'_w.':] 'f A ,'._]-;".‘ Yy ;‘.q\,\‘l"-,‘ [V r“,.rl'h A
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processing showed increased
volatility in results compared to
traditional flow data processing

approaches. Flows sum per 5 minute interval

Allows to observe short, but
strong bursts of the network
traffic that were lost due to the
aggregation used in traditional
batch approaches.

References

SecurityCloud

[11 M. Cermdk, D. Tovariidk, M. Lastovicka, and P.
Celeda. A Performance Benchmark for NetFlow Data

Analysis on Distributed Stream Processing Systems. In
Proceedings of NOMS, 2016.

Real-time TOP K Statistics

Provides a real-time
computation of Top K
statistics to enhance
network situational
overview.
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Using genetics to improue encryption

Martin Ukrop, Petr Svenda, Marek Sys, Vaclav Matyas et al

Problem statement

Randomness testing

The ciphertext produced by
encryption should be completely
indistinguishable from random
data. But how to compare?

EACirc is a framework for designing
a distinguisher - a simple program
that decides whether generated
ciphertext looks random enough.

binary ciphertext
v v v

4
0 try again
4
@ change wires
and functions
4
\ |'/ﬁ’i analyze success
4
x l » randomness verdict

Iterative design

The designed distinguisher is in the
form of a gate circuit (layers of
simple interconnected functions).

It processes binary data and
outputs a randomness verdict.

It is improved iteratively, using
ideas from evolutionary algorithms
(see the next section for details).

EACirc workflow

1. Forming a population

A set of currently considered
partial solutions (gate circuits
distinguishing cipher data from
random data). The initial
population is created randomly.

2. Test vector generation

Testing data for learning is
sampled from both sources.

That is, non-random data from the
inspected cipher and random data
from a truly random source.

3. Fitness assessment

Each circuit from the population is
evaluated on all test vectors from
the current set. Based on the
outputs, it is assigned a fitness
value from the interval [0,1].
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b. Mutation & crossouer

To form new individuals, we use
mutation and crossover. Mutation
makes small random changes in
nodes and connectors. Crossover
creates an offspring by combining
different parts from two circuits
taken from the population.

The new population now enters
the evolution cycle again, gradually
improving its fitness.

4. Survival of the fittest

Unfit individuals are discarded,
better ones survive to the next
generation. The higher the fitness,
the bigger is the chance of survival.

The evolution works as a heuristics
looking for better individals - gate
circuits distinguishing random and
non-random data with higher
probability than random guessing.
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CERIT Scientific Cloud

c E R lT aas Looking for Synergies in Scientific Computing

David Antos, Ales Krenek, Ivana Krenkova, Ludék Matyska
Institute of Compt. Science, Masaryk University, Brno

Mission

CERIT Scietific Cloud centre, the successor of Supercompu-
ting Centre Brno at Masaryk University, is a national centre
providing flexible computational and storage capacities.
Provision of these resources is complemented with extensi-
ve research activities, carried both in cooperation with the
user communities and in the e-Infrastructure area itself.

History

Supercomputing Centre Brno (SCB) is a part of Institute of
Compt. Science, Masaryk University. SCB was founded
in 1994 as one of big supercomputing centres in the Czech
Republic of that time. Similar cooperating centres were
founded by other universities (Prague, Pilsen, Brno,
Ostrava).

SCB has been working with Faculty of Informatics, Masaryk
University, for a long time. The cooperation is both perso-
nal and factual, formally expressed, e.g., in a common re-
search intent “Highly parallel and distributed computation
systems”.

Goals

CERIT-SC will provide highly flexible computation environment and primary data sto-
rage capacities for the national e-Infrastructure.

Research and development in CERIT-SC is focused on

« work with the users on tools and means for efficient use of the e-infrastructure by appli-
cations

« cooperation with the users in development, deployment, and operation of

- new and modified systems and programs running in flexible computation environ-
ment

- systems for storing, archiving, and retrieval of data
- tools and protocols for data storage facilities interconnection, ...

The research work will evolve in a doctoral school with student participation from both IT
and application areas.

CERIT-SC will become an important node of national e-Infrastructure, including integra-
tion into the European Grid Infrastrucute. This will be achieved by tight cooperation with

CESNET on development and adoption of appropriate standards.

Funding

Transformation of SCB into CERIT-SC will be supported by
a project of the 3rd axis of the RD&I Operational Program-
me. The project will be realised from May 2011 to October
2013. Its overall budget is 5 MEur.

CERIT-SC is included in the Roadmap for Large Research,
Development and Innovation Infrastructures in the
Czech Republic.
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Cooperation with Users

Deluge of experimental data is expected in near future. Many existing computational me-
thods will break or stop scaling, new developments will be required.

User communities will come up with interesting problems, CERIT-SC will provide the ne-
cessary IT expertise. We expect formation of joint teams

« consisting of experts from both sides,

- addressing specific research areas — both ad-hoc and long term work,

« involving students (undergraduate and Ph.D.).

This work will result in common publications. Targeted projects are also expected.
Formal agreement on future collaboration (Lol):

+ R&DI: AdMaS, BIOCEV, CEITEC, CzechGlobe, RECAMO

» cooperating institutions: IBA, MZK, Loschmidt Labs., RECETOX

« ESFRI projects (in negotiation): LINDAT-CLARIN, Euro-Biolmaging

Scientific director Prof. RNDr. Ludék Matyska, CSc.
Project manager Roman Cermak, M.Sc., MBA

http://www.cerit-sc.cz

Flexible Resources

Provision of the resources will range from traditional batch queues, through interactive
access upto the cloud paradigm. The resources will be provided free of charge.

Prioritization of the users will be based on their scientific results; resulting resource allo-
cation will be achieved by technical means, combining advanced resource scheduling, vir-
tualization, and the cloud paradigm; no complex administrative process will be required.

By careful ballancing the scheduling strategies, successful users will get better share while
new users, students etc. will not be prevented from using the resources.

CERIT-SC computational resources are intended to serve unexpected and unplanned re-
quirements of the users primarily.

Data resources will serve to store and share data semipermanently and permanently.
They will be tightly integrated with the computational resources. The target community
are the end-users again.

Equipment and Purchase Schedule

The project will purchase the following resources:

« SMP — Symmetric MultiProcessing clusters, with more than

64 cores and 128 GB memory per node (1000 cores total)

« HD - High Density clusters with higher number of nodes with

8-16 cores and 16-32 GB memory (2500 cores total)
« HSM Hierarchical Storage Management (3 PB)
- disk storage (600 TB)
- development tools and application software

cores, capacities in current price/capacity ratios
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from left to right NaUIgatIOI'I

Position of elements, contrast, style of shapes could navigate user
how to read the poster.

Input element

The element which should be read the first.

Colours and movents attracts attention
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Latin - from left to right
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Ways of reading 2
Case study UNIVERSITY 'C
Using ge Ue encryption

Martin Ukro, ,, Vaclav Matyas et alii
Randomness testing o cphertet Iterative design
The ciphertext produced by 1?)11(1) IO try again The designed distinguisher is in the
N form of a gate circuit (layers of

/s / @ s simple interconnected functions).
data. But how to compare? ‘ and functions .
It processes binary data and
- o ) :
EACirc is a framework for designing \ e outputs a randomness verdict.
a distinguisher - a simple program m analyze success
that decides whether generated 4
ciphertext looks random enough.

EACirc
ﬁ It is improved iteratively, using
ideas from evolutionary algorithms

encryption should be completely
indistinguishable from random ‘
(@)
n x J » randomness verdict (see the next section for details).

EACirc workflow

A set of currently considered

partial solutions (gate circuits l z et Ny d mut
distinguishing cipher data from W %’ e mak
random data). The initial V. @ W node.

Lomingapopaton oy W geo Y S 1. pictures - infographics

population is created randomly. creates )
different , . Py
taken from tii . 2 tltle
2. Test vector generation The new population now enters ¢
) o 1 % J the evolution cycle again, gradually
Testing data for learning is - \ improving its fitness.

sampled from both sources.

o
(]
That is, non-random data from the @

- \ﬁf ) 4 / 4. Survival of the fittest

inspected cipher and random data

from a truly random source. 57 508 o ) t
Unfit individuals are discarded, 3 - ex
‘ better ones survive to the next
i generation. The higher the fitness,
3. Fitness assessment I l 1 l l l the bigger is the chance of survival.
Each circuit from the population is The evolution works as a heuristics
evaluated on all test vectors from é 1oo1iooi1oi11| W % W % w looking for better individals - gate
the current set. Based on the S Rl i B circuits distinguishing random and
outputs, it is assigned a fitness current test vector set \{ \ \ / non-random data with higher
value from the interval [0,1]. [IREECEESESEEEESEE NS probability than random guessing.

Comparison to existing tools

EACirc us statistical testing

The standard way to assess randomness is to
use batteries of statistical tests such as NIST STS,

$3 EACirc = o Furtherinformation

Interested in EACirc? See the papers referenced

ler below or ask directly at the lab (CRoCS @ FI MU).
» x

Dieharder or TestUQ7. We run them along with St st [1] $venda, Ukrop, MatyaS. Determining cryptographic
EACirc and compare the results distinguishers for eStream and SHA-3 candidate functions with

. . . evolutionary circuits. In: E-Business and Telecommunications.
To have a fine-grained comparison, we have Vol. 456 (SECRYPT 2013). Springer Berlin Heidelberg, 2014.
(@)

}

analyzed 77 different functions (eStream, SHA-3 Dlehard(er) » J

) ARandom Number Test Suite [2] Kubicek, Novotny, Svenda, Ukrop. New results on reduced-
and CAESAR candidates). For 2-round Hermes and round Tiny Encryption Algorithm using genetic programming.

1-round Fubuki we confidently surpass NIST STS. LT » x IEEE Infocommunications. Vol. 8, iss. 1. 2016.

‘: Centre for Research on This work was supported by the Czech Science rli
\ } Cryptography and Security Foundation project GAP202/11/0422. “"4__
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Case study

DIVINE

AN AN
Compiler
.cpp LLVM

DIVINE is a tool for verification of
parallel C++ programs. By using the
LLVM compilation framework with
the Clang compiler and the libc++ li-
brary it provides support for most
of the standard C++ library and all
the C++ language features. DIVINE
is rather efficient when dealing with

FACULTY o
OF INFORMATICS Ve r ﬁ C a-’
Masaryk University I

Verification COrmn--.
algorithm
Interpreter ERROR

programs without inputs (for exam-
ple test cases). A big downside of the
current version of DIVINE is that for
programs with inputs, this input has to
be simulated by nondeterministic choice
which is very inefficient. Therefore
we present an approach for symbolic
representation of inputs in DIVINE.

Proposed Approach

ograms with Inputs

Vladimir Still, Petr Rockai, Jan Mréazek and Jifi Barnat

( ] bo I ic States Explicit Approach
ool b= (x > x=0
—onsider a simple program with 9‘@’_)

32 bit input variable x and a cmED > <> - D

branch on the value of this vari-

able. In the current DIVINE, this .|.)_)@_)E

program gives rise to 2% possible

memory configurations. In sym- I_)_>®_)
bolic version, possible values of
variables x and b are represented Symbolic Approach

symbolically using bitvector for-
mulae, therefore, there are only

two possible configurations at the *9@‘[:

end of the program.

x={0,...,42}
b = false
a2

x={43,..,2"-1}
b =true

SMT Solver
CORRECT
Verification
Compiler LART SyM algorithm

To take advantage of symbolic representation of states, we transform the LLVM bit-  in detail later. Apart from that, the verification algor™* ‘fed to handle
codeinsuchaway that it represents variables which can contain values dependenton  symbolic states with the help of an SMT solver
inputs symbolically. This transformation is performed by LART and is resented
Our approach aims for minimizing changes to the LLVM interpreter thatis used to  the transformation can also be used for « olic
execute instructions in DIVINE. The reason is that the interpreter is complex data quite easily. The transformation is han 1 &
and performance tuned and therefore it is not desirable to make it even more  Refinement Tool. Furthermore, DIVINE's be
complex by adding symbolic data manipulation into it. Instead, symbolic data are  modified. It has to check if symbolic stat. is if
to be handled by the program itself. To encode symbolic manipulations into the  they can represent at least one concrete state arison
program we transform the LLVM bitcode produced by the compiler and create  of symbolic states. For both of these tasks, DIV .ormulae

symbolic LLVM from it. This not only minimizes changes to the interpreter, but

from the program state and use SMT solver.

Details of Program Transformation

—

N 2

inty=10

A

boolb=(x>42)

/

bool b = choice()

SYM

LLVM o —3 D LLVM
4
v
Yom™ addsym(x"m, y)
LLVM bitcode Dependence graph of LLVM Instructions dependent on Dependent instructions are substi- , A program simulating
is generated from instructions is created from the the input are computed. tuted with symbolic calls, path con- 1 original instructions in
C++ source code. control flow of a program. dition manipulations are added. a symbolic manner.

LART takes the LLVM bitcode of the program and libraries produced by the
compiler and transforms it into a bitcode which manipulates data symbolically.
In this modified program, any variable which can depend on an input value is
represented symbolically using bitvector formulae. Bitvector formulae describe
integers of fixed bit width with overflow and bitwise operations, and therefore

are well suited for exact representation of computer integers. All the manip-
ulations with such variables have to be transformed to their symbolic ver-
sions which modify the formulae accordingly. Furthermore, any branch which
depends on an input value has to put constraints on the possible values of sym-
bolic variables (this constraint is given in the form of a path condition formula).

Parallel & Distributed

.}E ParaDiSe

j D Systems Laboratory

1. pictures - infographics
2. title

3. text
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Case stud ses . .
y CERITE Function of image

Mission
CERIT Scietific Cloud centre, the successor of Supercompu- CERIT-SC will provide highly flexible computation environment and primary data sto-
ting Centre Brno at Masaryk University, is a national centre rage capacities for the national e-Infrastructure.

providing flexible computational and storage capacities. . .
Provision of these resources is complemented with extensi- Research and development in CERIT-5C is focused on
ve research activities, carried both in cooperation with the - work with the users on tools and means for efficient use of the e-infrastructure by appli-

user communities and in the e-Infrastructure area itself. cations
« cooperation with the users in development, deployment, and operation of

- new and modified systems and programs running in flexible computation environ-
ment

HiStOfy « systems for storing, archiving, and retrieval of data
« tools and protocols for data storage facilities interconnection, ...

Supercomputing Centre Brno (SCB) is a part of Institute of

Compt. Science, Masaryk University. SCB was founded The research work will evolve in a doctoral school with student participation from both IT
in 1994 as one of big supercomputing centres in the Czech and application areas.

Republic of that time. Similar cooperating centres were CERIT-SC will become an important node of national e-Infrastructure, including integra-
founded by other universities (Prague, Pilsen, Brno, tion into the European Grid Infrastrucute. This will be achieved by tight cooperation with
Ostrava).

CESNET on development and adoption of appropriate standards.

SCB has been working with Faculty of Informatics, Masaryk . J
University, for a long time. The cooperation is both perso-
nal and factual, formally expressed, e.g., in a common re- . .
search intent “Highly parallel and distributed computation Cooperatlon with Users
systems”.

Deluge of experimental data is expected in near future. Many existing computational me-
thods will break or stop scaling, new developments will be required.

[ J [ [
. User communities will come up with interesting problems, CERIT-SC will provide the ne- 1 I ct u re S — I n fo ra h I CS
Fundlng cessary IT expertise. We expect formation of joint teams o

Transformation of SCB into CERIT-SC will be supported by + consisting of experts from both sides,
a project of the 3rd axis of the RD&I Operational Program- + addressing specific research areas — both ad-hoc and lor
me. The project will be realised from May 2011 to October « involving students (undergraduate and Ph.D.).

2013. Its overall budget is 5 MEur.

CERIT-SC is included in the Roadmap for Large Research, Formal agreement on future collaboration (Lol): Y
Development and Innovation Infrastructures in the 2 t I t e
[

This work will result in common publications. Targete

. « R&DI: AdMas, BIOCEV, CEITEC, CzechGlobe, RECAMO
Czech Republic. T .
« cooperating institutions: IBA, MZK, Loschmidt Labs., RE
« ESFRI projects (in negotiation): LINDAT-CLARIN, Euro-Biolr.

Flexible Resources

Provision of the resources will range from traditional batch queues, through interactive 3 P text

access upto the cloud paradigm. The resources will be provided free of charge.

Prioritization of the users will be based on their scientific results; resulting resource allo-
cation will be achieved by technical means, combining advanced resource scheduling, vir-
tualization, and the cloud paradigm; no complex administrative process will be required.

By careful ballancing the scheduling strategies, successful users will get better share while
new users, students etc. will not be prevented from using the resources.

CERIT-SC computational resources are intended to serve unexpected and unplanned re-
Scientific director Prof. RNDr. Ludék Mal.y)l\a, wOC. quirements of the users pnman]y

Project manager Roman Cermak, M.Sc., MBA Data resources will serve to store and share data semipermanently and permanently.
They will be tightly integrated with the computational resources. The target community

http://www.cerit-sc.cz are the end-users again.

cores, capacities in current price/capacity ratios

Equipment and Purchase Schedule

The project will purchase the following resources: 4@9 o g? ,g?g@
+ SMP - Symmetric MultiProcessing clusters, with more than Q"og/\ §°‘9 @ Q‘Jo Q/\
64 cores and 128 GB memory per node (1000 cores total) &S ’3” 0,0°@° R ,§ Q‘;’
+ HD - High Density clusters with higher number of nodes with g@&'; @\f @S @\@g
8-16 cores and 16-32 GB memory (2500 cores total) T § N £y § L
+ HSM Hierarchical Storage Management (3 PB) (§Q§ § (§Q § § g
- disk storage (600 TB) . . " ’ " 1 1 >
- development tools and application software Q3/2011 Q4/2011 Q1/2012 Q2/2012 Q3/2012 Q4/2012 Q1/2013
IS EEEEEEEEEEEEEES .
IEEEEEEEEEEEEEEES

SVIy.
xl/\(/

) - ~ K
This poster presentation is RN o SNVERSIz,
[ 11 ] partially supported by pro- * * . ﬁ;
non ject “Vzd@lavani akademic- i Z z
[ [ ] | kych pracovnik v oblasti MINISTRY OF EDUCATION OP Education ﬁﬁ \L&‘
SCIENTIFIC CLOUD elnfrastruktur EUROPEAN UNION YOUTH AND SPORTS for Competitivness ANA®

(CZ.1.07/2.3.00/09.0074)"
INVESTMENTS IN EDUCATION DEVELOPMENT




Ways of reading
from right to left

Arabic - from right to left

— ¢« ¢« « €« «
— €« €« « €« «
— ¢« ¢« « €« «
— €« €« « €« «




Ways of reading
from top to bottom

Chinese - ideograms from top to bottom

— €« €« « €« «

— €« €« « €« «

— €« €« €« « «

— €« €« « €« «



Ways of reading
from left to right

20 %

Percentual result of European
reading.

25 % 13%



Ways of reading
Visual direction

Location of elements

The visual weight of an element attracts neighboring elements,
imparting direction to them

Shape of element

The shapes of an object creates an axis that imparts directional
forces in two opposing directions along that axis

Subject matter of an element

Objects in a design may naturally point in a direction. For example
an arrow.

Objects opposing the intrinsic directional forces of an object can
impart visual direction to other elements in the composition



Visual elements and Hierarchy
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CHEATERS, FROM PAGE 1z
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er, Noel Biderman, 39, a wealthy
nnd comtroversial man. He's boen
called a pinsgp and apornographer.
find has been compared to o drug
dealer who knowinghy destroys
[ s lives and marriages
Biderman doesn® shy away
From the controversy. He emnbene
es It, not only for s marketing
potential, bat for the opportuni-
thes it presents to add his vwoloe 1o
public discussions about mar-
riage and inSdelity — a8 he puta it
o “recalibrate notions abowt why
peediple strwy and what it means "~
Biderman, whodescribes hafis-
self as a happily marricd Esther of
tw, got the idea to creste a dat-
|y service for married people
after bearning that 30 percest
of people who visit dating sites
Intemdod for singles ane attse hwed
And, although technically et
n dating site, Facebook is being
ciled in more and more divarce
procecdings, scoording 1o a law
firm in Britain, which contends
that 1 in 5 divosece petitions filed
Im (e past year named the social
metworking site as a factor.
Biderman recognized that an

untapped and potestially lucrs-
tive market existed for married
people seeking affairs, and sel cat
b exvale & plstforms exphcitly for
them, “What's wrong with givieg
people access bo a community of
like-minded people® he says.

Biderman approaches the
topic of infidelity as both a savyy
businessman and om amateur
wenchilogist. He spet pearly nyear
and $200,000 on reseanch before
launching the site, and delbved
vl | Rerature on mnll.l.wul*.f_l.';lld
infidelity to learn aboul the bio-
logizal, evolutionary and cultural
roots of infdelity.

“My bagmst challenge wihen |
d5d research,” he says, “was that
1 couldn't find any evidence that
women had sffsirn™ Bt Bider-
mman knew that women did, in fact,
struy ~ it takes two to tango, after
Al mend, s b grats I, 0 68 molt in
ot DINA o be monogamous.”

While he was confident men:
would use the site, Blderman
fesciznod on bailding s bramd that
would appeal to women. There
ks nothing accédenta]l shout the
g Ashbey Madsson, of Uhe Tact
that the website's collors are pink
and purple

So wha, exactly, uses Ashley
Madison? The ratio of men to
woimen is 2 to L, with varistions
BcToss ape groups. The primary
iaséTs are muarthed men in sexloss
relationships and men who find
thelr stride later (n life amd ane
Jowalic ingd to moet VO Wosmen

According to Bidermsan, there
are also o nember of young mar
red waonmen on the sie, soeme of
whom have been married less
than ayear

The eeanings of marvisge and
infdelity have changed, Bider-
man explaine. Younger people
In partsculsr are less willing fo
wetthe for relationships that keave
them fecling unsatisfied.

Biderman himsell says be
“would™ use his own servicn
although be didn't say whether
Ive s,

Ashloy Madsson typleally sees
an uptick in new members the
day after Valentines Day. For a
mumber of people who dos't get
what they want from thelr part-
ners om this high-pressune holi-
diay — fowers, gifts or affection
— it's the last strawe, Biderman
says. They wake up the nexl day,
take stock of thelr relationship

CHANGE.
SATION.

and decide 1o mect soeneona whs
might make them happier.

“Nobody can be talked imto
Bsvwing am affasr,” Balormaan says
"No one 8 going (o walch my
commercials and suddenly get
thee idea to cheat. Life takes them
e, ot By comenercialy”

This was the case with Mar-
gan, an attractive 40-something
mareied wornsan from Las Vegas
whao preferred not bo use hér real
name for this story. Morgan set
iap p profile om Ashley Madison to
mieet olher women shortly after
ghe and ber husband decided to
be pon-mencgamous  severnl
years ago, In fact, it was Morgan's
busbamd of 12 vears whao told ber
about the site

*1 wasn't lookimg for any-
thing serious.” Morgan tells me.,
“which is why it was such a good
fit. becsuse therv's an unders
standing that people ane already
in relationships. [ liked that there
wasthis prl'!tml u.!'nh-l‘sl:ull.l!llr&

It dida™ feel bike & moeat
market, altbough & was" she
expiains, sdding that it felt invit
ing rather than sleazy,

Morgan and her husband are
still married, and she says their

NEWS | 3

relationship & sironger than
ever: “We've realived that our
friendship is very, very deep. We
Very much support wisstever will
make the other person Bagpiest
And we truly mean that "

She scoffs ot the kdea that
Badermanis breakingup relstion-
ships, "Ashley Madison doesn’t
creste a chwating environment.”
she says, Biderman “is not ruin-
ing people’s marringes; ity the
people in the marriages who ane
Fukning them."

Biderman, of coare, agrees
Ashley Madizon didn® imvent
cheating, he says, ndding that
cheating doesn | make someone &
bad person; mor dioes it have fobe
the end of a marrisge.

“Infdelity can bo o catalyst for
change. M can starf a conversa-
tiom. It com save your marmisge,”
e ssya.

As for Ashiley Madison, busi-
ness is booming and more growth
ks in sight. As Bidermaan puts it,
“There is no stopping this trakn,”
A version of this story appears in dhis
works Las Vipas Weckle o soifer
pulication of The Sun,

Ij-'w Comella (s @ women's studies
professoraf UNLY,




Hierarchy

HIERARCHY:

visual elemenets composed in a logical sequence

crucial elements in contrast with elements with less
iImportance

layering of elements according to their importance

position of elements leads the way how the image is to be read



TYPOGRAPHIC HIERARCHY:

highlighting various information and its importance

working with different size of font

working with various weights of font
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Ogiluy's way of reading posters




HOW WE LOOK AT A POSTER
OGILVY:

Illustration > upper element

title > above the illustration

text > above the title
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Typography

Setting of text
boxes

DIVINE is a tool for verification of
parallel C++ programs. By using
the LLVM compilation framework
with the Clang compiler and the
libc++ library it provides support
for most of the standard C++
library and all the C++ language
features. DIVINE is rather efficient
when dealing with programs
without inputs (for example

test cases). A big downside of the
current version of DIVINE is that
for programs with inputs, this
input has to be simulated by
nondeterministic choice

which is very inefficient.
Therefore we present an
approach for symbolic
representation of inputs in
DIVINE.

left alignment

DIVINE is a tool for verification of
parallel C++ programs. By using
the LLVM compilation framework
with the Clang compiler and the
libc++ library it provides support
for most of the standard C++
library and all the C++ language
features. DIVINE is rather efficient
when dealing with programs
without inputs (for example

test cases). A big downside of the
current version of DIVINE is that
for programs with inputs, this
input has to be simulated by
nondeterministic choice which
is very inefficient. Therefore we
present an approach for symbolic
representation of inputs in DIVINE.

left justify
alignment



Typography

Setting of text
boxes

DIVINE is a tool for verification of
parallel C++ programs. By using
the LLVM compilation framework
with the Clang compiler and the
libc++ library it provides support
for most of the standard C++
library and all the C++ language
features. DIVINE is rather efficient
when dealing with programs
without inputs (for example

test cases). A big downside of the
current version of DIVINE is that
for programs with inputs, this
input has to be simulated by
nondeterministic choice

which is very inefficient.
Therefore we present an
approach for symbolic
representation of inputs in

DIVINE is a tool for verification of
parallel C++ programs. By using
the LLVM compilation framework
with the Clang compiler and the
libc++ library it provides support
for most of the standard C++
library and all the C++ language
features. DIVINE is rather efficient
when dealing with programs
without inputs (for example

test cases). A big downside of the
current version of DIVINE is that
for programs with inputs, this
input has to be simulated by
nondeterministic choice which
Is very inefficient. Therefore we
present an approach for symbolic
representation of inputs in DIVINE.

DIVINE.

alignment

width of a text box
font size

leading



Case study
Typography

left alignment

MASARYK
UNIVERSITY

Randomness testing

13 EACirc

Using genetics to improue encryption

Martin Ukrop, Petr Svenda, Marek Sys, Vaclav Maty4s et alii

Problem statement

The ciphertext produced by
encryption should be completely
indistinguishable from random
data. But how to compare?

EACirc is a framework for designing
a distinguisher - a simple program
that decides whether generated
ciphertext looks random enough.

EACirc workflow

1. Forming a population

A set of currently considered
partial solutions (gate circuits
distinguishing cipher data from
random data). The initial
population is created randomly.

2. Test vector generation

Testing data for learning is
sampled from both sources

That is, non-random data from the
inspected cipher and random data
from a truly random source

3. Fitness assessment

Each circuit from the population is
evaluated on all test vectors from
the current set. Based on the
outputs, it is assigned a fitness
value from the interval [0,1].

EACirc us statistical testing

The standard way to assess randomness is to
use batteries of statistical tests such as NIST STS,
Dieharder or TestUO7. We run them along with
EACirc and compare the results

To have a fine-grained comparison, we have
analyzed 77 different functions (eStream, SHA-3 (@)
and CAESAR candidates). For 2-round Hermes and K
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current test vector set
(periodically renewed) 0.792 0.503

Comparison to existing tools

}

1-round Fubuki we confidently surpass NIST STS.

‘: Centre for Research on
\ } Cryptography and Security

HEACirc => ¢

NIST

Statistical Testing Suite

Diehard(er) wap- v 4

ARandom Number Test Suite

=> X

=»> X

binary ciphertext

4
!‘ ) try again
4
@ change wires
and functions
4
\ |'/ﬁ’i analyze success
4

» randomness verdict

Iterative design

The designed distinguisher is in the
form of a gate circuit (layers of
simple interconnected functions).

It processes binary data and
outputs a randomness verdict.

It is improved iteratively, using
ideas from evolutionary algorithms
(see the next section for details).

b. Mutation & crossouer

To form new individuals, we use
mutation and crossover. Mutation
makes small random changes in
nodes and connectors. Crossover
creates an offspring by combining
different parts from two circuits
taken from the population.

The new population now enters
the evolution cycle again, gradually
improving its fitness.

4. Survival of the fittest

Unfit individuals are discarded,
better ones survive to the next
generation. The higher the fitness,
the bigger is the chance of survival.

The evolution works as a heuristics
looking for better individals - gate
circuits distinguishing random and
non-random data with higher
probability than random guessing.

Further information

Interested in EACirc? See the papers referenced
below or ask directly at the lab (CRoCS @ FI MU).

[1]1 Svenda, Ukrop, Matyas. Determining cryptographic
distinguishers for eStream and SHA-3 candidate functions with
evolutionary circuits. In: E-Business and Telecommunications.
Vol. 456 (SECRYPT 2013). Springer Berlin Heidelberg, 2014.

[2] Kubi¢ek, Novotny, Svenda, Ukrop. New results on reduced-
round Tiny Encryption Algorithm using genetic programming.
IEEE Infocommunications. Vol. 8, iss. 1. 2016.

This work was supported by the Czech Science rl-
LX)

Foundation project GAP202/11/0422.
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Black text on a white
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Text and legibility

Black text on a white
background allows
common speed of

reading.

White text on black
background

reduces reading

process of 15 %.




Text and legibility

White text on black
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Text and legibility

Text in Italics reduces redability of 15 %.



Text and legibility

LONGER UPPERCASE TEXT REDUCES
REDABILITY OF 15 %



Text and legibility

TEXT

Left alignment doesn't
have any affect on speed
of reading.

Left alighment doesn't
have any affect on speed
of reading.

TEXT

Left justify alignment
doesn't have any affect
on speed of reading. Left
justify alignment doesn't
have any affect on speed
of reading.
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Systems Performance Benchmark — Four Nodes (32 vCPUs)

M Samza and Spark have a high-
enough flow throughput and can

2 500 k

2 000 k

1500 k

1 000 k

Throughput [flow/s]

500 k

________________

{} (REST) =
A o | =
(6 - G

n + Elasticsearch Kibana -

be used for the analysis of data
from multiple networks at the
same time.

M Apache Spark system_has been
chosen asgit offers®an easy
management§ and & a  high

Left alignment keeps same
gaps between words

typographic

versatility in terms of the running
environment and  proprietary
processing methods (e.g., sliding
window).

The demonstration cluster consists of 7 virtual

rivers

without

machines, one is dedicated to IPFIXcol, 5 to Spark and
one to the Kibana and Web server. The following
configuration is the same for all machines:

m (4 vCPUs) Intel(R) Xeon(R) CPU E5-2680 0 @ 2.70GHz,

m 8GB 1600MMHz DIMM DRAM EDO,

m 85GB SCSI Disk with 53¢1030 PCI-X Fusion-MPT Dual
Ultra320 SCSI,

m 10 Gbit/s network connection, 1 Gbit/s virtual NICs.

nterface

N

IPFIXcol is a flexible IPFIX flow data collector designed to be easily
extensible by plugins. In our demonstration, we use only part of its
wide functionality - data acquisition from multiple network probes
and their transformation into a JSON data stream.

&2 Mail flows

W\fNW\MW

Real-time TOP K Statistics

Provides a real-time
computation of Top K
statistics to enhance
network situational
overview.

© Top 10 - packets
'@ tcp

® udp

® 580 (http)

® 23 (telnet)

® 993 (imaps)

® 22 (ssh)

® 143 (imap2)

©® 445 (microsoft-ds)
® 25 (smip)

® 110 (pop3)

Ba0t leugh

hyphenation
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Infographics

PREVIOUS PAGES. Data Wisu-
alisation of a Social Network
1= ¢4] FELIX HEINEN —The members of
the Facebook collective converge and con-
nect through the social utility that the web-

— Baen Thers

Been Thera | CATALOGTREE
—‘Itisn't what you know, it's who you know
that counts in business.” Building a network
of contacts is just as impertant in the sparts
world as it is in business, and as the impor-

best networking opporiunities, as well as
thelikely hothouses of success and stardom.
— ClusterBall: Humans, Medi-
cine, Mistory CHRIS HARRISON, data
provided by Wikipedia — Language can be

Wikipedians. Genetics, extinction, technol-
ogy, and even personal life are all displayed
in the click-work tapestry surrounding the
concept. The structured network of
meaning and content subtly alhades to new

site provides, There aremany different ways | tance of NBA coaches as ‘kingmakers' has  seen asa semiological net, exposed through  ways of thinking about evelution, and about
to think about the individual bytes of data | grown, sohastoointerest in theirbehaviour  the internet by a web of volunteer workers.  how the DNA of different species is repre-
floating and connecting through Facebook, | and strategy. This study for ESPN elegantly  And Wikipedia is becoming the default ref-  sented. Rather than being portrayed as dis-

and Felix Heinen has captured an elegant
flow of activity and demographics.
Simple histograms showing the gender split
for each demographic, application, or activ-
ity are brought to a richer level of meaning
by cross-referencing in a rainbow network
of connectedness, Our understanding of
the community dynamic grows with every
strand of the colour- and size-coded connec-
tions. Preferences for certain activities by
age group and gender are easily identified,
and expressed with the ﬁ'imd]}' open per-
sonality engendered by social networking.

shows how the top five coaches criss-cross
the United States to find the Shag O'Neills
and Michael Jordans of tomorrow. From this
work, based on the map of North America,
a prospective NBA star can quickly spot the

erence to knowledge and understanding.
In this diagram, Chris Harrison not only
shows the connection between the concepts
pervading our humanity, but indicates the
hierarchy in which they have been placed by

tinct branches on a tree, subsequent stages
ofevolutionare captured inside and through
species. In a similar way, we can look at lan-
guage not as a tree, but 253 network of refer-
ences and dynamic relationships.
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WAYS TO A BETTER VENDOR WORLD

in Hew York, street vending has alwnys atiracted ambitious, hard-werking
men and women with mited options. b i
immigrants - Jewish and {1aflan in s previous ers, now Chinesa, Bangiadeshi.
Afghan, and Senegaless — have used vending 1o gain a foothald in their new
‘country. its low startup costs, independence, and flaxibiity make vending

a traditional first stop for small business antrepreneurs.

Bt vending 't an sasy wey to get shesd, Throughout New York Clty's
history, merc! ntfl of “unfeir” 1 have joined forces with
city officisls concernad with congestion, modemnization, and “guallty of fife®
10 har vendors from streats and regulate them excessively. These complex
and shifling liws force vendars back and forth across the border betweer
the tormal and Informal scongmies, making it difffcult for vendors to sarve
the public and make a decent and honest living.

vendors, their customers, and everyona eise.

Hare are four basic ways the City can make vending faws work batter for 9

14
it
i

RLP.

314,000

HI, I'M MUNNU DEWARN

| sefl hot dogs and pretzels in front of 2 Lalayetie Street. | moved here
fram Bangladesh in 1991 and | have been = strest vendor for 17
years. | love it but this is not easy. | haven't gotten a ticket in thres
years, but bafors that | got arund 100 tiekets. One time | got a ticket
bacausa my jacket covarsd my license. And then | have 1o pay a
$1000 fine, Do you have 51000 In your pockst? You don't have i1 1
don't have it! This is a small business. | sefl 20 hot dogs a day. This
hand makes money and tha other hand finishas it very fast. How do
they think | can give so much?

COET OF FOOD YERDIND FERNIT

RGN THL SHTT oK T SLACK WARLET
= ARRRARRRRR
1510 R PR R R G
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SR G R AR R R R
I e e agaf el
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1. LIFT THE CAPS

It's virtualty impossible ta get & vending license
in New York City because of smct caps, or Bmits,
placed on the number of vendsrs in the 19703
and "B0s. The estimated walt for a general
vending license is sevaral decades. By sstting
the caps far below vendor supply and public
demand, the Gity unimentiohally creates s
thriving and exploltative black market Yor permits
and licanses. Legal vendors have 1o buy flcenses
from ilegal middiemen at axorbitant prices.
Dthar vendors are driven underground, where
they'ra unficensed and unregulatad. To bring
vendors into the legal mainstrsam, the Tity
shoufd raise the caps to reslistic levels and
erack down on the black markat in Boenses.

and parmits.

Hi, I'M MOR DIOP

I'm here at 85th Street and | sell handbags. I it's vary cold, | sel scarves and
ghoves. But that job Is not aasy. My family is n Afrca. | send some back 1
them. if | hawe anything, | send 5100, $150, but It's not encugh for my family.
My wife, my children, my mother is over thers. Working outside is very hard. |
wear jackels, gloves, and three pairs of pants. Sometimes | can only stey cut
here for 4 or 5 hours. I'm going to finish this for this month and sea, If it's not
good after this month, I'm golng 1o Stop and glve the city my licenss back.
Maybe | could drive a taxl or get & job in & restaurant. | have no olher
possibilities. | don't want to stay at home.

THE WiILD WES OF STREET RESTRICTIONS

2. INCREASE
STREET ACCESS

Venciors need fool traffic to survive, but waves
of street rastrictions have forced them tarther
iy from the aress of the city that can suppeon
them. Pressurs from merchant associstions in
the 18708 and Business improvement Districts

sireel resirictions a centerplace of his “guality
of " campaign. Even on open strests, compiex
niles maks it difficuft to legally vend, The City
should review street closings acconding to set
critenia and rescind restrictions not foundad in
tegitimate concems about salety and strest
congestion. 1t should also simplify tme-of-day
reatrictions 1o make them easier for vendors 10
iriderstand and follow.

HI, "M XIAN LING DONG

| s&ll paintings in Times Square on 52nd and Tth Ave. | came here from Qingdaa,
China and I've lived in the LS. for six years. I've been vending for five. | enjoy
vending because it allows work when | wani, which you can't do working at a
restaurant. it is also good for my husband who for haalth reasons cannol work
another job. The toubis with the job is the way the police bother me and the Bickets
thoy give. Sometimes they say my dispiay is 100 high, sometimes they say | am oo
tar from the curt,, Thay say all kinds of things, but | know the law, and | know that
averything I'm doing |s axactly right! When | am not vending | ke traveding - San
Francisco and Las Vagas am two of my favorite spots. [Translated from Mardarin]

TT0 KNOW YOUR STREET VENDORS B e

COMPARIZON OF FIRES

T & & B

wEMBOR EIDEWALR- PARK
VIOLATION BLOCKING TiTkET TiEnET
TICKET FOR STIRER

AR HARIRuE su
et e i

3. REDUCE THE FINES

I 2005, Mayor Michael Bioomberg guadnaoled

the maxdmiem fines for strest vendor viclations

from $250 o 51000, A faw tickets for pandng & %
car! more than 18 inches from the ourb or less

than 20 feel from & storefront can wips oul

manits of samings. Other businesses pay less =

far rmore sedous violations while having a
greater ability o pay. Vendors are entry-level
sl business ownars who cannot absort
fines as & cost of tausiness. The city should
reduca fines to pre-2005 amounts - 8 hevel that
deters viclations it dossn't put vendors cut
s

HIl, I'M BERT STEIN

On the street they call me M. B or M Bert. That's because I'm 73 and & dsshies war
veteran and they show some respect. | started vending whan my printng Dusiness. weet
bankrupt after 3111, | sell necklies, perfums, scarves in winte:, A lot of pecpis coma = New
York strictly because of the sireet vendors. Thay can get things ham Tt They can'l gt o
places. The police don't know the ndes. The bock is wnitlan in such & way Bl sweybody
scratctes their heads end wonders what they'm taliing about. Sometmes Se pollics wil
take your merchandise away, and they move it around - downiown, o Brocklyn, = Dusers -
and no one's keeping track. It took me thres days of constant calling o Fack down my
marchandise, and | was shown nat guilty. But it took three days and | ot & ot of money

VENDORS

NUMBER OF VENDORS
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4. REFORM
ADMINISTRATION
AND ENFORCEMENT

Wending regulation is & patchwork of policies
froem the lest hundred years that both wendors
and the police find hard 1o understand. The
official rulebook i a seriss of pholocopied and
unformatied exoempts from the city code - rough
going, even for natve English speakers. As a
conpaguence, vendors wha want to foliow the
nses oftan get tickets for viclations they don't
understand, and police who want to enforce the
s oftan give tickets for violations that don't
axist, To insrease compliance, the City should
iy vendor reguiation and craats & new
rasbook that clearly explains the ruks in English
and a few of the many languages vandars wpeal.

ol
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Hi, I'M RAFAELA MENDOZIA SANTANA

coager St g OE whwn | o fere from e 100r pears ago, 5o |
ke Tsies ST COn eche, and champurmaco Foy | did in Morelos,
wfuarn I o | et oocking 2§ am and heed out &t S am. 'm
seling = Tw Coac, © Tw heat, sveryday by S hospital at East 145t in
w Brora. The 0oceorn and murses get off the bus or pull ower 0 The car
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A electricidade em Portugal

De onde vem a nossa luz?

A eletricidade que chega as nossas casas vem de um complexo cabaz de fontes
energeticas, que varia conforme o ano Em 2008, houve muita importagdo e pouca
producio hidroeléctrica Mas a energia do vento ja comeca a ter um peso significativo
Rirardo Garcia (texto) e Joaguim Guerreiro (infografia)

@ A renovivels estio @ avangar,
mias Portugal ainda depisncde muino
dlas poluentes centrais wrmicas para
prodhudr g chectricidade de que
mexpessita, B JUHEE, o5 ermockicor-
S ARSCRWTErE dquese metade do
comsume nacionad, S dude ainda
fisser coono had duas décadas, no
enifanio, seria plor, ¥do havks alnda
cenirais 4 gis natural & o pals
dhapendia fortemente o carko, que
perhud ik s, Em anos secne, o
s maict tinha abternativa de fonfes
renovaveis dio eleciricidsde, dacdo
iz @ indea epylo realmene
impaortante eram o8 barragens. Hoje,
o cabaz di favtes energéticas para o
produgio electrica & muiio mais
varkk U wenbo, no ano passado,
forpicsial guise Lanla enengia s
&3 harvagens, rechndindo o pesa das
coentrals wrmicas. O gue os dados
i coligidos pefo PURLICO
micstram & ouae, salvo as edlicis, as
chamuidis “novas” renovaveis
coneribmicen ainda apenas marginal-
menibe para o bolo mecional -
independenmemente da relevincia
que o discurse politeo lhes di, &
prochigder ebeotrica & partdr de
paringtis solares fotrvnltaicns, por
excmaplo, endra com wna Galia
inferior a wm por cenio. A parcela

Electricidade
renovavel

Farticipacio no
cotisims eléctricn
tatal

2008

& corrpds ooen bevse no indice de
predunelidade hidroaletrs:a de cada ans

Cansumo real
27.8%
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43,3%
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Daferenca entre 1994 a 2007
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More Corm Used for Biofuels
The more the U.S. turns to alternative fuel production, the greater the percentage of com
bushels used for fuel bioalcohols, such as ethanol.
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SOURCE: USDA, Economic Reseanch Service, Fead Graing Database; Renawable Fuels Association.

+
MOST POPULAR GREEN BRANDS IN THE WORLD

ACCORDING TO A PENN SCHOEN BERLAND SURVEY

~

FERCENT OF RESPONDENTS

UNITED STATES

+
O—r + ARE PEOPLE MORE CONCERMED ABOUT THE ENYIRONMENT OR ECONOMY?

I
E o

APPLE

UNITED KINGDOM

ENVIRONMENT

HOW THE WORLD FEELS ABOUT GREEN BRANDS > =

Corporate environmental conscicusness has become an issue of increasing concern in our society,

influencing net only public perception of a company, but also consumers’ buying habits. Here we take stock of

how this trend is developing arcund the werld, and which popular brands are on the forefront.

DOVE GOOGLE

FRANCE

SOMEWHAT IMPORTANT

(O VERY IMPORTANT

GERMANY

IKEA

+ |MPORTANCE OF BUYING PRODUCTS FROM GREEN COMPANIES
) NOT IMPORTANT

SCALE

MICROSOFT

AUSTRALIA

+
SENTIMENTS ABOUT THE DIRECTION OF THE ENVIRONMENT

NIVEA NOKIA

CHINA

@ RIGHT TRACK é WRONG TRACK

SOURCE:
Cohn & Wolfe
Esty Environmental Partners

Lander
Penn Schoen Berland

TOYOTA

INDIA BRAZIL
LEE=

é

A —

i

% MOST IMPORTANT THINGS FOR A COMPANY TO OFFER
GOOD VALUE
TRUSTWORTHINESS
ENVIRONMENTAL CONSCIOUSNESS

[Data based on survey responses of consumers fram the eight countries

a collaboration between GOOD and COLUMP
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wWater cycle




Case study

Graphic design style Infographics enhance the

design




@ Process of creating poster



Define a grid
Define a layout

Define a positon of text and pictures

title

picture

text

text

text




Hierarchy of information

Compose elements

Try to find balance between text an images

DIVINE is a tool for verification of
parallel C++ programs. By using

the LLVM compilation framework
with the Clang compiler and the
libc++ library it provides support Al
DIVINE for most of the standard C++ FACULTY
library and all the C++ language OF INFORMATICS
. : LLVM
features. DIVINE is rather efficient Masaryk University

when dealing with programs
without inputs (for example
test cases).



Typography

3 Choose typography

Find a way how to highlight the text - working with different styles (italic, bold,... )
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Case study

Good balance between
pictures and text
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How Visual Weight and
Direction Impact Design



Balance

Your composition needs to be in balance, whether symmetrical, asymmetrical, or radial.
You'll achieve this balance by placing elements of combined equal visual weight on either

side of the optical center

Dominance/Focal Points

Focal points are elements that attract the eye. They're elements of greater visual weight.
The dominant element of a design is the element with the greatest visual weight.

Flow

Through focal points, hierarchy, and visual direction you can lead the eye from one part of
your design to the next. You'll create a flow through your design.



Scale

Is generally considered to be the relative size of different objects. Here we can consider it in
the context of the relative visual weight of different objects.

Depth

Elements with greater visual weight appear to move forward in a design while visually
lighter elements recede into the background. We can use this understanding to create depth
in a design.

Proportion

Is the relationship in scale between elements. Different proportions in a composition relate
to different kinds of balance and can help establish visual weight and depth.

Hierarchy

By creating a scale of focal points or elements of different visual weights you can create
a hierarchy of design elements. The difference in visual weights is what makes certain
elements stand out improving scanability.
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