Sitovani ve Windows
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Workgroup

* Logické uskupeni politacu v siti, vsichni jsou si rovni (peer-to-peer)
« VSichni poclitale si udrzuji pouze svij ACL

« Zména nutnd vsude

* Decentralizovana sprava!

* Nepotiebuje server

« Jednoduché na provedeni

* Pro sit <10 pocitalu

P#evzato z MS MOC 2279




Homegroup

Spojeni 2 nebo vice pocitaci (obvykle v domacim prostreds),
které jsou automaticky nastaveny ke sdileni: souborit (hudby,
obrazku, videi, dokumenti), tiskaren a streamovani medii

VSechny pocitacde musi byt ve stejné podsiti
Chranéno heslem, stali ho zadat pouze jednou

Pro spravu PC na pracovisti vsak nepouZitelné (neumoziuje
centralni spravu, podrobné nastaveni opravnéni)

Prevzato z windowshelp.microsoft.com
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Wi-Fi

Advanced options

Airplane mode Manage Wi-Fi setting

Data usage
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*4 HomeGroup - 0o X

T *4 < Netw.. > HomeGr. v 0
Share with other home computers

.‘ There is currently no homegroup on the network.
With a homegroup, you can share files and printers with other

computers on your home network. You can also stream media to
devices.

The homegroup is protected with a password, and you'll always
be able to choose what you share.

Change advanced sharing settings

» HomeGroup troubl

Create a homegroup

Vytvoreni Homegroup

e
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Proxy
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Internet options

Windows Firewall

*4 HomeGroup - | X

T *4 « Netw.. > HomeGr.. v
Share with other home computers

" Simik on LAMA has created a homegroup on the network.
With a homegroup, you can share files and printers with other

computers on your home network. You can also stream media to
devices,

The homegroup is protected with a password, and you'll always
be able to choose what you share.

d shating settings.

up troubleshooter

Join now Close

Piipojeni do

Homegroup




Doména Active Directory

 Centralizovana sprava

+ Objekty bezpeiné uloZeny v jedné logické struktuie

+  Optimalizuje sitovy provoz

* Rozsititelnost

+ UZivatel se piihlasi jednim uctem a ma pristup
ke vsem prostredkim, na které wma opravnéni
v celé strukture

» Oddéleni logické struktury (domény, OU, objekty)
od fyzické struktury sité samotné




Jak Windows hleda sitové zdroje

» Network Discovery — pro malé sité a domaci
pouziti (pv. Media Center ve W7 najde Media
Center na Xbox 360)

» Preklad jymen pomoci Link Local Multicast Name
Resolution (LLMNR)

* The Link Layer Topology Discovery (LLTD)
Mapper

* Multicast protokol pro najiti cilovgch zarizeni (sdilena
slozka, tiskarna...) cilovyg pocitaé odpovi na zpravu -
WS -Discovery
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LLMNR

ClientB

(LLMNR query to FF02::1:3)
Address of ClientB?

ClientC
ClientA

ClientD
(Network Discovery
disabled)

Prevzato Training Kit (MCTS Exam70-642)

ClientB

ClientC

ClientA

ClientD
(Network Discovery
disabled)
ClientE



Jak Windows publikuje sitové zdroje

» LLTD Responder

« WS-discovery, Win7 pouziva Function Discovery Resource
Publication (FDRP) sluzbu

+ Klient objevuje prostredky, server oznamuje:

* HELLO pro kazdg zdroj pii spusténi s(uzbg, pri registraci nového

zdroje (obsahuje jméno, popis, doména Ci pr. skupina, sdileni' s read,
administrativini nejsou oznameny)

+ Redi poZadavky podle jména
* BYE pro kazdy zdroj pii ukonleni




Network Location Types

+ Public
» Network Discovery je zakazané, firewall blokuje vsechna nevyzadana
prichozi spojeni
* Private

« Urleno pro domaci pouziti, kde chei sdilet prostredky, ale nemam
k dispozici Active Directory DC

e Domain

» Kdyz se autentizuje k DC, Network Discovery a firewall zakdzané,
pocita se s vyuZitim Group Policy




Select a location for the "Panera’ network

‘Wirdows will sutomatically apply the comect network settings for the location.

Home
i Choose this for a home or similer location. Your computer is discoverable and
" you can see other computers and devices,

Work
i Choose this for a workplace or similar location. ¥Your cormputer is descoverable
“ and you can see other computers and devices,

Public location

e Choose this for awports, coffees shops, and other public places or f you are
directly connected to the Imtemet, Discovery of other computers and devices is
lirmited

Customize the name bocation type. and icon for the neteok

|—=| 3 m& NGO

Windows 7 vgbér umisténi site
Home | Work = Private

Public location = Public

Iintermet » Network and Shacing Center

v O Search Contiol Pane

View your basic network information and set up connections

View your active networks

wific
Public network

Change your networking settings

'Sa Set up @ Now CONNECHIon o network

Sat up a broadband, dial-up, or VPN conmction: of set L & router o access point

W Trogblesboot problems
- roublesboot problems

Access type Intermet
Connections: o Wi-Fi (wific)

Diagnose and repair network problems, or get troubleshooting information

Networks

wific

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

Wer wd allowing this on your

home and work networks, but not

public ones.

B [ - ]

Windows 10 vgbér umisténi sité




4 vrstvy sitovy model

OSI Model TCP/IP Model

" , * )
i Application Domain Name
System
. Application Application
l6. Presentation l L yors ::yp; m:dm ey
rotoco
l5, Session l
— 4 Simple Mail
Transfer Protocol
l4. Transport l l Transport I
Post Office
l3. Network l Data Flow Intemet Protocol
: Layers
l2, Data Link l N CD ﬁgic i
onfiguration
l1 Physical ] Access Protocol




SMB protokol

Klient-server protokol pro sdileng ptistup k prostredkim na siti
SMB v2 od Vista a Server 2008, v3 od Windows 8 a Server 2012
UNC sitoveé adresy \\jmeno_serveru\jmeno_zdroje

Advanced sharing settings

* File and Printer sharing — aktivuje moznost sdileni

PV prejmenovani nebo presunuti slozky se informace o sdileni
ztraci

Administrativni sdileni — neviditelné na siti, $




Opravneni sdilengch slozek

uZivatele pristupujici pres sit

' . UZivatelé wmohou zobrazit obsah
e Kombinu Jje se s NTES Read souboru, atributy a spustit

opravnénim, pouzije se to programy
nejvic restriktivni

Read + UZivatelé mohou vytvaret
a prepisovat soubory, zménit

o St (o al e pouze gy atributy, zobrazovat vlastnika a
v opravneni
nad SIOZkOM’ ne nad T [ Read + Change + ménit
souborem AURERAL opravnéni, pirevzit viastnictvi
+ VYjimka li'e sdileni uvnitv
uzivatelského profilu (Access-

Based Enumeration)




DLNA

* Digital Living Network Alliance
* Pro jednoduché sdileni multimédii v domaci siti
» Poclitace, mobilni zavizeni, AV zatizeni, herni zarizeni

* DLNA server pro sdileni — DMS (Digital Media Server)
* PC (aplikace 3. stran nap¥. Servio), NAS, mobil ...

* DLNA klient — DMP (Digital Media Player)

e AV receiver, TV, mobil, herni konzole, PC ...

o« Klient musi umét obsah prehrat




*§ HomeGroup

= v /M *§ > Control Panel > Network and Internet > HomeGroup v U Search Control Panel

Change homegroup settings

Libraries and devices you're sharing from this computer
= Pictures B Videos
L Music == Printers & Devices
Change what you're sharing with the homegroup
Allow all devices on this network such as TVs and game consoles to play my shared content

Other homegroup actions

View or print the homegroup password
© Change the password...

Leave the homegroup...

Change advanced sharing settings...

Start the HomeGroup troubleshooter

DLNA ve
Windows
Homegroup

Allow all devices on this
network as TVs and game
consoles to play my shared
content




Windows Firewall

- Windows Firawal it

Adval/\.ced Secu Vlty KdyZ se polital oveér

Domain DC
+ MuZe filtrovat prichozi Vétiinou méné pisné,
[ odchozi provoz odekdva se domdci, & SOHO
Private sit, pouzZivani NAT. Povolena
. . . pravidla pro network
Typy Er{av:de( kombm?(ce discovery
proto olu, portu, IP adresy, . Jindy

typ sit. rozhrani, programu,
sluzby, Ipsec metadat ...

« FW profily podle typu siteé




Transportni
virstva

* Vgbér transportniho
protokolu zavisi na pouzité
aplikaci

« Adresa v transportni vrstveé
prredstavuje Cislo portu

e

Prevzato z CISCO Networking Academy, CCNA




Internet vrstva

* [P protokol verze 4 a verze 6

» Co je IPv4 adresa?
¢+ 192.168.1.102 = 11000000 10101000 OOOOO00L 01100110
« 2 dasti: NetworkID, HostID

* Maska podsité

* Definuje, kde zaéina HostID
e 255.255.255.0=11111111 11111111 11111111 OOOOOOOO
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« CIDR (Classless Interdomain ~ 2eccccco 128
Routi ng ) 11000000 192
« Maska MVEMJ@ do Jaké Sfté 11100000 224
adresa patvi
11110000 240
e 147.251.43.97/28
/| 2z 11111000 248
odpovida masce
255.255.255.240 11111100 252
11111110 254

SEALaEa LAt aLat 255




Specialni adresy

Privatni adresy

+ 10000 - 10.255.255.255 (10.0.0.0/8)

+ 172.16.00 - 172.31.255255 (172.16.0.0/12)

+ 192.168.0.0 - 192.168.255.255 (192.168.0.0/16)

*  V{chozi cesta
+ 0000 - 0.255255.255 (0.0.0.0/8)

»  Loopback
.+ 127.000 - 127.255.255.255 (127.0.0.0/8)

« Lokalni adresy (Link-Local, APIPA)
.« 169.254.0.0 - 169.254.255.255 (169.254.0.0/16)

« Test-Net adresy 192.0.2.0 /24, Multicast 224.0.0.0/4




(Pv4 adresace

» Nejnizsi adresa v kazdé siti je adresa sité

\A P4

* Nejvyssi pak adresa broadcast

* Polet politalt v siti = 2/n — 2, kde n je poclet bith v HostID




(Pv4 adresace

« [P adresa zavizeni 147.251.48.37

e Maska sité 255255255224

« CIDR notace 147.251.48.37/27

« [P adresa binarne 10010011.11111011.00110000.00100101
« Maska binarné 11111111.11111111.11111111.121100000
« Adresa site 147.251.48.32/27

* Broadcast adresa 147.251.48.63/27

» Polet mozngch zavizeni v siti 2~5 - 2 = 30
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VLSM chart

* Zobrazeni posledniho oktetu
tabulkou

« Zeleng je p¥idéleny rozsah IP
adresniho prostoru




Konfigurace (statické) IP adresy

* Implicitné nastavené na autokonfiguraci — vyuzivda DHCP server

«  VEtsina politaci pres DHCP

DHCP Client DHCP Server
Vybrand nastaveni: i
lp address “TEBCED
* Default Gateway DHCP Request
» DNS server DHCP Acknowledge
Boot server

Pirevzato z CISCO Networking Academy, CCNA

Po startu vysle DHCPDiscover broadcast
DHCP posle DHCPOffer (IP, configurace)
Klient posle DHCPRequest vybranému DHCP serveru
DHCP posle DHCPPACK. oznameni, Ze IP adresa byla p¥idélena na néjakou dobu

*  Za uplynuti poloviny doby platnosti, se klient snazi nastaveni obnovit




Automatic Private |IP Addressing

* APIPA — konf. jednoduché LAN sité
» Jedina podsit, bez pripojeni do jiné
* 169.254.X.y

+ Defaultné povoleno

* Pro domaci pouziti

» Nastavi se pouze IP a maska!

* Proces APIPA
* Pokus o najiti DHCP, zvoli nahodnou IP, test této IP, nastaveni [P
* 3 lease TTL > O, pokus o obnoveni, pokus o kontaktovani vgchozi brany




Manuadlni konfigurace

Network and sharing center —> Change adapter settings (ncpa.cpl)

Ptiklad konfigurace pomoci netsh:

Netsh interface ipv4 set address ,Local Area Connection® dhcp
Netsh interface ipv4 set dnsserver ,Local Area Connection® dhcp

Netsh interface ipv4 set address ,Local Area Connection® source=static address=192.168.1.10 mask=255.255.255.0
gateway=192.168.1.1

Netsh interface ipv4 set dnsserver ,Local Area Connection® source=static address=192.168.1.2 register=primary

 Pt¥iklad konfigurace pomoci PowerShellu:

Set-NetlPInterface -InterfaceAlias “Local Area Connection” —-DHCP enabled
Set-DNSClientServerAddress —InterfaceAlieas “Local Area Connection” -ResetServerAddresses

New-NetIPAddress —IPAddress 192.168.1.10 —InterfaceAlias “Local Area Connection” —AddressFamily IPv4
—PrefixLength 24 —DefaultGateway 192.168.1.1

Set-DnsClientServerAddress -InterfaceAlias “Local Area Connection” -ServerAddresses 192.168.1.2




Alternativni konfigurace

Zastini proces APIPA

Pro mobilni PC, aby fungovala doma i v praci bez
rekonfigurace

Alternativa pro jedno misto, kde neni DHCP
Plnohodnotna konfigurace na rozdil od APIPA
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Prevzato z windows.microsoft.com
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Internet Connection
Sharing (ICS)

Sdileni ptipojeni mezi vice PC

* Host Computer

* Share (tab) ve viastnostech Network
Connection

« Musi mit vice sitovigch rozhrani

* SlouZi jako DHCP + NAT




ICS

* Pro sdileni ptipojeni pres WIFi adaptér vytvorit ad-hoc WIFi
sit
* Win 7: Network and Sharing Center -> Set up a new connection or
network -> Set up a wireless ad hoc network

« Win 10: netsh wlan set hostednetwork mode=allow ssid=jmeno key=heslo

netsh wlan start hostednetwork

» Adaptér musi podporovat Hosted Network, [ze zkontrolovat
pres netsh wlan show drivers




Network Connections

e Network Clients

« Umoznuji pripojeni politace s uréitou siti operaéniho systému (pv.
Pripojeni ke sdilené sloZce v siti Microsoft)

« Network Services

* Poskytuji dalsi viastnosti sitovgm spojenim (pi. vysdileni slozky)

e Network Protocols

* PC mize komunikovat skrze NC pouze za pouZiti protokoli




Network Access vrstva
* Pienos ramct a Siveni signdli v prenosovém médiu

MAC adresa - adresace na trovni L2 vrstvy Ethernetu

ARP = Protokol pro preklad MAC <-> IPv4

MAC adresa




Ndstroje pro Feseni problémi TCP/IP

* ipconfig — zobrazi nastaveni TCP/IP
« /all, /release, /renew, /flushdns

* Ping — konektivita zevnitv ven
* Ping Loopback, ip adresu, vgchozi branu, Internet ©

» Tracert — zkusi projit cestu postupné
» Pathping — jako Tracert

* zobrazi informace o ztraté paketi na jednotlivgch aktivnich prveich

* Arp — preklad IP <-> MAC adres
 NetStat — statistiky a spojeni




ARP poisoning

:NUsersSAdministrator?arp —a

nterface: 1922.168.2.55 —— Bxa

Internet Address
122.168.2.1
122.168.2.58
122.168.2 .52
1922.168.2.53
122.168.2 .64
122.168.2.28040
122 .168.2.255
224.8.8_.22

224 _.84.8_252
224.8.1.24

239 .255.255.2508
255.255.255.255

Physical Address

H8-18-8b—a4-89-2e
H0-19-db—4c—21-28
A8-18-8b—a4-89-2e
H8-18-8b—a4-09-2e
H8-1d-68—92c—-bh5-35
#8-84-5a—-7d-bh5-h8
Ffr—ff—ftf—ff-ff-f££
31-80-5e-H88-88-16
A1-80-5e-080-B0—-fc
H1-80-5e-880-81-18
A1-80-5e-?f-ff-fa
Ff—ff-ff-ff-ff-f££

Type
dynamic
dynamic
dynamic
dynamic
dynamic
dynamic
static
static
static
static
static
static




Strukturovanad kabelaz

* Ethernetovy kabel UTP Cat5e — pro 1 Gbps, v souéasné dobé
nejrozsivengjsi

« Konektor RJ45

+ Krimpovaci klesté pro konektor RJ45




Primy kabel (T568B)

* PC — Switch (prepinac)

T e , 4 6 « Switch — Router

i I < (smérovac)

A S\ B\ B\ .= A BN\ BN
Orang ‘ Blue Brown O range Blue 1 Brown
pair 2 | pairl pair 4 pair2 | pan pair 4
Green pair 3 SWNgR IO Green pair 3
= -‘;;w




Krouceny kabel (TS68B — TS68A)

« PC - PC

* PC — Router (Ethernet port)
« Switch — Switch

« Router — Router (Ethernet)

* Pzn. tzv. router pro domaci
pouziti neni router, ale
multifunkéni domdcil zarizeni
(switchoroutroaccesspoint ©)




Vytvoreni jednoduché domadci sité

¢ KO ( l'k l/V\a/ m Za ‘\;. l/Z@V\.I/ ? DHCP Server: () Disable () Enable

startiPAddress: | 192.168.1.100 |

P End IP Address: 192.168.1.199
: kabe [ A
Wl F l Address Lease Time: [360 \ minutes (1~2880 minutes, the default value is 120)

Default Gateway: H92716§171 l( optional)

0 P P ) Default Domain: ‘ ‘( optional)

* Privatni sitovy rozsah cimmoNS: 832400214 o)
SecondaryDNs: | 83.240.0.136  (optional)

» DHCP
« Zavizeni pro stalg provoz na siti?

e Vhodné vedeni kabelii

7 ‘ x f | ‘t
- ”1 __o. it —
okl T i S
__.___a._a.__.__g._‘__.i.__’""" "":..u' ”“ZJ .2 "_':‘ ‘:' " [ 4




Kritéria pro vibeér switche

¢« Cena \ ‘

* Kabel / Bezdratové e
\- o

* Rychlost

* Porty

* Rozsititelnost
* Moznosti spravy

e Funkce
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Pozvanka

* PV175 — Sprava MS Windows |

« podzim

 pracovni stanice

* PV176 — Sprava MS Windows Il
* jaro
« AD




