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Rozcvička: šifry
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Transpozičńı šifry
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Substitučńı šifry

K  O  Z  A

10 14 25  0

13 17  2  3
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+3
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HLEDEJPODLIPOU

Jednoduchá substituce - posun o 3 pozice

Substituce podle hesla

H
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7
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Řetězce a znaky – ukázky operaćı

"kos" * 3

"petr" + "klic"

text = "velbloud"

len(text)

text[0]

text[2]

text[-1]

ord(’b’)

chr(99)

str() – explicitńı p̌retypováńı na řetězec
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Uvozovky, apostrofy

jiné jazyky často: uvozovky pro řetězce, apostrofy pro
znaky

Python: lze použ́ıvat uvozovky i apostrofy

PEP8: hlavně konzistence
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Indexováńı od nuly

Proč indexujeme od 0?

částečně
”
historicky-technické“ důvody

ale i dobré
”
matematické“ důvody

Pro zájemce:

Why numbering should start at zero (Edsger W. Dijkstra)
http://www.cs.utexas.edu/users/EWD/transcriptions/EWD08xx/EWD831.html

http://programmers.stackexchange.com/questions/110804/why-are-zero-based-arrays-the-norm

https://www.quora.com/Why-do-array-indexes-start-with-0-zero-in-many-programming-languages
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Kódováńı

jak jsou znaky reprezentovány?
ASCII, ISO 8859-2, Windows-1250, Unicode, UTF-8, . . .
http://www.joelonsoftware.com/articles/Unicode.html

http://www.polylab.dk/utf8-vs-unicode.html

Python3 – Unicode řetězce

pro tento kurz:

ord, chr – p̌revod znak̊u na č́ısla a zpět
anglická abeceda má p̌rǐrazena po sobě jdoućı č́ısla

for i in range(26):

print(chr(ord(’A’)+i))
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Řetězce – pokročileǰśı indexováńı

(specifické pro Python)

text = "velbloud"

text[:3] # prvnı́ 3 znaky

text[3:] # od 3 znaku dále

text[1:8:2] # od 2. znaku po 7. krok po 2

text[::3] # od začátku do konce po 3
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Řetězce – změny

neměnitelné (immutable) – rozd́ıl oproti seznamům a
oproti řetězc̊um v některých jiných jazyćıch

změna znaku – vytvǒŕıme nový řetězec

text = "kopec"

text[2] = "n" # chyba

text = text[:2] + "n" + text[3:]
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Řetězce: daľśı operace

text = "i Have a dream."

print(text.upper())

print(text.lower())

print(text.capitalize())

print(text.rjust(30))

print("X", text.center(30), "X")

print(text.replace("dream", "nightmare"))

... a mnoho daľśıch, v́ıce později, p̌ŕıp. viz dokumentace

Pozn. objektová notace
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Př́ıklad: Transpozice (rozcvička 1)

úkol: p̌repis textu do N sloupc̊u

p̌ŕıklad vstupu a výstupu:

CESKATREBOVA, 2
C S A R B V

E K T E O A
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Transpozice (rozcvička 1)

def cipher_columns(text, n):

for i in range(n):

for j in range(len(text) // n + 1):

position = j * n + i

if position < len(text):

print(text[position], end="")

print()
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Transpozice (rozcvička 1), kraťśı varianta

Za využit́ı notace specifické pro Python:

def cipher_columns(text, n):

for i in range(n):

print(text[i::n])
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Caesarova šifra (rozcvička 3)

substitučńı šifra – posun v abecedě

vstup: text, posun

výstup: zašifrovaný text

BRATISLAVA, 1 → CSBUJTMBWB
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Caesarova šifra – řešeńı

def caesar_cipher(text, n):

result = ""

text = text.upper()

for i in range(len(text)):

if text[i] == " ":

result = result + " "

else:

c = ord(text[i]) + n

if (c > ord("Z")): c = c - 26

result = result + chr(c)

return result

Pozn. Řešeńı má nedostatky – zkuste naj́ıt a vylepšit.
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Caesarova šifra – rozlomeńı

máme text zašifrovaný Caesarovou šifrou (s neznámým
posunem)

jak text dešifrujeme?

p̌ŕıklad: MPKTWTDVLVELMZCF

jak to udělat, aby program vrátil jen jednoho kandidáta?
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Caesarova šifra – rozlomeńı
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Vigenèrova šifra

substituce podle hesla –
”
sč́ıtáme“ zprávu a heslo

vhodné cvičeńı

rozlomeńı Vigenèrovovy šifry?
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Seznamy (pole) – motivace

řazeńı student̊u podle bodů na ṕısemce

reprezentace herńıho plánu (pǐskvorky, šachy)

frekvence ṕısmen v textu
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Frekvenčńı analýza nevhodně

def frequency_analysis(text):

text = text.upper()

freqA = 0

freqB = 0

freqC = 0

for letter in text:

if letter == ’A’:

freqA += 1

elif letter == ’B’:

freqB += 1

elif letter == ’C’:

freqC += 1

print(’A’, freqA)

print(’B’, freqB)

print(’C’, freqC)
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Seznamy (pole)

0 1 2 3 4

”
v́ıce položek za sebou v pevném pǒrad́ı“

indexováno od nuly

základńı koncept dostupný ve všech jazyćıch, běžně

”
pole“ (array), položky stejného typu, pevně daná délka

seznamy v Pythonu – obecněǰśı (ale pomaleǰśı)

Python a pole – knihovna NumPy (nad rámec IB111)
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Seznamy v Pythonu

0 1 2 3 4
-1-2-3-4-5

variabilńı délka

položky mohou být r̊uzného typu

indexováńı i od konce (pomoćı záporných č́ısel)
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Seznamy: použit́ı v Pythonu

s = [] # deklarace prázdného seznamu

s = [3, 4, 1, 8]

s[2] # indexace prvku, s[2] = 1

s[-1] # indexace od konce, s[-1] = 8

s[2] = 15 # změna prvku

s.append(6) # přidánı́ prvku

s[1:4] # indexace intervalu, s[1:4] = [4, 15, 8]

len(s) # délka seznamu, len(s) = 5

t = [3, "pes", [2, 7], -8.3]

# seznam může obsahovat různé typy

list() – p̌retypováńı na seznam
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Seznamy: konvence zápisu (PEP8)

mezera se dělá: za čárkou

mezera se nedělá: p̌red čárkou, na
”
okraj́ıch“
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Python: seznamy a cyklus for

cyklus for – p̌res prvky seznamu∗

range – vraćı seznam∗ č́ısel

typické použit́ı: for i in range(n)

ale můžeme ťreba:

for animal in ["dog", "cag", "pig"]: ...

for letter in "hello world": ...

(*) ne úplně p̌resně – z důvodu efektivity se použ́ıvaj́ı generátory a

speciálńı
”
range object“, v p̌ŕıpadě poťreby použijte explicitńı p̌retypováńı

na seznam: list(range(10))
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Objekty, hodnoty, aliasy – stručné varováńı

a = [1, 2, 3]

b = [1, 2, 3] nebo b = a[:]

a = [1, 2, 3]

b = a

[1, 2, 3]

[1, 2, 3]

[1, 2, 3]a

b

a

b

parametry funkćı – pouze voláńı hodnotou
(na rozd́ıl nap̌r. od Pascalu: voláńı hodnotou a odkazem)

měnitelné objekty (nap̌r. seznam) však funkce může měnit

mělká vs hluboká kopie

v́ıce později
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Vizualizace běhu programu

http://www.pythontutor.com/

vhodné nap̌r. pokud je nejasný některý z p̌ŕıkladů ve slidech
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N-tice - stručné p̌redstaveńı

n-tice (tuples)

neměnitelná varianta seznamů

kulaté závorky ḿısto hranatých (někdy lze vynechat):
t = (1, 2, 3)

neměnitelné podobně jako řetězce

typické užit́ı:

soǔradnice: (x, y)

barva: (r, g, b)

použit́ı pro p̌rǐrazeńı: a, b = b, a
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Př́ıklad: výpočet pr̊uměrné hodnoty

def average1(num_list):

total = 0

for i in range(len(num_list)):

total += num_list[i]

return total / len(num_list)

def average2(num_list):

total = 0

for x in num_list:

total += x

return total / len(num_list)

def average3(num_list):

return sum(num_list) / len(num_list)
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Ilustrace práce se seznamem

def divisors_list(n):

divisors = []

for i in range(1, n+1):

if n % i == 0:

divisors.append(i)

return divisors

divisors24 = divisors_list(24)

print(divisors24)

print(len(divisors24))

for x in divisors24: print(x**2)
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Frekvenčńı analýza nevhodně

def frequency_analysis(text):

text = text.upper()

freqA = 0

freqB = 0

freqC = 0

for letter in text:

if letter == ’A’:

freqA += 1

elif letter == ’B’:

freqB += 1

elif letter == ’C’:

freqC += 1

print(’A’, freqA)

print(’B’, freqB)

print(’C’, freqC)
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Frekvenčńı analýza lépe

def frequency_analysis(text):

text = text.upper()

frequency = [0 for i in range(26)]

for letter in text:

if ord(letter) >= ord(’A’) and\

ord(letter) <= ord(’Z’):

frequency[ord(letter) - ord(’A’)] += 1

for i in range(26):

if frequency[i] != 0:

print(chr(ord(’A’)+i), frequency[i])
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Simulace volebńıho pr̊uzkumu – nevhodné řešeńı

def survey(size, pref1, pref2, pref3):

count1 = 0

count2 = 0

count3 = 0

for i in range(size):

r = random.randint(1, 100)

if r <= pref1: count1 += 1

elif r <= pref1 + pref2: count2 += 1

elif r <= pref1 + pref2 + pref3: count3 += 1

print("Party 1:", 100 * count1 / size)

print("Party 2:", 100 * count2 / size)

print("Party 3:", 100 * count3 / size)

34 / 60



Simulace volebńıho pr̊uzkumu – lepš́ı řešeńı

def survey(size, pref):

n = len(pref)

count = [0 for i in range(n)]

for _ in range(size):

r = random.randint(1, 100)

for i in range(n):

if sum(pref[:i]) < r <= sum(pref[:i+1]):

count[i] += 1

for i in range(n):

print("Party", i+1, 100 * count[i] / size)

Toto řešeńı má stále nedostatky (po stránce funkčnosti) –
zkuste dále vylepšit.
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Převod do Morseovy abecedy

vstup: řetězec

výstup: zápis v Morseově abecedě

p̌ŕıklad: PES → .--.|.|...
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Převod do Morseovy abecedy nevhodně

def to_morse_poor(text):

result = ’’

for i in range(len(text)):

if text[i] == ’A’: result += ’.-|’

elif text[i] == ’B’: result += ’-...|’

elif text[i] == ’C’: result += ’-.-.|’

elif text[i] == ’D’: result += ’-..|’

# etc

return result
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Převod do Morseovy abecedy: využit́ı seznamu

morse = [’.-’, ’-...’, ’-.-.’, ’-..’] # etc

def to_morse(text):

result = ’’

for i in range(len(text)):

if ord(’A’) <= ord(text[i]) <= ord(’Z’):

c = ord(text[i]) - ord(’A’)

result += morse[c] + ’|’

return result

(ještě lepš́ı řešeńı: využit́ı slovńıku – bude později)
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Převod z Morseovy abecedy

def find_letter(sequence):

for i in range(len(morse)):

if morse[i] == sequence:

return chr(ord(’A’) + i)

return ’?’

def from_morse(message):

result = ’’

sequence = ’’

for symbol in message:

if symbol == ’|’:

result += find_letter(sequence)

sequence = ’’

else:

sequence += symbol

return result 39 / 60



Split – seznam z řetězce

split – rozděĺı řetězec podle zadaného oddělovače, vrát́ı
seznam

>>> vowels = "a,e,i,o,u,y"

>>> vowels.split(",")

[’a’, ’e’, ’i’, ’o’, ’u’, ’y’]

>>> message = ".-..|---|-..|.-"

>>> message.split("|")

[’.-..’, ’---’, ’-..’, ’.-’]
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Př́ıklad – nač́ıtáńı vstupu od uživatele

>>> input_string = input()

3 7

>>> xstring, ystring = input_string.split(" ")

>>> x = int(xstring)

>>> y = int(ystring)
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Výškový profil

mapy.cz
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Výškový profil

heights_profile([3, 4, 5, 3, 4, 3, 2, 4, 5, 6, 5])

#

# # # #

# # # # # # #

# # # # # # # # # #

# # # # # # # # # # #

# # # # # # # # # # #

Ascent 7

Descent 5
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Výškový profil

def heights_profile(heights):

for v in range(max(heights)):

for i in range(len(heights)):

if heights[i] >= max(heights) - v:

print("#", end=" ")

else:

print(" ", end=" ")

print()

print()
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Výškový profil

def elevation(heights):

ascent = 0

descent = 0

for i in range(len(heights)-1):

if heights[i] < heights[i+1]:

ascent += heights[i+1] - heights[i]

else:

descent += heights[i] - heights[i+1]

print("Ascent", ascent)

print("Descent", descent)
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Pascal̊uv trojúhelńık

1
1 1

1 2 1
1 3 3 1

1 4 6 4 1
1 5 10 10 5 1

Explicitní vzorec

Rekurzivní vztah
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Pascal̊uv trojúhelńık

def get_next_row(row):

next_row = [1]

for i in range(len(row)-1):

next_row.append(row[i]+row[i+1])

next_row.append(1)

return next_row

def pascal_triangle(n):

row = [1]

for i in range(n):

print(row)

row = get_next_row(row)
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Kompaktńı zápis

pro zaj́ımavost:

def get_next_row(row):

return [1]+[sum(p) for p in zip(row, row[1:])]+[1]
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Prvoč́ısla

dělitelné jen 1 a sebou samým

p̌redmět zájmu matematik̊u od pradávna, cca od 70. let i
důležité aplikace (moderńı kryptologie)

problémy s prvoč́ısly:

výpis (počet) prvoč́ısel v intervalu
test prvoč́ıselnosti
rozklad na prvoč́ısla (hledáńı dělitel̊u)
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Výpis prvoč́ısel p̌ŕımočǎre

def print_primes(how_many):

n = 1

while how_many > 0:

if len(divisors_list(n)) == 2:

print(n, end=" ")

how_many -= 1

n += 1

print()
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Odbočka: test prvoč́ıselnosti, kryptografie

Test prvoč́ıselnosti:

zkouš́ıme všechny možné dělitele od 2 do n − 1

vylepšeńı:

děĺıme pouze dvojkou a lichými č́ısly
děĺıme pouze dvojkou a č́ısly tvaru 6k ± 1
děĺıme pouze do

√
n
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Test prvoč́ıselnosti: chyťreǰśı algoritmy

náhodnostńı algoritmy

polynomiálńı deterministický algoritmus (objeven 2002)

(vysoce) nad rámec tohoto kurzu

uḿı se to dělat rychle
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Rozklad na prvoč́ısla

rozklad na prvoč́ısla = faktorizace

naivńı algoritmy:

pr̊uchod všech možných dělitel̊u
zlepšeńı podobně jako u test̊u prvoč́ıselnosti

chyťreǰśı algoritmy:

složitá matematika
aktivńı výzkumná oblast
neuḿı se to dělat rychle
max cca 200 ciferná č́ısla
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Př́ıklad aplikace: asymetrická kryptologie

http://en.wikipedia.org/wiki/Public-key_cryptography
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Asymetrická kryptologie: realizace

jednosměrné funkce

jednoduché vypoč́ıtat jedńım směrem
obt́ıžné druhým (inverze)
ilustrace: ḿıcháńı barev

RSA (Rivest, Shamir, Adleman) algoritmus

jednosměrná funkce: násobeńı prvoč́ısel (inverze =
faktorizace)
věrejný kĺıč: součin velkých prvoč́ısel
bezpečnost ∼ nikdo neuḿı provádět efektivně faktorizaci
využit́ı modulárńı aritmetiky, Eulerovy věty, ...
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Eratosthenovo śıto

problém: výpis prvoč́ısel od 2 do n

algoritmus: opakovaně provád́ıme

označ daľśı neškrtnuté č́ıslo na seznamu jako prvoč́ıslo
všechny násobky tohoto č́ısla vyškrtni
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Eratosthenovo śıto

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

31 32 33 34 35 36 37 38 39 4021 22 23 24 25 26 27 28 29 30

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

31 32 33 34 35 36 37 38 39 4021 22 23 24 25 26 27 28 29 30

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

1. krok

2. krok

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

31 32 33 34 35 36 37 38 39 4021 22 23 24 25 26 27 28 29 30

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

3. krok

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

31 32 33 34 35 36 37 38 39 4021 22 23 24 25 26 27 28 29 30

41 42 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60

4. krok
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Eratosthenovo śıto

def reset_multiples(is_candidate, i):

k = 0

while k < len(is_candidate):

is_candidate[k] = 0

k += i

def eratosthenes(n):

is_candidate = [1 for _ in range(n)]

for i in range(2, n):

if is_candidate[i]:

print(i, end=" ")

reset_multiples(is_candidate, i)

Pozn. Všimněte si, že funkce měńı seznam.
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Zaj́ımavosti

prvoč́ısla – Ulamova spirála

Pascal̊uv trojúhelńık – obarveńı podle sudosti –
Sierpińského trojúhelńık

Vi Hart: Doodling in math: Sick number games
https://www.khanacademy.org/math/recreational-math/vi-hart/doodling-in-math/v/

doodling-in-math-sick-number-games
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Shrnut́ı

Seznamy, řetězce:

základńı operace

ukázky použit́ı

kryptografické p̌ŕıklady (historické) a souvislosti (moderńı)

Př́ı̌stě: Vyhledáváńı, řadićı algoritmy
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