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Security by Design

*Defects in design

*Lack of background in cybersecurity

*Security is often considered last

*Reactive patching is not enough
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Security Modeling

*Model-Driven Security

*UML profiles

*Aspect-Oriented Modeling

*Domain Specific Languages
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Security Modeling —Model-Driven Security

*Subset of Model-Driven Development
*Semi-automatic transformations between models

Model verification

. Abstract Concrete Code and/or
Requirements
model model Tests
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Security Modeling— UML profile

Extension to UML

*Stereotypes

*Tagged values

*Constraints
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Security Modeling — Aspect-Oriented Modeling

Separation of concerns

*Security concerns (aspects)
*Independently modelled
Integrity
*Encapsulated
Access Control Confidentiality
*Weaving together

Business
concern
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Security Modeling Methods



UMLsec

*Formulated by J. JUrjens

*UML profile — an extension for security modeling
*Considered as most mature approach

*Support for formal model verification
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UMLsec— Concerns

*Confidentiality *Access Control
*Integrity *Information Flow
* Authenticity Fair Exchange
*Non-Repudiation *Etc.
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UMLsec — Example

secure links subsystem dependency security  enforces secure
matched by links communication links
secrecy dependency read & Threats,(s) assumes secrecy
Internet link Internet connection
encrypted link encrypted connection

*Threat rules:
*Internet - Threats,(s) € {delete,read, insert}
*encrypted - Threats,(s) € {delete}
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UMLsec — Example

«secure links»
remote access

client machine | «secrecy» | server machine
get_password JRh ST
: «call»  "Tr----L
client apps web server
browser access control
«Internet»
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UMLsec — Example

«secure links»
remote access

client machine | «secrecy» | server machine
get_password JRh ST
: «call»  "Tr----L
client apps web server
browser access control
«Iaternets

«encryped» -
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UMLsec—Example

secure dependency subsystem «call» and «send» structural interaction
respect data security  data security

critical object critical object

secrecy critical Secrecy of data
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UMLsec—Example

«secure dependency» I_I_I

Key generation

newkey(): Key «interface»
Random number L.
Key generator «critical»
Random generator random(): Real {secrecy={newkey(),random()}
seed: Real P R
random(): Real «cally  [-newkey(): Key
ully
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UMLsec—Example

«secure dependency» I_I_I

Key generation

newkey(): Key «interface»
Random number

Key generator «criticz
Random generator random(): Real {secrecy={newkey()

seed: Real X g .

-
- ~§

random(): Real \ «eally [-newkey(): Key
\

«critical»\

fsecrecy=frandom()}}
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SECTET

*UML profile

*Object Constraint Language

*Aimed at distributed, inter-organizational workflows

*Model-Driven
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SECTET

*Workflow view
* Global workflow
*Local workflow

*Interface view
* Document model
*Interface model
*Role model
* Access model
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SECTET - Example

*Global workflow model

Eecunly Feguirements » R
conlexl pocess edAS | ProcessedAs

sell Confidentialily ={
skl arnuallincome |
sl lchant D)

sell Integrily ={{=sell )
sell HonRepudiation ={ {self] )

Annual
Sitatement

Cl?jnt @%.

Infermation

send Confirmation

Municipa lity

receiveP rocessedAS

v

TaxAdvisor
/__ receivefnnualstatement _\
o
S~ —-// processedAS 4’( o
— 'L — _...-"""'" T——
If-"'ﬂ_ sendProcessedAS \
o /1.\ -
- - _ notification '\\E_cj_

sendNotification

N

-
—“‘\\
/

sERcUfily Requiremeants »
context notification : M olification

sell Confidentiality = {
skl annuallncomea |

el slient 10
1
sell Infegaly ={ (self }
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SECTET - Example

*BPEL file for each partner-role

*Security configuration

<process name="Sectino_ TaxAdvisor LWEM">
<partnerLinks>
<partnerLink name="MS_Provider" partnerLinkType="Municipality LWfM"
partnerRole="Municipality LWEM"/>
<partnerLink name="TS_ Provider" partnerLinkType="TaxAdvisor LWfM"
partnerRole="TaxAdvisor LWfMRequester"
myRole="TaxAdvisor LWfMProvider" />
</partnerLinks>
<variables>
<variable name="input" messageType="AnnualStatement" />
<variable name="output" messageType="Confirmatiomn"/>
<variable name="input MU' messageType="Processedas"/>
<variable name="output_ MU' messageType="Hotificatiomn"/>
</variables>
<sequence name="main'">
<receive name="receiveInput" partnerLink="TS_ Provider"
portType="TaxAdvisor LWEM"
operation="sendAnnualStatement" variable="input" createInstance="yes" />
<invoke // !!! INSERT CALLS TO LOCAL SERVICES !!! //>
<invoke partnerLink="MS Provider" portType="Municipality LWEM"
operation="sendProcessedaAs" inputVariable="input MU"
outputVariable="output_MU" name="sendProcessedAs"/>
<invoke // !!! INSERT CALLS TO LOCAL SERVICES !!! //>
<invoke name="callbackClient" partnerLink="TS_ Provider"
portType="TaxAdvisor_ LWfMCallback"
operation="onResult" inputVariable="output"/>
</sequence>
</process>

Policyset {(target=<annualsStatement>)
PolicysSet { target=<outbound>
Policyset {(target=<processedAs>)

Policy (Aspect = "Confidentiality”) {
Rule {
Signature-Algorithm = VRSA-SHAL",
Hodel = “/self/annualIncome’,
Node2 = “'/self/clientID”,
Recipient = “Municipality”} }
Policy (Aspect = "Integrity”) {
Rule {
Signature-Algorithm = “RSA-SHA1l",
Nodel = “/self/*,
Recipient = ‘“Municipality”}
H
PolicysSet { target=<inbound>
PolicySet { (target=<processedAs>)

Policy (Aspect = "Qualified Sign”) {
Rule {
Signature-Algorithm = “RSA-SHAl",
Hodel = “/self/",
Source = “Municipality”
Signatories = 2}

11}
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UML4SOA-NFP

*UML profile

*Extension to UML4SOA

*Aimed on Service Oriented Architectures

*Non-functional requirements
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UML4SOA-NFP

*Performance *Security
 Confidentiality
*Integrity

*Dependability *Non-repudiation
*Privacy

_ _ * Access Control
*Reliable messaging
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UML4SOA-NFP — Example

<<participant>=>

ApplicationCreatorinstance :

ApplicationCreator

<<participant>=> =
ApplicationValidatorinstance
: ApplicationValidator
requester provider

creationValidationContractinstance2

<<nfContract>>

<<servicelnterface>>
i "Iv'dlid!lul 2er '.

A

agreed | Appli

: CreationValidationContract

: ApplicationValidationService

<<nfCharacteristics>>
performanceCharacteristicsinstance :

PerformanceCharacteristics

<<nfCharacteristics>>

reliableMessagingCharacterists :

h et
istics

R

A

<<nfDimension>>

responseTimelnstance :

ResponseTime

averageRespTime = 4
maxRespTime = 8

<<nfDimension>>
msgSemanticsinstance :

<<nfDimension>>
timinglinstance : Timing

MsgSemantics

retransmissioninterval = 10000

needsAck = frue

filterDuplicates = true
maxNumberofRetrans = 3

timeout = 60

Throughput

<<nfDimension>>
Throughputinstance :

maxThroughput = 20

guaranteedThroughput = 10

<<nfCharacteristics>>
securityCharacteristicsinstance
: SecurityCharacteristics

/

<<nfDimensions> <<nfDimension>>
encryptioninstance : digitalSignaturelnstance
Encryption : DigitalSignature

encryptAlgorithm = "default”
encryptBody = true
encryptHeader = false

signAlgorithm = "default”
signBody = true

<<nfDimension>>
authenticationlnstance :
Authentication

authToken = "usemame"

<<nfDimension=>=>
timestamplnstance :

Timestamp

/

useTimestamp = true

signHeader = false

encryptSignature = false

O
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UML4SOA-NFP — Example

<?xml version='1.0'?>

<service name="ApplicationValidationService">
<operations>
</operations>

<wsp:Policy wsu:Id="ApplicationValidationServiceSecurityPolicy"

xmlns:wsu="http://docs.ocasis-open.org/wss/
2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
xmlns:wsp="http://schemas.xmlsocap.org/ws/
2004/09/policy">
<wsp:ExactlyOne>
<wsp:All>
<sp:Authentication
xmlns:sp="http://schemas.xmlsoap.org/ws/
2005/07/securitypolicy">
<wsp:Policy>
<wsp:authToken>
<wsp:Policy>
<sp:Username/>
</wsp:Policy>
</wsp:authToken>
</wsp:Policy>
</sp:Authentication>
~ N N
<sp:Timestamp
<wsp:Policy>
<wsp:useTimestamp/>
</wsp:Policy>
</sp:Timestamp>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>
<wsp:Policy wsu:Id="ApplicationValidationServiceRMPolicy"
s:wsp="http://schemas.xmlsoap.org/ws/2004/09/policy"
:wsu="http://docs.ocasis-open.org/wss/2004/01/0asis-200401
-wss-wssecurity-utility-1.0.xsd"
xmlns:wsrm="http://ws.apache.org/sandesha2/policy">
<wsp:ExactlyOne>
<wsp:All>
<wsrm: filterDuplicates>true</wsrm:filterDuplicates>
<wsrm:needsAck>true</wsrm:needsAck>
<wsrm:maxNumberOfRetrans>3</wsrm: maxNumberOfRetrans>
<wsrm:retransInterval>10000</wsrm:retransInterval>
<wsrm: timeout>60</wsrm: timeout>
</wsp:All>
</wsp:ExactlyOne>
</wsp:Policy>
</service>
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AOMsec

*Aspect-Oriented approach

*UML profile

*Non-functional requirements

*Model-Driven
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AOMsec —Example

<< scenario >>
Record Vehicle Entry
<<functional >> I'messagen. |
sd Record << gspeci >>  , Measaged, t
<<bind>> |edBRecrnnneaTina/ =T el

sd ResponseTime I i

JolGate CentraiSyster || [FECOTC_vehicle, — —
data_recorded, t2] A 8 & daslnoe‘ean e

I
mzcord vehdm.daml

U data_recorded .CI t ITI
t
rl [record_vehicle]

' << bind >>
[data_recorded) |
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AOMsec — Example

wcomponente
CentralSystem

CentralSystemPort

agspecte
cantralSystem.IntegrityHandlar

«aspecte

JellGatePort

xcomponents
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Sec@Runtime

*Aspect-Oriented approach

*UML profile

*Runtime weaving

*Platform and toolset
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.
SecureDWs

*UML profile

*Aimed at Data Warehouses

*Tackles auditing concern

* Access control, privacy, integrity, etc.
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SecureDWs —Example

LogType class Specifies if access  Attempt
should be recorded

LogCond class Specifies condition  OCLExpression
when is access
recorded

ExceptSign class Allow/deny access  {+,-}
if constraint
applies

InvolvedClasses class Constraint Set(OCLType)
applicable if query
contains given
classes
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SecureDWs—Example

1 AN 2 AN
involvedClasses = (Patient
{nebvedClusa = Do, Digross.goup, Pai) TS vl ot o 10058 o TS ok
‘cancer or self diagnosis diagnosis _grow.dtwium 'AIDS' " -
then TS else S) . e
.
' 3
\ i
.\ Admission {SL=5..TS; SR = Health, Admin} {logType = mwmm}j
4 B N otype e
& cost {SR = Admin} e
{invohvedClasses = (Diagnasis, Diagnosis_group, Patient)} ':' &
{ ep(Sp ¢
{exceptCond = (xef.dagmuls heskhArea <> '0' k
userProfile workongArea)} - 0.
S
{unpts'm =4)
1 erceptCond = (selfname =
1 T 5 UserProfile.name)}
|2 L4 —
Diagnosis {SL= S; SR = Health) Patient {SL = S; SR = Health, Admin} ’_.-"
<{0ID)codeDiagnosis ¢{0D)sm LT
(D) desaription & (D) name -
Ohenkhioe & dats OfRirth.
HealidFron & address (SR = Adnin)
S lidTo e (SR = Health}
." T
UserProfile
%u-Codc
1 name
& seomityLevsl
Qsmn‘qnois
Diagnosis SLmC it A ho
L=
agnosis_group (SL = C} 2(0D)code & "mi.
2{0ID)code (D mame Qamt:amm
& (D )desaiption & popalaion &
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Forensic Readiness
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What is Forensic Readiness?

Definition by J. Tan (2001)
* Maximizing the usefulness of incident evidence data
* Minimizing the cost of forensics during an incident response

Systematic preparation for forensic investigation

*Proactive measures
* Opposed to actual investigation, which is reactive

*Increases likelihood of successful investigation —
sy
lasaris



Forensic Readiness in Software Engineering

*Formulated by Pasquale et al. (2018)

*Prepare software system during its development
* Forensic-by-design

*Support for:
* Proactive evidence securing
*Data provenance
* Ensuring chain of custody

*Non-functional requirement ~
| L | .
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Forensic Readiness Concerns

*Availability
*Relevance
*Minimality
*Linkability
*Completeness
*Non-repudiation

*Data provenance

Legal compliance
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Forensic Readiness Concerns Meets Security

Partial overlap with security concerns

*Typically specialized applications of concerns

Difference between technical and legal understanding
*Both needs to be addressed
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Forensic Readiness Concerns Meets Security

*Availability
*Relevance
*Minimality
*Linkability
*Completeness
*Non-repudiation
*Data provenance
*Legal compliance

ally .
lasaris



Relevant Security Modeling Methods

UMLsec General UML profile Integrity, Non-repudiation

SECTET Distributed workflows UML profile Integrity, Non-repudiation

AOMsec General AOM, UML profile Integrity

Sec@Runtime General AOM, UML Integrity

SecureDWs Data Warehouses UML profile Integrity, Non-repudiation,
Auditing

UML4SOA-NFP SOA UML profile General non-functional

requirements
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Relevant Security Modeling Methods

e UMLsec

* Most promising basis

* AOMsec

 Lower overhead for designer
* Patterns

*SecureDWs
* Auditing description
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Conclusion

Security-by-design is important to avoid defects
* Similar motivation for forensic readiness

*Secure modeling methods are promising
in forensic readiness
*There are overlaps in concerns
* Although they are not directly applicable
* They can be used as a basis for forensic readiness modeling

ally .
lasaris



References

* JUrjens J. (2002) UMLsec: Extending UML for Secure Systems Development. In: Jézéquel JM.,
Hussmann H., Cook S. (eds) <KUML>> 2002 — The Unified Modeling Language. UML 2002.
Lecture Notes in Computer Science, vol 2460. Springer, Berlin, Heidelberg

 Hafner, Michael, Ruth Breu, Berthold Agreiter and Andrea Nowak. "SECTET - An Extensible
Framework for the Realization of Secure Inter-Organizational Workflows.” WOSIS (2006).

* Gilmore, Stephen & Gonczy, Laszlo & Koch, Nora & Mayer, Philip & Tribastone, Mirco & Varro,
Daniel. (2010). Non-functional properties in the model-driven development of service-oriented
systems. Software and System Modeling. 10. 287-311. 10.1007/510270-010-0155-Y.

* Sanchez, Pablo & Moreira, Ana & Fuentes, Lidia & Araujo, Jodao & Magno, José. (2010). Model-
driven development for early aspects. Information & Software Technology. 52. 249-273.
10.1016/j.infsof.2009.09.001.

 Eduardo Fernandez-Medina, Juan Trujillo, Rodolfo Villarroel, and Mario Piattini. 2007.
Developing secure data warehouses with a UML extension. Inf. Syst. 32, 6 (September 2007),
826-856. DOI=http://dx.doi.org/10.1016/].i5.2006.07.003

ally .
lasari



