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Chapter 5 - Sections & Objectives SMB

5.1 Basic Switch Configuration

5.2 Basic Device Configuration

» Configure the management virtual interface on a switch.
» Configure the port security feature to restrict network access.



5.1 Configure a Switch with
Initial Settings



Switch Boot Sequence

» Power-on self-test (POST), a program stored in ROM, executes and checks hardware like
CPU and RAM.

« The boot loader, also stored in ROM, runs and initializes parts within the CPU, initializes
the flash file system, and then locates and loads an 10S image.

» The IOS image can be defined within the BOOT environment variable.

« If the variable is not set, the switch scours through the flash file system searching for an
executable image file, loading it into RAM, and launching it if found.

« If an executable image file is not found, the switch shows the prompt switch: where
a few commands are allowed in order to provide access to operating system files found in
flash memory and files used to load or reload an operating system.

 If an I0S operating system loads, the switch interfaces are initialized and any commands
stored in the startup-config file load.

I The startup-config file is stored in NVRAM. l



Switch Boot Sequence (Cont.)

S1 (config) # boot system flash:/c2960-lanbasek9-mz.150-2.SE/c2960-lanbasek9-mz.150-2.SE.bin

Command

Storage Device

Path to location in file system

0000

Filename of 10S




Recovering From a System Crash

= The boot loader prompt can be accessed through a console connection to the switch:

1. Cable the PC to the switch console port.

2. Configure the terminal emulation software on the PC.

3. Unplug the switch power cord.

4. Reconnect the power cord and at the same time or within 15 seconds, press and hold the Mode button
on the front of the switch until the System LED turns an amber color briefly and then turns a solid green.

= The boot loader command prompt is switch: (instead of Switch>).

* The commands available through the boot loader command prompt are limited.
« Use the help command to display the available commands.

switch: dir flash:
Directory of flash:/

-rwx 11607161 Mar 2013 03:10:47 +00:00 c2960-lanbasek9-mz.150-2.85E.bin
-rwx 1809 Mar 2013 00:02:48 +00:00 config.text
-TWX 1919 Mar 2013 00:02:48 +00:00 private-config.text

6 -rwx 59416 Mar 2013 00:02:49 +00:00 multiple-fs

32514048 bytes total (20841472 bytes free)



Switch LED Indicators

= System LED shows if the switch has
power applied.

= Port LED states:

Off — no link or shut down
Green — link is present A
Blinking green — data activity

Alternating green and amber — link fault
A> > A>

Amber — port is not sending data;
common for first 30 seconds of
connectivity or activation

Blinking amber — port is blocking to
prevent a switch loop

Catalyst 2960 Switch LEDs

e
CiI5C0O
SYST
RPS
STAT
DUPLX
SPEED
PoE

MODE

== B M- R S | I R VX RS )

The system LED

The RPS LED (if RPS is supported on the switch)

The port status LED (This is the default mode.)

The port duplex mode LED

The port speed LED

The PoE status LED (if PoE is supported on the switch)
The Mode button

The port LEDs




Preparing for Basic Switch Management

= To configure a switch for remote access, the
switch must be configured with an

IP address, subnet mask, and default gateway. »

= One particular switch virtual interface (SVI) is
used to manage the switch:

+ Aswitch IP address is assigned to an SVI. (_| Console Cable

+ By default the management SVI is controlled and
configured through VLAN 1.

172.17.99.1
* The management SVI is commonly called the ﬁ
management VLAN.

= For security reasons, it is best practice to use aW
VLAN other than VLAN 1 for the management

VLAN.




Switching Process: Learn

= Examining the Source MAC Address

= Switches examine all incoming frames for new source MAC address
information to learn.

= |f the source MAC address is unknown, it is added to the table along with
the port number.

= |f the source MAC address does exist, the switch updates the refresh timer
for that entry.

= By default, most Ethernet switches keep an entry in the table for 5 minutes.



Switching Process: Forward

= Examining the Destination MAC Address

= |f the destination MAC address is a broadcast or a multicast, the frame is
also flooded out all ports except the incoming port.

= |f the destination MAC address is a unicast address, the switch will look for
a match in its MAC address table.

= |f the destination MAC address is in the table, it will forward the frame out
the specified port.

= If the destination MAC address is not in the table (i.e., an unknown unicast)
the switch will forward the frame out all ports except the incoming port.



Configuring Basic Switch Management Access with IPv4

Cisco Switch 10S Commands

Enter global configuration mode. S1l# configure terminal

cEé;'tler interface configuration mode for the 51 (config) # interface vlan 99

ST ) D S = S1(config-if)4 ip address 172.17.99.11 255.255.255.0
address.

Enable the management interface. 51 {config-if)# no shutdown

Return to the privileged EXEC mode. S1 (config-if) # exit

Co.r:flﬁure the default gateway for the S1(config)# ip default-gateway 172.17.99.1 ||
switch.

Return to the privileged EXEC mode. S1 (config)# end

Save the running config to the startup

) 51# co running-config startup-confi
config. PY g g up g

Default Gateway ¢ g ® The default gateway is the
\ router address and is used by

] 172.17.99.1

the switch to communicate with
other networks.




Basic Switch Configuration

e,
CISCo. Cisco Networking Academy’ Mind Wide Open”

Lab - Configuring Basic Switch Settings

Topology

Addressing Table

Device ‘ Interface ‘ IP Address ‘ Subnet Mask Default Gateway
S | VLAN 99 | 192.168.1.2 ‘ 2552552550 | 192.168.1.1
PC-A | NIC | 192.168.1.10 \ 2552552550 | 192.168.1.1
Objectives

Part 1: Cable the Network and Verify the Default Switch Configuration
Part 2: Configure Basic Network Device Settings

« Configure basic switch settings.

+« Configure the PC IP address.

Part 3: Verify and Test Network Connectivity

+ Display device configuration.

= Testend-to-end connectivity with ping.

+ Testremote management capabilities with Telnet.

+ Save the switch running configuration file.

Part 4: Manage the MAC Address Table

= Record the MAC address of the host.

* Determine the MAC addresses that the switch has learned.
s List the show mac address-table command options.




Duplex Communication

= Gigabit Ethernet and 10Gb Ethernet NICs require full-duplex connections to operate.

Full-Duplex Communication

4 84
—

Send AND receive, simultaneously

Bidirectional

communication

Half-Duplex Communication

Unidirectional

. . -
Send OR receive

Obvody pro detekci kolize jsou vypnuty



Configure Switch Ports at the Physical Layer

Some switches have the default setting of auto for both duplex and speed.

Mismatched duplex and/or speed settings can cause connectivity issues.

Always check duplex and speed settings using the show interface interface id command.

All fiber ports operate at one speed and are always full-duplex.

» FO/18 FO/1 FO/1 )
Full-Duplex Mode T— Full-Duplex Mode
100 Mb/s 100 Mb/s
Cisco Switch 10S Commands
Enter global configuration mode. 51# configure terminal
Enter interface configuration mode. 51 (config) ¥ interface FastEthernet 0/1
Configure the interface duplex. 51 (config-if) # duplex full
Configure the interface speed. 51 (config-if) # speed 100
Return to the privileged EXEC mode. 51 (config-if)# end
Save the running config to the startup config. 51# copy running-config startup-config




Auto-MDIX

= Some switches have the automatic medium-dependent interface crossover (auto-MDIX) feature
that allows an interface to detect the required cable connection type (straight-through or crossover)
and configure the connection appropriately.

Configure auto-MDIX

FO/18 FO/1  FO/1

Cisco Switch 10S Commands

Enter global configuration mode. 51# configure terminal
Enter interface configuration mode. Sl(config)#$ interface fastethernet 0/1

Configure the interface to autonegotiate duplex with the

S1(config-if)# duplex aute
connected device. ( g ) P

Configure the interface to autonegotiate speed with the

. Sl{config-if)# speed auto
connected device. . pe

Enable auto-MDIX on the interface. 51 (config-if)# mdix auto
Return to the privileged EXEC mode. 51 (config-if)# end

Save the running config to the startup config. 51# copy running-config startup-config




Auto-MDIX (Cont.)

= Use the show controllers Ethernet-controller command to verify auto-MDIX settings.

Verify auto-MDIX

Dl" FDHBEDH FDHE ;'

S1# show controllers ethernet-controller fa 0/1 phy | include Auto-MDIX
Auto-MDIX : On [AdminState=1 Flags=0x00056248]

S1#




Verifying Switch Port Configuration

Cisco Switch 10S Commands

Display interface status and configuration.
Display current startup configuration.

Display current operating config.

Display information about flash file system.
Display system hardware and software status.
Display history of commands entered.

Display IP information about an interface.

Display the MAC address table.

S1l#
S1l#
S14#
S14#
S1#
S1#
S1l#

Sl
OR

show
show
show
show
show
show
show

show

t show

interfaces [interface-id]
startup-config
running-config

flash

version

history

ip [interface-id]

mac-address-table

mac address-table



Verifying Switch Port Configuration (Cont.)

Running Configuration

S1# show running-config
Building configuration..
<output omitted>

Current configuration : 1664 bytes
!

J
interface FastEthernet0/18

switchport access vlan 99

switchport mode access
!

<output omitted>
!
interface V1an99

ip address 172.17.89.11 255.255,255.0
I




Verifying Switch Port Configuration (Cont.)

Interface Status

S1# show interfaces f@stEthernet 0/18

FastEthernet0/18 is<:9, line protocol is (connected)
Hardware is Fast Ethernet, address is 0cd9.96e8.8a0l
(bia 0cd9.96e8.8a0l)

| MTU 1500 bytes, BW 100000 Kbit/sec, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, 100Mb/s, media type is 10/100BaseTX

input flow-control is off, output flow-control is unsupported

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:00:01, output 00:00:06, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes);

Total output drops: 0

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec




Network Access Layer Issues

= Use the show interfaces command to detect common media issues.

= The first parameter refers to Layer 1, the physical layer, and indicates if the interface is receiving a
carrier detect signal.

= The second parameter (protocol status) refers to the data link layer and indicates whether the data
link layer protocol has been configured correctly and keepalives are being received.

S1# show interfaces FastEthernet0/1
FastEthernet0/1 1s up, line protocecl 1is up

Hardware is Fast Ethernet, address is 0022.91c4.0e0l (bia 0022.91c4.0e01)
MTU 1500 bytes, BW 100000 Ebit, DLY 100 usec,
<gutput omitted=>

Line Protocol Status

Up Up Operational

Down Down Interface Problem




Network Access Layer Issues (Cont.)

S1# show interfaces FastEthernet0/1
FastEthernet0/1 is up, line protocol is upHardware is Fast Ethernet, address is

0022.91c4.0e01 (bia 0022.91c4.0e01)MTU 1500 bytes, BW 100000 Ebit, DLY 100 usec,
<output omitted=>

2295197 packets input, 305539992 bytes, 0 no buffer
Received 1925500 broadcasts, 0 runts, 0 giants, 0
throttles
3 input errors, 3 CRC, 0 frame, 0 overrun, 0 1ignored
0 watchdog, 68 multicast, 0 pause input
0 input packets with dribble condition detected
3594664 packets output, 436549843 bytes, 0 underruns
8 output errors, 1790 collisions, 10 interface resets
0 unknown protocol drops
0 babbles, 235 late collision, 0 deferred

<putput omitted>



Error Type

Input Errors

Runts

Giants

CRC

QOutput Errors

Collisions

Late Collisions

Total number of errors. It includes runts, giants, no buffer, CRC, frame, overrun, and

ignored counts.

Packets that are discarded because they are smaller than the minimum packet size
for the medium. For instance, any Ethernet packet that is less than 64 bytes is
considered a runt.

Packets that are discarded because they exceed the maximum packet size for the
medium. For example, any Ethernet packet that is greater than 1,518 bytes is
considered a giant.

CRC errors are generated when the calculated checksum is not the same as the
checksum received.

Sum of all errors that prevented the final transmission of datagrams out of the
interface that is being examined.

Number of messages retransmitted because of an Ethernet collision.

A collison that occurs after 512 hits of the frame have been transmitted.



Late collision

CSWl# show interface FastEthernet 0/1 | include duplex
Half-duplex, 10Mb/s, media type is 10/100Base TX

CSW1# show interfaces FastEthernet 0/1 counters errors

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OQutDiscards
Fae/1 0 0] 0] ] 0] 0]

Port Single-Col Multi-Col Late-Col Excess-Col Carri-Sen Runts Giants
Fag/1 664 124 12697 @ c] 0 44

Pozdni kolize jsou problémem, protoze jakmile NIC zmeska skutecnost, Ze doslo ke kolizi,
zotaveni a opakovany prenos jsou ponechany na hornich vrstvach a doba zotaveni drasticky
vzroste. Zatimco sitova karta obvykle obnovi a znovu vysila ramec za 2 —3 ms, u hornich vrstev
trva obvykle 10x az 100x déle.



Troubleshooting Network Access Layer Issues
Troubleshooting Switch Media Issues

Perform a show interfaces.

\

Yes No

Is the interface up?

Are there indications of EMI/noise? If yes, Verify proper cables.
remove sources.

Check cables and connectors for damage.
Verify the duplex setting is properly set on »  Verify speed is properly set on both ends.
both ends.

v

Is the problem No
solved?

Yes

Done Document the work done and escalate the issue.




5.2 Switch Security



SSH Operation

= Secure Shell (SSH)

* An alternative protocol to Telnet. Telnet uses unsecure plaintext of the username and password
as well as the data transmitted.

« SSH is more secure because it provides an encrypted management connection.

Wireshark Capture of Telnet Wireshark Capture of SSH
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3 11.1050000 192. 168.10.10 192, 164.10.1 Tcr 54 49975 > telnet [ACK) Seq-1 Ack=1 Win-45520 Len0 2 e ldf-?ﬁ C-Shal hmac-shai-96, hmac-md$ , hmac- e
................................. ecdh-sha2-
1.1 192.168.10.1 1 .10.1 TEANET Telnet DAL . 15tp256, ecdh-shaz nistpl&d ecdh-sha2- nlstpszl. d?ffie heﬂnan ?roug exc -
10 11.1127050 192. 168.10.10 190.168.10.1 TR 58 49975 > velmer [.Il:x] Seqel ACk=3S Win-S5468 LenDd ha256, diffie—he'l'l-an g;oup exchange-shal ,diffi 'I'Imn-amup 4-shal ,diffie-hellman-
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SSH Operation (Cont.)

= A switch must have an 10S version (k9 at the end of the 10S file name) that includes
cryptographic capabilities in order to configure and use SSH.

* Use the show version command to see the IOS version.

S1> show version
Cisco IOS Software, C2960 Software (C2960-LANBASEK9-M),

Version 15.0(2)SE, RELEASE SOFTWARE (fcl)
<output omitted=




Configuring SSH

Verify SSH support.

[N

2. Configure the IP domain name.
3. Generate RSA key pairs.

4. Configure user authentication.
5. Configure the vty lines.

6. Enable SSH version 2.

The login local command
forces the use of the local

database for username/
password.

Commonly forgotten
command that is used in
key generation

S1# configure terminal

Sl (config)# ip domain-name cisco.com
S1(config) # crypto key generate rsa

The name for the keys will be: Sl.cisco.com

How many bits in the modulus [512]: 1024

Sl (config)# username admin secret ccna
Sl (config-line)# line wty 0 15
S1(config-line)# transport input ssh Default s to accept both Telnet

; and SSH (transport input all)
Sl (config-line)# login local

S1(config-line)# exit
Sl (config)# ip ssh version 2

S1(config)# exit
S1#



Verifying SSH

= On the PC, connect to the switch using SSH.

Packet Tracer: ssh —1 172.17.99.11

172.17.99.11 - PuTTY

Login as: admin

Using kevboard-interactive
authentication.

Password:

Sl>enable
Password:
S1#

Configure PuTTY SSH Client Connection Parameters

172.17.99.11
172.17.99.21 Sy
S1
»
& PuTTY Configuration
Category
Session Basi: optionggfor your Puliad

Logging Specfy the destina o

-}~ Terminal Host-Namedoc 1P Pod
Keyboard sshsian S | ’
Bel J2.17.95.11 22
Features Connection type

- Window Raw Teinet Riogn @ SSH Serial
Fppearance P ; =
Behaviour oad, save of delete a ¢ S&500N
Translation Saved Sessions
Selection
Colours Default Settings Load

Connection
Data Save
Proncy
Teinat Delete
Rlogin
+ SSH
Serial Close window on exdt
Aways Never @ Only on clean exit




Verifying SSH

= On the PC, connect to the switch using SSH.

Configure PuTTY SSH Client Connection Parameters

g 172.17-99.21
(

ER PuTTY Configuration

172.17.99.11

Category
Session
Loggng

= Teminal .
Kastioad WOR Name (of (Feddress)

Bel 17217951
Features CorfiecoaTipe
- Window Raw Tenet Rioglh @ SSH Serial

Appearance
Beha Load. save or delete a stored sessioiT

Translation Saved Sessions
Selection

Colours Defauk Setings
- Connection

Load
Data Save
Delste

Proxy

Teinet

Flogn
¥ SSH

Seddl 172.17.99.11 - PuTTY

Login as: admin

Using keyboard-interactive
authentication.

Password:

Sl>enable
8

Pa.

ssword:
14

Verify SSH Status and Settings

172.17.99.11

172, 17298021

51# show ip ssh

S5H Enabled - wversion 2.0

Authentication timeout: 90 secs; Authentication retries: 2

Minimum expected Diffie Hellman key size : 1024 bits

I0S Keys in SECSH format (ssh-rsa, base64 encoded):

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAGQCALksVz2QlREsoZt2f2scJHbW3aMDM8 /8jg/srGFNL
i+f+qIWwxt26BHmy694+ 6210/ TwUEIVN1IQhIBGUOVIuKNGVMOMtLg8Ud4gAi LbGIfAaP3£yrKmViPpO
e0Zof6tnKgKKvJz18Mz22XAf2u/7J92InEFXycGMO880UJQL3Q==

51# show ssh

Connection Version Mode Encryption Hmac State Username
0 2.0 IN aes2b6-cbc hmac-shal Session started admin
0 2.0 QUT aes256-cbc hmac-shal Session started admin
§Nc SSHvl server connections running.

S1#

The PC is using SSH to communicate and issue
commands on the switch.




Packet Tracer — Configuring SSH

Packet Tracer - Configuring SSH

Topology
Pt |
PC1 =1

Addressing Table

Device | Interface IP Address = Subnet Mask

S1 VLAN 1 10.10.10.2 255.255.255.0

PC1 NIC 10.10.10.10 | 255.255.255.0
Objectives

Part 1: Secure Passwords
Part 2: Encrypt Communications
Part 3: Verify SSH Implementation

Background

SSH should replace Telnet for management connections. Telnet uses insecure plain text communications.
SSH provides security for remote connections by providing strong encryption of all transmitted data between
devices. In this activity, you will secure a remote switch with password encryption and SSH.

ci1sco. Cisco Networking Academy Mind Wide Ope




Secure Unused Ports _
Disable Unused Ports

17279911

172.17.99.21 5

S1# show run
Building configuration...

version 15.0
hostname 51

interface FastEthernet0/4 ' Disable unused ports using the shutdown command.
shutdown

1

interface FastEthernet0/5
shutdown

|

interface FastEthernet0/6
description web server

I

interface FastEthernet0/7

shutdown
!

The interface range command
can be used to apply a configuration

to several switch ports at one time.




Port Security: Operation

= Port security limits the number of valid MAC addresses allowed to transmit data through a switch
port.

 If a port has port security enabled and an unknown MAC address sends data, the switch presents a
security violation.

» Default number of secure MAC addresses allowed is 1.
= Methods use to configure MAC addresses within port security:
« Static secure MAC addresses — manually configure
switchport port-security mac-address mac-address

* Dynamic secure MAC addresses — dynamically learned and removed if the switch restarts

« Sticky secure MAC addresses — dynamically learned and added to the running configuration (which can
later be saved to the startup-config to permanently retain the MAC addresses)

switchport port-security mac-address sticky mac-address

Note: Disabling sticky learning converts sticky MAC addresses to dynamic secure addresses and removes
them from the running-config.



Port Security: Violation Modes

the switch

switch and the violation counter increments.

Violation Mode Forwards
Traffic
Protect Mo
Restrict No
Shutdown Mo

Sends Syslog

Message

No

Yes
Mo

Displays Error
Message

No

MNo
No

Security Violations Occur In These Situations

Protect — data from unknown source MAC addresses are dropped; a security notification IS NOT presented by

Restrict - data from unknown source MAC addresses are dropped; a security notification IS presented by the

Shutdown — (default mode) interface becomes error-disabled and port LED turns off. The violation counter
increments. Issues the shutdown and then the no shutdown command on the interface to bring it out of the

error-disabled state.

Increases Shuts Down
Violation Port
Counter

Mo
Yes Mo
Yes Yes

- A station with MAC address that is not in the address table attempts to access the interface when the table

is full.

- An address is being used on two secure interfaces in the same VLAN.



Port Security example: Configuring

Feawre ___|DefaultSetting

Port security Disabled on a port
Maximum number of secure MAC addresses 1
Violation mode Shutdown. The port shuts down when the maximum

number of secure MAC addresses is exceeded.

Sticky address learning Disabled



Port Security: Configuring (Cont.)

= Before configuring port-security features, place the port in access mode and use the switchport
port-security interface configuration command to enable port security on an interface.

Configure Dynamic Port Security

MAC:

-0025.83e6.4b01
FO/18 »
FO/19
MAC:
0025.83e6.4b02
Cisco I10S CLI Commands
Specify the interface to be S1(config)#% interface fastethernet 0/18
configured for port security.
Set the interface mode to access. Sl(config-if)# switchport mode access
Enable port security on the Sli{config-if)# switchport port-security
interface.




Port Security: Configuring (Cont.)

Configure Sticky Port Security

MAC:
-0025.83e6.4b01

FO/18 »
F0/19
MAC:
0025.83e6.4b02
Cisco 10S CLI Commands
Specify the interface to be 51 (config)$ interface fastethernet 0/19
configured for port security.
Set the interface mode to access. Sl {config-if)# switchport mode access
Enable port security on the S5l ({config-if)+# switchport port-security

interface.

Set the maximum number of secure S1l(config-if)# switchport port-security maximum 10
addresses allowed on the port.

Enable sticky learning. 51 {config-if)+# switchport port-security mac-address sticky




Port Security: Verifying

= Use the show port-security interface command to verify the maximum number of MAC

addresses allowed on a particular port and how many of those addresses were learned dynamically

using sticky. Dvnamic
Yy |

S1# show port-security interface fastethernet 0/18
Port Security : Enabled

Port Status : Secure-up
Violation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses :

Total MAC Addresses

Configured MAC Addresses

Sticky MAC Addresses -

Last Source Address:Vlan ! EJ 5.83e6.4b01:1
Security Vieclation Count




Port Security: Verifying

= Use the show port-security interface command to verify the maximum number of MAC addresses

S1# show port-security interface fastethernet 0/19

Port Security : Enabled
Port Status : Secure-up
Viclation Mode : Shutdown
Aging Time : 0 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 10

Total MAC Addresses e L
Configured MAC Addresses =1

Sticky MAC Addresses : 1

Last Source Address:Vlan : 0025.83e6.4b02:1

Security Violation Count : 0



Port Security: Verifying (Cont.)

= Use the show running-config command to see learned MAC addresses added to the
configuration.

S1# show run | begin FastEthernet 0/19

interface FastEthernet0/19
switchport mode access

switchport port-security maximum 10
switchport port-security

switchport port-security mac-address sticky
switchport port-security mac-address sticky




Port Security: Verifying (Cont.)

= The show port-security address command shows how MAC addresses were learned on a
particular port.

S1# show port-security address
Secure Mac Address Table

(mins)

1 0025.83e6.4b01 SecureDynamic Fa0/18 -
1 0025.83e6.4b02 SecureSticky Fa0/19 -



Ports in Error Disabled State

= Switch console messages display when a port security violation occurs. Notice the port link status
changes to down.

Sep 20 06:44:54.966: %PM-4-ERR DISABLE: psecure-violation error detected on Fa0/18,

putting Fa0/18 in err-disable state
Sep 20 06:44:54.966: %PORT SECURITY-Z2-PSECURE VIOLATION: Security violation occurred,

caused by MAC address 000c.292b.4c75 on port FastEthernet0/18.

Sep 20 06:44:55.973: %LINEPROTO-5-PPDOWN: Line protocol on Interface

FastEthernet0/18, changed state to down
Sep 20 06:44:56.971: %LINK-3-UPDOWN: dnterface FastEthernet(0/18, changed state to down




Ports in Error Disabled State (Cont.)

= Check the
port

S1# show interface fa0/18 status

status Port Name Status Vlan Duplex Speed Type
and the Fal0/18 err-disabled 1 auto auto 10/100BaseTX
port
security S1# show port-security interface fastethernet 0/18
settings. Port Security : Enabled

Port Status : Secure-shutdown

Viclation Mode : Shutdown

Aging Time : 0 mins

Aging Type : Absolute

SecureStatic Address Aging : Disabled

Maximum MAC Addresses L

Total MAC Addresses 10

Configured MAC Addresses : 0

Sticky MAC Addresses 1)

Last Source Address:Vlan : 000c.292b.4c75:1

Security Violation Count e



Ports in Error Disabled State (Cont.)

= Do not re-enable a port until the security threat is investigated and eliminated.

= Notice that you must first shut the port down and then issue the no shutdown command in order to
use the particular port again after a security violation has occurred.

Sl (config)# interface FastEthernet 0/18

S1(config-if)# shutdown
Sep 20 06:57:28.532: %LINK-5-CHANGED: Interface FastEthernet0/18, changed state to
administratively down

Sl (config-if)# no shutdown
Sep 20 06:57:48,186: %LINK-3-UPDOWN: Interface FastEthernet0/18, changed state to up
Sep 20 06:57:49.193: %LINEPROTO-5-UPDOWN: Line protocol on Interface

FastEthernet(/18, changed state to up




Hratky s Casem
Parameter

static

time time

type absolute

type inactivity

Description

Enable aging for statically configured secure
addresses on this port.

Specify the aging time for this port. The range is 0 to
1440 minutes. If the time is 0, aging is disabled for
this port.

Set absolute aging type. All the secure addresses
on this port age out exactly after the time (minutes)

specified and are removed from the secure address
list.

Set the inactivity aging type. The secure addresses
on this port age out only if there is no data traffic
from the secure source address for the specified
time period.



Typicka konfigurace

FCB

Switch(config-if)#

switchport mode access

switchport port-security

switchport port-security maximum 2
switchport port-security wviolation shutdown
switchport port-security mac-address sticky
switchport port-security aging time 120




Jiny typicky priklad
Switch(config)#hostname S2
S2(config)#interface fastEthernet 0/1
S2(config-if)#switchport mode access
S2(config-if)#switchport port-security
S2(config-if)#switchport port-security maximum 1
S2(config-if)#switchport port-security mac-address sticky
S2(config-if)#switchport port-security violation shutdown
S2(config-if)#exit
S2(config)#



Packet Tracer — Configuring Switch Port Security
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Topology

PC1

s1

PCz

Rogue Laptop

Addressing Table

Device ‘ Interface IP Address ‘ Subnet Mask ‘
s1 | VLANT 1010102 255.255.255.0 |
PC1 NIC 10101010 | 2552552550 |
PC2 NIC 10101011 | 255.255.255.0 |
RogueLaptop | NIC 10101012 | 2552562550 |

Objective
Part 1: Configure Port Security
Part 2: Verify Port Security

Background

In this activity, you will configure and verify port security on a switch. Port security allows you to restrict a
port's ingress traffic by limiting the MAC addresses that are allowed to send traffic into the port.




Packet Tracer — Troubleshooting Switch Port Security
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Packet Tracer - Troubleshooting Switch Port Security

Topology
EBESSI»
PC1
s1 ;
Home Laptop
BRSNS
pCz
Scenario

The employee who normally uses PC1 brought his laptop from home, disconnected PC1 and connected the
laptop to the telecommunication outlet. After reminding him of the security policy that does not allow personal
devices on the network, you now must reconnect PC1 and re-enable the port.

Requirements
+ Disconnect Home Laptop and reconnect PC1 to the appropriate part
- When PC1 was reconnected to the switch port, did the port status change?
- Enter the command to view the port status. What is the state of the port?

- Which port security command enabled this feature?

+ FEnable the port using the necessary command.
+ Verify connectivity. PC1 should now be able to ping PC2




Packet Tracer — Configuring Switch Security Features
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Lab - Configuring Switch Security Features
Topology

Addressing Table

Device Interface IP Address Subnet Mask Default Gateway
R1 GO 172.16.99.1 255.255.255.0 NIA
S1 WLAN 99 172.16.99.11 255.255.255.0 172.16.99.1
| PC-A NIC 172.16.99.3 255.255.255.0 172.16.99.1
Objectives

Part 1: Set up the Topology and Initialize Devices

Part 2: Configure Basic Device Settings and Verify Connectivity
Part 3: Configure and Verify S5H Access on 51

» Configure SSH access.

* Modify SSH parameters.

* Verify the SSH configuration.

Part 4: Configure and Verify Security Features on $1

» Configure and verify general security features.

+» Configure and verify port security.




5.3 Chapter Summary



Packet Tracer - Skills Integration Challenge

Topology

Scenario

Addressing Table

ci1sco. Cisco Networking Academy

Packet Tracer - Skills Integration Challenge

Device Interface IP Address Subnet Mask
S1 VLAN 1 10.10.10.2 255.255.255.0
PC1 NIC 10.10.10.10 255.255.255.0
PC2 NIC 10.10.10.11 255.255.255.0

Mind Wide Oper

The network administrator asked you to configure a new switch. In this activity, you will use a list of
requirements to configure the new switch with initial settings, SSH, and port security.




Nutné k zapamatovani

config t

interface vian 99

ip address 172.17.99.11
255.255.255.0

no shutdown

ip default-gateway 172.16.99.1
(address on the router that is on the
same 172.17.99.0 network)
vian 99

name Management

exit



?1s a KEY to I0S. Promts

Switch> (User EXEC mode that is shown when a switch first boots)

Switch# (Privileged EXEC mode that is shown after someone types enable)

- switch: (Boot loader mode shown when a switch does not have, or cannot find, an operating system)



sh boot

Switchishow boot
BOOT path-list

Config file > flash: /config._text

Private Config file : flash:/priwvate-config.text
Enakle Break I no

HManual Boot T o

HELPER path-list

Auto upgrade Iyes

NVBAM,/ Config £ile
buffer size:
Switchy

i
o
o
[EN)
[}
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