Question 1.

Decrypt the following cryptotexts:

(a) The given ciphered text is encoded using Bacon’s cipher.
From AAAAB AAAAA AAABA ABBBA ABBAB AAABA ABAAA ABBBB AABBB AABAA BAAAB, we obtain
BACONCIPHER.

(b) The given ciphered text is a anagram. There are more possible ways how to decode the given
text. For example LESTER SANDERS HILL orHANDLIST RESELLERS.

(¢) The given ciphered word is encoded using Four Square cipher.

We obtain ITWASINVENTEDBYFELIXDELASTELLE after decoding the given ciphered word using
the Four Square decoding algorithm with keys being four and square.

Question 2.

(a) e719(A) = (A.7+19) mod 26 = (0.7 + 19) mod 26 = 19 mod 26 =19 =T
e719(F) = (F.7419) mod 26 = (5.7 + 19) mod 26 = 54 mod 26 =2 = C
er19(1) = (1.7 +19) mod 26 = (8.7 4 19) mod 26 = 75 mod 26 = 23 = X
e719(N) = (N.7+19) mod 26 = (13.7 + 19) mod 26 = 110 mod 26 =6 = G
er19(E) = (E.7+19) mod 26 = (4.7 + 19) mod 26 = 47 mod 26 =21 =V
Ciphertexxt — TCCXGV

(b) 77! mod 26 = 15
d719 = (15.(H — 19)) mod 26 = (15.(7 — 19)) mod 26 =2 = C
d719 = (15.(T — 19)) mod 26 = (15.(19 — 19)) mod 26 =0= A
d719 = (15.(V —19)) mod 26 = (15.(21 — 19)) mod 26 =4 = E
d719 = (15.(P —19)) mod 26 = (15.(15 — 19)) mod 26 = 18 = S
d719 = (15.(I —19)) mod 26 = (15.(8 = 19)) mod 26 = 17 =R
Plaintext = CAESAR

Question 3.

(3 points) What is the number of possible keys and the unicity distance of an affine cipher if the
following modulus is used:

For a modulus of 26, the number of possible keys is
n=p(26) 26 =12-26 = 312,

where ¢ is the Euler’s totient function, as we can have (26) different values of @ co-prime to 26
and 26 different values of b.

1. 30
n = ¢(30)-30 =8-30 =240
U= =820 = [247] =3
The number of possible keys is 240, the unicity distance is 3.

2. 31
n=(31)-31=30-31=0930

U =% = [8890] = [3.08] =4

The number of possible keys is 930, the unicity distance is 4.



Question 4.

(a) 1. Since the keyspace is basically the set of possible values of a, it always holds that |K| =
n — 1, because 0 ¢ K. That implies that |K| < |M|, which means that this encryption
function is not perfectly secure. It's also obvious that Pr[P = 0|C = 0] = 1 (zero
always gets encrypted as zero) and assuming that n > 1, Pr[P = 0] # 1, therefore
Pr[P =0|C = 0] # Pr[P = 0].

il. Since the keys (b) are uniformly distributed and |K| =n, Pr[K =b] = :—1
PrlC=¢ = %, because ¢ = x + b(modn), x and b are independent and b is uniformly
distributed:

M P[IX=c—b(modn)]= > PX=2z]=1
bEZn TELn

PrC =c¢/P=2a|=Pr[K=c—x(medn) =1

PrlP=z|C=¢] = P'.[Pfr]ll = Pr[P = 1]

This means that it is a [‘;erfectly secure cryptosystem.

iil. Here the key consists of a and b (k =), therefore |K| = n(n — 1) and assuming the keys
are used with equal probability, Pr[K = k| = m
Since n is a prime and a,b < n. it holds for every a that ged(a,n) = 1 and ged(b,n) = 1.
This means that there are no two different keys (combinations of @, b), that encrypt mes-
sage x to the same ¢. Therefore:

PriC=¢ =Y. PrlP=i- Y. PriK=k=1-PrlK=Fk= ﬁ
icP kieg(i)=c
PriC=c¢|lP=p|= 3, PriK=k=PrlK=Fkep)=c = _n171
kiex (p)=c

PriC=c]=PrlC=clP=p|= ﬁ, so this is also a perfectly secure cryptosystem.

(b) The smallest number of encryption functions must be |K| > n (and the encryption functions
must be chosen uniformly), so there would be equal probability that any plaintext message
p will be encrypted to any ¢, in other words, we need enough encryption functions so that
any plaintext message p can get encrypted to any ciphertext message c. If we had less than n
encryption functions, some of the ciphertext messages ¢ would occur with higher probability.

Question 5.

(a) We have :
¢ =w Swr Bws Bk,
¢y = wy Bwz Pk,
c3 =w3d k

Taking the XOR of ¢; and ¢; we get ¢; @ co = w1 B we S wy Bk G ws G ws Sk =w.
Also taking the XOR of ¢z and c3 we get co @ cg =wo D wz Bk G ws Bk = ws.
Therefore Bob can recover the messages in the following way:

wy; = ¢ D cy,

wy = ¢ D 3,
wy =c3 Bk

(b) Malicious Eve can discover the length n of the messages and of the key respectively.
She can also recover the binary messages wy and ws using the above mentioned procedure.



Question 6.

UACVL GVWUN CVETM QUCGT RPMAO UWYIM UHFMH FPTGV RGKEV IQBPR  NEUIR HBBVW YRGIJB EOEEC
YEZKJ  MEXNG CQTPJ QNRLO PHLFK ITAL SQUEW  ZXJMH PAIJNP  SSYVA  ILDJM  NOMIT RWXNU WZMGP
GMEEY  VHCET SIGIS EEVPC RYUXH XNFPP RGYDE ILHFX TTKLG WILCP ['PRPG CFEMO MCRHK SPEYB
NUBPT  NIPMI XTIWP NKYTR  WAEOM NHFPC  KSXXB GTNVH DTBUA HYDEO XGGSB VFHZT VWKGT AENYL
NKMOX HBSUY NHEMS NEPAT CYDVT GGDXN UFJDZ WEHVX RFXMY WVKXD KIDBH ICLGE MDATC DKZET
XTBRF XZFWM EXRBN BPPI YULIT  NBLXY VZGKS BNDYH HVRJIX PNBMC DHVHJ BSVRZ JEAEE  NRTBC
CLPAB  XJKON GICYD ZIXH XINMN HIMHM EGUOX OIVHG VHBFG LTRBY PLTLE DLPTN VKMIG GBHOT
YICKT HFEYN IGLGK IGGUB PTVGJ  GLIUF BLSSI GGKGO XHLSK LGDAL ITETT VWVTN WBBVM AXIUV
OGTSC MUKMQ GHTSC YPNCE TZEEY JAYOI IFTNW  WISOl UFCUB TGFZL ICXQI  UULJW  TZVLK LCKAD
ETNXS HLUVH BPTTR PEBPA ESBPC VVVTI GLZBL DRLCU IMOGH ZTWMP BSAIO AARFN GVTLA OXYOK
TWULB  SICYG YMUWI LCPPP RZIUP  HBCIG TGYXU NGZET NEHRX VAILL  TDFSK SPXMH  RFYIA  DTNXO
YHIMW  ATOCW  ABSJW LLRXV BTNDF BZWVZ GKTAE SYTSR RCETX ROUEI MIGQP EAOUE IFRJB  SWITW
ZVVVA  HCVUS LPDJS QGAYT FLEHV SWMBK EBEZF KLGVR BMFUY WRVCG DHNFN SEFVA  BSMHB NTTXE
XXTAE CLTTZ WJTCE EBLLD MEPMA ZEPPP RKLGB RKUTM TAEIP XMRIU CDQLM VXPHS TCMLV  XJTTU
RINTS  YMPME ELJAP NTIFX MTNEY OTYEV UAUBB APKVI RAILW  PLVSV  GTXTM HVMAR FZKWI  GGUBP

AGIOY  JERVJ XAWSU UCTFZ GKTAE SYDTF JVAEP OSFOI WXJBS PATNS ETEUX TAEOC EWFYN

HHIKL ~ VAEEO OADTR RFBNZ TSUOI KMQGO YHVMS [EKWI CHDFV CEROK GGTCI CPVVQ GGTLI
RVXRX SUMZF EEVBO GAMMP CLVKM YTPSU NTZGG MHTTI UDCFR VBNNE ECYTF XJXTP EONTE
MUSSD  IDSPL  IGGIN  SETSF  XBHOL

substring | distances of occurences distance |
TAE ged([528, 638, 676, 803, 836]) — 1
IGG ged([22, 41, 561, 792]) = 1
This is KASISKI method: AIL ged([22, 649, 924]) = 11
PPR ged([22, 550, T70]) = 22
KLG ged([352, 693, 759]) = 11
UBP ged(|154, 297, 836]) = 11

GCD of found distances is 11, I'm going to try this length and compute corresponding indices of
correspondence:

# This is algorithm how I obtain 11 columns below
for column in range(0, 11):
print( column )
for i in range(len( cryptotext ) ):
if i % 11 == column:
print (cryptotext[i])

1. UVMMVHOXLLPLXESXLLMBXAXUBABPXXKDBBTBNVBNXGBLGHGJGLWGTEWTUKV
AGMALBLBZLHYBNAXEWVYKBHMAEZKRHUETULMGGWAPPABEZYHTLXGTTNPMGH

2. AEAHIBENOSADNYENHCONTEXAVESANRIARNNNBRCGIUFEGFGUOIBTSYWGLAHE
LOIASCCEIRHSDERAIUTEMNHEEEUISRLNBWHGISEOAETOTHDCISAPTEEUGO

3. CTOFQBEGPQJJUVEFFPMUIOBHFNUTUFDTFUBDMZCINOGDBEUFXTBSCJIFJDB
SZGOOIPITTFJJFSOOTSFBFFBCBPTUTJJEBPVUOUSSTOJOSVFIOUMSIEOSIL

4. VMUPBVCCHUNMWHVPXPCBWMGYHYYCFXBCXBLYCJLCMXLLHYBBHEVCYASZWEP
BBHAXCPGNDYMWBYUUWLLEUNNLLPMCCNAYALMBYUYFNCHAUMVCNMMUUCNSN

5. LQWTPWYQLEPNZCPPTPRPPNTDZLNYJMHDZPXHDEPYNOTPONPLLTMMPYOLTTT
PLZAYYPTEFIWLZTEEZPEZYSTTLPTDMTPOPVAPJCDOSEHDOSCPSZPNDYTDS



9.

10.

11

. GUYGRYETFWSOMECRTRHTNHNETNHDDYIKFPYHHAADHIRTTITSSTAUNOIIZNT

CDTROGRGHSAALWSIIVDHFWETTDRAQLSNTKSRMETTIEWITIIEVEFCTCTEIE

. VCJVNRZPKZSMGTRGKPKNKFVOVKEVZWCZWIVVVEBZIVBNYGVSKVXKCIUCVXR

VRWFKYZYRKDTRVRMFVJVKRFXZMKELVYTYVVFNRFFWTFKRKERVZELZFFKDT

. WGMREGKJIXYIPSYYLGSIYPHXWMMTWVLEMYZRHEXIMHY VILGILWIMEIFXLSP

VLMNTMIXXSTOXZRIRVSSLVVEWELIMXMIEIGZMVZJXEYLRMKOQREVGRXLSS

UTUGUJJQTIJVTGIUDGCPPTCDGKOSGEKGTEUGJJNJIHGPKCGJGGVUQTFCQKHE
VCPGWUUUVPNCVGCGJAQWGCAXJPGPVJPFVRTKVIGVJUNVFQWKGVVKGVJEPF

NRHKIBMNAMARMGXEWFEMRKTGGXNGHXEXXLKXBRKXMVLMKKGGDTVGZTUILLB
TUBVUWPNAXXWBKEQBHGMVGBXTMBXXTMXUAXWAXKABXWABGIGGXBMMBXXLX

CPFEREERIHIWEIHIIEYIWSBSTHEDVDMTRISPSTOHEHTITIIKANOHENBUCUP
IISTLIHGIMOATTTPSCABRDSTCARMPTEMAITIAATESTFENOCGTROYHNTNIB

Collumn | Index of correspondence
1 0.05708
0.06244
0.06316
0.06278
0.07574
0.06248
0.07118
0.06057
0.07515
0.07324
0.06823

O 00~ U= WN

—
Ll =]

Indices of correspondence are high, thus the key length is 11. All columns are encoded with Caesar
cipher. We can use frequency analysis, where "E" most used letter in English and Vigenére table
to decode. If "E" doesn’t make sense, try other widely used letter.

Collumn | Most frequent letters | Corresponding row in Vigenére table
1 B,X,L Y TH
2 E A
3 F B
4 Y5 Q@ U,X
5 P L
6 LE T EAP
7 A% R
8 I E
9 G C
10 X i i
11 I.E, T E,AP
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