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Module 5: Activities

What activities are associated with this module?

Activity Type Activity Name Optional?

Video Observe STP Operation Recommended
51.9 Packet Tracer Investigate STP Loop Prevention Recommended
5.1.10 Check Your Understanding  Purpose of STP Recommended
5212 Check Your Understanding STP Operations Recommended

5.3.6 Check Your Understanding  Evolution of STP Recommended




Basen — Radia Perlman Algorhyme

| think that | shall never see

A graph more lovely than a tree.

A tree whose crucial property

Is loop-free connectivity.

A tree that must be sure to span
So packets can reach every LAN.
First, the root must be selected.

By ID, it is elected.

Least cost paths from root are traced.
In the tree, these paths are placed.
A mesh is made by folks like me,
Then bridges find a spanning tree.

1990 IEEE 802.1D




Module Objectives

Module Title: STP Concepts
Module Objective: Explain how STP enables redundancy in a Layer 2 network.

Topic Title Topic Objective

Explain common problems in a redundant, L2
switched network.

Purpose of STP

Explain how STP operates in a simple switched

STP Operations network.

Evolution of STP Explain how Rapid PVST+ operates.




5.1 Purpose of STP




Redundancy in Layer 2 Switched Networks

» This topic covers the causes of loops in a Layer 2 network and briefly explains how spanning tree
protocol works. Redundancy is an important part of the hierarchical design for eliminating single
points of failure and preventing disruption of network services to users. Redundant networks
require the addition of physical paths, but logical redundancy must also be part of the design.
Having alternate physical paths for data to traverse the network makes it possible for users to
access network resources, despite path disruption. However, redundant paths in a switched
Ethernet network may cause both physical and logical Layer 2 loops.

« Ethernet LANs require a loop-free topology with a single path between any two devices. A loop in

an Ethernet LAN can cause continued propagation of Ethernet frames until a link is disrupted and
breaks the loop.




Spanning Tree Protocol

« Spanning Tree Protocol (STP) is
a loop-prevention network
protocol that allows for
redundancy while creating a
loop-free Layer 2 topology.
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« STP logically blocks physical
loops in a Layer 2 network,
preventing frames from circling
the network forever.
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STP Recalculation

STP compensates for a failure in
the network by recalculating and
opening up previously blocked
ports.
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Issues with Redundant Switch Links

« Path redundancy provides multiple network services by eliminating the possibility of a
single point of failure. When multiple paths exist between two devices on an Ethernet
network, and there is no spanning tree implementation on the switches, a Layer 2 loop
occurs. A Layer 2 loop can result in MAC address table instability, link saturation, and
high CPU utilization on switches and end-devices, resulting in the network becoming
unusable.

- Layer 2 Ethernet does not include a mechanism to recognize and eliminate endlessly
looping frames. Both IPv4 and IPv6 include a mechanism that limits the number of
times a Layer 3 networking device can retransmit a packet. A router will decrement the
TTL (Time to Live) in every IPv4 packet, and the Hop Limit field in every IPv6 packet.
When these fields are decremented to 0, a router will drop the packet. Ethernet and
Ethernet switches have no comparable mechanism for limiting the number of times a
switch retransmits a Layer 2 frame. STP was developed specifically as a loop
prevention mechanism for Layer 2 Ethernet.




Layer 2 Loops

« Without STP enabled, Layer 2 loops can form, causing broadcast, multicast
and unknown unicast frames to loop endlessly. This can bring down a
network quickly.

 When a loop occurs, the MAC address table on a switch will constantly
change with the updates from the broadcast frames, which results in MAC
database instability. This can cause high CPU utilization, which makes the
switch unable to forward frames.

« An unknown unicast frame is when the switch does not have the
destination MAC address in its MAC address table and must forward the
frame out all ports, except the ingress port.




Broadcast Storm

« Abroadcast storm is an abnormally high number of broadcasts overwhelming the
network during a specific amount of time. Broadcast storms can disable a
network within seconds by overwhelming switches and end devices. Broadcast
storms can be caused by a hardware problem such as a faulty NIC or from a
Layer 2 loop in the network.

« Layer 2 broadcasts in a network, such as ARP Requests are very common. Layer
2 multicasts are typically forwarded the same way as a broadcast by the switch.
IPv6 packets are never forwarded as a Layer 2 broadcast, ICMPv6 Neighbor
Discovery uses Layer 2 multicasts.

 Ahost caught in a Layer 2 loop is not accessible to other hosts on the network.
Additionally, due to the constant changes in its MAC address table, the switch
does not know out of which port to forward unicast frames.

« To prevent these issues from occurring in a redundant network, some type of
spanning tree must be enabled on the switches. Spanning tree is enabled, by
default, on Cisco switches to prevent Layer 2 loops from occurring.




The Spanning Tree Algorithm

« STP is based on an algorithm invented by Radia Perliman while working for
Digital Equipment Corporation, and published in the 1985 paper "An Algorithm
for Distributed Computation of a Spanning Tree in an Extended LAN.” Her
spanning tree algorithm (STA) creates a loop-free topology by selecting a single
root bridge where all other switches determine a single least-cost path.

« STP prevents loops from occurring by configuring a loop-free path through the
network using strategically placed "blocking-state" ports. The switches running
STP are able to compensate for failures by dynamically unblocking the
previously blocked ports and permitting traffic to traverse the alternate paths.




The Spanning Tree Algorithm (Cont.)

How does the STA create a loop-free topology?

Selecting a Root Bridge: This bridge (switch) is the reference point for the entire
network to build a spanning tree around.

Block Redundant Paths: STP ensures that there is only one logical path between all
destinations on the network by intentionally blocking redundant paths that could cause a
loop. When a port is blocked, user data is prevented from entering or leaving that port.

Create a Loop-Free Topology: A blocked port has the effect of making that link a non-
forwarding link between the two switches. This creates a topology where each switch
has only a single path to the root bridge, similar to branches on a tree that connect to
the root of the tree.

Recalculate in case of Link Failure: The physical paths still exist to provide
redundancy, but these paths are disabled to prevent the loops from occurring. If the
path is ever needed to compensate for a network cable or switch failure, STP
recalculates the paths and unblocks the necessary ports to allow the redundant path to
become active. STP recalculations can also occur any time a new switch or new inter-
switch link is added to the network.




This video demonstrates the use of STP in a network environment.




Packet Tracer — Investigate STP Loop Prevention

In this Packet Tracer activity, you will complete the following objectives:
« Create and configure a simple three switch network with STP.
 View STP operation.

« Disable STP and view operation again.




5.2 STP Operations




Steps to a Loop-Free Topology

Using the STA, STP builds a loop-free topology in a four-step process:

1.
2.
3.
4.

Elect the root bridge.
Elect the root ports.
Elect designated ports.

Elect alternate (blocked) ports.

During STA and STP functions, switches use Bridge Protocol Data Units (BPDUSs) to share
information about themselves and their connections. BPDUs are used to elect the root bridge, root
ports, designated ports, and alternate ports.

Each BPDU contains a bridge ID (BID) that identifies which switch sent the BPDU. The BID is
involved in making many of the STA decisions including root bridge and port roles.

The BID contains a priority value, the MAC address of the switch, and an extended system ID. The
lowest BID value is determined by the combination of these three fields.




Steps to a Loop-Free Topology (Cont.)

« Bridge Priority: The default priority value for all Cisco switches is the
decimal value 32768. The range is 0 to 61440 in increments of 4096. A lower
bridge priority is preferable. A bridge priority of O takes precedence over all
other bridge priorities.

 Extended System ID: The extended system ID value is a decimal value
added to the bridge priority value in the BID to identify the VLAN for this
BPDU.

« MAC address: When two switches are configured with the same priority and
have the same extended system ID, the switch having the MAC address
with the lowest value, expressed in hexadecimal, will have the lower BID.




Bridge 1D




16 Bits - 2 Bytes
Y Y
Bridge Prioirty (4 Bits) System ID Extension (12 Bits) - VLAN

32788163348192%,&81&4512& 128|164 |32 |16 | 8 | 4 | 2 | 1

10,000 0(0|0(0|0|0{0|0|0|0 |1

|
b 1000 = 32768 000000000001 = 1

Example: Bridge Priority of 32769 (32768+1) for VLAN 1 e

= Per-VLAN Spanning-Tree Plus (PVST+) pfidava k Bridge Priority navic System ID Extension (sys-id-ext).

» The Extended System ID je hodnota 1 aZz 4095 odpovidajici Cislu VLANy participujici na STP.
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Refer to the exhibit. Based on the output of the show
spanning-tree command, which statement is true?

SW1# show spanning-tree

VLANO001
Spanning tree enabled protocol ieee
Root ID Priority 24577
Address  000a.b724.3c80
Cost 8
Port 50 (GigabitEthernet0/2)
Hello Tine 2sec Max Age 20 sec Forward Delay 15 sec
Bridge ID  Priority 28673 (priority 28672 sys-id-ext 1)
Address  0009.e811.7280
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

<Output omitted >

A. Switch SW1 has been configured with the spanning-tree vlan 1 root primary global configuration command.

B. Switch SW1 has been configured with the spanning-tree vian 1 root secondary global configuration command.
C. Switch SW1 has been configured with the spanning-tree vlan 1 priority 24577 global configuration command.

D. Switch SW1 has been configured with the spanning-tree vlan 1 hello-time 2 global configuration command.

E. The root bridge has been configured with the spanning-tree vlan 1 root secondary global configuration command.




1. Elect the Root Bridge

. The STA designates a single switch as the root
bridge and uses it as the reference point for all
path calculations. Switches exchange BPDUs
to build the loop-free topology beginning with
selecting the root bridge.

. All switches in the broadcast domain
participate in the election process. After a
switch boots, it begins to send out BPDU
frames every two seconds. These BPDU
frames contain the BID of the sending switch
and the BID of the root bridge, known as the
Root ID.

. The switch with the lowest BID will become the
root bridge. At first, all switches declare
themselves as the root bridge with their own
BID set as the Root ID. Eventually, the
switches learn through the exchange of BPDUs
which switch has the lowest BID and will agree
on one root bridge.

Bridge I1D:
Priarity = 32769
MAC Address = 000A00222222
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Impact of Default BIDs

. Because the default BID is 32768, it is possible for two
or more switches to have the same priority. In this
scenario, where the priorities are the same, the switch
with the lowest MAC address will become the root
bridge. The administrator should configure the desired
root bridge switch with a lower priority.

. In the figure, all switches are configured with the same
priority of 32769. Here the MAC address becomes the
deciding factor as to which switch becomes the root
bridge. The switch with the lowest hexadecimal MAC
address value is the preferred root bridge. In this
example, S2 has the lowest value for its MAC address
and is elected as the root bridge for that spanning tree
instance.

. Note: The priority of all the switches is 32769. The
value is based on the 32768 default bridge priority and
the extended system ID (VLAN 1 assignment)
associated with each switch (32768+1).
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Determine the Root Path Cost

* When the root bridge has been elected for a given spanning tree instance, the STA starts determining the best paths to
the root bridge from all destinations in the broadcast domain. The path information, known as the internal root path cost,
is determined by the sum of all the individual port costs along the path from the switch to the root bridge.

*  When a switch receives the BPDU, it adds the ingress port cost of the segment to determine its internal root path cost.

« The default port costs are defined by the speed at which the port operates. The table shows the default port costs
suggested by IEEE. Cisco switches by default use the values as defined by the IEEE 802.1D standard, also known as
the short path cost, for both STP and RSTP.

+ Although switch ports have a default port cost associated with them, the port cost is configurable. The ability to
configure individual port costs gives the administrator the flexibility to manually control the spanning tree paths to the
root bridge.

Link Speed STP Cost: IEEE RSTP Cost: IEEE
P 802.1D-1998 802.1w-2004

10 Gbps 2 2,000
1 Gbps 4 20,000
100 Mbps 19 200,000

10 Mbps 100 2,000,000




2. Elect the Root Ports

. After the root bridge has been determined, the STA
algorithm is used to select the root port. Every non-
root switch will select one root port. The root port is
the port closest to the root bridge in terms of overall
cost to the root bridge. This overall cost is known as
the internal root path cost.

. The internal root path cost is equal to the sum of all
the port costs along the path to the root bridge, as
shown in the figure. Paths with the lowest cost
become preferred, and all other redundant paths
are blocked. In the example, the internal root path
cost from S2 to the root bridge S1 over path 1 is 19
while the internal root path cost over path 2 is 38.
Because path 1 has a lower overall path cost to the
root bridge, it is the preferred path and FO0/1
becomes the root port on S2.

[ Root port ]
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3. Elect Designated Ports

. Every segment between two switches will have one
designated port. The designated port is a port on the
segment that has the internal root path cost to the
root bridge. In other words, the designated port has
the best path to receive traffic leading to the root
bridge.

. What is not a root port or a designated port becomes
an alternate or blocked port.

. All ports on the root bridge are designated ports.

. If one end of a segment is a root port, the other end
is a designated port. [ Designated Pant |

. All ports attached to end devices are designated
ports.

. On segments between two switches where neither of
the switches is the root bridge, the port on the switch
with the least-cost path to the root bridge is a
designated port.

( RootPort | | Designated Port |

eI [ Deslgnated Port ]
| Trunik3 4 | P '1.’
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4. Elect Alternate (Blocked) Ports

If a port is not a root port or a
designated port, then it becomes an [___Raot Port

alternate (or backup) port. Alternate
ports are in discarding or blocking

state to prevent loops. In the figure,
the STA has configured port FO/2 on
S3 in the alternate role. Port FO/2 on [ Alternata Port
S3 is in the blocking state and will
not forward Ethernet frames. All

| Designated Port ]

|

Root Bridge

other inter-switch ports are in [ Designatad pn“rt"'l,/

forwarding state. This is the loop-
prevention part of STP.
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Elect a Root Port from Multiple Equal-Cost Paths

When a switch has multiple equal-cost paths to the root bridge, the switch will determine a port using
the following criteria:

« Lowest sender BID
 Lowest sender port priority
« Lowest sender port ID




Elect a Root Port from Multiple Equal-Cost Paths (Cont.)

Lowest Sender BID: This topology has four switches with switch S1 as the root bridge. Port FO/1 on switch S3 and
port FO/3 on switch S4 have been selected as root ports because they have the root path cost to the root bridge for
their respective switches. S2 has two ports, FO/1 and FO/2 with equal cost paths to the root bridge. The bridge IDs of
S3 and S4, will be used to break the tie. This is known as the sender’s BID. S3 has a BID of 32769.5555.5555.5555
and S4 has a BID of 32769.1111.1111.1111. Because S4 has a lower BID, the FO/1 port of S2, which is the port
connected to S4, will be the root port.

Root Port ] ( Diasignated Pon ]
‘ Bridge ID = 32769.5555 5556.5555 Y L Bridge ID = 24577.3333.3333.3333
FQ/1 Fof2
i. -Designa-teﬂ.l";un * - |FO/2 FO/1 ""_'[. Designated Port |
Trumk 2 Trunk1i
[ Altarmate Port == |F0/2 Fiy3 p— Root Port
| Bridge [0 = 32769 AAAA ALAA AAAA I Trunkd ] Bridge ID = 32765 11111111111

Root Port i | l ; -Désignate-d Port |




Elect a Root Port from Multiple Equal-Cost Paths (Cont.)

Lowest Sender Port Priority: This topology has two switches which are connected with two equal-
cost paths between them. S1 is the root bridge, so both of its ports are designated ports.

 S4 has two ports with equal-cost paths to the root bridge. Because both ports are connected to
the same switch, the sender’s BID (S1) is equal. So the first step is a tie.

* Next, is the sender’s (S1) port priority. The default port priority is 128, so both ports on S1 have
the same port priority. This is also a tie. However, if either port on S1 was configured with a lower

port priority, S4 would put its adjacent port in forwarding state. The other port on S4 would be a
blocking state.

Bridge I = 24577.3333.3333.3333

Bridge ID = 32768.1111.111L.1111

| Dssonaaa it

Port Priority =128

J

Root Bridge PO/ FO/6
4
|I Port Priority = 128
\
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Elect a Root Port from Multiple Equal-Cost Paths (Cont.)

« Lowest Sender Port ID: The last tie-breaker is the lowest sender’s port ID. Switch S4 has
received BPDUs from port FO/1 and port FO/2 on S1. The decision is based on the sender’s port
ID, not the receiver’s port ID. Because the port ID of FO/1 on S1 is lower than port F0/2, the port
FO/6 on switch S4 will be the root port. This is the port on S4 that is connected to the FO/1 port on
S1.

 Port FO/5 on S4 will become an alternate port and placed in the blocking state.

Designated Port Root Port | Bridge ID = 32769.1111.1111.1111 )

IEIri::IQE D= :aﬁ??.2223.3333.3333|

| Port Priarity =128 ||

Root Bridg ¥ Hlie
Hii2 Flv's
L]
\ I FPorl Prigrity = 128 I




STP Timers and Port States

STP convergence requires three timers, as follows:

 Hello Timer -The hello time is the interval between BPDUs. The default is 2 seconds but can be
modified to between 1 and 10 seconds.

 Forward Delay Timer -The forward delay is the time that is spent in the listening and learning
state. The default is 15 seconds but can be modified to between 4 and 30 seconds.

« Max Age Timer -The max age is the maximum length of time that a switch waits before attempting
to change the STP topology. The default is 20 seconds but can be modified to between 6 and 40
seconds.

Note: The default times can be changed on the root bridge, which dictates the value of these timers for

the STP domain.




STP Timers and Port States (Cont.)

STP facilitates the logical loop-free path throughout the broadcast domain. The spanning tree is determined through the
information learned by the exchange of the BPDU frames between the interconnected switches. If a switch port
transitions directly from the blocking state to the forwarding state without information about the full topology during the
transition, the port can temporarily create a data loop. For this reason, STP has five ports states, four of which are
operational port states as shown in the figure. The disabled state is considered non-operational.

Blocking

« Mo BPDU recehed
« Max Age = 20 seconds

Blocking
Listening « Im blocking state until STF Link
« Forward Delay = 15 seconds determines if port is root or Nk comes up
designated port

Leaming
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Forwarding




Operational Details of Each Port State

The table summarizes the operational details of each port state

Port State BPDU MAC Address Table | -orwarding Data
Frames

Blocking Receive only No update

Listening Receive and send No update No
Learning Receive and send Updating table No
Forwarding Receive and send Updating table Yes

Disabled None sent or received No update No




Priklad: vychozi stav
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C Ceka na RP max. 20 sec na BPDU od A.
Po 20 sec zapracuje Casovac Max Age, na BP 15 s. nasloucha.
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Pak se dalsich 15 s. ucCi adresy z BPDU a prohodi RP a BP. Celkem 50 s.
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Per-VLAN Spanning Tree

STP can be configured to operate in an environment with multiple VLANs. In Per-VLAN Spanning Tree
(PVST) versions of STP, there is a root bridge elected for each spanning tree instance. This makes it
possible to have different root bridges for different sets of VLANs. STP operates a separate instance of
STP for each individual VLAN. If all ports on all switches are members of VLAN 1, then there is only
one spanning tree instance.
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FIELD NAME DESCRIPTION TYPE VERSIONS
bpdu.agreement_digest_convention_capabilities  Agreement Digest Convention Unsigned 2.0.0to
Capabilities integer, 1 byte  3.2.7
bpdu.agreement_digest_convention_id Agreement Digest Convention Unsigned 2.0.0to
Id integer, 1 byte  3.2.7
bpdu.agreement_digest_edge_count Agreement Digest Edge Count  Unsigned 2.0.0to

integer, 2 bytes  3.2.7

bpdu.agreement_digest_format_capabilities Agreement Digest Format Unsigned 2.0.0to0
Capabilities integer, 1 byte  3.2.7
bpdu.agreement_digest_format_id Agreement Digest Formatld  Unsigned 2.0.0to

integer, 1 byte  3.2.7

bpdu.version_support This version of Wireshark only Label 2.0.0to
knows about versions 0,2, 3 & 3.2.7




5.3 Evolution of STP




Different Versions of STP

 Many professionals generically use spanning tree and STP to refer to the various implementations
of spanning tree, such as Rapid Spanning Tree Protocol (RSTP) and Multiple Spanning Tree
Protocol (MSTP). In order to communicate spanning tree concepts correctly, it is important to refer
to the implementation or standard of spanning tree in context.

 The latest IEEE documentation on spanning tree (IEEE-802-1D-2004) says, "STP has now been
superseded by the Rapid Spanning Tree Protocol (RSTP)."The IEEE uses "STP" to refer to the
original implementation of spanning tree and "RSTP" to describe the version of spanning tree
specified in IEEE-802.1D-2004.

* Because the two protocols share much of the same terminology and methods for the loop-free
path, the primary focus will be on the current standard and the Cisco proprietary implementations
of STP and RSTP.

*  Cisco switches running I0S 15.0 or later, run PVST+ by default. This version incorporates many of
the specifications of IEEE 802.1D-2004, such as alternate ports in place of the former non-
designated ports. Switches must be explicitly configured for rapid spanning tree mode in order to
run the rapid spanning tree protocol.




Evolution of STP
Different Versions of STP (Cont.)

STP Description
Variety P

This is the original IEEE 802.1D version (802.1D-1998 and earlier) that provides a loop-free topology in a
STP network with redundant links. Also called Common Spanning Tree (CST), it assumes one spanning tree
instance for the entire bridged network, regardless of the number of VLANS.

Per-VLAN Spanning Tree (PVST+) is a Cisco enhancement of STP that provides a separate 802.1D spanning
PVST+ tree instance for each VLAN configured in the network. PVST+ supports PortFast, UplinkFast, BackboneFast,
BPDU guard, BPDU filter, root guard, and loop guard.

28541 b- This is an updated version of the STP standard, incorporating IEEE 802.1w.
Rapid Spanning Tree Protocol (RSTP) or IEEE 802.1w is an evolution of STP that provides faster
RSTP
convergence than STP.
Rapid This is a Cisco enhancement of RSTP that uses PVST+ and provides a separate instance of 802.1w per

PVST+ VLAN. Each separate instance supports PortFast, BPDU guard, BPDU filter, root guard, and loop guard.

Multiple Spanning Tree Protocol (MSTP) is an IEEE standard inspired by the earlier Cisco proprietary Multiple

S Instance STP (MISTP) implementation. MSTP maps multiple VLANSs into the same spanning tree instance.

Multiple Spanning Tree (MST) is the Cisco implementation of MSTP, which provides up to 16 instances of
MST RSTP and combines many VLANs with the same physical and logical topology into a common RSTP
instance. Each instance supports PortFast, BPDU guard, BPDU filter, root guard, and loop guard.




Refer to the exhibit. Switch S1 is running mst IEEE 802.1s. Switch S2 contains the default

configuration running IEEE 802.1D. Switch S3 has had the command spanning-tree mode
rapid-pvst running IEEE 802.1w. What will be the result?

A. IEEE 802.1D and IEEE 802.1w are incompatible. All three switches must use the same standard or
no traffic will pass between any of the switches.

B. Switches S1, S2, and S3 will be able to pass traffic between themselves.

C. Switches S1, S2, and S3 will be able to pass traffic between themselves. However, if there is a
topology change, Switch S2 will not receive notification of the change.

D. Switches S1 and S3 will be able to exchange traffic but neither will be able to exchange traffic with
Switch S2




Refer to the exhibit. Switch S1 is running mst IEEE 802.1s. Switch S2 contains the default

configuration running IEEE 802.1D. Switch S3 has had the command spanning-tree mode
rapid-pvst running IEEE 802.1w. What will be the result?

A. IEEE 802.1D and IEEE 802.1w are incompatible. All three switches must use the same standard or
no traffic will pass between any of the switches.

B. Switches S1, S2, and S3 will be able to pass traffic between themselves.

C. Switches S1, S2, and S3 will be able to pass traffic between themselves. However, if there is a
topology change, Switch S2 will not receive notification of the change.

D. Switches S1 and S3 will be able to exchange traffic but neither will be able to exchange traffic with
Switch S2




Vysvetleni

= PrepinaC bézici jak MSTP, tak RSTP podporuje vestavény mechanismus migrace
protokolu, ktery mu umoznuje spolupracovat se starsimi prepinaci 802.1D.

= Pokud tento prepinac prijme starsi BPDU konfigurace 802.1D (BPDU s verzi
protokolu nastavenou na 0), odesle pouze 802.1D BPDU na tomto portu.




RSTP Concepts

RSTP (IEEE 802.1w) supersedes the original 802.1D while retaining backward compatibility. The
802.1w STP terminology remains primarily the same as the original IEEE 802.1D STP terminology.
Most parameters have been left unchanged. Users that are familiar with the original STP standard
can easily configure RSTP. The same spanning tree algorithm is used for both STP and RSTP to
determine port roles and topology.

« RSTP increases the speed of the recalculation of the spanning tree when the Layer 2 network
topology changes. RSTP can achieve much faster convergence in a properly configured network,
sometimes in as little as a few hundred milliseconds. If a port is configured to be an alternate port it
can immediately change to a forwarding state without waiting for the network to converge.

Note: Rapid PVST+ is the Cisco implementation of RSTP on a per-VLAN basis. With Rapid PVST+ an
independent instance of RSTP runs for each VLAN.




RSTP Port States and Port Roles

There are only three port states
in RSTP that correspond to the
three possible operational states
in STP. The 802.1D disabled,
blocking, and listening states are
merged into a unique 802.1w
discarding vyfazeny)state.

—

Disabled / \

Blocking Discarding

Listening

Learning Learning

Forwarding Forwarding

Root ports and designated ports are the
same for both STP and RSTP. However,
there are two RSTP port roles that
correspond to the blocking state of STP. In
STP, a blocked port is defined as not being
the designated or root port. RSTP has two
port roles for this purpose.

Root Port

Designated Port

Blocked Port
(Non-Designated Port)

- /

RSTP

Root Port

Designated Port

Backup Port

Alternate Port




RSTP Port States and Port Roles (Cont.)

The alternate port has an alternate path to the root bridge. The backup port is a backup to a shared
medium, such as a hub. A backup port is less common because hubs are now considered legacy

devices.
Root Bridge

Designated Port Designated Port

Root Port

Root Port Alternate Port Designated Po

Designated Port Backup Port




Zmeny v casovacich

BPDU Timers

Spanning Tree Protocol
(IEEE 802.1D)

Rapid Spanning Tree Protocol
(IEEE 802.1W)

Max Age

20

6 (3 x Hello time)

Delay Forward for
the Listening State

15

Delay Forward for
the Learning state

15

Total
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How are STP timers and state transitions affected when a topology change
occurs in an STP environment?

A. All ports will temporarily transition to the learning state for

a period equal to the max age timer plus the forward delay
interval.

B. B. All ports will transition temporarily to the learning state
for a period equal to the forward delay interval.

C. The default aging time for MAC address entries will be
reduced for a period of the max age timer plus the forward
delay interval.

D. The default hello time for configuration BPDUs will be
reduced for the period of the max age timer.




Rozbor

Pokud pfepinac prestane pfijimat Hellos, znamena to, Ze doslo k chybé v siti. Pfepina€ zahaji proces zmény topologie Spanning-tree. Tento
proces vyzaduje pouziti tfi Casovacl STP:

* Hello - ¢as mezi kaZzdou datovou jednotkou mostniho protokolu (BPDU), ktera se odesila na port. Tento €as se ve vychozim nastaveni rovna 2
sekundam (s), ale mlzete naladit ¢as mezi 1 a 10 s.

* Forward Delay - Cas straveny ve stavu poslechu a u€eni. Tento €as je ve vychozim nastaveni roven 15 s, ale mizete naladit ¢as mezi 4 a 30 s.
* Max Age - maximalni doba, po kterou Ize BPDU ulozit bez pfijeti aktualizace. Tato doba je ve vychozim nastaveni 20 s, ale Ize ji naladit na 6 az
40 s. Max Age je ¢as, pokdy most ulozi BPDU, nez jej zahodi.

Pfepinace (mosty) ve vychozim nastaveni uchovavaji polozky tabulky MAC adres po dobu 300 sekund (5 minut, znamé jako Aging Time — doba
starnuti). Kdyz dojde ke zméné topologie sité, Switch (Bridge) doCasné snizi ¢as starnuti na stejnou dobu jako Forward Delay (15 sekund), aby se
znovu naucily zmény MAC adresy, které nastaly kvuli zméné topologie.

To je dulezité, protoze normalné pouze po péti minutach je zaznam stahnut z tabulky MAC adres piepinace a tim padem sitova zafizeni mohou
byt nedostupna po dobu az 5 minut. Toto se nazyva black hole, protoZe ramce Ize pfeposilat na zafizeni, které jiz neni k dispozici.

Vsimnéte si, Ze zkraceni doby starnuti na 15 sekund nevycisti celou tabulku, pouze urychli proces starnuti. Zafizeni, ktera nadale ,mluvi“ béhem
15sekundoveho obdobi Age-out, nikdy neopoustéji pfepinaci tabulku.

Proto by v této otazce méla byt odpovéd C, ktera by méla uvadét ,Vychozi doba starnuti pro polozky MAC adres bude sniZzena na ¢as
forward_delay po dobu Max Age + interval Forward Delay.*




How are STP timers and state transitions affected when a topology change
occurs in an STP environment?

A. All ports will temporarily transition to the learning state for

a period equal to the max age timer plus the forward delay
interval.

B. B. All ports will transition temporarily to the learning state
for a period equal to the forward delay interval.

C. The default aging time for MAC address entries will
be reduced for a period of the max age timer plus
the forward delay interval.

D. The default hello time for configuration BPDUs will be
reduced for the period of the max age timer.




Based on the show spannin%_—tree vlan 200 output shown in the exhibit, which
two statements about the STP process for VLAN 200 are true? (Choose two)

Switch#show spanning-tree vlan 200

VLANO200
Spanning tree enabled protocol ieee
Root ID Priority 32968
Address 000c.ce29.ef00
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 10 sec Max Age 20 sec Forward Delay 30 sec

Bridge ID Priority 32968 (priority 32768 sys-id-ext 200)
Address 000c.ce2a.4180
Hello Time 2sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300

Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Root FWD 19 128.2 P2p
Fa0/3 Altn BLK 19 128.3 P2p

A. BPDUs will be sent out every two seconds.

B. The time spent in the listening state will be 30 seconds.

C. The time spent in the learning state will be 15 seconds.

D. The maximum length of time that the BPDU information will be saved is 30 seconds.
E. This switch is the root bridge for VLAN 200.

F. BPDUs will be sent out every 10 seconds.




This bridge is the root

+ Toto neni kofenovy most pro VLAN 200 (nema radek , This bridge is the root" a nejprve
se zobrazi informace o kofenovém mostu. Ma alternativni port).

+ Kofenovy mustek odesila Hello kazdych 10 sekund, Max Age je 20 sekund a Forward
Delay je 15 sekund, zatimco mistni most zasila Hello kazdé 2 sekundy, Max Age je 20
sekund a Forward Delay je 15 sekund.

Aan IEEE bridge se nestara o mistni konfiguraci hodnoty ¢asovacu. Most IEEE
zohledriuje hodnotu asovadtl v BPDU, které most pfijima. U&inné je diilezity pouze
casovac, ktery je nakonfigurovan na kofrenovém mustku STP. V tomto pfipadé bude
mistni pfepinac importovat asovace STP z kofenového mustku -> Stav listening (nebo
stav learning) bude 30 sekund, coz se rovna Forward Delay. Také BPDU budou zasilany
kazdych 10 sekund (pakety Hello).




U STP TCN (topology change notification)
bézi do rootu a pak TC (topology change)

Spanning Tree Protocol Rapid Spanning Tree Protocol

Root Bridge Root Bridge

M TCN BPDU M TCN BPDU

N 1C BPDU M TC BPDU

CCCCC




Pole Flags je naplno vyuzivano

Root Path Cost PortiD | Msg Age MaxAge Hello Time D i

Protocol
Identifier

IEEE 802.1W
@ Bit Function

Bit Function a Topology Change

0 Topology Change i Proposal

1 Unused 2-3 Port Role:

2 Unused g? Lj\r;:(:mve

3 Unused :? Tﬁgﬂed Port
4 Unused 4 Leaming

5 Unused 5 Forwarding

6 Unused 2 Agreement

7 Topology Change Acknowledgement 7 Topology Change Acknowledgement
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Root port
Designated port
Alternate port
Edge port
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RID=0.MAC A
Poat A1
Port B2
Device B

RID=4096 MAC B
Port B1




Misto €asovacu systém proposal/agreement

Root Bridge Root Bridge

EP — Edge Ports




PortFast and BPDU Guard

«  When a device is connected to a switch port or when a switch powers up, the switch port goes
through both the listening and learning states, each time waiting for the Forward Delay timer to
expire. This delay is 15 seconds for each state for a total of 30 seconds. This can present a
problem for DHCP clients trying to discover a DHCP server because the DHCP process may
timeout. The result is that an IPv4 client will not receive a valid IPv4 address.

*  When a switch port is configured with PortFast, that port transitions from blocking to forwarding
state immediately, avoiding the 30 second delay. You can use PortFast on access ports to allow
devices connected to these ports to access the network immediately. PortFast should only be
used on access ports. If you enable PortFast on a port connecting to another switch, you risk
creating a spanning tree loop.

A PortFast-enabled switch port should never receive BPDUs because that would indicate that
switch is connected to the port, potentially causing a spanning tree loop. Cisco switches support a
feature called BPDU guard. When enabled, it immediately puts the switch port in an errdisabled
(error-disabled) state upon receipt of any BPDU. This protects against potential loops by effectively
shutting down the port. The administrator must manually put the interface back into service.




Bpduguard

Root
Bridge

| d
. —= =
= uar
“ Enabled
STP
Attacker BPDU

Switch{config)#

spanning-tree portfast bpduguard default

* Globally enables BPDU guard on all ports with PortFast
enabled

afear]
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Prikazy STP Portfast

STP portfast disables the topology notification notification (TCN) generation and causes
access ports that come up to bypass the learning and listening states and enter the
forwarding state immediately. If a BPDU is received on a portfast-enabled port, the portfast
functionality is removed from that port.

spanning-tree portfast Interface command to enable portfast on a
specific access port

spanning-tree portfast default Global command to enable portfast on all
access ports

spanning-tree portfast disable Disable portfast on a port

spanning-tree portfast trunk Command used on trunk links to enable portfast

*This command should only be used with ports
connected to a single host.




BPDU Guard

BPDU guard is a safety mechanism that shuts down ports configured with STP portfast

upon receiving a BPDU.

spanning-tree portfast bpduguard default

spanning-tree portfast bpduguard default
{enable | disable}

show spanning-tree interface interface-id
detail

Global command to enable BPDU guard on
all STP portfast ports

Interface command to enables or disable
BPDU guard on a specific interface

Displays whether BPDU guard is enabled for
the specified interface

Note: BPDU Guard is typically configured with all host-facing ports that are enabled with

portfast.




BPDU Guard Error Recovery

The Error Recovery service can be used to reactivate ports that are shut down. Ports that
are put into the ErrDisabled mode due to BPDU guard do not automatically restore
themselves. Use the following commands to recover ports that were shutdown from BPDU
guard:

errdisable recovery cause bpduguard Recovers ports shutdown by BPDU guard

errdisable recovery interval time-seconds The period that Error Recovery checks for ports




Switch(config)#interface fa0/1

Switch(config-ifj#spanning-tree portfast

/

“This link will

be activated
Linka je dfive aktivni. within5  pm
1 seconds y

Portfast davame na trunk,
jen kdyz je tam server.

P

| This link will
1 be activated

ﬁ within 30
~ seconds

v

e PC-PT

PC1




BPDU Filter

BPDU filter blocks BPDUs from being transmitted out of a port. It can be enabled globally
or on a specific interface.

Global BPDU filter command: Interface-specific BPDU filter command:
spanning-tree portfast bpdufilter default Spanning-tree bpdufilter enable
With the global BPDU configuration the port With the interface-specific BPDU
sends a series of 10— 12 BPDUs. If the configuration the port does not send any
switch receives any BPDUS, it checks to BPDUs on an ongoing basis. If the remote
identify which switch is more preferred. port has BPDU guard, that generally shuts
The preferred switch doesn’t process any down th.e port as a loop prevention
BPDUs but still passes them along to inferior mechanism.
switches.

A non-preferred switch processes the BPDUs
that are received but doesn’t transmit any

BPDUs to superior switches.




Uzivatel si muze pfripojit svuj SW, BPDU staci
odfiltrovat a neni treba z toho délat drama

Switch(config) #spanning-tree portfast bpdufilter default
» Enables BPDU filtering

Switch#show spanning-tree summary totals




Root Guard

Root guard is an STP feature that prevents a configured port from becoming a

root port.

|t does this by placing the port in an ErrDisabled state if a superior BDPU is
received on that port.

« Root guard is placed on designated ports towards other switches that
should never become root bridges.

* Root guard is enabled on a port-by-port basis.

Use the interface command spanning-tree guard root to enable root guard.




SW1(config-ifJ#spanning-tree guard root

ROOT BRIDGE

CCCCC




Refer to the exhibit. On the basis of the output of the show spanning-tree

inconsistentports command, which statement about interfaces FastEthernet 0/1 and
FastEthernet 0/2 is true?

SW1# show spanning-tree inconsistentports

Name Interface Inconsistency
VLANOOO1 FastEthernet0/1 Root Inconsistent
VLANO0O1 FastEthernet0/2 Root Inconsistent

Number of inconsistent ports (segments) in the system : 2

A. They have been configured with the spanning-tree bpdufilter disable command.
B. They have been configured with the spanning-tree bpdufilter enable command.
C. They have been configured with the spanning-tree bpduguard disable command.
D. They have been configured with the spanning-tree bpduguard enable command.
E. They have been configured with the spanning-tree guard loop command.

F. They have been configured with the spanning-tree guard root command.




Reseni

Muzeme nakonfigurovat funkci root guard, abychom zabranili tomu, aby se neopravnéné prepinace staly kofrenovym
mostem. Kdyz povolite root guard na portu, pokud tento port pfijme lepSi BPDU, misto toho, aby véfil v BPDU, prejde port
do stavu nekonzistentniho s rootem. Zatimco je port v nekonzistentnim stavu root, prfes néj se neposilaji zadna
uzivatelska data. Po zastaveni nadfazenych BPDU se vSak port vrati do stavu predavani.

Napf. v topologii vySe predpokladejme, Zze S1 je aktualni kofenovy most. Pokud hacker pfipoji prepina¢ na S3, ktery vysila
lepSi BPDU, stane se novym kofenovym mostem, také to zméni dopravni cestu a muze vést k dopravni zacpé. Povolenim
root guard na portu S3 vypocty spanning-tree zpUsobi, Ze misto aby bylo rozhrani vybrano jako root port, pfejde do stavu
nekonzistentniho (zablokovaného) root, aby se zabranilo hackerskému pfepinaci stat se rootovym pfepinacem nebo byt

cestou ke korenu.




Obdobny pripad

5# show spanning-tree inconsistentports

Name Interface Inconsistency
VLANOOO1 FastEthemet3/1 Port Type Inconsistent
VLANOOO1 FastEthernet3/2 Port Type Inconsistent
VLANOOO2 FastEthernet 3/1 Port Type Inconsistent
VLANOOO2 FastEthemet3/2 Port Type Inconsistent
VLANOOO3 FastEthemet3/1 Port Type Inconsistent
VLANOOO3 FastEthernet 3/2 Port Type Inconsistent
VLANOOO4 FastEthemet3/1 Port Type Inconsistent
VLANOOO4 FastEthemet3/2 Port Type Inconsistent
VLANOOO5 FastEthemet3/1 Port Type Inconsistent
VLANOOOS FastEthernet3/2 Port Type Inconsistent
Number of inconsistent ports (segments) in the system : 10

https://sites.google.com/site/gogoccnp/st




Refer to the exhibit. The command spanning-tree guard root is configured on interface
Gi0/0 on both switch S2 and S5. The global configuration command spanning-tree
uplinkfast has been configured on both switch S2 and S5. The link between switch S4
and S5 fails. Will Host A be able to reach Host B?

A. Fifty percent of the traffic will successfully reach Host B, and fifty percent will dead-end at switch
S3 because of a partial spanning-tree loop.

B. No. Traffic will pass from switch S6 to S2 and dead-end at S2.

C. No. Traffic will loop back and forth between switch S6 and Host A.

D. No. Traffic will loop back and forth between switches S2 and S3.

E. Yes. Traffic will pass from switch S6 to S2 to S1.




Vysvetleni funkce UplinkFast

S1

52

53
Predpokladejme, Zze S1 je kofenovy most v topologii vyse. S3 je pfipojen k S1 dvéma cestami: jedna pfima cesta a druha
prochazi S2. Pfedpokladejme, Ze port pfimo pfipojeny k S1 je kofenovy port -> port pfipojeny k S2 bude ve stavu
Blocking. Pokud primarni odkaz selze, zablokovany port bude potrebovat pfiblizné 50 sekund, aby se mohl prfesunout z
Blocking -> Listening -> Learning -> Forwarding.

Ke zkraceni prostoje Ize pouzit funkci nazvanou Uplink Fast. Kdyz selze primarni (kofrenovy) odkaz, 1ze okamzité
pouzit dalsi blokovany odkaz. Kdyz je povolena funkce UplinkFast, je povolena pro cely pfepinaC a vSechny sité
VLAN. Nelze jej povolit pro jednotlivé VLAN.

V této otazce byla povolena funkce Root Guard na GiO / 0 na S2 a S5, takze tyto dva porty Gi0 / 0 nemohou byt
kofenovymi porty a nemohou pfedavat provoz -> musi byt pouzito spojeni mezi S2 a S6.

Poznamka: MySlenka Uplink Fast je zalozena na blokovanych portech, které se mohou stat korenovym portem. Proto
neni na kofenovém mustku povolena funkce Uplink Fast -> S2 a S5 v tomto pfipadé nemohou byt kofenovymi mustky.




Podobny pripad

Jen bude chvili trvat, nez si  vycisti tabulku MAC adres.




Problems with Unidirectional Links — problemy optiky

Network devices that utilize fiber-optic cables for connectivity can encounter
unidirectional traffic flows if one strand is broken. BPDUs will not able to be
transmitted causing other switches on the network to eventually time out the
existing root port and change root ports resulting in a forwarding loop.

Two solutions to problems with unidirectional links:
« STP Loop Guard
« Unidirectional Link Detection




STP Loop Guard

STP Loop guard prevents any alternative or root ports from becoming designated ports due
to loss of BPDUs on the root port. Loop guard places the original port into an ErrDisabled
state while BPDUs are not being received and transitions back through the STP states

when it begins receiving BPDUs again.

spanning-tree loopguard default Global command to enable loop guard
spanning-tree guard loop Interface command to enable loop guard
show spanning-tree inconsistent-ports Shows ports in the inconsistent state due to

the port not receiving BPDUs

Note: Loop guard shouldn’t be enabled on portfast-enabled
ports because it directly conflicts with root/alternate port logic




Kde vsude dava smysl konfigurovat
loopguard?

ROOT
Priority 32768
MAC: AAA

NON-ROOT NON-ROOT
Priority 32768 Priority 32768
MAC: BBB MAC: CCC
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Vsude v kruhu

SW1(config)#spanning-tree
SW2(config)#spanning-tree
SW3(config)#spanning-tree

CCCCC

oopguard defau
oopguard defau
oopguard defau




STP Loop Guard

STP Loop guard prevents any alternative or root ports from becoming designated ports due
to loss of BPDUs on the root port. Loop guard places the original port into an ErrDisabled
state while BPDUs are not being received and transitions back through the STP states

when it begins receiving BPDUs again.

spanning-tree loopguard default Global command to enable loop guard
spanning-tree guard loop Interface command to enable loop guard
show spanning-tree inconsistent-ports Shows ports in the inconsistent state due to

the port not receiving BPDUs

Note: Loop guard shouldn’t be enabled on portfast-enabled
ports because it directly conflicts with root/alternate port logic




Kde vsude dava smysl konfigurovat
loopguard?

ROOT
Priority 32768
MAC: AAA

NON-ROOT NON-ROOT
Priority 32768 Priority 32768
MAC: BBB MAC: CCC
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Vsude v kruhu

SW1(config)#spanning-tree
SW2(config)#spanning-tree
SW3(config)#spanning-tree

CCCCC

oopguard defau
oopguard defau
oopguard defau




STP Loop Guard

STP Loop guard prevents any alternative or root ports from becoming designated ports due
to loss of BPDUs on the root port. Loop guard places the original port into an ErrDisabled
state while BPDUs are not being received and transitions back through the STP states

when it begins receiving BPDUs again.

spanning-tree loopguard default Global command to enable loop guard
spanning-tree guard loop Interface command to enable loop guard
show spanning-tree inconsistent-ports Shows ports in the inconsistent state due to

the port not receiving BPDUs

Note: Loop guard shouldn’t be enabled on portfast-enabled
ports because it directly conflicts with root/alternate port logic




Normalni stav

X

Switch A

STP BPDUS/ \STP BPDUs

STP BPDUs
ST
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Vypadek

° STP BPDUs

X

STP BPDUS/ \STP BPDUs

CCCCC




A |de to v protismeru a cykli

( Loop )

STP BPDUs
X

STP BPDUS/

\STP BPDUs
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Jednosmernost je detekovana

UDLD-disabled o

STP BPDUs
X

STP BPDUS/ \STP BPDUs
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B to zablokuje | ve druhem smeru

v

UDLD-disabled o

STP BPDUs
X

STP BPDUS/ \STP BPDUs
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Co se nesmi kombinovat?




Secondary

Root Bridge Root Bridge

| UDLD
I

| UDLD,
| LoopGuard

Catalyst A Catalyst B

Catalyst C Loop Guard | LoopGuard

' BackboneFast,

<—— BPDU Guard BPDU Filter

Root Guard—

PortFast,

PortFast BPDU Guard

Catalyst D = ) }- Forwarding D
ey 0 T Socking * Root je ke switchi

Root guard: Apply to ports where root is never expected. ° B P D U k P C

BPDU guard: Apply to all user ports where PorlFast is enabled.
Loop guard: Apply to nondesignated ports but okay to apply to all ports.
UDLD: Apply to all fiber-optic links between switches (must be enabled on both ends).

Permissible combinations on a switch port:

Loocp guard and UDLD
Root guard and UDLD

Mot permissible on a switch port:

Root guard and Loop guard
Root guard and BFDU guard




Jak byste na to sli v kruhove topologii?




Umisténi STP Root Guards v kruhové
topologil g

@ Roct Guard
. Loop Guard

/. BPDU Guard

— Gigabit Ethernet

==== Fast Ethernest

___________

liai] s
amamyax ﬁ




Co oznacuiji jednotlive barvy?

Root Primary a1, Root Secondary
HSRP Primary ol =l HSRP Secondary
Active Context "1\' Standby Context

afear]
Cisco




Root Primary
HSRP Primary
Active Context

Root Secondary
HSRP Secondary
Standby Context

cleco @ Root Guard Loop Guard (@ BPDU Guard (UDLD Globally Enabled)




Root Primary
HSRP Primary
Active Context

Root Secondary
HSRP Secondary
Standby Context

cleco @ Root Guard Loop Guard (@ BPDU Guard (UDLD Globally Enabled)




Alternatives to STP

« Over the years, organizations required greater resiliency and availability in the LAN. Ethernet
LANs went from a few interconnected switches connected to a single router, to a sophisticated
hierarchical network design including access, distribution and core layer switches.

 Depending on the implementation, Layer 2 may include not only the access layer, but also the
distribution or even the core layers. These designs may include hundreds of switches, with
hundreds or even thousands of VLANs. STP has adapted to the added redundancy and complexity
with enhancements, as part of RSTP and MSTP.

 Animportant aspect to network design is fast and predictable convergence when there is a failure
or change in the topology. Spanning tree does not offer the same efficiencies and
predictabilities provided by routing protocols at Layer 3.

« Layer 3 routing allows for redundant paths and loops in the topology, without blocking ports. For
this reason, some environments are transitioning to Layer 3 everywhere except where devices
connect to the access layer switch. In other words, the connections between access layer switches
and distribution switches would be Layer 3 instead of Layer 2.




Co nového prinesl Router Access

Classical — STP based

Routed access

Jednodus$si a snadnéjsi feSeni potizi, muzete pouzit standardni techniky feSeni potizi se smérovanim a budete
mit méné protokoll pro spravu a feSeni potizi v siti

Eliminujte zavislost na STP a FHRP a pfi vyuzivani vSech dostupnych uplinkdl se spoléha na rovnocenny
multipath (EMCP) pouzitého smérovaciho protokolu, coz mize zvysit celkovy vykon sité

» Minimalizuje se doba konvergence béhem selhani spojeni nebo uzlu




Switch clustering

Physical Layout Logical Layout
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Tento designovy model poskytuje nejjednodussi a nejflexibilnéjsSi design ve srovnani s ostatnimi modely.

Zavedenim konceptu shlukovani pfepinacd mezi rizné funkéni moduly architektury podnikového kampusu
mohou navrhafi sité do znacné miry zjednodusit a vylepsit design.
To nabizi vy$Si uroven odolnosti uzli a cest spolu s vyrazné optimalizovanym €asem konvergence sité.

Dva distribucni switche na cluster, FHRP nemusi byt, ale muze, podpora Multichassis link aggregation
(MLAG)




Module 5: Best Practices
Topic 5.1

» Do you think the threat of broadcast storms is still present, given modern switching technology?

» Search the Internet for Radia Perlman’s poem “Algoryme” and read it. Do you think it describes the
Spanning Tree Algorithm very well?

Topic 5.2

Ask the students or have a class discussion:
» How appropriate do you think the standard Spanning Tree timers are for today’s switched networks?
* How much complexity does Per-VLAN Spanning Tree add to the network?
Topic 5.3

Ask the students or have a class discussion:
» From your perspective, what significant advantage does RSTP provide over STP?

» PortFast allows a port to go into forwarding mode immediately. Who benefits the most from this
capability?




Otazky

Téma 5.1

Myslite si, ze vzhledem k moderni technologii prepinani stale existuje hrozba broadcast storms?
Hledejte na internetu basen Radia Perlmanové ,Algoryme” a prectéte si ji. Myslite si, ze velmi dobfe
popisuje Algoritmus Spanning Tree?

Téma 5.2
Jak vhodné jsou podle vas standardni CasovaCe Spanning Tree pro dnesni pfepinané sité?
Kolik slozitosti pridava Per-VLAN Spanning Tree do sité?

Téma 5.3
Jakou vyznamnou vyhodu z vaseho pohledu poskytuje RSTP oproti STP?
PortFast umoziuje portu okamzité prejit do rezimu pfedavani. Kdo z této schopnosti tézi nejvice?




Myslite si, ze vzhledem k moderni technologii prepinani stale existuje hrozba
vysilacich boufri? ( je zde ARP, SNMP broadcast, coz reSi storm control)

T0 T1 T2 T3 T4

Rising
Threshold

Falling | _ - _
Threshold

Switch(config-if)# st orm control broadcast |evel bps 1m 500Kk
stormcontrol v b/s je podporovano pouze na zafizenich 3850 & 10S XR, jinak nesmysIna procenta.

Switch# show storm-control Switch# show storm-control
Interface Filter State  Upper Lower Current Interface Filter State Upper Lower Current
Fae/5 Forwarding Im bps 500k bps © bps Fa@/5 Blocking 1m bps 500k bps 2.08m bps

stormcontrol action trap — hlasky pro SNMP server, pouziti iperf pro testovani vykonnosti




Jak vhodné jsou podle vas standardni CasovaCe Spanning Tree pro dnesni
prepinané sité?

= V klasickém ST pouze root bridge generoval BPDU a ty byly pfedavany neroot prepinaci pokud je
obdrzeli na svém root portu. Rapid spanning-tree pracuje jinak ... vSechny prepinace generuji BPDU
kazdé dvé sekundy (Hello interval).

= Klasicky ST pouziva pro BPDU Casova¢ Max Age (20 sekund), nez jsou zahozeny. Rapid spanning-
tree funguje i zde jinak! BPDU se nyni pouZzivaji keep alive mechanismus podobny tomu, co
pouzivaji smérovaci protokoly jako OSPF nebo EIGRP. Pokud pfepinacC nedostal tfi BPDU ze
sousedniho prepinace, pfedpoklada se, Ze pfipojeni k tomuto prepinaci bylo ztraceno, a okamzité
odstrani ze své tabulky vSechny adresy MAC.

Ve wviIv s

stavem poslechu a u€eni, nez pfesunul rozhrani do stavu pfedavani, u vychozich ¢asovacu to trvalo
30 sekund. Klasicky ST byl zalozen na ¢asovacich.

= Rychlé rozloZeni nepouziva ¢asovace k rozhodovani, zda se rozhrani mize pfesunout do stavu
predavani nebo ne. K tomu pouzije vyjednavaci mechanismus.




Problemy z praxe

= Root je jinde nez brana k HSRP/VRRP, pak to jde 2x zbyteCné k rootu.

= U MST je tfeba zajistit, aby vSechny VLAN byly pfedany na vSech truncich,
nebo peclivé a ruéné vytvorit rizné instance MST pro kazdou skupinu VLAN
se zvlastnimi topologickymi pozadavky.

= Jedinym skute¢né platnym duvodem pro kombinaci typu stromu, které se
rozprostiraji, je umoznit zahrnuti starsiho vybaveni, které nepodporuje
moderngjsi protokoly.

= Dobra rada: bez premysleni nastavte prioritu mostu na primarnim
korenovem moste na nejlepsi moznou hodnotu - 4096 - a zalozni korenovy
most na dalsSi nejlepSi hodnotu - 8192.

= Dejte pozor na laciné switche: ne vZdy umi RSTP ba dokonce VLANy vubec.

= Slusna konkurence: ARISTA, Juniper.




5.4 Module Practice and Quiz




Co jsme se naucili

= Redundantni cesty v pfepinané siti Ethernet mohou zpUsobit fyzické i logické smy¢ky vrstvy 2.

= Smycka vrstvy 2 mize mit za nasledek nestabilitu tabulky MAC adres, nasyceni spojeni a vysoké vyuziti CPU na
prepinacich a koncovych zafizenich. To ma za nasledek nepouzitelnost sité.

= STP je sitovy protokol zabranujici smycce, ktery umoZznuje redundanci pfi vytvareni topologie vrstvy 2 bez smycky. Bez STP
se mohou tvofit smy¢ky vrstvy 2, coZ zpUsobi nekonecné smycky vysilani, vicesmérového vysilani a neznamych
unicastovych ramcu, ¢imz se znici sit.

= Pomoci STA vytvafi STP topologii bez smycky ve Ctyfech krocich: 1.zvolite kofenovy most, zvolite 2. kofenové porty, 3.
zvolite urCené (designated) porty a 4. zvolite alternativni (blokované) porty (co zbydou).

= Béhem funkci STA a STP pouzivaji prepinacCe ke sdileni informaci o sobé a jejich pfipojenich BPDU. BPDU se pouzivaji k
volbé kofenového mostu, kofenovych portl, uréenych portu a alternativnich porta.
= Kdyz byl pro danou instanci spanning tree zvolen korenovy most, urCi STA nejlepSi cesty ke kofenovému mostu ze vSech

cild v doméné vysilani. Informace o cesté, znamé jako naklady na vnitini kofenovou cestu, je uréena souctem vSech nakladu
na jednotlivé porty podél cesty od pfepinace po kofenovy most.

= Po ur€eni kofenového mostu vybere algoritmus STA kofenovy port. Kofenovy port je port nejblize kofenovému mostu z
hlediska celkovych nakladu, ktery se nazyva cena vnitfni kofenové cesty.

= Poté, co kazdy prepinac vybere kofenovy port, pfepinace vyberou uréené porty. Uréeny port je port v segmentu (se dvéma
pfepinaci), ktery ma naklady na vnitini kofenovou cestu ke kofenovému mostu.

= Pokud port neni kofenovy port nebo uréeny port, stane se alternativnhim (nebo zaloznim) portem. Alternativni porty a zalozni
porty jsou ve stavu vyfazovani nebo blokovani, aby se zabranilo smyckam.




Pokud ma pfepinac vice rovnocennych cest ke korenovému mostu, prepinac urci port pomoci nasledujicich kritérii: 1.

v v v v v v

Konvergence STP vyzaduje tfi Casovace: CasovaC HELLO, ¢asova¢ FORWARD DELAY a ¢asova¢ MAX AGE.
Stavy portl jsou blokované, poslouchaiji, uci se, pfeposilaji a jsou deaktivovany.

Ve verzich STP PVST existuje kofenovy most zvoleny pro kaZzdou instanci spanning tree. To umoZznuje mit rizné kofenove
mosty pro rizné sady VLAN.

STP se Casto pouziva k oznaceni ruznych implementaci prfeklenovaciho stromu, jako jsou RSTP a MSTP.
RSTP je vyvojovy stupen STP, ktery poskytuje rychlejSi konvergenci nez STP.
Stavy portll RSTP se udi, preposilaji a zahodi.

PVST + je vylepSeni STP od spoleénosti Cisco, které poskytuje samostatnou instanci spanning tree pro kazdou VLAN
nakonfigurovanou v siti. PVST + podporuje PortFast, UplinkFast, BackboneFast, GUARD BPDU, FILTER BPDU, GUARD
ROOT a GUARD LOOP.

Pfepinace Cisco se systémem |IOS 15.0 nebo novéjsim, ve vychozim nastaveni spousti PVST +.

Rapid PVST + je vylepSeni RSTP od spoleénosti Cisco, které vyuziva PVST + a poskytuje samostatnou instanci 802.1w na
VLAN.

Kdyz je port pfepinace nakonfigurovan pomoci PortFast, tento port okamzité pfejde ze stavu blokovani do stavu pfedavani,
obejde stavy poslechu a u€eni STP a vyhne se 30sekundovému zpozdéni.




Pomoci PortFast na pfistupovych portech povolte zafizenim pfipojenym k témto portim,
napfiklad klientum DHCP, okamzity pristup k siti, misto aby ¢ekali na konvergovani STP v
kazdé VLAN.

PrepinacCe Cisco podporuji funkci nazvanou BPDU guard, ktera okamzité prepne port prepinace do
stavu deaktivace chyb po pfrijeti jakéhokoli BPDU, aby byla chranéna pred potencialnimi smyCkami.

V prabéhu let se ethernetové sité LAN dostaly od nékolika vzajemné propojenych pfepinacu, které
byly pfipojeny k jednomu routeru, k propracovanému hierarchickému sitovému designu. V
zavislosti na implementaci muze vrstva 2 zahrnovat nejen pfistupovou vrstvu, ale také distribuci
nebo dokonce zakladni vrstvy. Tyto navrhy mohou zahrnovat stovky prepinaci se stovkami nebo
dokonce tisici VLAN. STP se pfizpusobil pfidané redundanci a slozitosti diky vylepsenim jako
soucast RSTP a MSTP.

Smérovani vrstvy 3 umoznuje v topologii redundantni cesty a smycky bez blokovani portl. Z tohoto
dlvodu néktera prostfedi pfechazeji do vrstvy 3 vSude kromé pfipadul, kdy se zafizeni pfipojuji k
prepinaci pfistupove vrstvy.




What Did | Learn In This Module?

- Redundant paths in a switched Ethernet network may cause both physical and logical Layer 2 loops.

- AlLayer 2 loop can result in MAC address table instability, link saturation, and high CPU utilization on switches and end-
devices. This results in the network becoming unusable.

- STP is a loop-prevention network protocol that allows for redundancy while creating a loop-free Layer 2 topology. Without
STP, Layer 2 loops can form, causing broadcast, multicast and unknown unicast frames to loop endlessly, bringing down a
network.

- Using the STA, STP builds a loop-free topology in a four-step process: elect the root bridge, elect the root ports, elect
designated ports, and elect alternate (blocked) ports.

During STA and STP functions, switches use BPDUs to share information about themselves and their connections. BPDUs
are used to elect the root bridge, root ports, designated ports, and alternate ports.

« When the root bridge has been elected for a given spanning tree instance, the STA determines the best paths to the root
bridge from all destinations in the broadcast domain. The path information, known as the internal root path cost, is
determined by the sum of all the individual port costs along the path from the switch to the root bridge.

- After the root bridge has been determined the STA algorithm selects the root port. The root port is the port closest to the root
bridge in terms of overall cost, which is called the internal root path cost.

- After each switch selects a root port, switches will select designated ports. The designated port is a port on the segment
(with two switches) that has the internal root path cost to the root bridge.

If a port is not a root port or a designated port, then it becomes an alternate (or backup) port. Alternate ports and backup
ports are in discarding or blocking state to prevent loops.




What Did | Learn In This Module? (Cont.)

- When a switch has multiple equal-cost paths to the root bridge, the switch will determine a port using the following criteria:
lowest sender BID, then the lowest sender port priority, and finally the lowest sender port ID.

STP convergence requires three timers: the hello timer, the forward delay timer, and the max age timer.
- Port states are blocking, listening, learning, forwarding, and disabled.

In PVST versions of STP, there is a root bridge elected for each spanning tree instance. This makes it possible to have
different root bridges for different sets of VLANS.

- STP is often used to refer to the various implementations of spanning tree, such as RSTP and MSTP.
RSTP is an evolution of STP that provides faster convergence than STP.
- RSTP port states are learning, forwarding and discarding.

- PVST+ is a Cisco enhancement of STP that provides a separate spanning tree instance for each VLAN configured in the
network. PVST+ supports PortFast, UplinkFast, BackboneFast, BPDU guard, BPDU filter, root guard, and loop guard.

Cisco switches running IOS 15.0 or later, run PVST+ by default.
- Rapid PVST+ is a Cisco enhancement of RSTP that uses PVST+ and provides a separate instance of 802.1w per VLAN.

- When a switch port is configured with PortFast, that port transitions from blocking to forwarding state immediately, bypassing
the STP listening and learning states and avoiding a 30 second delay.

- Use PortFast on access ports to allow devices connected to these ports, such as DHCP clients, to access the network
immediately, rather than waiting for STP to converge on each VLAN.




Module Practice and Quiz

What Did | Learn In This Module”? (Cont.)

- Cisco switches support a feature called BPDU guard which immediately puts the switch port in an error-disabled state upon
receipt of any BPDU to protect against potential loops.

- Over the years, Ethernet LANs went from a few interconnected switches that were connected to a single router, to a
sophisticated hierarchical network design. Depending on the implementation, Layer 2 may include not only the access layer,
but also the distribution or even the core layers. These designs may include hundreds of switches, with hundreds or even
thousands of VLANs. STP has adapted to the added redundancy and complexity with enhancements as part of RSTP and
MSTP.

- Layer 3 routing allows for redundant paths and loops in the topology, without blocking ports. For this reason, some
environments are transitioning to Layer 3 everywhere except where devices connect to the access layer switch.




Module 5: STP Concepts
New Terms and Commands

« Spanning Tree Protocol (STP)
- Spanning Tree Algorithm (STA)
- |EEE 802.1D

- |IEEE 802.1w

- Broadcast Storm

- Root Bridge

+ Root Port

- Designated Port

- Alternate (Blocked) Port

- Learning

- Listening

+ Bridge ID (BID)

- Root ID

- Bridge Protocol Data Unit (BPDU)
- Bridge Priority

- Extended System ID

- short path cost

- long path cost

- root path cost

- Rapid STP (RSTP)

« port priority

- Hello timer

Max Age timer

Forward Delay timers

Blocking

Forwarding

Discarding

Per-VLAN Spanning Tree (PVST)
PVST+

Rapid PVST+

Multiple Spanning Tree Protocol (MSTP)
Multiple Spanning Tree (MST)
PortFast

BPDU Guard




Module 5: Activities

What activities are associated with this module?

Activity Type Activity Name Optional?

Video Observe STP Operation Recommended
51.9 Packet Tracer Investigate STP Loop Prevention Recommended
5.1.10 Check Your Understanding  Purpose of STP Recommended
5212 Check Your Understanding STP Operations Recommended

5.3.6 Check Your Understanding  Evolution of STP Recommended




Jdeme na test — typicka otazka

Refer to the exhibit. All network links are FastEthernet. Although there is complete connectivity throughout the
network, Front Line users have been complaining that they experience slower network performance when

accessing the Server Farm than the Reception office experiences. Based on the exhibit, which two statements
are true? (Choose two)

Reception office
l{ﬂi"ﬁzﬂﬁ%ﬁh?ﬁlﬂﬂﬂ‘-
Rl H 1/2

11 11 S
1/2 1/2 fLAs
FrontLineUsers | |  ServerFarm
_BID: 32768.000b.c922.¢100 BID: 32768.000c.da?7.dd80

A. Changing the bridge priority of S1 to 4096 would improve network performance.

B. Changing the bridge priority of S1 to 36864 would improve network performance.
C. Changing the bridge priority of S2 to 36864 would improve network performance.

D. Changing the bridge priority of S3 to 4096 would improve network performance.
E. Disabling the Spanning Tree Protocol would improve network performance.

F. Upgrading the link between S2 and S3 to Gigabit Ethernet would improve performance.







