Uvod do VRF Lite

VRF (VPN Routing and Forwarding) je mechanismus pro izolaci provozi v siti. Obvykle se pouZiva ve spojeni
s MPLS (MultiProtocol Label Switching), ale miZe pracovat samostatné (v terminologii Cisco jde o VRF Lite).
Fakticky se jedna o vytvoreni virtualnich siti na 3. vrstvé, obdoby VLAN na 2. vrstvé. Kazda takova virtualni sit
dopravuje pakety posvém, mlze pouzivat jiny smérovaci protokol apod. — to ve na spole¢né fyzické/linkové
infrastrukture.

Scénar

Instituce provozuje sit, podléhajici stanovenym pravidliim. Pfichozi a odchozi provoz je veden pres firewall,
jehoZ nastaveni implementuje striktni bezpecnostni politiku. V instituci vSak pravidelné hostuji cizi uzivatelé, u
nichZ neni omezeni Zadouci (nemaji ovsem pfistup k vnitfnim zdrojliim). Na pFistupové vrstvé je oddéleni
vlastnich a cizich uZivateld realizovano prostfednictvim VLAN, avsak poZaduje se i oddéleni datovych tok

v rdmci sité instituce. Instituce pouziva sit 10.0.0.0/16, pro cizi uZivatele pak 192.168.0.0/16.
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Na vSech rozhranich smérovace, ktera budou vyuZivana pro dopravu dat obou siti, budou nakonfigurovana dvé
podrozhrani (subinterface), realizujici zapouzdreni 802.1Q, a to .10 pro VLAN 10 (BLUE) a .20 pro VLAN 20
(RED). Je vhodné poznamenat, Ze ackoliv je pouZito uvedené zapouzdieni 802.1Q, kazdy spoj predstavuje
smérovany segment s IP rozhranimi na obou koncich. Napfiklad konfigurace rozhrani Fa2/0 smérovace R1 muze
vypadat takto:

interface FastEthernet2/0
description To R2

no ip address
|

interface FastEthernet2/0.10
encapsulation dotlQ 10

ip address 10.0.12.1 255.255.255.252
!

interface FastEthernet2/0.20
encapsulation dotlQ 20
ip address 192.168.12.1 255.255.255.252

Pokud by se jednalo o obecnou smérovanou sit, spravce sité by nyni musel zaéit s dal$imi Gpravami. Je zfejmé,
Ze umoznénim neomezeného pristup k Internetu z ¢asti sité se vytvareji "zadni vratka", dokonce pfimo
obrovska bezpecnostni dira. Nicméné v daném pfipadé Ize jednotnou fyzickou infrastrukturu segmentovat do
dvou virtualnich, izolovanych siti. VRF pouziva v podstaté stejny koncept jako je VLAN (tj. trunking), ale na 3.
vrstvée.



Podstata VRF Lite je prosta: kazdé smérované rozhrani (at uz fyzické nebo virtualni), patfi pravé do jedné VRF
instance. Pokud nebyly pouZity importni ¢i exportni mapy, neni mozné cesty (a tedy pakety) presunout z jedné
instance VRF do druhé (obdobné jako nelze ramce mezi VLAN). Pakety vstupujici do VRF A mohou putovat
pouze cestami uvedenymi ve smérovaci tabulce A, viz dale.

Jak se da ocekavat, pred konfiguraci VRF maji vSechny smérovace ve svych [globalnich] smérovacich tabulkach
uvedeny viechny k nim pfipojené cesty (tj. mistnf sité).

R1# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set
192.168.12.0/30 is subnetted, 1 subnets

C 192.168.12.0 is directly connected, FastEthernet2/0.20
192.168.13.0/30 is subnetted, 1 subnets

C 192.168.13.0 is directly connected, FastEthernet2/1.20
10.0.0.0/30 is subnetted, 3 subnets

C 10.0.12.0 is directly connected, FastEthernet2/0.10

C 10.0.13.0 is directly connected, FastEthernet2/1.10

C 10.0.0.0 is directly connected, FastEthernetl/1

192.168.0.0/30 is subnetted, 1 subnets
C 192.168.0.0 is directly connected, FastEthernetl/0

Konfigurace
Konfigurace Ize zacit napf. ve smérovaci R1 vytvorenim VRF BLUE a RED

R1
R1
R1
R1

config)# ip vrf BLUE

config-vrf)# description Trusted Traffic
config-vrf)# ip vrf RED

config-vrf) # description Guest Traffic

~ e~~~

Déle lze pfidat rozhrani Fa1/0, kterym bude vedena komunikace hostujicich uZivatelQ

Rl (config)# int £1/0

Rl (config-if)# ip vrf forwarding RED

% Interface FastEthernetl/0 IP address 192.168.0.2 removed due to enabling
VRE RED

Pti ptifazovani rozhrani do VRF 10S automaticky odstrani jakékoliv predem nakonfigurované IP adresy, aby byla
zrusena dana cesta z globalni smérovaci tabulky. Nasledné je tfeba pfifadit tomuto rozhrani poZzadovanou IP
adresu, ¢imz se ji pfislusna sit dostane do specifické smérovaci tabulky pro danou instanci VRF.

TakzZe na rozhrani Fal1/0 byla aplikovana znovu dana adresa:

Rl (config-if)# ip add 192.168.0.2 255.255.255.252
Rl (config-if) # "Z

R1# show run interface f1/0

Building configuration...

Smérovaci tabulka vSak nyni vypada takto:

R1# show ip route

[...]
192.168.12.0/30 is subnetted, 1 subnets



C 192.168.12.0 is directly connected, FastEthernet2/0.20
192.168.13.0/30 is subnetted, 1 subnets
192.168.13.0 is directly connected, FastEthernet2/1.20
.0.0/30 is subnetted, 3 subnets
10.0.12.0 is directly connected, FastEthernet2/0.10
10.0.13.0 is directly connected, FastEthernet2/1.10
10.0.0.0 is directly connected, FastEthernetl/1
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Cesta (sit) 192.168.0.0/30 z globalni smérovaci tabulky zmizela, byla premisténa do smérovaci tabulky VRF RED,
kterou musime zkoumat zvlast a to doplnénim argumentu vrf za pfikaz show ip route.

R1# show ip route vrf RED
[...]
192.168.0.0/30 is subnetted, 1 subnets
C 192.168.0.0 is directly connected, FastEthernetl/0

Jak |ze ocekavat, predchozi krok je nutno prislusnym zplsobem opakovat pro vSechna dalsi rozhrani, tj. pfidat
do VRF. Vysledek je uveden nize:

interface FastEthernetl/0

description To RX

ip vrf forwarding RED

ip address 192.168.0.2 255.255.255.252
|

interface FastEthernetl/1

description To FW

ip vrf forwarding BLUE

ip address 10.0.0.2 255.255.255.252
|
interface FastEthernet2/0

description To R2

no ip address

|
interface FastEthernet2/0.10
encapsulation dotlQ 10

ip vrf forwarding BLUE

ip address 10.0.12.1 255.255.255.252
|
interface FastEthernet2/0.20
encapsulation dotlQ 20

ip vrf forwarding RED

ip address 192.168.12.1 255.255.255.252
|
interface FastEthernet2/1

description To R3

no ip address

I
interface FastEthernet2/1.10
encapsulation dotlQ 10

ip vrf forwarding BLUE

ip address 10.0.13.1 255.255.255.252
I
interface FastEthernet2/1.20
encapsulation dotlQ 20

ip vrf forwarding RED

ip address 192.168.13.1 255.255.255.252

Protoze vSechna rozhrani nyni nalezi do izolovanych instanci VRF, je globalni smérovaci tabulka zcela prazdna.
Lze ovéfit, zda se vSechny 10.0.0.0/16 cesty (sité) nalézaji v VRF BLUE, a vSechny 192.168.0.0/16 cesty (sité) v
VRF RED:



R1# show ip route vrf BLUE

Routing Table: BLUE

[...]

10.0.0.0/30 is subnetted, 3 subnets

C 10.0.12.0 is directly connected, FastEthernet2/0.10
C 10.0.13.0 is directly connected, FastEthernet2/1.10
C 10.0.0.0 is directly connected, FastEthernetl/1

R1# show ip route vrf RED

Routing Table: RED

[...]

192.168.12.0/30 is subnetted, 1 subnets

C 192.168.12.0 is directly connected, FastEthernet2/0.20
192.168.13.0/30 is subnetted, 1 subnets

C 192.168.13.0 is directly connected, FastEthernet2/1.20
192.168.0.0/30 is subnetted, 1 subnets

C 192.168.0.0 is directly connected, FastEthernetl/0

Ackoliv je vtomto okamziku pro VRF pouze konfigurovan pouze R1, byl by provoz pro R2 a R3 smérovan bez
probléml. Je to proto, Ze obdobné jako VLAN pro pfepinac¢ maji i VRF pro smérovac pouze lokalni vyznam.
Nasledné je tfeba adekvatnim zplsobem nakonfigurovat VRF v dalSich dvou smérovacich a poté prikrocit

k nastaveni vybraného interniho smérovaciho protokolu. V tomto pfikladu bude spusténa jedna instance OSPF

pro kazdou instanci VRF. Docili se toho pfipojenim klicového slova vr £ v kazdém ptikazu router.

Rl (config)# router ospf 1 vrf BLUE

Rl (config-router) # router-id 0.0.1.1

Rl (config-router)# network 10.0.0.0 0.0.255.255 area 0

Rl (config-router)# router ospf 2 vrf RED

Rl (config-router)# router-id 0.0.1.2

Rl (config-router)# network 192.168.0.0 0.0.255.255 area O

Jedna se o zcela nezavislé OSPF procesy, tudiz kazdy z nich musi jedinecny identifikator smérovace, tj. router ID.
Je vhodné pripomenout, Ze timto identifikatorem je libovolné 32bitové Cislo zapsané stejnym zpUsobem jako
IPv4 adresa, Cili ¢tvetici dekadickych Cisel. Neni-li uveden explicitné, je podle stanovenych pravidel odvozen od
nékteré IPv4 adresy pritomné ve smérovaci. V daném pripadé predstavuje treti pozice Cislo smérovace a Ctvrta
pozice pak konkrétni instanci VRF.

Po nakonfigurovani dalSich dvou smérovacli vidy se dvéma OSPF procesy lze pozorovat dva vztahy sousedstvi
(adjacencies), vytvorené na kazdém spoji pro kazdou instanci VRF:

R1# show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface

0.0.3.2 1 FULL/DR 00:00:39 192.168.13.2 FastEthernet2/1.20
0.0.2.2 1 FULL/DR 00:00:39 192.168.12.2 FastEthernet2/0.20
0.0.3.1 1 FULL/DR 00:00:31 10.0.13.2 FastEthernet2/1.10
0.0.2.1 1 FULL/DR 00:00:32 10.0.12.2 FastEthernet2/0.10

Za predpokladu, Ze v hrani¢nich smérovacich nebézi OSPF, bude nutno vytvofit dvé statické vychozi cesty
ukazujici na R1, pro kazdou instanci VRF jednu:

Rl (config)# ip route vrf BLUE 0.0.0.0 0.0.0.0 10.0.0.1
Rl (config)# ip route vrf RED 0.0.0.0 0.0.0.0 192.168.0.1

AZ dosud se zdalo, Ze konfigurace VRF se vétSinou tvofi doplnénim klicového slova vr £ k obvyklym pfikazam,
je-li to vhodné. Bohuzel se toto klicové slovo se nevklada uplné vsude, takze je tfeba vyuzit kontextové
orientovanou napovédu.

Lze ovérit, Ze v prislusnych instancich VRF jsou pfitomny vloZené statické cesty souc¢asné s cestami z OSPF:



R1# show ip route vrf BLUE

Routing Table: BLUE

[...]

10.0.0.0/8 is variably subnetted, 7 subnets, 2 masks
C 10.0.12.0/30 is directly connected, FastEthernet2/0.10
C 10.0.13.0/30 is directly connected, FastEthernet2/1.10
0 10.0.2.0/24 [110/2] wvia 10.0.12.2, 00:04:52, FastEthernet2/0.10
0 10.0.3.0/24 [110/2] wvia 10.0.13.2, 00:04:52, FastEthernet2/1.10
C 10.0.0.0/30 is directly connected, FastEthernetl/1l
0 10.0.1.0/24 [110/2] via 10.0.12.2, 00:04:52, FastEthernet2/0.10
0 10.0.23.0/30 [110/2] wvia 10.0.13.2, 00:04:52, FastEthernet2/1.10

[110/2] via 10.0.12.2, 00:04:52, FastEthernet2/0.10
S* 0.0.0.0/0 [1/0] wvia 10.0.0.1

R1# show ip route vrf RED
Routing Table: RED
[-..]

192.168.12.0/30 is subnetted, 1 subnets

C 192.168.12.0 is directly connected, FastEthernet2/0.20
192.168.13.0/30 is subnetted, 1 subnets

C 192.168.13.0 is directly connected, FastEthernet2/1.20
192.168.23.0/30 is subnetted, 1 subnets

O 192.168.23.0 [110/2] wvia 192.168.13.2, 00:04:106,
FastEthernet2/1.20
[110/2] wvia 192.168.12.2, 00:04:16, FastEthernet2/0.20

192.168.0.0/30 is subnetted, 1 subnets
C 192.168.0.0 is directly connected,
O 192.168.1.0/24 [110/2] via 192.168.12
FastEthernet2/0.20
0 192.168.2.0/24
FastEthernet2/0.20
O 192.168.3.0/24
FastEthernet2/1.20
SE 0.0.0.0/0 [1/0] wvia 192.168.0.1

FastEthernetl/0
.2, 00:04:1¢,
[110/2] wvia 192.168.12

.2, 00:04:10,

[110/2] via 192.168.13.2, 00:04:17,

Nakonec je zapotfebi vychozi cesty ze smérovace R1 inzerovat v obou OSPF procesech, takie se je mohou
smérovace R2 a R3 naucit. Pfi vstupu do konfigurace OSPF procesd neni pottfeba pripojit klicové slovo vrf,
nebot jiz bylo pouZito dfive pfi jejich pocateéni konfiguraci:

R1
R1
R1
R1

config) # router
config-router) #
config-router) #
config-router) #

—~ e~~~

ospf 1

default-information originate
router ospf 2
default-information originate

Prostrednictvim R2 lze zjistit, Ze kazda instance VRF ma nyni svoji vlastni kompletni smérovaci tabulku:

R2# show ip route vrf BLUE

Routing Table: BLUE

[...]

10.0.0.0/8 is variably subnetted, 7 subnets,
C 10.0.12.0/30 is directly connected,
0 10.0.13.0/30 [110/2] wvia 10.0.23.2,

[110/2] via 10.0.12.1, 00:13:

C 10.0.2.0/24 is directly connected,
0 10.0.3.0/24 [110/2] wvia 10.0.23.2,
0 10.0.0.0/30 [110/2] via 10.0.12.1,
C 10.0.1.0/24 is directly connected,

2 masks

FastEthernetl/0.10

00:14:23, FastEthernetl/1.10
53, FastEthernetl/0.10
FastEthernet2/1.10

00:14:23, FastEthernetl/1.10
00:13:53, FastEthernetl1/0.10
FastEthernet2/0.10



C 10.0.23.0/30 is directly connected, FastEthernetl/1.10
O*E2 0.0.0.0/0 [110/1] wvia 10.0.12.1, 00:03:33, FastEthernetl/0.10

R2# show ip route vrf RED
Routing Table: RED

[...]
192.168.12.0/30 is subnetted, 1 subnets

C 192.168.12.0 is directly connected, FastEthernetl/0.20
192.168.13.0/30 is subnetted, 1 subnets
O 192.168.13.0 [110/2] via 192.168.23.2, 00:36:59,

FastEthernetl/1.20
[110/2] wvia 192.168.12.1, 00:20:54, FastEthernetl/0.20
192.168.23.0/30 is subnetted, 1 subnets

C 192.168.23.0 is directly connected, FastEthernetl/1.20
192.168.0.0/30 is subnetted, 1 subnets
0 192.168.0.0 [110/2] wvia 192.168.12.1, 00:20:54,
FastEthernetl/0.20
C 192.168.1.0/24 is directly connected, FastEthernet2/0.20
C 192.168.2.0/24 is directly connected, FastEthernet2/1.20
¢) 192.168.3.0/24 [110/2] via 192.168.23.2, 00:41:13,

FastEthernetl1/1.20
O*E2 0.0.0.0/0 [110/1] wvia 192.168.12.1, 00:01:41, FastEthernetl/0.20

Obé instance VRF jsou nyni pIné funkéni. Napfiklad paket od hostitele v BLUE VLAN 10 v pfepinaci 2 vstoupi do
BLUE VRF subinterface v R2 a je smérovan pres R1 BLUE VRF ven do firewallu. Pi feSeni problému (jako ping)
je nutno specifikovat VRF:

R2# ping 10.0.0.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds:
Success rate is 0 percent (0/5)

R2# ping vrf BLUE 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 12/15/20 m

http://packetlife.net/blog/2009/apr/30/intro-vrf-lite/



