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Module Objectives

Module Title: Switching Concepts

Module Objective: Explain how Layer 2 switches forward data.

Topic Title Topic Objective

Frame Forwarding Explain how frames are forwarded in a switched network.
Switching Domains Compare a collision domain to a broadcast domain.




2.1 Frame Forwarding




Switching in Networking

Two terms are associated with frames entering or
leaving an interface:

1 2 3 4 5 6

* Ingress — entering the interface
- Egress — exiting the interface

Port Table
A switch forwards based on the ingress interface Destination Addresses Port
and the destination MAC address. EE 1
A switch uses its MAC address table to make s S
forwarding decisions. BA 3
EA 4
AC 5
Note: A switch will never allow traffic to be AB 5

forwarded out the interface it received the traffic.




The Switch MAC Address Table

A switch will use the destination MAC address to determine the egress interface.

Before a switch can make this decision it must learn what interface the destination is
located.

A switch builds a MAC address table, also known as a Content Addressable Memory

(CAM) table, by recording the source MAC address into the table along with the port
it was received.




The Switch Learn and Forward Method

The switch uses a two step process:

Step 1. Learn — Examines Source Address
» Adds the source MAC if not in table
» Resets the time out setting back to 5 minutes if source is in the table
Step 2. Forward — Examines Destination Address
« |f the destination MAC is in the MAC address table it is forwarded out the specified port.

« If a destination MAC is not in the table, it is flooded out all interfaces except the one it was
received.




Video — MAC Address Tables on Connected Switches

This video will cover the following:
- How switches build MAC address tables

- How switches forward frames based on the content of their MAC address tables




Switch Forwarding Methods

Switches use software on application-specific-integrated circuits (ASICs) to make
very quick decisions.

A switch will use one of two methods to make forwarding decisions after it receives a
frame:

- Store-and-forward switching - Receives the entire frame and ensures the frame
is valid. Store-and-forward switching is Cisco’s preferred switching method.

- Cut-through switching — Forwards the frame immediately after determining the
destination MAC address of an incoming frame and the egress port.




Store-and-Forward Switching

Store-and-forward has two primary characteristics:

« Error Checking — The switch will check the Frame Check Sequence (FCS) for CRC errors.
Bad frames will be discarded.

- Buffering — The ingress interface will buffer the frame while it checks the FCS. This also
allows the switch to adjust to a potential difference in speeds between the ingress and
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Rychlost prepnuti

0.6 us + (64 + 8) byte * 8 bit/byte * 0.1 us /bit =672 us

kde 9,6 ms reprezentuje meziramcovou sterbinu, 8 byte preambuli, 64 byte
minimalni délka ramce a 0,1 ms/bit dobu pfijmu jednoho bitu rychlosti 10
Mbit/s.




Cut-Through Switching

 Cut-through forwards the frame immediately
after determining the destination MAC.

- Fragment (Frag) Free method will check the
destination and ensure that the frame is at
least ++++++++++++++++. This will eliminate
runts.
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 |s appropriate for switches needing latency

= to be under 10 microseconds
* Does not check the FCS, so it can
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propagate errors

* May lead to bandwidth issues if the switch
propagates too many errors

|'Frames can begin to be forwarded as soon as the Destination MAC is received.

« Cannot support ports with differing speeds
going from ingress to egress




Rychlost prepnuti

= Obsluha ramce zacina ihned po precteni cilové adresy, tj. za dobu

9,6 s + (8 byte + 6 byte) * 8 bit/byte * 0,1 us/bit = 20,8 us

= kde 9,6 ms reprezentuje meziramcovou stérbinu, 8 byte preambuli, 6 byte cilovou adresu a 0,1
ms/bit dobu pfijmu jednoho bitu rychlosti 10 Mbit/s. Je zfejmé, Ze rychlost pfepinani zde nezavisi
na délce ramce. Pokud je pfedmétem zkoumani pouze doba zpozdéeni jednoho ramce v prepinaci,
tj. od zahajeni jeho pfijmu po zahajeni jeho vysilani, je minimalni teoretickou hodnotou 11,2 ms
(vysilani je zahajeno ihned po zjiSténi adresy).
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 CPU na bazi procesoru RISC
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2.2 Switching Domains




Collision Domains

Switches eliminate collision domains and
reduce congestion.

- When there is full duplex on the link the
collision domains are eliminated.

« When there is one or more devices in
half-duplex there will now be a collision
domain.

 There will now be contention for the
bandwidth.

 Collisions are now possible.

- Most devices, including Cisco and
Microsoft use auto-negotiation as the
default setting for duplex and speed.

Duplex

Full

Autonegotiation

Half

Speed

Full

Duplex

1000 Mbps

-1
||%||| |||||| |||||||||||| |
&

100 Mbps

Speed




Switching Domains

Broadcast Domains
- A broadcast domain extends across all Layer 1

or Layer 2 devices on a LAN.

* Only a layer 3 device (router) will break the
broadcast domain, also called a MAC
broadcast domain.

 The broadcast domain consists of all devices
on the LAN that receive the broadcast traffic.

- When the layer 2 switch receives the broadcast
it will flood it out all interfaces except for the
ingress interface.

- Too many broadcasts may cause congestion
and poor network performance.

* Increasing devices at Layer 1 or layer 2 will
cause the broadcast domain to expand.




Alleviated Network Congestion

Switches use the MAC address table and full-duplex to eliminate collisions and avoid
congestion.

Features of the switch that alleviate congestion are as follows:

I L

Fast Port Speeds Depending on the model, switches may have up to 100Gbps port speeds.

Fast Internal Switching This uses fast internal bus or shared memory to improve performance.

Large Frame Buffers This allows for temporary storage while processing large quantities of
frames.

High Port Density This provides many ports for devices to be connected to LAN with less cost.

This also provides for more local traffic with less congestion.




Rozdil smerovac prepinac

= Strucné rfeCeno, prepinaée umoznuji zafizenim komunikovat ve spole¢né siti a také nam umoznuiji
rozdelit tyto sité na mensi vysilaci domeény.

= Prepinac¢ se naudi vSechny adresy MAC vS§ech hostitell k nému pfipojenych, aby pfedaval provoz
mezi hostiteli ve vrstvé 2.

= Na druhé strané smérovace nam umoznuji pfijimat rizné sité a vzajemné predavat pfenosy ve
vrstve 3.

= Smerovace vytvareji mapy (nazyvané ,smérovaci tabulka®), jak dosahnout jinych siti a pracovat
jako ,dopravni policajti“, aby nasmérovali, kam odesilat pakety k dosazeni vzdalenych cilu.

= Prepinac¢ L2 ma také nékolik hardwarovych rozdilt ve srovnani se smérovacem. Prepinac pro
pfipojeni pouziva k pfipojeni hostitell k siti pouze ethernetové porty (napf. elektricky RJ45, optické
gigabitové porty atd.). Smérovac na druhé strané muze mit rizné typy portu, jako je ADSL, kabel,
vlakno, telefonické pfipojeni atd. (vCetné Ethernetu).




Jaké znate rozdily mezi routery a L3 switchi?




S.NO Router Layer 3 Switch

1. The functionality of router is to connect various networks The main functionality of layer3 switch is to
simultaneously. connect various devices simultaneously.

2. It supports MPLS and VPN services. It does not support MPLS and VPN services.

3. It's throughput is lower than layer-3 switch. While it provides high throughput.

4. In this, switching capacity is lower than layer-3 switch. While it has higher switching capacity.

5. It is expensive. Itis inexpensive.

6. It has lower port density. While it has higher port density than router.

1. Router supports edge technologies such as NAT, While it does not support edge technologies.

Tunneling, Firewall etc.

8. In router, size of routing table is bigger than layer-3 switch ~ While it's routing table is smaller than router.
routing table for multiple route entries.

9. In router, forwarding is performed by software. While in this, forwarding is performed by
specialized ASICs.




Rozdily router L3 switch

ATTRIBUTE

Scope

Key
Functionality

MPLS and
VPN Services

Edge
Technologies
Support

Size of
Routing
Table

Forwarding
Decision

Example Of
Routers

Interface
Support

Throughout

Switching
Capacity

Cost

Port Density

LAYER 3 SWITCH

LAN for Office, Data Center or Campus
environment

Routes across different subnets or VLANS on
a campus LAN

Does not support MPLS and VPN services

Not supported.

Smaller Routing table compared to Router

Forwarding is performed by specialized ASICs

Cisco 3650, 3560 and 6500 Series are
examples of Layer 3 Switches.

As general case L3 Switches support Ethernet
ports (Copper and Fiber). Does not support
SONET, OC-N, T-1/T-3

High Throughput

High Switching Capacity

Low Cost

High

ROUTER

WAN for Office, Data Center or
Campus environment

Routes across different networks
across WAN are communicated and
Routed by a Router

Router provides MPLS and VPN
services like PPP etc.

NAT, firewalling, tunneling, IPSec

Considerably bigger to support
multiple Route entries.

Performed by Software

Cisco 3900, 4000 Series ISR Routers

Support Ethernet ports (Fiber and
Copper). Also support interfaces like
SONT,OC-N, T1/T3 etc.

Lower than Layer 3 Switches

Lower than Layer 3 Switches

High Cost

Low




Rozdil router L3 (multilayer) switch

= Cena — SWL3 jsou pro poskytovani vysokorychlostniho smérovani mezi VLAN mnohem nakladové
efektivnéjSi nez smérovace. Vysoce vykonné smérovace jsou obvykle mnohem drazsi nez SWL3.

= Hustota porta — prepinace vrstvy 3 maji mnohem vySsi podet portu, zatimco smérovace maji nizsi
hustotu portu nez prepinace vrstvy 3.

= Flexibilita — PrepinacCe vrstvy 3 vam umoznuji kombinovat prepinani vrstev 2 a vrstvy 3, coz
znamena, ze muzete nakonfigurovat prepinac vrstvy 3 tak, aby fungoval jako normalni pfepinac vrstvy
2, nebo podle potreby povolit prepinani vrstvy 3.

= Podpora technologii WAN — Prepina€ L3 je omezen na pouziti v prostfedi LAN, kde |ze provadét
smérovani Inter VLAN, avsak pokud jde o praci na WAN a okrajové technologie, prepinacC L3 zaostava.

= Smérovac je prukopnikem v takovém scénari, kde je tfeba podporovat specialni technologie WAN.

= Rozhodovani o HW/ SW — klicovy rozdil mezi prepinaci a smérovaci L3 spociva v hardwarové
technologii pouzivané pfi rozhodovani o predavani. V pripadeé prepinace L3 se pro rozhodnuti o
pfedavani pouzivaji specializované ASIC (nelze prubézné modernizovat), zatimco v pfipadé
smérovacu je to obecné software logiky, kterou pouziva.




2.3 Module Practice and Quiz




Co jsme se naucili

Frame Forwarding

= V/stup je vstupni port, vystup je vystupni port.

= Pfepinac vytvori tabulku MAC adres pro pfedavani snimkd v LAN.

= Pfepina¢ muze pouzivat metodu prechodu vpfed ukladanim a pfedavanim nebo vyiezem.
Switching Domains

= Ethernetové porty v HDX budou soucasti kolizni domény.

FDX eliminuje kolizni domény.

PrepinaC zaplavi vSechna rozhrani kromé vstupniho portu pro broadcast nebo pokud je neznamy
cilovy adresar MAC neznamy.

Broadcastové domény mohou byt rozdeéleny zarizenim L3, jako je router.

PrepinacCe rozsSifuji vysilaci domény, ale mohou eliminovat kolizni domény a zmirnit pretizeni.




Module Practice and Quiz

What did | learn in this module?

Frame Forwarding

 Ingress is the entry port, egress is the exit port.

« The switch builds a MAC address table to forward frames on the LAN.

» The switch can use either the store-and-forward or cut-through method of switch forwarding.
Switching Domains

» Ethernet ports in half-duplex will be a part of a collision domain.

Full-duplex will eliminate collision domains.

A switch will flood out all interfaces except the ingress port if the frame is a broadcast or if
the unicast destination MAC is unknown.

Broadcast domains may be broken up by a layer 3 device, like a router.

Switches extend broadcast domains, but can eliminate collision domains and relieve
congestion.




Module 2: Switching Concepts
New Terms and Commands

« content accessible memory (CAM)
« MAC address table

» store-and-forward switching

» cut-through switching

e automatic buffering

« fragment free switching
 collision domains

* Dbroadcast domains







