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Outline

* Recall + goal of this seminar

— Digital signatures
— RSAvs. ECC

» Side Channel + Fault Injection speed run

« Secured X25519 library: sca25519
— Demo Exercise

* Python Exercise
— Securing RSA execution

* No Assignment this week ©
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Recall: Asymmetric cryptosystem

Public key of Bob

0,

Private key of Bob

mO,

Alice Bob
message Encrypted Decrypted
message original
Adapted Source: Network and message

Internetwork Security (Stallings)
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Recall: Digital signature scheme

Public key of Alice

@E, Is there a difference?

Private key of Alice

oz,

Bob

Alice

message Signed

message

verified
message

Source: Network and
Internetwork Security (Stallings)
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Recall: RSA vs. ECC

Use of Elliptic Curvyes in C:ypmgrn]:hy
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Why Is hardware security important?

Card / Money Theft Identity Theft

° Impersonation

PASSPORT
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Cookies Example

09l $|%
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Passive vs Active Side Channels

Passive: analyze device behavior Active: change device behavior
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Recent Practical Attacks

November 13, 2019 October 3, 2019

Researchers Discover ECDSA
TPM-FoIL Key Recovery Method

TPM MEETS TIMING AND
LOTTICE ATTACKS

May 28, 2020

LadderLeak: Side-channel security flaws
exploited to break ECDSA cryptography

December 12, 2019

Intel’s SGX coughs up crypto keys when
scientists tweak CPU voltage

Install fixes when they become available. Until then, don't sweat it.

SCA Titan: January 7, 2021
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Side Channels
 Time @

* Power f

 Electro Magnetic Emanations WF
. Light @

- Sound ¢

- Temperature @L
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What can be attacked & why?

* Type of device?
*  What kind of primitive?
«  How much control do you have?
 What can you access?

What would be the attacker’s goal?
*  What is your goal?

Where is the money?
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Some Other Practical Setups

DPA setup with ARM
- CortexM4
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Actual (overcomplicated?) setup

o Amplifier
Oscilloscope — "_”,,,,———— PS
Laptop:
aeistion + =1 Power Isolator
analysis
Target
Amplifier
Isolator
Low Pas PS
Analog Filter
EM Probe Com. Isolator

Batteries

FTDI Cable

Trigger
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Example Side Channel Attack:
GPU running NN
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Simple Power Analysis (SPA) on RSA

ModExp (c) {

A=1

for (i =n-1; i>0;i— —)
A=A2modN
if (d;==1)

A=A*cmodN

end if

end for

Return A = c¢mod N
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“By carefully measuring the amount of time required to perform
private key operations, attackers may be able to find [...] RSA
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Differential (Correlation) Power Analysis

Differential Power :\nalvﬂsi:" " l' m ||| I llll '| ' . ' “' I Ilml

N User: D [t A

random Bl [ s e & E

+ .
g [ Srwew e e
1 lv

GUESS d bItS target State
QA
N

f; = Selection Function(random inputs, d, target state)
HW of a register
HD between current and previous register state

* ID model (value of a register)

fi = {0 if HW < 16 fi = HW (reg_state)

1 if HW > 16

DPA = Difference of Means

CPA = Pearson correlation
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Goals of Fault Injection

« The goal is to change a critical value or to change the flow
of a program.

 Faults can be injected in several ways:

— Power glitches can disturb the power supply to the processor, resulting in
wrong values read from memory.

— Optical glitches with laser can force any elementary circuit to switch,
enabling the attacker to achieve a very specific change of data values or
behavior.

— Clock manipulation by introducing a few very short clock cycles which may
lead to the device misinterpreting a value read from memory.

— Cutting the power to the processor while performing important computations,
hoping to either prevent the system from taking measures against a detected
attack or get the system into a vulnerable state when the power is back.

 Differential Fault Analysis (DFA)
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Fault Injection Example:
the “unlooper” device
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Question O:
Software for PIN code verification

Input: 4-digit PIN code

Output: PIN verified or rejected
Process CheckPIN (pinf[4])

int pin_ok=0;

if (pin[0]==5)
if (pin[l]==9) « What is the problem_herg’?
if (pin[2]==0) * What are the execut_lon times of
if (pin[3]==2) the process for PIN inputs?
- - [0,1,2,3], [5,3,0,2], [5,9,0,0]
pin_ok=1;  The execution time increases as
end we get closer to
end . [5.9,0,2]
end
end

return pin_ok;
EndProcess
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Task O — parity check for DES key

public static boolean checkParity ( bytel[lkey, int offset) {
for (int 1 = 0; i < DES_KEY LEN; i++) { // for all key bytes

byte keyByte = key|[i + offset];

int count = 0;
while (keyByte != 0) { // loop till no ‘1’ bits left
if ((keyByte & 0x01) != 0) {

count++; // increment for every ‘1’ bit
}
keyByte >>>= 1; // shift right
}
if ((count & 1) == 0) { // not odd

return false; // parity not adjusted

}

return true; // all bytes were odd
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Task 0 — parity check for DES key cont’d

SRR RO
:4 HJ | *ul' ULuhlhl i J f" | )N ““JF I

0 5 10 15 20 25 30

Tell me what is the key ©

24 | pvisi www.fi.muni.cz/crocs



CR&,CS

Question 1:
faster and more secure modexp - Montgomery ladder

Xg=Xj X;=X2
for j=k-2to 0 {

ifxdi_:)? sy Both branches with the same
alse 0T num_ber and type of ope_rations
Xo=Xo¥Xq; Xq{=X,2 (unlike square and multiply on
X;=X; mod N : :
%o=x. mod N previous slide)
}
return Xx,

Is it constant-time & secure? Why?
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Question 2:
even maore secure modexp

Xg=Xj; X;=X2
for j=k-2to 0 {

b=d, Memory access often is not
X(l-b)=X0*2|(1I<I Xp=Xp? constant time!
X{=X; MO : :
%o=x. mod N Especially in the presence of
3} caches.
return x,

Is it constant-time & secure? Why?

27 | Pv181 www.fi.muni.cz/crocs



CR®CS

Question 3:
even maore secure modexp

Xg=Xj; X;=X2
for j=k-2to 0 {

b=d, Memory access often is not
X(l-b)=X0*2|(1I<I Xp=Xp? constant time!
X{=X; MO : :
%o=x. mod N Especially in the presence of
3} caches.
return x,

Is it constant-time & secure? Why?
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Question 4:
even more more secure modexp

Xo=Xj x1=X2; sw =0
for j=k-2to 0 {
b=d, :
cswap(Xo, X1, bBsw) Constant-time? Depends on the
woed cswap... but it can be ©
x,=x, mod N Other-side channels? Depends ©
Xo=Xo mod N
}

return X,

Is it constant-time & secure? Why?
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Question 5:
Arithmetic Cswap — constant-time?

1| void fe25519_cswap(fe25519% inl, fe25519% in2, int condition)
21 {

3 int32 mask = condition;

4 uint32 ctr;

5 mask = -mask;

6 for (ctr = 0; ctr < 8; ctr++)

7 {

e uint32 vall = inl->as_uint32[ctr];
9 uint32 val2 = in2->as_uint32[ctr];
10 uint32 temp = vall;

11 vall ~= mask & (val2 ~ wvall);

12 val2 = mask & (val2 ~ temp);

13 inl->as_uint32[ctr] = wvall;

14 in2->as_uint32[ctr] = val2;

15 }

16| }
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Question 5:

Arithmetic Cswap — secure against other side-channels?

Scalar multiplication trace

1

1
I=-r=-=
1 1

codlocoboo

1

1
-Tr-aT-TrT -

I

Apply clustering (e.g. k-means), Template Attack, Deep Learning
to the set of 255 samples:

sample value (V)

bits 1

bits 0

sample index

255 Samples
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Message and exponent blinding

c = m%mod N

1. m, = m.r ®mod N =) message blinding
2.d,. =d+r* @(n)=mmm) exponent blinding
3. ¢, = m,% mod n s blinded exponentiation
4. ¢ = ¢, * r mod nmm) message “unblinding”

The sequence of operations (S, M) is related to the exponent bits.

However:
 If d is random: the sequence of exponent bits changes for every RSA execution
* If m is random: Intermediate data is random (masked) — hardly predicted!

DPA is based on the prediction of intermediate data.

Thesis: Any side-channel attack requiring multiple traces are repelled by message and exponent blinding
countermeasures.

For ECC there are corresponding countermeasures: coordinate blinding, scalar blinding, blinded scalar
multiplications, and no unblinding ©
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SCA&FI-protected Elliptic Curve library

* A protected library for ECDH

— key exchange & session key establishment
— It will be published in TCHES2023 volume 1 and
* presented at Ches 2023 in Prague

* Download the library from github

o Useful links:
— https://eprint.iacr.org/2021/1003
— https://qgithub.com/sca-secure-library-sca25519/sca25519

« Taking care of ECDSA:

— https://eprint.iacr.org/2022/1254
— | will add it to the repository later on.
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Seminar Tasks

« Task 1 — analyze the code of the ephemeral
Implementation with respect to Questions 1 to 5.
— How is protected?
— Work in pairs and discuss your thoughts.

« Task 2 - compare implementations — what is the
difference?
— Hint: you can have a look at the paper and the repo too.

« Task 3 — how different implementations are
measuring efficiency?

* Task 4 — do you see any fault injection
countermeasures?
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Seminar Tasks Cont’d

» Let’'s do the efficiency DEMO.

* (Optional) Tasks 5 — try to perform various
measurements of the efficiency of one (chosen by
you) implementation.

— We have only two boards so people can do it in small
groups and change.

« Task 6: protect the RSA implementation with
exponent blinding! — see the RSA.py

« Super-optional Task 7: protect the implementation
with message blinding! — see the RSA.py
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No Assignment

* ©
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