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“Humans are the weakest link in cyber security.”

P— N THIS CORNER WE HAVE
A o0 P  FiRCwALLS, ENCRYPTION,
SCORNIE  ANTIVIRUS SOFTWARE , ETC.
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Uzivatel (znalosti, osobni charakteristiky...)

|

Pocitac - interface (informatika)
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Jaké ruzné obory vstupuji do HCI a jakym zplsobem?
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Socialni a humanitni vedy

Psychologie
X
Sociologie
X
Medialni studia
X
Pedagogika
X
Socialni prace
X
Pravo
X
Lingvistika



~ws Co je HCI
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M:“":':" Co je HCI

= Experti HCI studuiji, jak lidé komunikuji s pocCitacCi, a poté
vyvijeji nove technologie, které lidem pomohou pouzivat
pocCitaCe efektivnéji. Cilem HCI je minimalizovat naklady
na interakci a ucCinit interakce ,lidstejsimi”.

= Oblast HCI si klade za cil zlepSit interakci Clovéka a
pocitacCe prostrednictvim zlepseni funkénosti,
pouzitelnosti, spolehlivosti a pohodli pocCitaCcovych
rozhrani.

(Association of HCI: https://www.hci.org.uk/human-computer-interaction)



M% Oblasti HCI

= User experience (+ metody vyzkumu pro UE)
* Interaction design

= Usable security

= Gaming

= Augmented reality & Virtual reality

= Human Al Interactions (Explainable Al, User-friendly Al)
= [nteraction with robots

= Health HCI

= Assistive technology

= Speech recognition technology (Alexa ...)

= Eye tracking



~we Pouzitelnost (usability)

= Pouzitelnost jako ,kvalita interakce ve smyslu parametru,
jako je Cas potrebny k provedeni ukolu, pocet chyb a Cas
potrebny k tomu, abychom se stali kompetentnim
uzivatelem® (Benyon et al. 2005, s. 52).

= atribut kvality, ktery posuzuje, jak snadno se uzivatelska
rozhrani pouzivaji

Usability

Usability—prepared by Tomayess Issa
(Issa, T., & Isaias, P. (2022). Usability and human—computer interaction (hci). In Sustainable Design: HCI, Usability and
Environmental Concerns (pp. 23-40). London: Springer London.)



ML‘F‘"&' Kritéria pouzitelnosti

= Learnability: pomoci které mohou novi uzivatelé zahajit
efektivni interakci a dosahnout maximalniho vykonu.

= Flexibilita: mnozstvi zpusobu, jak si uzivatel a systém
vymenuji informace.

= Robustnost: uroven podpory poskytovane uzivateli pri
urcovani uspésného dosazeni a hodnoceni cilu.

= Efektivita: jakmile se uzivatel ,nauci system®, je to
rychlost, s jakou muze provadét ukoly.

= Zapamatovatelnost: jak snadno si uzivatel zapamatuje
funkce systému po urcité dobé, kdy jej nepouziva.

= Chyby: Kolik chyb uzivatelé déelaji, jak zavazné jsou

= Spokojenost: jak pfijemna a pfijemna je prace se
systémem

(Issa, T., & Isaias, P. (2022). Usability and human—computer interaction (hci). In Sustainable Design: HCI, Usability and
Environmental Concerns (pp. 23-40). London: Springer London.)
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Usable security:

Experimental research of ICT user behavior in the

domain of security

= David Smahel

= Vaclav Matyas

= Vlasta Stavova

= Lenka Dedkova

= Hana Machackova
= Kamil Malinka

= Radim Polcak

Cer

Interdisciplinary
Research Team
on Intemet and Society

IRTIS
CR&,/CS

Centre for Research on
Cryptography and Security

& MASARYKOVA UNIVERZITA
PRAVNICKA FAKULTA
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ESET: Potentially unwanted applications

= How to encourage users to enable PUA (potentially
unwanted application) detection?

* |ncrease user's security by increasing number of users
who enable detecting PUA (spyware, adware, etc.)
during antivirus installation process

» |egal issues — user's own decision, no recommendation

= PC platform



() Install ESET Smart Security

ESET SMART SECURITY

There is power in numbers. Get the maximum level of protection.

ESET Live Gnd gives you the maximum level of protection and provides faster scanning using the latest intelligence
collected from millions of ESET customers from all over the world.

Yes, [ want to participate (recommended)

Detection of Potentially Unwanted Applications

Potentially unwanted applications are programs that usually require the user's consent before installation (may
include some adware, utilities and rootkits among others). Although they may not pose direct security nisk, they can
affect your computer's performance and speed, and in some cases, change in behavior.

Fick an option before you continue:

(") Enable detection of potentially unwanted applications

() Disable detection of potentially unwanted applications

Stante se UX designery!
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ESET: Potentially unwanted applications

= Experiment 1:
= designed 15 versions (incl. original one)
« tested on beta users, N = 87 028

= Experiment 2:
= repeated on standard users
= 2.1 N =499 142

= 2.2 N =600 000+ (still collecting; prior to data
cleaning)

= difference in behavior of beta x standard users



MAASARYH
UNNERSITY
[t ot

Proposed variants

Detection of Potentially Unwanted Applications

ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can aflect your compuier's:

- performance,

- speed,

- reliability,

- behavior.
They usually require user's consent before installation.

Pick an option before you continue:
Disable detection of potentially unwanted applications.

Enable detection of potentially unwanted applications.
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Proposed variants

Detection of Potentially Unwanted Applications

ESETcan detect potenllally unwanted appllcatlons and ask for confirmation before lhey install. Potentially

Detection of Potentially Unwanted Applications

1 Notice: ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can affect computer's performance, speed and reliability,
or cause changes in behavior. They usually require user's consent before installation.

Pick an option before you continue:

Disable detection of potentially unwanted applications.

Enable detection of potentially unwanted applications.

16
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Proposed variants

Detection of Potentially Unwanted Applications
ESETcan detect potenllally unwanted appllcatlons and ask for confirmation before lhey install. Potentially

Detection of Potentially Unwanted Applications

1d Notice: ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can affect computer's performance, speed and reliability,

Pl orcause changes in behavior. They usually require user's consent before installation.
Pick an option before you continue:
Disabl — —
Enabl Detection of Potentially Unwanted Applications §p Whatsa poentally unwanied applcation?
nabie

Pick an option before you continue:

Disable detection of potentially unwanted applications.

Enable detection of potentially unwanted applications.
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Beta testers: Detecting PUA across screens

100.0% -

o 87.5%
90.0% ° 84.3%

80.0% -
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70.0% -

60.0% -

50.0% -

Original
version

U.U70
10.0% | I
0.0%
3 1 2

Average

4 5 6 7 8 9 10 11 12 13 14 15 total



Ny PUA detection: The good choice

Cwech Rapebic
Original screen New screen
The order of options
Pick an option before you continue: Pick an option before you continue;
= Disable detection of potentially unwanted applications. Detect potentially unwanted applications.
Enable detection of potentially unwanted applications. " Don't detect potentially unwanted applications.

Pick an option before you continue:
Enable detection of potentially unwanted applications.
' Disable detection of potentially unwanted

—> positive first
- ,enable” better than , detect”



vy PUA detection: Does not matter
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Detection of Potentially Unwanted Applications

Notice: ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can affect computer's performance, speed and reliability,

orcause changes in behavior. They usually require user's consent before installation

Detection of Potentially Unwanted Applications

Detection of Potentially Unwanted Applications Zil

Detection of Potentially Unwanted Applications §@ Vnat s a potentaly unwanted application?

Pick an option before you continue:
' Disable detection of potentially unwanted applications.

' Enable detection of potentially unwanted applications.

Detection of Potentially Unwanted Applications &) what s a potentially unwanted application?

ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can affect computer's perdormance, speed and
reliability, or cause changes in behavior. They usually require user's consent before installation.

Detection of Potentially Unwanted Applications &P Why dowe ask?

ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can affect computer's periormance, speed and
reliability, or cause changes in behavior. They usually require user's consent before installation.

Warnings

Links



vy PUA detection: Does not matter
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Text structure
Detection of Potentially Unwanted Applications

ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can aflect your compuier's.

- performance,

- speed,

- reliability,

- behavior.
They usually require user's consent before installation.

. . ll
Presence of ,live grid
There is power in numbers. Get the maximum level of protection.
ESET Live Grid gives you the maximum level of protection and provides faster scanning using the latest intelligence
collected from millions of ESET customers from all over the world.

[V Yes, I want to participate (recommended)

Detection of Potentially Unwanted Applications



werx,  PUA detection: The bad choice (but...)
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Original screen
Detection of Potentially Unwanted Applications

ESET can detect potentially unwanted applications and ask for confirmation before they install, Potentially
unwanted applications might not pose security risk but they can affect computer's performance, speed and
reliability, or cause changes in behavior. They usually require user's conzent before installation.

74.5%

Pick an option before you continue:
Disable detection of potentially unwanted applications.

Enable detection of potentially unwanted applications.

New screens

Pick an option before you continue;
Don't detect potentially unwanted applications.
Detect potentially unwanted applications.

71.4%
Detection of Potentially Unwanted Applications
ESET can detect potentially unwanted applications and ask for confirmation before they install. Potentially
unwanted applications might not pose security risk but they can affect computer's performance, speed and
reliability, or cause changes in behavicor. They usually require user's consent before installation.
Forexample, they may change your web browser's webpage and search settings. 72 S(y
. (0]

Lfull” screen 22.4%
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Beta testers vs. standard users
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-ws. Beta testers vs. standard users

Studie: https://www.youtube.com/watch?v=H7ik9SeAexQ

= Negligible differences in terms of HW and SW (platform
(32/64-bit), CPU model, RAM size, OS version)

= Differences in location

Continents
heta testers
Australia 0.6% ®m standard users
& Oceania - 3.7%
South 20.0%
America - 3.9%
North 13.8%

) 6.2%
Africa

Asia

29.3%

48.4%

30.2%
Europe
20.7%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%



Mf’"‘i" Beta testers vs. standard users

= Small differences in gender and age
= Beta testers slightly more skilled

= But overal, both sub-samples are quite similar (in ESET's
case)
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Metody pouzivane v HCI



M% Metody: online nebo offline

« Kvalitativni (rozhovory, fokusni skupiny ..)
« Uzivatelské testovani

« Kvantitativni (online surveys)
 Experimentalni metody (exp. design)

« Obsahové analyzy

 Pozorovani

 Diare

 Ekologické momentalni hodnoceni (EMA)
« Technické metody

« SmiSené metody



M% Populace: kdo jsou nasi uzivatelé?

 Kdo jsou nasi uzivatelé a proc chtéji SW
pouzivat?

« Jak se k nim pro vyzkum dostat?
« MUzeme je zkoumat online?

* Pro jaké typy vyzkumut je vhodné online
prostredi?
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Ecological momentary assessment
(EMA): example of research

Michaela Lebedikova, Martina Smahelova, David Smahel, Steriani Elavsky,
Martin Tancos, Michal Tkaczyk, Jana Blahosova, Jaromir Plhak, Ondrej
Sotolar, Michal Schejbal

Interdisciplinary Research Team on Internet and Society
Masaryk University, Brno, Czech Republic
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Background

Adolescents and Current Research
Smartphones
 Self-report > not objective data!
« More screen time, internet (Barbovschi, Green & Vandoninck, 2013)
usage, variability in apps,  Call for new methods (Holoway et al, 2013)
individualized use edrosova et al., » Ecological Momentary Assessment

2018)

. Possible diverse impact  Ecological validity, shortened recall bias

« Temporal relationships
« Different sources of variability
« BUT: researcher-provided phones . e. sensen et

al. 2019)
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Background

Project Solution

« Modelling the FUTURE: « Combine:
Understanding the Impact of - Intensive sampling (EMA)
Technology on Adolescent's - Objective smartphone data
Well-Being collection

« How to best capture adolescents' - Participant's device!
technology usage? « Measurement-burst design (siwinski 2008)

« Example: social media use



UNNERSITY
[t ot

Our Study

Questionnaires
4 times per day

Objective data

IRTIS App

Conversations Screenshots

Smartphone App
3 data sources
« Installed in participant's device via Google Play

Available on Android v5 Lollipop +

Ethical Standards

Approval of all relevant ethical bodies

& project lawyer

Standard data protection practices
Machine-learning-based anonymization software of
screenshots and all third-party data (sotolst, pihak, Smahel 2021)

32
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Research Design

-------------------------------------------------

1. burst 2. burst 3. burst 4. burst
Entry : 5- 1- 4- Output

. . s 6/2021 y 2/2022 5/2022 . .
questionnaire { 100202, 2 . questionnair

; e
el 15

Post-burst
questionnaire

3 data sources Intensive
sampling

33
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Illustrative Example

With this type of research design we could, for example, ask ...

" I'What is the impact of social media use on momentary affect?

] Is the impact of social media on affect different for girls and boys?
(between-person hypothesis)

'] 1Is the impact of social media on affect different on days when the use
is higher than average? (within-person hypothesis)

34
#ECREA2021
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llustrative example: Analytical advantages

&?ﬂ;. 801

@@j D
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N =201

M =50.43 (SD = 11.17)

40

Yalue of the Positive Activatgd Affect

M = 50.21 (SD = 25.79)

A) 1 2 3 4 5 ] 7 g 9 10 11 12 13 14
Day of the study

Compliance
rate

Example: Within-Person Variability in Positive Activated
Affect

subset of 13 people with data from evening EMA questionnaire

36
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lllustrative example: Analytical advantages
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Feasible? Yes!

However...

Technical issues
« Different devices, Google Play policy,
questionnaire notifications

‘Eﬁ Intensive testing required
©€®| . 5pijlot studies (N=85), numerous in-house pilot
tests, e ]
Recruitment difficulties
« Combination of recruitment agency and social media (low

willingness to participate)

@:-

T

Privacy concerns
 Parents, participants, schools (research
advertisement problem)

1] | —Ty
[m]~]~]

o080
C)

[u]=]]
[m]w]]

Study protocol adjustments
« Fitting questionnaire window to adjust participants' school
attendance and hobbies

38



