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Jakou znate kybernetickou kriminalitu?



Kyberneticka kriminalita

Dle Policie CR trestné ¢iny upravené zakonem ¢. 40/2009 Sb:

* Neopravnény pristup k pocitacovému systému a nosici
informaci (§ 230),

* Opatreni a prechovavani pristupoveého zarizeni a hesla k
pocitacovému systému a jinych takovych dat (§ 231),

e Poskozeni zaznamu v pocitacovém systému a na nosici

informaci a zasah do vybaveni pocitace z nedbalosti (§
232).

Policie CR: https://www.policie.cz/clanek/nejcastejsi-projevy-kyberneticke-kriminality-
s-odkazem-na-trestni-zakonik.aspx



Kyberneticka kriminalita

Trestné ciny upravené zakonem ¢. 40/2009 Sb.:

Siteni pornografie (§ 191),
Vyroba a jiné nakladani s détskou pornografii (§ 192),
Navazovani nedovolenych kontaktU s ditétem (§ 193b),

Poruseni autorského prava, prav souvisejicich s pravem autorskym a
prav k databazi (§ 270),

Hanobeni naroda, rasy, etnické nebo jiné skupiny osob (§ 355),

Podnécovani k nendvisti vaci skupiné osob nebo k omezovani jejich
prav a svobod (§ 356),

Siteni poplagné zpravy (§ 357),
Pomluva (§ 184),
Vydirani (§ 175), a mnohé dalsi.

Policie CR: https://www.policie.cz/clanek/nejcastejsi-projevy-kyberneticke-kriminality-
s-odkazem-na-trestni-zakonik.aspx



Kyberneticka kriminalita

Druhy kyberkriminality

* Podvodné jednani (inzeraty nebo phishing)

* Hacking (neopravnéeny pristup k systému, ziskani hesla, sireni
Skodlivyvh kadu, kybernetické utoky véetné DDoS)

 Podvodné e-shopy

 Mravnostni trestné Ciny (pornografie, kontaktovani déti ...)

* Trestné Ciny proti autorskému pravu

* Nasilné projevy a hate crime (vydirani, nebezpecné
vyhrozovani, hanobeni rady, etnické nebo jiné skupiny)

Policie CR: https://www.policie.cz/clanek/jednotlive-druhy-kyberkriminality.aspx



Kyberneticka kriminalita v CR 2022

Kyberneticka kriminalita a ostatni kriminalita pachana v
kyberprostoru:

e Staly rust této trestné Cinnosti: 18.554 skutkl za rok 2022, coz je
10,2% z celkové registrované kriminality

* Mezirocneé rust hackingu o 53% (2.575 za 2022)
* Podvody v oblasti nabidek privydélku v oblasti kryptomén

e Trestné Ciny z nenavisti: 282 skutkl (nardst asi o 25%) —
nejcastéji proti Ukrajincum (78), utoky proti lidskosti, utoky proti
Rusim a Rusintim (50)

Policie CR: https://www.policie.cz/clanek/vyvoj-registrovane-kriminality-v-roce-
2022 .aspx



Phishing

* Cotoje phising?

,Criminal mechanism employing both social engineering
and technical subterfuge to steal consumers’ personal
identity data and financial account credentials® Anti-
Phishing Working Group

ESET: ,,Phishing je typ kybernetického utoku pomoci technik
socialniho inzenyrstvi, kdy se utocnik snazi ziskat duvérna
data obéti nebo spustit na zarizeni obéti skodlivy kod.”



Phishing
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Basit, A., Zafar, M., Liu, X., Javed, A. R., Jalil, Z., & Kifayat, K. (2021). A comprehensive survey of Al-enabled phishing
attacks detection techniques. Telecommunication Systems, 76(1), 139-154.



Socialni inzenyrstvi a phishing

* Manipulace s lidmi, zneuzivani prirozenych
(naucenych) sklont za ucelem ziskani néceho

* Socialni inzenyrstvi: €asto zahrnuje
shromazdovani informaci o obéti pred
samotnym utokem za ucelem vybudovani
duvery

* Phishing: obvykle nezahrnuje shromazdovani
informaci




Jak se psychologie diva na phishing

* Persuaze: centralni a periferni cesta

* Centralni - argumenty, logické uvazovani,
zvazovani pro a proti

* Periferni — cokoli jiného, typicky emocionalni
presvedcovani

* Heuristiky - systematicky model - zpracovani
informaci - kognitivni zkratky



Heuristiky

Misto peclivého hodnoceni lidé pouzivaji
kognitivni zkratky (heuristiku)

Jednoduché, praktické, zkracené kroky vedouci k
rychlému posouzeni situace

Pri posuzovani pravdépodobnosti hodnotime
miru snadnosti Ci obtiznosti, s jakou si umime
predstavit vysledek

Prvni informace tvori zaklad pro srovnavani (viz
napr. slevy v obchodech)

Jsou to vlastné nesystematicka voditka pro
hodnoceni situace



Trust

e User trust plays a major role in "succumbing" to
fraudulent emails (but also to fraud in general)
— Towards service, institution, authority, medium
— Towards a source of information
— authority heuristic

* Kang, Bae, Zhang, Sundar (2011): people often
ouild trust with a proximal source (online news)

* |f a fraudulent email comes from a trusted
source, it has a better chance of being successful



Pomeér nakladu a prinosu

Ekonomické teorie chovani — lidé pri rozhodovani,
jak se chovat, zvazuji a balancuji mezi naklady a
prinosy

,Lidské” naklady: materialové naklady, energie, Cas
,Lidské“ zisky: uspora energie a €asu

Systematické hodnoceni a centralni presvedcovani
jsou (obvykle) drazsi nez heuristické a periferni
Také proto je boj proti fake news drahy a obtizny



Phishing

 Uspésny phishingovy Utok
— musi podporovat/usnadnovat heuristické
zpracovani pred systematickym

— Tj. musi poskytovat jasné pokyny, které mohou
uzivatelé pouzit pro hodnoceni, a co nejvice ztizit
systematické hodnoceni



Aktivita pro studenty

* Phishing aktivita:
— Ziskat finance
— Ziskat heslo na Instagram
— Ziskat heslo do IS

e Jaké principy jste pouzili?
Vytvorte navod, jak provést uspesny phishingovy utok.

Vytvorte také navod pro uzivatele, jak se NEstat obeéeti
vaseho phisingu, na co si maji dat pozor.



Heuristické podneéety k phishingu

e DuUveéryhodnost zdroje — autorita

— Lidé se uci autorité naslouchat
— Znama instituce s dobrou povésti (banka, policie, urad)

(

— E-mail od duvéryhodné osoby (,,pritel” , ochranka®
,reditel”...)

— ,Zanr" zpravy — napodobeni zprav podobného formatu
e Gramatika, formalni uprava sdéleni, adekvatni jazyk
e Realisticky obsah zpravy



Phishing

e Podporuje vyuzivani periferni cesty presveédcovani
— Emoce
— Casovy pres - je nutné jednat okamZité
— Hrozba - ztrata uctu / penéz / dat atd.
— Moznost ziskat slevu / penize / bonus

— Vydelky - pripiseme vam bonus, vyhrali jste, za
vernost nasi spolecnosti ziskate...

— Empatie — pomoc opusténym psim
— Zvedavost — podivejte se na zhaveé divky...



Phishing metody

TABLE 1 Keywords for each of the Four Topics based upon Gragg’s psychological triggers
Topic Words

Factor 1: Reward money, bank, million, cash, transfer, fund, banking, fortune,
finances, capital, coin, finance, reward, price, sum, deposit

Factor 2: Urgency help, critical, urgent, emergency, priority, dire, desperate,
important, crucial, hurry, respond, please, assistance

Factor 3: Authority authority, attorney, bank, company, firm, power, official,
authorize, authorization, authorize, authorisation, lawyer,
lawyers, attorneys, will, estate, business

Factor 4: Trust trust, confidence, faith, confidential, care, custody, believe,
confident, entrust, friend, mother, father, associate

Note: The words were identified based on key words synonyms as found in a thesaurus. This list was created prior to the analysis being conducted,
however, it was fine-tuned to ensure it did not miss some relevant words manually postanalysis.

Stojnic, T., Vatsalan, D., & Arachchilage, N. A. (2021). Phishing email strategies: understanding cybercriminals'
strategies of crafting phishing emails. Security and privacy, 4(5), e165.



Phishing metody

TABLE 6 Email subject

Topic Words ) X
header: LDA topic modeling

1 reply, needed, help, message, offer, urgently, get, read, fund, u

2 please, confidential, good, need, dear, day, attention, hello, greeting, id

3 content, mr, transfer, assistance, request, contact, payment, job, confirm, al

4 urgent, business, proposal, response, investment, treat, partnership, friend, dr, back

Topic Words generated TAB L E 7 Email body: LDA topic
modeling

1 million, late, transfer, contact, kin, class, since, assistance, decided, person

2 strong, money, fund, account, business, mr, nex, also, please, sum

3 bank, u, country, want, dollar, father, time, company, 0Oin, year

4 family, death, name, one, new, know, transaction, security, investment, http

Stojnic, T., Vatsalan, D., & Arachchilage, N. A. (2021). Phishing email strategies: understanding cybercriminals'
strategies of crafting phishing emails. Security and privacy, 4(5), e165.



Vysledky vyzkumu



Phishing sites detection

Dhamija et al. (2006)

N =22,10 men, 18-56 years
Experiment: 19 pages presented
Original and phishing

Respondents had to decide for each whether or
not it was a fraudulent site, followed by
Interviews

Total score: 6-18 correctly recognized pages (M =
11.6, SD = 3.2)




Types of respondents according to
their strategies

1. Web content only

— 23% (n = 5)They used only the content of the page
(logos, layout, graphics, language, working links)

“I never look at the letters and numbers up there
[in the address bar]. I’'m not sure what they are
supposed to say”



Types of respondents according to
their strategies

e 2. Web content and domain
* 36% (n = 8)
* In addition to site content, they checked URLs (not SSL)

* They recognized IP addresses instead of domains as
suspicious, although they did not know what that
meant

E1 welcome to Facebaak

Rt /963,189, 11/




Types of respondents according to
their strategies

* 3. Web content, url and https
— 9% (n=2)
— They weren't looking for a lock icon
— Some had never noticed her before

é i Air Bank a.s. () | https:/fwww.airbank.cz/cs



Types of respondents according to
their strategies

e 4.in addition to the lock
—23% (n =5)

— They were looking for a lock, but some put more
trust when it was on the site itself than at the url

f i Air Bank a.s. (C7) | https:/fwww.airbank.cz/cs

é tt airbak.cz

alrbank _,

CLEN SKUPINY PPF IE



Types of respondents according to
their strategies

e 5. everything before + certificates
— 9% (n=2)
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* Another strategy mentioned:

— Entering a login and password as a strategy to
determine if a page is genuine or not

* After showing the warning on the self-signed
certificate:

— 15 people (out of 22) automatically clicked on OK
without reading

— 18 did not know what the question was asking
* “l accepted the use of cookies”;

* “It asked me if | wanted to save my password on forms”;
* “It was a message from the website about spyware”



More research

Alsharnouby, Alaca, & Chiasson, (2015)

24 pages (10 mesh, 14 phishing), eye-tracker
N=21(12 women), 18-51 (M =27)

14 students (uni), 7 employees

Elements:

— Pages with distorted URLs

— Pages with IP instead of URL
— Fake browser

— Pop-ups

— SSL locks,...



Results

Individual respondents 9-22 correctly (out of 24)

For phishing sites, the success rate is 53% (but some were
detected by mistake)

For legitimate 79%

Time of site evaluation - M = 87sec, nesig. difference
between page types

Men and women did not differ, no age differences (but a
tiny sample)

Respondents tended to make faster decisions about sites
they knew (own bank site)



Eve-tracker

* 85% of the time they spent watching the site
content

* 9% by tracking the page format

* 6% by tracking "areas of interest" - places
where cues are relevant to detect phishing on
the site



User strategy

Viewing and assessing page content - the most
reported strategy

Testing the functionality of the site (change
language, change country, click on links)

URL check - however, many didn't know exactly
what to focus on, rather emotionally "looks weird
X looks normal,,

Search the site via google and compare

Presence of SSL indicators (but also in the wrong
places)




Differences 2006-2015

e 2006 - Respondents often did not even know
what phishing was or that the site could be
fully imitated

e 2015 - respondents knew about phishing

* But overall - rather ignorance,
misunderstanding of the principles of
operation of the site



Domain tricks

www.mail.centrum.cz
Www.centrum.mail.cz

www.bankofthevvorld.com
WWW.paypai.com

http://www.fss.muni.cz/
http://www.fss-muni.cz/
http://www.fss.muni.uni.cz
nttp://www.fss.munii.cz

é nhovna.fss.muni.cz/vyhledavani.php



Other tricks

* Replacing visually similar characters

(homographs)
* Pop-ups
* SSL
€ | @ nirBankas. (@ | htps airbank.cz/cs - 1
alr % Volejte 840 30 30 30 C
bank

ELEM SKUPINY PPF ﬂ Prihlasit do int:



Http-Https

= https://www.roec.biz
@ https:/jwww.roec.biz
https://Pwow.roec.biz/ L-ag
= C == | @ hitps//pww.roechiz/
| 4 ||+ https://jwww.roec.biz/ TE




What research is needed?

* Previous research has been about detecting
phishing in people who knew they should
detect it

* But what is the success rate of phishing
"normally"?

e Difficult to determine - ethics versus external
validity

Discussion: your ideas on the phising research?



Jagatic et al. (2005)

* Experimental research, phishing of passwords
* Two groups:

— Social - email came from their friend (found from
CIS)

— Control - email from an unknown person

Successful | Targeted | Percentage | 95% C.1.
Control 15 94 16% | (9-23)%
Social 349 A8T T2% | (68-T6)%




After end of the research...

e Jagatic et al. (2005)

* Lots of reactions from people (who didn't know they were
part of the experiment)
— Anger, blaming researchers
— Denial (they wrote for a friend)

— Misunderstanding - some thought that the researchers hacked
into a friend's account

— Underestimating the availability of information - some did not
understand where researchers found out who their friends were

— Complaints from those whose names and emails have been
"misused" by researchers

e Ethics...!



More research

e Carellaetal. (2017)

 “We are inviting you to participate in a research study
focused on internet security. This study aims to provide
clear evidence of the impact that security awareness
training has on individuals on the internet and
determine which level of security awareness training
provides participants with the best chance to security
themselves in a digital world”

* “You may be contacted via email during this
presentation”



More often victims of phising

Those who do not have a previous negative
experience with phishing

More often women

More often successful if the sender of the
opposite sex (especially for men)

Those who claim to have low awareness of ICT
security(students)

More often from the fields: health care, business
and pedagogy

Older (and specifically seniors)



What we can do with phising?

Technological solutions
— Where possible, do them

But phishing benefits from human (and not
technical) mistakes, and technical solutions
cannot filter everything

You need to focus on the user
Personality, motivation, abilities, knowledge



Phishing attack detection

 Deep learning for phishing attack detection

» Machine learning for phishing attack detection

* Scenario-based phishing attack detection

« Hybrid learning based Phishing attack detection

Fig. 6
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Machine learning for phishing attack detection

Basit, A., Zafar, M., Liu, X., Javed, A. R,, Jalil, Z., & Kifayat, K. (2021). A comprehensive survey of Al-enabled phishing
attacks detection techniques. Telecommunication Systems, 76(1), 139-154.



Machine learning and phishing

Table 1 ML approaches for phishing websites detection

From: A comprehensive survey of Al-enabled phishing attacks detection techniques

Authors Classification method Feature selection method Accuracy (%)
James et al. [36] J48, JBK, SVM, NB - 89.75
Abdelhamid et al. [9] eDRI - 935

Mao et al. [44] SVM, RF, DT, AB - 97.31

Jain and Gupta [34] - Feature extraction 99.09

Hota et al. [29] CART, C4.5 RRFST 99.11

Ubing et al. [59] EL - 95.4

Chen and Chen [17] ELM, SVM, LR, C$.5, LC-ELM, KNN, XGB ANOVA 99.2

Basit, A., Zafar, M., Liu, X., Javed, A. R., Jalil, Z., & Kifayat, K. (2021). A comprehensive survey of Al-enabled phishing
attacks detection techniques. Telecommunication Systems, 76(1), 139-154.



Machine learning and phishing

Table 4 Comparison of hybrid methods used in state-of-the-art

From: A comprehensive survey of Al-enabled phishing attacks detection techniques

Authors Classification method Accuracy (%)
Patil et al. [53] LR, DT, RF 96.58
Niranjan et al. [48] RC, KNN, IBK, LR, PART 97.3

Chiew et al. [19] RF, C4.5, Part, SVM, NB 96.17

Pandey et al. [50] RF, SVM 94

Basit, A., Zafar, M., Liu, X., Javed, A. R., Jalil, Z., & Kifayat, K. (2021). A comprehensive survey of Al-enabled phishing
attacks detection techniques. Telecommunication Systems, 76(1), 139-154.



The effect of different trainings

e Carella et al. (2017)

* Three groups of 50 participants (students), the
experiment took place over 7 weeks

— Control

— Document training that appears after clicking on a
phishing email (emails during weeks 2, 5, and 8 of the
experiment)

— Training through classroom presentations (one
presentation in the 2nd week)

— They compare click through rates in links



After 7 weeks, the effect of training
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Education

* Most effective if immediately following a phishing
attack

* Anti-phishing Phil:
http://www.ucl.ac.uk/cert/antiphishing/
— Browser app
— After playing, users could more easily identify
guestionable pages
— The effect is noticeable even after a week (the question of
how after a long time...)

* Phish Phinder —in progress (Misra et al., 2017)


http://www.ucl.ac.uk/cert/antiphishing/
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