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Recommended Literature

ITIL 2011 overview, Nadin Ebel = ISBN 9788025137321
ITSM - ISO/IEC DIS 20000 — ISBN 807233186

ITIL Service Strategy — ISBN 0113310455

ITIL Service Design — ISBN 0113310471

ITIL Service Transition — ISBN 011331048X

ITIL Service Operation — ISBN 0113310463

ITIL Continual Service Improvement — ISBN 0113310498
ITIL Introduction to Service Lifecycle — ISBN 011331061/



‘ T‘ L C O re /-Step Improvement Process

Service Catalogue Management
Service Level Management
Capacity Management

Availability Management

IT Service Continuity Management
Information Security Management
Supplier Management

Event Management
Incident Management
Request Fulfilment
Problem Management
Access Management

Service Desk

Technical Management

IT Operations Management
Application Management

Transition planning and support
Change Management

Service asset and configuration manage
Release and deployment management
Service validation and testing

Evaluation

Knowledge management

Financial Management

Return on Investment

Service Portfolio Management
Demand Management
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Course largets

Students can get acquainted with theoretical
<nowledge and practical experience of how to
manage the delivery of IT services. This experience
may apply not only to manage internal IT, but also for
the management of IT companies. These principles
can apply as well as in the management of any other
organization whose goal is to deliver the service.




Course largets

At the end of the course students should be able to:
understand and explain the basics of IT Service
Management and discover the importance of a
systematic approach to management based on
Information Technology Infrastructure Library (ITIL).




B 7L - Who and Why?
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Pioneers, Settlers and Town Planners

~

.,

Pioneers

Steals from ——3 Sattlers

Steals from =

Town Planners

Uses Components From

Deals with ...
Rare

Poorly Understood
Differential & Novel

High Future value
Constantly changing

Undefined Market

Happy with ...

Failure

Gambling & Gut Feel
Experimentation
Uncertainty

Ignoring Customers

Uses ... Agile

Common components

Maost likely to build a partially
functioning 3D printer with Lego

- 4 .\.

Deals with ...
Growing

Increasing Education
Feature Differentiation
High Profitability
Maturing Products

Growing Market

Happy with ...
Constant Improvement
Market Analysis
Feedback

Trend Spotting

Listening to Customers

Uses ... Ecosystems

Most likely to steal a half baked Lego 3D
printer and turns it into something that lots
of people want to buy

Deals with ...
Common

Well Defined

Essential Cost of Doing Business
High Volume

Standardised & Stable
Mature Market

Happy with ...

Opertional Efficiency

Metric Driven

Analytics

Scientifc Modelling

Building what is needed

Uses ... Six Sigma

Most likely to be running the factory
which builds Lego bricks and Lego kits

Custom
Built

Genesis

Product
(+ rental)

>

Commodity  Eyolution

(+ utility)



ITIL IS, INn essence...

TIL is, in essence, a library that documents best
oractices for IT Service Management.

Non-proprietary, public domain books are the basis of
the programme. Many of the concepts, when
reviewed, look like common sense. However, like a ot
of common sense, it is the application and use that
results in it not being as simple as it seems.




ITIL - dlouha historie a presto moderni

1989-96 CCTA vydava 4650+ knih ITIL v1 pro viadu GB
2000/01 CCTA/OGC vydava 8 knih ITIL v2 a dale spravuje ITIL

2007 OGC vydava 5 knin ITILv3 dle zivotniho cyklu sluzby
2011 OGC/,Her Majesty’'s government” aktualizuje na ITIL 2011
2019 Axelos aktualizuje na ITIL 4

CCTA = The Central Computer and Telecommunications Agency was a UK government agency providing
computer and telecoms support to Government departments.

CCTA se dnes jmenuje OGC = Office of Government Commerce

Earliest version of ITIL (1980s) was actually originally called GITIM, Government Information Technology
Infrastructure Management

Usneseni viady Ceske republiky ¢. 624-2001



Historie & postup vzdelavani
Help-Desk, Incident Management, SLA (1989)
Configuration Management (1990)

Software Control, Distribution (1992)

Service Support, Service Delivery (2007)
Infrastructure Management (2002)

Business Perspective (2004)

Service Strateqy, Design, Transition. Continual Improvement (2007)



Source of Service Management Practice

Sources
(Generate)

Drivers
(Filter)

<

/- Standards
Industry practices
Academic research

Training and education

<

\ Internal experience

e Substitutes
Regulators
\ Customers
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Knowledge fit for business
objectives, context and purpose

Employees N
Customers
Suppliers

Advisors

Technologies ,

Competition ™\

Compliance

CommitmentSJ

>

Enablers
(Aggregate)

Scenarios
(Filter)



T Maturity Model

SERVICE + IT = Strategic
Business &

Partner

IT & Business
Metrics
IT/Business
Collaboration

PROACTIVE + IT = Service
2 Service Classes
+ Trend Analysis Activity Based
BEACIVE + Set Thresholds Costs
<+ Predict ? SLA :
CHAOTIC > Fight Fires Problems Guarantees Real-time
+ Inventory RS 3 Integrated Infrastructure
+ Ad-hoc + Deakiop Availability Process Business
+ No Documents Software 3 Change & 5 Capadty Mot Planning
+ Multiple Distribution CMDB
Helpdesks » ProblemMgt . IT as a Business

+ Minimal IT + Alert & Event Maturity i e
Opaerations: Mgt Service & Account Management

<+ User Call » Measure el
Notification Up/DownTime T A A R

Operational Process Engineering

Tool Leverage




Customer vs. Provider Maturity




[T Customer Relationship Management

/ A A
. sine
- Strategic Al t -
Strategic / anage rategic Alignment. ---> -/ 3
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é“.
- Service Level v
Tactical Budget holder <-- Service levels --> Management (%
Oberational Department manager, Support, Service Desk: Incident,
P Project manager, User RFC Change etc.

Customer organization IT organization

Demand < > Supply




ITIL Goal;

Do not re-invent America...
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ITIL Is scalable

[t can be adapted for any size of organization.

Being a framework, ITIL describes the contours of

organising Service Management. The models show
the goals, general activities, inputs and outputs of the
various processes, which can be incorporated within [T

organisations.




ITIL does not cast in stone...

ITIL does not cast in stone every action required on a
day-to-day basis because that is something which
differs from organisation to organisation. Instead it
focuses on best practice that can be utilised in

different ways, according to need.
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Service Catalogue Management
Service Level Management
Capacity Management

Availability Management

IT Service Continuity Management
Information Security Management
Supplier Management

Event Management
Incident Management
Request Fulfilment
Problem Management
Access Management

Service Desk

Technical Management

IT Operations Management
Application Management

Transition planning and support
Change Management

Service asset and configuration manage
Release and deployment management
Service validation and testing

Evaluation

Knowledge management

Financial Management

Return on Investment

Service Portfolio Management
Demand Management




Vliv ostatnich standardu na ITIL

Governance Methods

-
CMMI
Six Gamma SOX
TOGAF Certified
eTOM o Training
PRINCE2 et

G DFJHIL‘III-._III ISUIFIEG
PMBOK 17799
SOA Service

TIHII'Z-E-IlI:.III |SEHIEG

M_oR : _ 19770




Nejlepsi praktiky a standardy v ITSM

ITIL = Information Technology Infrastructure Library

ISO = International Organization for Standardization

- 20000 Management sluzeb IT

« 9001 Systém managementu kvality

38500 IT Governance Standard

« /001 Information Security Management System Standard

COBIT = Control Objectives for Information and Related Technology
eTOM = enhanced Telecom Operations Map

MOF = Microsoft Operation Framework

26



[TIL Common Language

ITIL common language is one of the biggest benefits
of IT Infrastructure Library.

ITIL commmon language is mainly about building a
glossary of terms to be used in the IT sector to

facilitate communication.

[t is useful for communication with your staff or with
your business partners.




Essential ITSM support tools

Service Desk Contact with Customer

Configuration
What we care about? Management
Database

Event

M Contact with HW
anagement

Operations

Technical Management Management
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Cultural aspects (ITIL Service Delivery)

Unfortunately, until recently, many IT departments
nave been too obsessed with technology and flashing
ights to recognise that they have Customers at all.

The days when staff in IT departments regarded their
‘Customers’ as a necessary evil or just difficult
colleagues have (hopefully) passed.



ITIL - dlouha historie a presto moderni

1989-96 CCTA vydava 4650+ knih ITILv1 pro viadu GB
2000/01 CCTA/OGC vydava 8 knih ITILvZ a dale spravuje ITIL
2007 OGC vydava 5 knin ITILv3|dle zivotniho cyklu sluzby !

2011 OGC/,Her Majesty’'s government” aktualizuje na ITIL 2011

- Firmy nechtgji jiz IT.
- Firmy chteji sluzby:.



ITIL -> [TSM

ITIL = IT Infrastructure Library
ITSM = [T Service Management
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Schéma organizace (Hdi)




Schéma organizace (\idi)
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Schéma organizace (procesy)

ERP = ITIL

mtm»}m

Infrastruktura (budovy, autodoprava, ...)

Vyzkum, vyvoj, rozvoj technologif a systému

Rizent lidskych zdrojtl




Service

A service is a means of delivering value to customers
py facilitating outcomes customers want to achieve
without the ownership of specific costs and risks.




Service Management

Service Management is a set of specializec

organizational capabilities for providing va
customers in the form of services.

e to



T Service Management (ITSM)

The implementation and management of quality IT
services that meet the needs of the business.

T service management is performed by [T service
oroviders through an appropriate mix of people,
orocess and information technology.




Business Service

A service that is delivered to business customers by
business units. For example, delivery of financial
services to customers of a bank, or goods to the
customers of a retail store. Successtul delivery of
business services often depends on one or more |T
services. A business service may consist almost entirely
of an IT service — for example, an online banking
service or an external website where product orders
can be placed by business customers.




T Service (customer-facing service)

A service provided by an IT service provider. An [T
service is made up of a combination of information
technology, people and processes. A customer-facing
T service directly supports the business processes of
one or more customers and its service level targets
should be defined in a service level agreement. Other
T services, called supporting services, are not directly
used by the business but are required by the service
provider to deliver customer-facing services.




Supporting Service

An IT service that is not directly used by the business,
but is required by the IT service provider to deliver
Customer-facing services (for example, a directory
service or a backup service).

Supporting services may also include IT services only used
by the IT service provider. All live supporting services,
including those available for deployment, are recorded in the
service catalogue along with information about their
relationships to customer-facing services and other Cls.




Business vs. Technical Service Catalogue

The Service Catalogue
Business Business Business
Process 1 Process 2 Process 3

| Business Service Catalogue \

Service A\ Service B\ Service C\ Service D\ Service E \

Technical Service Catalogue

Support \ Hardware \ Software \ Applicatiorﬁ Data \
Services




Prik

Dokazete si predstavit situaci, kdy vsechny technologie
jsou v poradku, ale sluzba nefunguje?

ad Sluzby vs. Technologie




Prik
Pracovni misto

Mail box

Ucetni systém

ady IT sluzeb

Konstrukeni aplikace

Projekcni aplikace



Business Service / |1 Service

Nekdy je propojeni IT sluzeb a Byznys sluzeb velmi
Uzskeé.

Tomograf: Lékar si to sam nastavuje (L) a pokua
vznikne incident, je schopen komunikovat s L2/L3

CAD/CAM: Konstruktér si sam je schopne nainstalovat
kninovnu...

DIP:



Service Litecycle

An approach to IT service management that emphasizes the
importance of coordination and control across the various
functions, processes and systems necessary to manage the
full lifecycle of IT services.

The service litecycle approach considers the strategy, design,
transition, operation and continual improvement of [T
Services.

Also known as service management lifecycle



Processes across the Service Litecycle

RFC

utilization patterns

Usage guidelines, policies,
and incentives to change

Service

improvement

Service

Transition

Possible
service
incidents

How service
is utilized
Service
design
How service
is deployed

(Filtering)

Guidelines, policies, and
information for Service
Desk to support incidents

RFC

How service
is supported

—
>

How service
is delivered

Service
Operation

RFC
RFC

RFC: Request for change

limitations

Design

Compensating
resources
and requests
for change

Service
strategy

Objectives, policies
and guidelines
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Fdward

Deming principle: P

DCA



DCA: Continuous Improvement

Quality
Improvement

Time



ITIL terminology basic

People: Group, Team, Department, Division
Roles
Functions

Processes



Group, leam, Department, Division

A group is a number of people who are similar in some way.

A team is a more formal type of group. These are people
who work together to achieve a common objective.

Departments are formal organization structures which exist
to perform a spedific set of defined activities on an ongoing
pbasis.

A division refers to a number of departments that have been
grouped together, often by geography or product line.



Role

A set of responsibilities, activities and authorities
assigned to a person or team. A role is defined in a
process or function.

One person or team may have multiple roles — for
example, the roles of Configuration Manager and
Change Manager may be carried out by a single
person. Role is also used to describe the purpose of
something or what it is used for.




Function

A team or group of people and the tools or other
resources they use to carry out one or more processes
or activities — for example, the Service Desk.

The term also has two other meanings:

« An intended purpose of a configuration item, person, team, process or
IT service. For example, one function of an email service may be to
store and forward outgoing mails, while the function of a business
process may be to despatch goods to customers.

» Jo perform the intended purpose correctly, as in ‘The computer is
functioning!




Process

A structured set of activities designed to accomplish a
specific objective. A process takes one or more
defined inputs and turns them into defined outputs.

't may include any of tr

and m
the oL

guideli

anagement cont

tputs. A p

nes, activr

needed. For exa

[OCESS

e roles, responsibi
rols required to reli

ities, tools
ably deliver

may define policies, standards,

mple: Incident process.

les and work instructions it they are



BasIC Process

Data,
information and
knowledge

Suppliers
Desired
Outcome

Customer

jeemmsmammE_————

Service control and quality

Trigger




Process characteristics

Measurable
Specific results
Customers

Responds to a specific event



Process Owner

The person who is held accountable for ensuring that
a process is fit for purpose (viz RACI).

The process owner’s responsibilities include
sponsorship, design, change management and
continual improvement of the process and its metrics.

This role can be assigned to the same person who
carries out the process manager role, but the two roles
may be separate in larger organizations.




Process Manager

A role responsible for the operational management of
a Process.

The process manager’s responsibilities include
planning and coordination of all activities required to
carry out, monitor and report on the process.

There may be several process managers for one
process — for example, regional change managers or
T service continuity managers for each data centre.




Process Practitioner

Carries out one or more process activities
Understands how his or her role adds to value creation

Works with other stakeholders to ensure contributions
are effective

Ensures inputs, outputs and interfaces for activities are
correct

Creates or updates activity-based records



RACI model / matrix

Defining roles and responsibilities

RACI Definitions

= . The person who is
E WhO IS ReSponSIble }assignedto do the work
The person who makes
. WhO IS ACCOU ntab |e }the final decision and has
the uftimate ownership

The person who must be

. consulted before a
WhO IS COﬂSUlted }decision or action is

taken

- The person who must be
n Who is Informed }informed that a decision
or action has been taken
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Analjza
Schvalovani

Planovani

Realizace
Testovani

Uzavieno

Mimoradneé stavy

s

Probiha analyza a navrh zmeény.
Probiha schvalovani navrhu na zménu.

Probiha planovani realizace zmény.

Probiha realizace zmény.
Probiha testovani po provedeni zmény.

Reieni poZadavku bylo ukonfeno, PoZadavek je
uzavieny.
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Po dspéiném schvaleni jej pfedejte k naplanovani.
Maplanujte realizaci zmény.

A7 piijde vhodny okamZik, pfedejte poZadavek do realizace,
Realizujte zménu podle schvaleného navrhu,

Otestujte zménu podle schvaleného navrhu,

m

| #pofadifcelkem: #2/3 s

Jednotlivé instrukce
chodi v kazdém kroku
mailem v notifikacich.




Process Maturity

PERFORMANCE

AWARENESS REPEATABLE
OF PROCESS PROCESS

LEVEL 1 LEVEL 2




Jak nastavovat procesy?

Obchazeni procesu musi byt slozitejsi nez jeho
dodrzeni.
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‘ T‘ L C O re /-Step Improvement Process

Event Management
Incident Management
Request Fulfilment

Service Catalogue Management
Service Level Management
Capacity Management

Availability Management

IT Service Continuity Management
Information Security Management

Problem Management
Access Management

Service Desk

Technical Management

IT Operations Management
Application Management

Financial Management

Return on Investment

Service Portfolio Management
Demand Management

Supplier Management

Transition planning and support
Change Management

Service asset and configuration manage
Release and deployment management
Service validation and testing

Evaluation

Knowledge management



Balancing service quality and cost

1 1
1 1
1 1
N N = Service
v i i
c |
ol
(7]
[N
o | |
@
z I I
~ 1 1
1 1

i

g Range of optimal g
I balance between 1
I Cost and Quality &
1 1

Quality of Service
(Performance, Availability, Recovery)



Reactive vs. Proactive

An organization here is An organization here is
out of balance and is not quite balanced, but tends
able to effectively to fix services that are not
support the business broken, resulting in higher
strategy levels of change
Extremely Extremely
Reactive Proactive




Service Operation - Functions

Top Mgt.

Middle Mgt.

SLAs

Users

Service Desk

Strategy Generation

Demand

Service
Level Capacity

Request Fulfilment
Inciae*
\v{P=1 far=lant

Access

S EREEL

Service Portfolio

Service Catalog

VETEE ITS Inform. _
bility ~ Continuity Security ~ SUPPIIer

Transition Planning and Support

Release Validation
Evalu- and and
ation Deployment Testing

Knowledge Management

Service Assets and Configuration

IT Operations Control

Facilities
Management




Single Point of Contact (SPOC)
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Service Desk

ITIL: Service Operation
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Service Desk

A Service Desk is a functional unit made up of a
dedicated number of staff responsible for dealing with
a variety of service events, often made via telephone

calls, web interface, or automatically reported
infrastructure events.




No Service Desk

A A\

AN I

Technical Application IT Operations 3rd Party Request
Management Management Management Support Fulfilment




Service

. User
Service Desk
Technical Application IT Operations 3rd Party Request
Management Management Management Support Fulfilment

Desk: Local vs. Central

w

0

ih [T
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Service Desk objectives

Logging all relevant incident/service request

Providing first-line investigation and diagnosis

Resolving those incidents/service requests

Fscalating incidents/service requests

Keeping users informed of progress

Conducting customer/user satisfaction callbacks/surveys as agreed

Updating the CMS



Service Operation - Processes

Fvent Management
Incident Management

Reguest Fulfilment

Problem Management

Access Management
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cvent Management

Fvent Management is the process that monitors all
events that occur through the IT infrastructure to allow

for normal operation and a
exception conditions.

sO to detect and escalate



Monitoring vs. Event Management

These two areas are very closely related, but slightly
different in nature. Event Management is focused on
generating and detecting meaningful notifications

about the status of the IT Infrastructure and services.

For example, monitoring tools will check the status of a
device to ensure that it is operating within acceptable
imits, even it that device is not generating events.




Fvent

An event can be defined as any detectable or
discernible occurrence that has significance for the

might cause to the serv

management of the IT Infrastructure or the delivery of
T service and evaluation of the impact a deviation

Ces.

Fvents are typically notifications created by an IT
service, Configuration Item (Cl) or monitoring tool.




Categories of Event

Informational - user logs in, job completes successfully,
device has come online...

Warning - memory on a server is currently at 65% ana
increasing, collision rate on a network has increased by 15%
over the past hour...

Exception - server is down, response time of network has
slowed to more than 15 seconds, more than 150 users have
logged on to the General Ledger application...




Process

Informational

Evceplion

Figure 4.1 The Event
Management process
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Management process
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Metrics

Number of events by category
Number of events by significance

Number and percentage of events that requirec
human intervention and whether this was performead

Number and percentage of events that resulted in
incidents or changes



Critical Success Factors

Achieving the correct level of filtering:

» Integrate Event Management into all Service Management processes
where feasible.

« Design new services with Event Management in mind.

« Trial and error. No matter how thoroughly Event Management is
orepared, there will be classes of events that are not properly filtered.
Fvent Management must therefore include a formal process to
evaluate the effectiveness of filtering.

For example, a user logging into a system today is normal, but it that
user leaves the organization and tries to log in it is a security breach.



Incident Management
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INncident

An unplanned interruption to an IT service or
reduction in the quality of an IT service. Failure of a
configuration item that has not yet impacted service is

also an incident, for example failure of one disk from a
mirror set.




Incident Management

Incident Management concentrates on restoring the
service to users as quickly as possible, in order to
minimize business impact.

Incident Management is the process for dealing with
all incidents; this can include failures, guestions or
queries reported by the users (usually via a telephone
call to the Service Desk), by technical staff, or
automatically detected and reported by event.
monitoring tools.




Main objectives of IM

The primary goal of the Incident Management process
S tO restore normal service operation as quickly as
00ossible and minimize the adverse impact on business
operations, thus ensuring that the best possible levels
of service quality and availability are maintained.
‘Normal service operation’ is defined here as service
operation within SLA limits.




Incident categorization

Part of the initial logging must be to allocate suitable
incident categorization coding so that the exact type
of the call is recorded.

This will be important later when looking at incident
types/frequencies to establish trends for use in
Problem Management, Supplier Management and
other ITSM activities.




Incident categorization

Initial categorization

Closure categorization

Affected Service?

Service Requests?

Finance suite




Incident prioritization

|mpaCt |S O]Cteﬂ the Impact
number of users being e e o
aﬁeCted Urgency | Medium | 2 3 4
Low 3 4 5

Urgency is how quickly
the bUSl ne SS ne e dS a I:riority code S(—T_-jcription Tar:get resolution time
reSO| Utlon 2 High 8 hours

3 Medium 24 hours

4 Low 48 hours

5 Planning Planned




Impact / Urgency / Pracnost

Pokud mam dva incidenty:

1. Zasek

y papir v podavaci => pracnost = 15 min

2. Rozbity podavac v tiskarne => pracnost = 2 h

(je jedno, zda budu cekat 2:00 h nebo 2:15 h)

Je to dul

ezité z pohledu spokojenosti.



Major incidents

A separate procedure, with shorter timescales and
greater urgency, must be used for ‘'major’ incidents. A
definition of what constitutes a major incident must be
agreed and ideally mapped on to the overall incident
prioritization system — such that they will be dealt with
through the major incident process.




Functional & Hierarchic escalation

Functional escalation

As soon as it becomes clear that the Service Desk is unable to resolve
the incident itself (or when target times for first-point resolution have
been exceeded — whichever comes first!) the incident must be
immediately escalated for further support.

Hierarchic escalation

fincidents are of a serious nature (for example Priority 1incidents)
the appropriate IT managers must be naotified, for informational
ourposes at least.
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Figure 4.2 Incident
Management process flow
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“==®1  and Recovery
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End Figure 4.2 Incident
Management process flow




Metrics

Total numbers of Incidents

Breakdown of incidents at each stage (e.g. logged,
work in progress, closed etc)

Size of current incident backlog
Number and percentage of major incidents

Number and percentage of incidents incorrectly
assigned
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Critical Success Factors

A good Service Desk is key to successtul Incident
Management

Clearly defined targets to work to — as defined in SLAS

Adequate customer-oriented and technically training
support staff with the correct skill levels

Integrated support tools to drive and control the process

OLAs and UCs that are capable of influencing and shaping
the correct behaviour of all support staft.
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Service Request

The term ‘Service Request’ is used as a generic
description for many varying types of demands that
are placed upon the IT Department by the users.
Many of these are actually small changes — low risk,
frequently occurring, low cost, etc. (e.q. a request to
change a password, a request to install an additional
software application onto a particular workstation, a
request to relocate some items of desktop equipment)
or maybe just a question requesting information




Low-cost & low-risk changes

their scale and frequent, low-risk nature means that they are
petter handled by a separate process (=Request fulfilment),
rather than being allowed to congest and obstruct the
normal Incident and Change Management processes.

Service Requests will usually be satistied by implementing a
Standard Change.

Typically include some form of pre-approval by Change
Management.
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Metrics

The total number of Service Requests (as a control
measure)

Breakdown of service requests at each stage (e.g.
logged, WIP closed, etc.)

The size of current backlog of outstanding Service
Requests

The mean elapsed time tor handling each type of
Service Request
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Problem

ITIL defines a ‘problem” as the unknown cause of one
or more incidents.



Problem Management

Problem Management is the process responsible for
managing the litecycle of all problems.

The primary objectives of Problem Management are
to prevent prob ems and resulting incidents from
nappening, to eliminate recurring incidents and to
minimize the impact of incidents that cannot be

orevented.




Problem detection

Suspicion or detection of an unknown cause of one or
more incidents by the Service Desk

Analysis of incidents as part of proactive Problem
Management

Automated detection of an infrastructure or
application fault, using event/alert tools

A notification from a supplier or contractor



Problem Prioritization

Can the system be recovered / replaced?
How much will it cost?

How many people, with what skills, will be needed to fix the
problem?

How long will it take to fix the problem?

How extensive is the problem (e.g. how many Cls are
affected)?



Impact of a Problem

The Configuration Management System (CMS) must
be used to help determine the level of impact and to
assist in pinpointing and diagnosing the exact point of

failure.

The Know Error Database (KED
accessed and problem-matchir
ey word searches) should be L

3) should also
g technigues
sed to see if t

oroblem has occurred before a
resolution.

be
(such as
ne

nd, if so, to fir

d the



Propblem analysis / solving techniques

Chronological Analysis
Pain Value Analysis
Kepner and Tregoe
Brainstorming

[shikawa Diagrams

Pareto Analysis

Pain Value Analysis




Workaround

In some cases it may be possible to find a workarouna
to the incidents caused by the problem — a temporary
way of overcoming the difficulties. For example, a
manual amendment may be made to an input file to
allow a program to complete its run successtully.




Known Error Record

As soon as the diagnosis is complete, and particularly
where a workaround has been found (even though it

may not yet be a permanent resolution), a Known
Error Record must be raised and placed in the Known

oroblems arise,

-rror Database — so that it further incidents or

hey can be identified and the service

restored more ¢

uickly.



Major Problem Review

Those things that were done correctly
Those things that were done wrong
What could be done better in the future

OW 10 prevent recurrence

Whether there has been any third-party responsibility
and whether tollow-up actions are needed.



Problem Closure

When any change has been completed (and
reviewed), and the resolution has been applied, the
Problem should be formally closed — as should any
related Incident that are still open. Problem record
contains a full historical description of all events.

The status of any related Known Error Record should
be updated to shown that the resolution has been
applied.



Process

’roblem Management consists of two major
Orocesses:

» Reactive Problem Management, which is generally
executed as part of Service Operation

» Proactive Problem Management which is initiated in
Service Operation, but generally driven as part of
Continual Service Improvement




Process

=== [=] (=]

1Yoy

Figure 4.4 Problem
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Metrics

The percentage of problems resolved within SLA
targets (and the percentage that are not!)

The number and percentage of problems that
exceeded their target resolution times

The backlog of outstanding problems and the trend
(static, reducing or increasing?)

The number of Known Errors added to the KEDB



Critical Success Factors

Linking Incident and Problem Management tools
The ability to relate Incident and Problem Records

The second- and third-line staff should have a good
working relationship with staff on the first line

Making sure that business impact is well understood
by all staff working on problem resolution.




Access Management

ITIL: Service Operation

MUNI



Access Management

Access Management is the process of granting
authorized users the right to use a service, while
preventing access to non-authorized users.

Access management implements the policies of
Information Security Management.

[t has also been referred to as Rights Management or
[dentity Management in different organizations.



BasiC concepts

Access refers to the level and extent of a service’s functionality or data that a
user is entitled to use.

Identity of a user is unique to that user.

Rights refer to the actual settings whereby a user is provided access to a service
Or group of services.

Services or service groups - Most users do not use only one service, and users
performing a similar set of activities will use a similar set of services.

Directory Services refers to a specific type of tool that is used to manage access
and rights.



Process / Iriggers

RFC - This is most frequently used for large-scale service
introductions or upgrades where the rights of a significant
number of users need to be updated as part of the project.

Service Request - This is usually initiated through the Service
Desk, or directly into the Request Fultiiment.

Request from manager of a department or appropriate
Human Resources Management personnel.
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‘ T‘ L C O re /-Step Improvement Process

Service Catalogue Management
Service Level Management
Capacity Management

Availability Management

IT Service Continuity Management
Information Security Management
Supplier Management

Event Management
Incident Management
Request Fulfilment
Problem Management
Access Management

Service Desk

Technical Management

IT Operations Management
Application Management

Transition planning and support
Change Management

(| Service asset and configuration manage
Release and deployment management
Service validation and testing

Evaluation

Knowledge management

Financial Management

Return on Investment

Service Portfolio Management
Demand Management




Objective of Service Transition

To plan and manage the capacity and resource

requirements to manage a release

To ensure that a service can be operated, managec

and supported

To provide quality knowledge and information about

services and service assets

Provide efficient repeatable build and insta
mechanisms that can be used to deploy re

lation
eases



Transition planning and support

Prioritizing conflicts for service transition resources

Coordinating the efforts required to manage multiple
simultaneous transitions

Maintaining policies, standards and models for service
transition activities and processes



Change Management
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Change = Service change

The addition, modification or removal of authorizec
planned or supported service or service componen
and its associated documentation.




NO change is without risk

Simple changes may seem innocuous but can cause
damage out of all apparent proportion to their
complexity.

There have been several examples in recent years of
nigh profile and expensive business impact caused by
the inclusion, exclusion or misplacing of a '’ in software

code.




Change Management Process

Standardized methods and procedures are used for
efficient and prompt handling of all changes

All changes to service assets and configuration items
(Cl) are recorded in the Configuration Management

Overall business risk is optimized.



Policies support Change Management

Creating a culture of Change Management across the
organization where there is zero tolerance for
unauthorized change

Aligning the service Change Management process
with business, project and stakeholder Change
Management processes




The seven Rs of Change Management

no RAISED the change?

nat is the REASON for the change?

nat is the RETURN required from the change?

nat are the RISKS involved in the change?

nat RESOURCES are required to deliver the change?

no is RESPONSIBLE for the build, test and implementation of
the change?

« What is the RELATIONSHIP between this change and other
changes?

==zzzz=zx=




Standard changes (pre-authorized)

There is a defined trigger to initiate the RFC

The tasks are well known, documented and proven

Authority is effectively given in advance

Budgetary approva

will typically be preordained or

within the control of the change requester

The risk is usually low and always well understood.



Standard change

Sprava
incidentd

PInéni zadosti
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Remediation plan

No change should be approved without having
explicitly addressed the question of what to do it it is

not successful.

deally, there will be a back-out plan, which will restore
the organization to its initial situation, often through
the reloading of a baselined set of Cls, especially
software and data.




Change proposal

For a major change with significant organizational
and/or financial implications, a change proposal may
be required, which will contain a full description of the
change together with a business and financial
justification for the proposed change. The change
oroposal will include signoff by appropriate levels of
ouUSINess management.




Process: Standard Change

Role

Create RFC

Initiator

1 requested

Assign for Work

Change

Management 1 implemented

Review and close
change record

closed
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Process:. Normal Change

Create
RFC

Change

proposal
(optional)

Initiator

Change
Management

Authorize
Change proposal

Change

Authority authorized
Plan updates

Change

Management scheduled

Change
Management

Evaluation report

Record the
RFC

1 requested

Review

RFC

Assess and evaluate
change

1 ready for deci

ision Work orders

Authorize
Change

Co-ordinate change
implementation®

1 implemented

Review and close
change record

closed

|

1 ready for evaluation

|

/

/
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|
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*Includes build and test the change



Create
RFC

Change
proposal
(optional)
L Record the
RFC
Initiator 1requ ested
Review
RFC
Change
Management ready for evaluation

Assess and evaluate
change

1 ready for dec

|

|

/

Authorize
Change proposal

Authorize
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Authorize
Change proposal

Change

Authority 1 authorized

Change

Change

Management 1 implemented

Assess and evaluate

change C——

[

ready for decision Work orders

Authorize

Change ——

Plan updates

Co-ordinate change

SWD Ul uonewuojul uoneinbyuod pue abueyd 3

implementation®

—

Review and close

change record I_

Evaluation report

closed

*Includes build and test the change



Process: Standard Deployment Request

Standard Deployment Role
request

(where the deployment

process is tried and tested)

Deployment change
proposal (from
a template)

Create and review
RFC
Initiator 1 requested

Assess and evaluate
RFC

Work orders

Change
Management ready for decision

Authorize and
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Schedule Change
Change
Authority scheduled
Co-ordinate change
implementation®

Change
Management implemented
Review and close
change record

!

closed

*Includes build and test the change



Change Advisory Board - CAB
The Change Advisory Board (CAB) is a body that exists

to support the aut
Change Managem

prioritization of changes.

norization of changes and to assist
ent in the assessment and

As and when a CAB Is convened, members should be
chosen who are capable of ensuring that all changes

WIT
fro

nin the scope of the CAB are adequate

M both a business and a technical view

V assesseq

NOINt.



CAB members e.q.

Customer(s)
User manager(s)

User group representative(s)

Applications developers/maintainers
Specialists/technical consultants

Services and operations staff



CAB vs. ECAB
Emergency Change Advisory Board (ECAB)

Group that should review changes that must be
implemented faster than the normal change process.

The ECAB will be used for emergency changes where
there may not be time to call a full CAB.



Scope of change and release

Business Service Provider
Strategic Manage the :
change business Manage IT services

Tactical Mzzigee:e
change N portfolio
processes
Operational E’lapage Service
change Hsiness Operations
operations

Supplier

Manage the

suppliers'
business

Manage
external
services

External
operations




The emotional cycle of Change
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FIGURE 1: Change and Grief Curve
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Valley of Despair / Circle of Chaos

THE CLASSIC CHANGE CURVE Much better

than before
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The Valley of Despair is normal

It's normal for individuals to Individual Response to Change
become discouraged as they NDING W RRCTN NG
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Indicators of poor Change Management

Unauthorized changes (above zero is unacceptable)
Unplanned outages

A low change success rate

A high number of emergency changes

Delayed project implementations.



Metrics

The number of changes implemented to services
which met the customer’s agreed requirements, e.qQ.
quality/cost/time

The benefits of change expressed as ‘value of

improvements made’ + ‘negative impacts preventec
or terminated’

Reduction in the number and percentage of
unplanned changes and emergency fixes




Rizeni
jakosti Celkem
Ekonomicke

Open changes - status
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Investicni
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Changes — open / close
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SACM - Scope

Asset Management cove
whole service litecycle. It

'S service assets across the
orovides a complete

inventory of assets and who is responsible for their

control.

e FU

t includes:

O
assets, from the point of acc

fecycle management o

- |T and service

disposal
« Maintenance of the asset inventory:.

uisition through to



Configuration items - C|

A configuration item (Cl) is an asset, service
component or other item that is, or will be, under the
control of Configuration Management. Configuration
items may vary widely in complexity, size and type,
ranging from an entire service or system including all
nardware, software, documentation and support staft
to a single software module or a minor hardware
component. Configuration items may be grouped and
managed together, e.g. a set of components may be
arouped into a release.




Categories - Service Cis (Assets)

Service capability assets: management, organization,
processes, knowledge, people

Service resource assets: financial capital, systems,
applications, information, data, infrastructure and
facilities, financial capital, people

Service model, Service package, Release package,
Service acceptance criteria.




Other Categories - Cls

Organization Cls
Service litecycle Cls
Internal Cls
External Cls

Interface Cls



Configuration Management System

To manage large and comp
infrastructures, Service Asset

<nown as the Configuration
(CMS).

ex |T services and
and Configuration

Management requires the use of a supporting system

Management System



Configuration Management System

The CMS holds all the information tor Cls within the
designated scope. Some of these items will have
related specifications or files that contain the contents
of the item, e.g. software, document or photograph.
For example, a Service Cl will include the details such
as supplier, cost, purchase date and renewal date for
icences and maintenance contracts and the related
documentation such as SLAs and underpinning
contracts.




Relationships

Relationshi

WOrK toge

rela
diffe

what |

ationshi

rence between wh

0s describe

how the configuration items

‘her to deliver the services. These

NS are held |

S held in an asset

in the CMS — this is the major
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Relationships - dependency

Clis a part of another Cl, e.g. a software module is part of a

program; a server is part of a site infrastructure — this is a ‘parent—
child’ relationship.

Cl is connected to another Cl, e.g. a desktop computer is connected
to a LAN.

Cl uses another Cl, e.g. a program uses a module from another
program; a business service uses an infrastructure server.

Clis installed on another, e.g. MS Project is installed on a desktop PC,



Logical configuration model
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Naming configuration items

Naming conventions should be established and
applied to the identification of Cls, configuration
documents and changes, as well as to baselines,
builds, releases and assemblies.

Labelling configuration items

All physical device Cls should be labelled with the
configuration identifier so that they can be easily
identified.




Configuration baseline

A configuration baseline is the configuration of a
service, product or infrastructure that has been
formally reviewed and agreed on, that thereatfter
serves as the basis for further activities and that can be
changed only through tformal change procedures. It
captures the structure, contents and details of a
configuration and represents a set of configuration
items that are related to each other
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Definitive Media Library - DML

The Definitive Media Library (DML) is the secure library
in which the definitive authorized versions of all media
Cis are stored and protected. It stores master copies of
versions that have passed quality assurance checks.
This library may in reality consist of one or more
software libraries or file-storage areas, separate from
development, test or live file-store areas. It contains
the master copies of all controlled software in an
organization.




DML and CMDB

DML Physical Cls
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Verification and audit

Ensure there is conformity between the documented
baselines (e.g. agreements, interface control
documents) and the actual business environment to
which they refer

Verify the physical existence of Cls in the organization
or in the DML.

Check that release and configuration documentation is
present before making a release.




Challenges & Critical success factors

Persuading technical support staff to adopt a checking
in/out policy

An attitude of ‘just collecting data because it is
possible to do; this leads SACM into a data overload

Focusing on establishing valid justification for
collecting and maintaining data at the agreed level of
detall
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Popis problematiky evidence majetku

Jirma” (majitel) nechce, aby se mu ztracely veci

,JFinance” potrebuji spravne alokovat naklady (odpisy)
a znat hodnotu majetku

JAT" potrebuje mit prehled o zarizenich (zaruka do,
RAI\/I HDD atd.)




Zamer: pragmaticke reseni

Mit maximalni prehled nad majetkem spolecnosti a
oritom zjednodusit administrativni cinnosti.

/ajistit aktualnost informaci

 Eviduji ti co se o veci staraji
 Evidence probiha okamzite a je presnejsi

Minimalizovat nutnost rucnino zadavani dat

« /Znat historii zmen (automaticky)

Dobré podklady pro planovani obnovy HW a SW



Fvidence majetku spolecnost

Majetek spolecnosti

<\

Inventarni majetek

v ERP nebo jiném
ucetnim systému Inventarni majetek

v Napf. skfiné, stoly, stroje, naradi a dalsi zafizeni...
v/ inventarni ¢islo

1 1
1 ) IT evidence 1 Inventarni majetek / Operativni evidence
1| v/ datum nakupu ALVAO ! v Potitate, notebooky, tiskarny, aktivni prvk
1| v dodavatel v : Pocitace, notebooky, tiskarny, aktivni prvky...
1| v &islo faktury I v Casto ma jedno inventarni Cislo nékolik ¢asti...
: v zGstatkova cena v/ inventarni Cislo : > v PC bylo soucasti vétsiho technologického celku
| 7 atd. v’ sériové ¢islo I v’ PC se nakoupilo s monitorem, brasnou, dokovaci stanici apod.
1 v evidenéni ¢islo 1 v’ Také nékteré SW licence se eviduji pod jednim inventarnim ¢islem
: : D v OEM licence jsou souéasti PC (hmotného majetku)
v zéruka do
v/ RAM, HDD atd. Drobny majetek do spotieby / V pronajmu / Operativni evidence
v IP adresa atd. > v Mobilni telefony, stolni telefony
v evidence instalaci

v’ SIM karty
v’ Poditace a dalsi zafizeni v prondjmu
v’ Cipové karty, tokeny, kli¢e apod.

v evidence poruch
v’ vazby PC vs. licence

v’ atd. -/




Proces nakupu HW / SW licence

1. Zapsani HW + OEM SW do IT evidence (v den dodani)

2. Prideleni dalsich SW licenci na HW a uzivatele

3. Instalace a konfigurace (PC, NTB, telefon atd.)

4. Prichazi faktura (nekolik dni i tydnu po dodani)

5. Zaevidovani majetku v ERP (nekolik dni'i tydnt po dodani)
6. Notifikace mailemn o novem IT majetku (v ERP)

7. Tisk stitkt a polepeni

8. Predani uzivateli (predavaci protokol z ERP)



Cislo:

Predavaci protokol - souhrnny PP3
Pisemné potvrzeni svérfeného ICT majetku

Petr Novak (Demo)

Svéreny majetek:

Druh Nazev Sériové Cislo Inventarni Cislo Evidencni cislo
Mobilni telefon NOKIA, 6500 HIM122434

Pofitac NTB20 HPx34654-11 INVDD20

SIM karta 605123456, T-Mobile HIM122435

Telefon Siemens, C100 S3654673 HIM122447

Ve smyslu ust. §178 ZP potyrzu)i, Z2e jsem p?evzal(a) veskereé shora specifikované predmeéty, které mi
zaméstnavatel svéfil k pinéni pracovnich ukold.
Nastup zameéstnance

Datum: 29.9.2010
Jméno: Petr Novak (Demo)

Oddéleni ICT:

Oddéleni ICT timto potvrzuje, Ze zaméstnanec nema k vyse uvedenemu datu svéfeny Jiné predméty, které jsou
ve spraveé Oddéleni ICT, neZ vyse uvedené,

Imeéno: Radek Grod|

Podpis: ....iivien 7‘[// ..............



Prinosy pro ekonomické oddeleni

Snadny pristup k presnym informacim

Propojeni na ucetni evidenci majetku (ERP Noris)

Rychly prehled o umisteni majetku

Prehled naposledy porizeneho majetku

ALVAO Asset Management ,» Posledni pofizeny majetek

MUj svéfeny majetek  Strom | Posledni pofizeny majetek

Drruh objektu
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B Fotitad
5 Sestava
Ty My

@ Kldvesnice
B Potitad
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0z
o0z
o0z
0z
051

ytvofeno
14.10.2010
21:44:40

14.10.2010
21:44:40

14.10.2010
21:44:40

14.10.2010
21:44:40

14.10.2010
21:22:13

14.10.2010
21:22:13

14.10.2010
21:22:13

14.10.2010
21:22:13

14.10.2010
20:25:55

Dodavatel

Dell

Dell

p

Dodaci list -
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/Zamestnanci vidi svereny IT majetek

Prehled svereného majetku a pridelenych licencich na intranetu

@ - |E, http://localhost/Asset/LoginBrowser.aspx?Nodeld=794 v| B3 | 49 | x ] |E Bing P "
¢ Oblibené polozky | @ MGj svéfeny majetek - Asset Management | | X v B) -~ 0 dh v Strénkav Zabezpeteniv Mastroje~ @+
ALVAO Asset Management » MUj sv&Feny majetek
Mij svéFeny majetek  Strom
Rozbalit vie | Shalit vie il
= € radek Grodl Mainstalovany software byl naposledy detekovan: Nezndmo. E
v e-mailovd schranka Stay Stoy
(&) HP 1000 =« Nainstalovany software Typ licence profilu
=-4fnth10, INVOOS ) . i o
¥ @ ALVAO Asset Management Agent 5 komeréni Chybi Vaolitelny
G 2048 MB
~Hliease Board ¥ & ALVAO Asset Management Collector 5 komeréni Chybi Volitelny
; P Intel(R) 82566MM Gigabit Network Connection ¥ & ALVAO Asset Management Console 5 komeréni Chybi Valitelny B
‘I“tﬂ(R) Core(TM)2 Duo CPU U7600 @ 1.20GHz, 1201 MHz ¢ @ ALVAO Asset Management Portal 5 komeréni Chybi Vaolitelny
InIntel(R) Wireless WiFi Link 4965AG ¥ & ALvAO Helpdesk 2 komercni Chybi Volitelny
i QMATSHITR DYD-RAM UJ-842S ATA Device
. ) . ¥ & ALVAO Monitoring Agent 1 komercni Chybi Volitelny
@Mobﬂe Intel(R) 965 Express Chipset Family
: ﬂRemovable Disk ¥ €9 HP Quick Launch Buttons kompercni Chybi Volitelny
~EDSD Disk Device, 55 MB ¥ @ InterVideo WinDVD S shareware/trial Chybf Valitelny
Esﬂu"dmx Integrated Digital HD Audio ¥ & Microsoft Document Explorer 2005 komeréni Chybi Volitelny
EITOSHIBA MK1011GAH ATA Device, 95394 MB ¥ & Microsoft Office 2007 Enterprise komeréni Chybi Valitelny
e Piistup na internet ) ) _ )
= ¥ & Microsoft Office Access 2007 komercni Chybi Volitelny
e SAP modul CRM
(# SONY ¥ & Microsoft Office Excel 2007 komeréni Chyhbi Volitelny
¥ €9 Microsoft Office Groove 2007 komercni Chybi Volitelny
! & Microsoft Office InfoPath 2007 karmeréni Chybi Volitelny




Proces presunu HW / SW licence

1 Presun majetku v evidenci (HW+SW)
2 Instalace a konfigurace (PC, NTB, telefon atd)
3. Predani uzivateli (predavaci protokol)

4. Promitnuti zmeny v ERP (obvykle do konce zuctovaciho obdobi)

Ix Rocne souhmné listy (inventura)



Proces vyrazeni HW / SW licence

1. Pokus o uplatneni majetku jinde ve spolecnosti

2. Presun majetku v evidenci (HW+SW) do slozky na
vyrazeni

3. Uvolneni SW licendi
4. Vymazani citlivych dat z HW

5. Ucetni vyfazeni majetku - ERP (obvykle 1x ro¢né)



Release and Deployment
Management

MUNI



Release ana

Deployment Management

Release and Deployment Management aims to build,
test and deliver the capability to provide the services
specified by Service Design and that will accomplish
the stakeholders’ requirements and deliver the
intended objectives.




Release unit

A ‘release unit’ describes the portion of a service or IT
infrastructure that is normally released together
according to the organization’s release policy. The unit
may vary, depending on the type(s) or item(s) of
service asset or service component such as software
and hardware.
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Deployment Considerations

Big Banc VS. Phased
Release deployed to all areas in Release deployed in
one operation increments according to a

rollout plan

Push VS. Pull
Release is deployed from a Release is made available for
central location delivering to all users to access when they
users need it

Automation : Manual

Using distribution tools to Installing the release by hand
distribute the release



Big bang and Phased rollout

Release Policy

Release 1
Release 2

Release 3 I
1 1
2 2
3 3
7 7 S
5* 5 5
6* 6 |
7% 7
/' B

Initial ‘Big Bang' roll-out Phased roll-out

Launch
| * Additional Workstations I




’hased deployment across geographical
ocations

Head Office Release 1 Release 2

Branch 1 ___|Release 1 |Release2 |
Branch 2 . |Release 1 JRelease 2 |

Branch 3 Release 1 Release 2

Month ] 2 3 ~ 5 6 / 8

A phased roll-out across several geographical locations



Farly lite support
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ish the

ce



Benefits of targeted early lite support
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Service Validation and Testing

The underlying concept to which Service Testing and
Validation contributes is quality assurance — stablishing
that the Service Design and release will deliver a new

or changed service or service offering that is fit for
puUrpose and fit for use.




Fvaluation

Fvaluation is a generic process that considers whether
the performance of something is acceptable, value for
money etc. —and whether it will be proceeded with,
accepted into use, paid for, etc.




Sprava software (SAM)

Audit SW licenci

MUNI



Nasledky poruseni autorského prava

Obcanskopravni odpovednost na zaklade autorského zakona

nahrada zpusobene skody; misto skutecne uslého zisku se muze autor domahat nahrady usleho zisku
ve vysi odmeny, ktera by byla obvykla za ziskani licence k uziti dila v dobe jeho uziti

Vydani bezdGvodného obohaceni ve vysi dvojnasobku ceny licence k uziti dila

Prestupkova odpovednost na zaklade autorského zakona (z.C. 200/1990 Sb § 105¢)

pokuta 150 000 K¢ ¢i 100 000 K ¢i 50 000 K¢
nahrada skody

Trestni odpovednost na zaklade trestnino zakona (z.C. 40/2009 Sb.)

/asahne nikoli nepatrne do zakonem chranenych prav (Skoda nejmeéene 5.000 K¢)
odneti svobody az na dva roky

Pri znacném rozsahu ci ziskani znacneho prospechu (Skoda nejméne 500.000 Kc¢)
odnéti svobody na sest mesicl az 5 let
propadnuti veci (napr. PC, CD&DVD, kamera apod.)
nahrada skody

Prospech velkého rozsahu nebo zpUsobi-li tim jinemu skodu velkého rozsahu

P I ¢ A P e T A R A o T P 4 4 N A 4 i a VYA YA AYAYA R VA



Popis problematiky SW auditu

Slozita licencni politika znemoznuje spravné evidovani licenci v ERP nebo v
ucetnim systému

Rucni zjisteni skutecného stavu ve spolecnosti je nemozne

PROHLASENI O SOFTWAROVE (

Nazev firmy:

|

|

| .
Mésto: | ™ psc:

|

Ulice:
[ T
= — F W W
IC: | ‘ Podpis:
B SA Pokud zastupujete vice firem, uvedte zde jejich IC véetné uvedené firmy.
\—
aaaaaaaaaaaaaaaaaaaaaa

Qp BSA

S —

ssssssssssssssssssssss




Risk Management Mode

Risk Probability
Management
Model Low Medium High
Substantial Must monitor Extensive
Severe/Critical | management and manage management
required risks crucial
°
g May accept Management Management
= Moderate risks but effort useful effort required
— monitor them
Limited/Minor Accept risks Accept risks Monitor and
but monitor manage risks

them

Magnitude Per Occurrence

G leg ?ulmﬂ al

sHEgRNR

i

i

Less thar $10K

Lessten foocurence fooourence n 10yeas 1 oocurence peryear

ni0years

Frequency

21010 oowmences per
year

Graterthan 10
000UTEN0ES peryear



Procesy 1SO SAM 19770

Procesy fizeni organizace souvisejici se spravou softwarovych aktiv

4 Ridici prostiedi pro spravu softwarovych aktiv

Podnikovy Fidici proces Ulohy a odpovédnosti Palitiky, procesy a postupy Odborna zpusobilost pro SAM
pro SAM pro SAM pra SAM

4.3 Planovaci a implementaéni procesy pro spravu softwarovych aktiv

Planovani SAM Implementace SAM Monitorovani a pfezkoumavani  Neustalé zlepSovani SAM
SAM

Hlavni procesy spravy softwarovych aktiv

4.4 Inventarizacni procesy spravy softwarovych aktiv

Identifikace softwarovych aktiv ~ Sprava inventare Rizeni softwarovych aktiv
softwarovych aktiv

4.5 Ovérovaci procesy pro spravu softwarovych aktiv

Qvéfeni dokladd Shoda s licenénimi ujednanimi  Shoda s poZzadavky na zabez-  Ovéfovani shody pro SAM
o softwarovych aktivech na software peéeni softwarovych aktiv

4.6 Procesy pro provozni Fizeni a styéné body pro SAM

Rizeni vztah(l a sprava smiuv Finanéni Fizeni pro SAM Sprava urovné sluzeb Sprava bezpeénosti pro SAM
pro SAM pro SAM

Primarni stycné procesy spravy softwarovych aktiv

4.7 Stycné body procesu Zivotniho cyklu pro SAM
Proces spravy zmén Proces vyvoje softwaru Proces nasazeni softwaru Proces feseni problému

Nakupni proces Proces fizeni uvolnéni softwaru  Proces spravy zadosti Proces vyrazovani
o technickou podporu




Vyhodnoceni SW auditu - Paret 80/20

e piehled licenci a instalaci

/akaznik dokaze snadno

Zobrazit

Tabulka &kce Mastroje

RN EEY A

BB

. . [ Vs s
| d e ntlfl kovat C hy beJ | C | ﬂ e b O & ! Produl:t | ¥ Licence|  Instalace | Rozdil | Vijrobhce [
v Y s/ s 1 ' terprize 3 187 13 56 Mebwark Assaciates, Inc. —_
p re by\/ aJ | C | | | Ce n C e ¥ KerioWinRoute Firewall 110 3 107 Kerio Technologies Inc.
T Evidence pocitasi 4 100 A 10 ALC, zpol. 2o
% Total Commander & h3 123 Chiristian Ghisler
MG T a0 1 43 Grizoft software, s.r.o.
Y y: /v V Ve *T Micrasoft Small Business Server 2003 CAL 35 35 Microzoft Corporation
Z a ka Z n | |< d O |<a Ze S n a d n O Z m e rlt & Microsoft Windows Vista Business 15 15 Microzoft Corporation
. .. T nfa Office 4 13 2 11 Info Office z.r.o.
Ve | | |<O St rizl |<a 5 Microsoft Office 2003 Basic Edition 11 4 7 Micrasaft Corparation
\ AT Mcafes Dezktop Firewall 8 1 [ 8 Metwork Azsociates, Inc.
icrosoft Windows Server 2003 Cal 10 10 Microzoft Corporation
T win erminal Server 2003 CaL 10 10 Microzaft Corporation
@ Microsaft Exc erver 2003 CAL 10 10 Microsaft Corporation
m Mizrazoft Wwindows Wista g 3 Micrazaft Corparation -
Frodukt - |Licence «|lnstalace - |Hozdil - |%yrobce ~|Cena  ~Hiziko ~ 1 —'I_
AutoCAD 2007 14 -14|Autodesk, Inc. 151600 -2122400 I
STEP 7 verze 5 4 24 20(Siemens AG 70000 -1400000] | malice... | OEM licence | Sdilend . | Sénavé sl licence =
EFLAM & 7 -F|EPLAM Software & Service 177000 -1239000 I Futylel
Rslogix 5000 13 4 -} {Rockwell Software, Inc. 1000009 400000 Ano
AutoCAD 2002 2 -AlAutodesk, Inc. 151600} -303200]1 &no i
AutoCAD LT 2005 1 g -BlAutodesk, Inc. aRB00| -294400 | Ao
SIMATIC 57 5 13 -13|Siemens AG 145000 -188500 Ano
Borland Delphi ¥ Personal 2 -2|Borland International 34a00p  es0n|! Ano A
P Translator 21 -21|Lang=oft s.ro. 3000(  -B3000( ) _'I_
AutoCaD LT 2002 1 -1|Autodesk, Inc. aE300 -3EB00 I |Poet wybranychicelkem: 0j283 Uzivatel: Ale Studery
Dedand Malnki & Evtavaricn 1 1 Barand latmvnatinm-al AN 12 AT :




Fvidence SW licenci

OOOOOO

Nekteré licence jsou zavadeny jednotlive, jiné licence
jako ,balik”

Noveé verze evidovany jako zhodnoceni majetku, ktere
jako novy nenmotny majetek.

OEM licence nejsou evidovany vubec (jsou soucasti
hmotnenho majetku).



Re

S

-l

/

Nehmotny majetek
v ERP nebo jiném
ucetnim systému
v inventarni ¢islo
v’ Cislo faktury

v’ datum nakupu
v’ dodavatel

v’ Cislo faktury

v’ zOstatkovd cena
v atd.

IT evidence
v ALVAO

v inventarni &islo

v ¢islo faktury
(nebo nabyvaciho
dokladu)

v’ Schvaleny SW

v  SW vzory

v licenéni logika

v’ vazby na SW vzor
v vazby PC vs. licence
v vyhodnoceni

v atd.

oradku v SW licencich




esen

/

poradku v SW licencich

Knihovna SW produktt
ALVAO Internet Server

Evidence
nakoupenych SAM /I
Licenci Report ye

pro manazera
ALVAO Asset
Management

Incident
ALVAO Service Desk



Video: SAM Assistant

Interni SW audit

MUNI



Prinosy pro IT manazera

Software Management Report

Tento report vam pomaha pii kontrole procesu spravy softwarovych aktiv. Vidite, v jakém stavu mate software ve spoleénosti a jak se vyuZivaji licence. Zda proces funguje spravné a
viichni pracuji, jak maji. Zda jsou licence zapsany a pridéleny. Take vidite, zda technologické komponenty jsou v poiadku. Report zobrazuje primarné informace o auditovaném

software.

Kontrola zapisovani licenci a jejich pridélovani

) o ) _Instalacebez Zbytetné piidélené
Prehled licenci a instalaci pridélenych licenci licence Nepfidélené licence
= Legaini ms licenci ¥ Instalovano B Pfidélens
 Nelegzini = Bez licence = Nenainstalovino B Nepiidélené

Vice informaci najdete v dialogu ..Piehled TOP 3 potitale bez licence: TOP 3 poditace se zbytecnou licenci: TOP 3 volné licence:
e +  NTB152 (Jan Votava) «  NTB12 (Libor Dvoiak) +  MSOffice (12 kusfi)
+ NTB96 (Sklad) «  NTB16 (Jiif Kopedek) *  MS Project (3 kusy)
+  NTB168 (Petr Novak) «  NTB18 (Serverovna) «  Nero (23 kusf)
Nové zapsané licence (doklady) Koncici licence v nasledujicich tfech mésicich:
60 . =
Nazev produktu Kusa Platnost do
50 Microsoft Server 2003 3 17.5.2011
40 Microsoft Office 2003 18 3.6.2011
20 AutoCAD 3 14.7.2011
+ dalsich 17 licenci bude konéit béhem nasledujicich tFi mésica
20
10 Vice informaci najdete v dialogu .Evidence licend™ sloupec . Platnost do”
0
1.1.2002 1.2.2002 1.3.2002 1.4.2002

Moziné problémy v evidenci licenci (doklada):
* 18 licenci nemd vazbu na doklad o nabyti

* 3 licence nemaji uvedenou jazykovou mutaci

Vice informaci najdete v dialogu ,Evidence licenci™



Prinosy pro IT manazera

Kontrola technologické casti systému

3500
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2500
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1500
1000

500

700
e00
500
400
300
200
100

Provedené SW detekce poditaéa

; ; I T I ; E
1.1.2002 1.2.2002 1.3.2002 1.4.2002
Vice informaci najdete na zaloZce Detekce”
Histogram stafi detekci
5y
A A R
3© N N 2E °

Vice informadi najdete na zdloZce Detekce”

W Automaticky
M Rucné

M Agent pfes TCP/IP

TOP 3 poditace, jesté
nedetekované:
*  NTB152 {Jan Dvorak)
«  PC785 (Libor Novak)
e NTB96 [Jifi Ostry)

TOP 3 pocitace, které maji
nestarsi detekci:
*  NTB123 (Veronika Vlidnd)
® 545 (Serverovna Brno)
# 512 (Serverovna Praha)

3000

2000

1000

Instalace a odinstalace software

A\
/N
/ AN

N\
/ T~

1.8.2008

192008 1.10.2008 1.11.2008

Vice informadi najdete na zaloZce Denik”

Softwarové produkty

B Rozpoznané

W Nerozpoznané

> informaci najdete na ziloZce Software™ a
likaci Collector

nastaveni aktualizaci knihovny

== |nstalace (detekované)

O dinstalace
(detekované)

=== |nstalace (ruc¢né
zaevidované)

. Odinstalace (rucné
zaevidované)

Knihovna

byla naposledy
aktualizovana dne:
13.4.2011

Nerozpoznané vzory
byly naposledy
odeslany dne:
13.4.2011

najdete

Report byl vygenerovan dne: 1.5.2011
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Purpose & goal

The purpose of Knowledge Management is to ensure

that the righ

appropriate

time to enable infor

olace o

- information is delivered to the

rcompetent person at the right

Mmed decision.

The goal of Knowledge Management is to enable
organizations to improve the quality of management

decision making by ensuring that reliable and secure
information and data is available throughout the

service litecy

Cle.



Knowledge Management




Knowledge Management -
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Knowledge transter

Learning styles

Knowledge visualization

Driving behavior

Seminars, Webinars and advertising

Journals and newsletters



Service Knowledge Management System (SKMS)

The experience of staff

Records of peripheral matters, e.g. weather, user
numbers and behaviour, organization’s performance

figures

Suppliers” and partners’ requirements, abilities and
expectations

Typical and anticipated user skill levels.




technology

KB - Determine ana prioritize

needs

Extranets

Document
Management

Workflow

Project Web
Management Riowiedae Conferencing
Management
System

Decision
Intranets SUBpOrt

Data
Warehouse

Groupware



Relationship of the CMDB, CMS, SKMS

Service Knowledge W
Management System Decisions >

H Configuration Management System

1

I_l Configuration Management
Databases




Measuring benetfit

Incidents and lost time categorized as ‘lack of user
knowledge’

Average diagnosis and repair time for faults fixed in-
house

Incidents related to new or changed services fixed by
reference to knowledge base.



T komunikace a IT Marketing

Bude vypadek ©) —> nova verze.
VS,

Nové funkce! Nova verze! Super!
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ITIL Core

Event Management
Incident Management
Request Fulfilment
Problem Management
Access Management

Service Desk

Technical Management

IT Operations Management
Application Management

Financial Management

Return on Investment

Service Portfolio Management
Demand Management

/-Step Improvement Process

Service Catalogue Management
Service Level Management
Capacity Management

Availability Management

IT Service Continuity Management
Information Security Management
Supplier Management

Transition planning and support
Change Management

Service asset and configuration manage
Release and deployment management
Service validation and testing

Evaluation

Knowledge management




Value Proposition for Service Design

A service is a means of delivering value to customers
py facilitating outcomes customers want to achieve
without the ownership of specific costs and risks.




Five individual aspects of Service Design

These are the design of:
« New or changed services

» Service Management systems and tools, especially the
Service Portfolio, including the Service Catalogue

» Technology architecture and management systems
» The processes required
« Measurement methods and metrics.




Service Design goals

Producing quality, secure and resilient designs for new
or improved services

Taking service strategies and ensuring they are
reflected in the service design processes and the
service designs that are produced

Measuring the effectiveness and efficiency of service
design and the supporting processes



The Four Ps




Scope of Service Design

Business service a Business service b Business service ¢ The business
I | [
Business Business > Business j
process process 4 process
L __ % L_

IT Services

SLAs servi
IT
Service Service Service
Strategy Transition Operation
Service Portfolio
r—_—
l | Service Design | NN
Services
Processes Service Catalogue
Service j SLM SCM
Improvement | Supplier Architectures \
| Security
Availabili
Measurament
methods

Support teams

Suppliers




Service design package (SDP)

Document(s) defining all aspects of an IT service and
its requirements through each stage of its lifecycle. A
service design package is produced for each new [T
service, major change or IT service retirement.

This pack is then passed from Service Design to
Service Transition and details all aspects of the service
and its requirements through all of the subsequent
stages of its litecycle.




Service Catalogue Management

ITIL: Service Design
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Purpose of Service Catalogue Manag.

The purpose of Service Catalogue Management is to
provide a single source of consistent information on all
of the agreed services, and ensure that it is widely
available to those who are approved to access it.




Objective of Service Catalogue Manag.

The objective of Service Catalogue Management is to
manage the information contained within the Service
Catalogue, and to ensure that it is accurate and
reflects the current details, status, interfaces and
dependencies of all services that are being run, or
being prepared to run, in the live environment.




Service Catalogue

A database or structured Document with information
about all Live IT Services, including those available tor
Deployment. The Service Catalogue is the only part of
the Service Portfolio published to Customers, and is
used to support the sale and delivery of IT Services.

The Service Catalogue includes information about
deliverables, prices, contact points, ordering and
request Processes.



Service Portfolio

The complete set of Services that are managed by a
Service Provider. The Service Portfolio is used to
manage the entire Litecycle of all Services, and
includes three Categories: Service Pipeline (proposea
or in Development); Service Catalogue (Live or
available for Deployment); and Retired Services. See
also Service Portfolio Management.




Business vs. Technical Service Catalogue

The Service Catalogue
Business Business Business
Process 1 Process 2 Process 3

| Business Service Catalogue \

Service A\ Service B\ Service C\ Service D\ Service E \

Technical Service Catalogue

Support \ Hardware \ Software \ Applicatiorﬁ Data \
Services




Srozumitelny katalog sluzeb

‘ -

v h

ttp://localhost/ServiceDesk/He O ~ & X I v Vyberte sluzbu - Novy poza... % I
ALVAO Service Desk » Novy pozadavek » Vyberte sluzbu

Hlavni stranka | Novy poZadavek | PoZadavky k fegeni (5) Odeslané pozadavky (0) Baze znalosti

Sluzby ) Informaéni Technologie )

Zpét Poéitaé (+) Notebooky a tablety

Podnikovy informaéni
y systém (+)

Mobilni telefony (+) Aplikace (+)

' Sdilené soubory a slozky I' h Vzdaleny pfistup do sité
Sy ) =

-L.(H

Informacni Technologie

Pozadavky tykajici se IT technologii.

- PotiZze s pouZivanim poditace, tiskarny.

- Pozadavky na nakup spotfebniho materialu.
- Véci tykajici se mobilnich telefond.

Tiskoveé sluzby (+)

Elektronicka posta

Novy pozadavek

< | m
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Service Level Management

SLM negotiates, agrees and documents appropriate IT
service targets with representatives of the business,
and then monitors and produces reports on the
service provider’s ability to deliver the agreed level of

service.




Purpose of Service Level Management

The goal of the Service Level Management process is
to ensure that an agreed level of IT service is providec
for all current IT services, and that future services are
delivered to agreed achievable targets.

Proactive measures are also taken to seek ana

implement improvements to the level of service
delivered.



Service Level Management objectives
Detine, document, agree, monitor, measure, report and

review the level of IT services provided

Provide and improve the relationship and communication
with the business and customers

Fnsure that specific and measurable targets are developed
for all IT services

Monitor and improve customer satistaction with the quality
of service delivered



Service Level Agreement (SLA)

An Agreement between an IT Service Provider and a
Customer. The SLA describes the IT Service,
documents Service Level Targets, and specifies the
responsibilities of the IT Service Provider and the
Customer. A single SLA may cover multiple IT Services
or multiple customers. See also Operational Level
Agreement.




Operational Level Agreement (OLA)

An Agreement between an IT Service Provider and another
part of the same Organization. An OLA supports the [T
Service Provider’s delivery of IT Services to Customers. The
OLA defines the goods or Services to be provided and the
responsibilities of both parties. For example there could be
an OLA:

« Between the IT Service Provider and a procurement
department to obtain hardware in agreed times

 Between the Service Desk and a Support Group to provide
Incident Resolution in agreed times.




Underpinning Contract (UC)

A Contract between an IT Service Provider and a Third
Party. The Third Party provides goods or Services that
support delivery of an IT Service to a Customer.

The Underpinning Contract defines targets ana
responsibilities that are required to meet agreed
Service Level Targets in an SLA.




Business Unit A

Business Unit B

Business Unit C

Service Level Management — SLA/OLA

N

[

[

I

I

N

N

The business ]

Business Business Business
process process process
IT Services
I e
- AN |
Service A SLAS
[]
Infrastructure |r ii | |
System System DBMS Networks o
H/W SAV etwo Environment Data Applications
-— | et
S — N
OLAs 1 upporting \
services
Teams 7 ] B ——
| B upporting
services Contracts
| (i) ———
Support (i) Suppliers
team (i) |
| i)

(
(ii)
Supplier (i)




SLA /O

Relationshi

LA/ UC

0 between

the customers, SLA,
OLA and UC.

Fnd to end
Desktop Service

' Woodgrove

Network hardware vendor

End to end Desktop Service




POOr Response

Some organizations have found that, in reality, ‘poor
response’ is sometimes a problem of user perception.

The user, having become used to a particular level of
response over a period of time, starts complaining as
soon as this is slower.

Take the view that ‘it the user thinks the service is slow
then it is’.




Key Performance Indicators

Objective:

« Number or percentage of service targets being met
« Number and severity of service breaches

« Number of services with up-to-date SLAS

« Number of services with timely reports and active service
reviews.

Supjective:
» Improvements in customer satistaction.



Trap of using percentages

Don't fall into the trap of using percentages as the only
metric. It is easy to get caught out when there is a small
system with limited measurement points (i.e. a single failure
in a population of 100 is only 1%; a single failure in a
population of 50 is 2% — if the target is 98.5%, then the SLA
s already breached).

Always go for number of incidents rather than a percentage
on populations of less than 100, and be caretul when targets
are accepted. This is something organizations have learned
the hard way.



SLA monitoring chart (SLAM)

SLAM chart give an ‘at-a-glance’ overview of how

achievements have measured up against targets.
SLAM Chart

erod ]
Target Jan Feb March April May June July ‘ August \

m m = 0l m >

o] (]
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Capacity management

T
e
d

ne goal of the Capacity Managemen
nsure that cost-justifiable IT capacity

N 3

ways exists and is matched to the cu

L process Is to

areas of IT

ren

t and future

agreed needs of the business, in a timely manner.



Pattern of Business Activity (PBA)

Demand pattern

_)

Pattern of Business Service Capacity
business process orocess Management
activity Plan

Service Belt

——

Delivery schedule

Demand
Management
penalties to influence J

Incentives and
consumption




Capacity Management sub-processes

Business Capacity Management
Service Capacity Management

Component Capacity Management



Capacity Management sub-processes

Business
requirements

Capacity &
performance
reports

) Business Review current \
Capacity Management capacity & performance

IT service \
SLA/SLR I \ Improve current service

design
& component capacity
' ' Capacity Management
Information System
Service Assess, agree & (CMIS)
Capacity Management document new
requirements & capacity

Component ) \
Capacity Management Plan new capacity Forecasts

Management
Tools

Capacity \ Capacity Plan \

Oo
- S
L 0o©




Utilization monitoring

« Processor / Memory utilization

 Per cent processor per transaction type

« 1O rates (physical and buffer) and device utilization
» Queue lengths

« Disk utilization

« Response times

 Concurrent user numbers

« Network traffic rates.




Availability Management

ITIL: Service Design
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Availability Management

The scope of the Availability Management process
covers the design, implementation, measurement,
management and improvement of IT service and
component availability.




Two interconnected levels:

Service availability: involves all aspects of service
availability and unavailability and the impact of
component availability, or the potential impact of
component unavailability on service availability

Component availability: involves all aspect



Availability / Dostupnost

Ability of an IT service o

perform its agreed func

s determined by relia

ol

serviceability, perform

Availability is usually calculated as a

- other configuration

calculation is often based on agreed service
downtime. It is best practice to calculate aval

an IT service using measurements of the busi

Ooutput.

item to

ion when required. Availability
ity, maintainability,
ance and security.

percentage. This

me and
ability of

NesSS



Availability as a percentage:

(Agreed Service Time —downtime)
Availability (%) = X100 %
Agreed Service Time

Note: Downtime should only be included in the above calculation
when it occurs within the Agreed Service Time (AST). However, total
downtime should also be recorded and reported.



Reliability / Spolehlivost

A measure of how long a service, component or Cl
can perform its agreed function without interruption.

The reliability of t
increasing the rel

ne service can be improved by
abi
by increasing the resi

ity of individual components or
ience of the service to individual

component failure (i.e. increasing the component
redundancy, e.qg. By using load-balancing techniques).



Reliability -> MTBSI / MTBF

[t is often measured and reported as Mean Time Between Service
Incidents (MTBSI) or Mean Time Between Failures (MTBF):

Available time in hours

Reliability =
(MTBF in hours) Number of breaks

Available time in hours — Total downtime in hours
Reliability =

(MTBSI in hours) Number of breaks



Maintainability / Udrzovatelnost

A measure of how quickly and effectively a service,

component or Cl can be restored to normal working
after a failure.

[t is measured and reported as Mean Time to Restore
Service (MTRS).

Note: Mean Time to Repair (MTTR) is sometimes incorrectly used
instead of mean time to restore service.



Maintainability -> MTRS

Total downtime in hours
Maintainability

(MTRS in hours) Number of service breaks



MTTR / MIRS / MTBF / MTBSI

Mean Time To Raslore Senvice

_ _ WTRS)
Mean Time To Repair .| Closure

(MTTR)
Detection Repair Restoration Detection

! | !
i I

Diagnosis Recovery

|

i

Cceurrence

—-

Mean Time
Balweean Fallures

(MTBF)

Mean Time Belwean System ncidents
{MTBSI)



Expanded incident lifecycle

Incident Incident Incident
start start start

Uptime Uptime Uptime (availability) |

Service
Available

Service
available

Service
Available

Downtime (time to restore)(MTRS) Downtime

Service

Service unavailable unavailable

Availability —-Availability

Diagnose Recover

Detect Repair
Restpre

Time between system incidents Time between failures (MTBF)

Time




Availability vs. user perspective

The most important availability measurements are those that reflect
and measure availability from the business and user perspective.

Same Availability of A = 0.99998843 (4 nines)

MTBF = 10 years MTTR = 1h
MTBF = 1 month ~ MTTR=30s
MTBF = 1 day MTTR = 1s

TTTTTT ©



Availapility vs. Overall Costs

Special
solutions
with

redunda

High
availability
design

Effective
Service
Management

Costs

Systems
Management

Base products,
technology and
components

Availability



Failure = Moment of Truth

Fvery failure is an important ‘'moment of trut
opportunity to make or break your reputatio
business.

N —an

N with the



Projected Service Outage (PSO)

A document that identifies the effect of planned
changes, maintenance activities and test plans on
agreed service levels.




[T Service Continuity
Management
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T Service Continuity Management

The goal of ITSCM is to support the overall Business
Continuity Management process by ensuring that the
required IT technical and service tacilities (including
computer systems, networks, applications, data
repositories, telecommunications, environment,
technical support and Service Desk) can be resumead
within required, and agreed, business timescales.




Business Continuity Management (BCM)

The business process responsible for managing risks
that could seriously affect the business.

The process involves reducing risks to an acceptable
evel and planning for the recovery of business
orocesses should a disruption to the business occur.

Business continuity management sets the objectives,
scope and requirements for IT service continuity

management.




Business Impact Analysis (BIA)

Business |

functions

business processes, |T services e

mpact analysis is the activity in business
continuity management that identifies vital business
and their dependencies. These
dependencies may include suppliers, people, other

analysis ¢

efines the recovery rec

tc. Business impact

direments for IT

services. These requirements include recovery time
objectives, recovery point objectives and minimum
service level targets for each IT service.



Risk Management Mode

Risk Probability
Management
Model Low Medium High
Substantial Must monitor Extensive
Severe/Critical | management and manage management
required risks crucial
°
g May accept Management Management
= Moderate risks but effort useful effort required
— monitor them
Limited/Minor Accept risks Accept risks Monitor and
but monitor manage risks

them

Magnitude Per Occurrence

G leg ?ulmﬂ al

sHEgRNR

i

i

Less thar $10K

Lessten foocurence fooourence n 10yeas 1 oocurence peryear

ni0years

Frequency

21010 oowmences per
year

Graterthan 10
000UTEN0ES peryear



BUSINESS IMpPacts

Critical Preventative - risk reduction e

High

Impact

Medium

Continuity - recovery

Low

1 Week 2 Weeks 3 Weeks 4 Weeks 5 Weeks
Time



Outputs [TSCM

A revised ITSCM policy and strategy

A set of ITSCM plans, including all Crisis Management,
EFmergency Response Plans and Disaster Recovery

» Plans, together with a set of supporting plans and contracts
with recovery service providers

» Business Impact Analysis exercises and reports, in conjunction
with BCM and the business

» Risk Analysis and Management reviews and reports, in
conjunction with the business, Availability

« An ITSCM testing schedule, ITSCM test scenarios, test reports
and reviews.



Information Security
Management
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Information security management

The goal of the ISM process is to align IT security with
pusiness security and ensure that information security
S effectively managed in all service and Service
Vlanagement activities.

s responsible for the availability, confidentiality and
integrity of data.



Security objectives

» Information is available and usable when required, and the
systems that provide it can appropriately resist attacks ana
recover from or prevent failures (availability)

» Information is observed by or disclosed to only those who have
a right to know (confidentiality)

» Information is complete, accurate and protected against
unauthorized maodification (integrity)

» Business transactions, as well as information exchanges
between enterprises, or with partners, can be trusted
(authenticity and non-repudiation).



Information Security Policy

 An overall Information Security Policy

» Use and misuse of IT assets policy

 An access control policy

» A password control policy

« An e-mail policy

 An internet policy

 An anti-virus policy

 An information and document classification policy
« A remote access policy

 EtC.



Supplier Management
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Supplier management

The goal of the Supplier Management process is to
manage suppliers and the services they supply, to
orovide seamless quality of IT service to the business,
ensuring value for money is obtained.

s responsible for managing relationships with vendors.



Supplier categorization

Strategic
High Suppliers
Q
v)
c
8
-
(=]
3
T . . .
t
c
]
Q
=
o
>
Low

Commodity
Suppliers

Medlum High
Risk and impact
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‘ T‘ L C O re /-Step Improvement Process

Service Catalogue Management
Service Level Management
Capacity Management

Availability Management

IT Service Continuity Management
Information Security Management
Supplier Management

Event Management
Incident Management
Request Fulfilment
Problem Management
Access Management

Service Desk

Technical Management

IT Operations Management
Application Management

Transition planning and support
Change Management

Service asset and configuration manage
Release and deployment management
Service validation and testing

Evaluation

Knowledge management

Financial Management

Return on Investment [

Service Portfolio Management
Demand Management




Service Strategies Value to the Business

Enabling the service provider to have a clear
understanding of what levels of service will make their
customers successtul.

Enabling the service provider to respond quickly and
effectively to changes in the business environment,

Support the creation of a portfolio of guantified
Services.



Stakeholders

All people who have an interest in an Organization,
Project, IT Service, etc.

Stakeholders may be interested in the Activities,
Targets, Resources, or Deliverables.

Stakeholders may include Customers, Partners,
Suppliers, Employees, Owners, etc.




Stakenholders: Customer vs. User

Service
Customer — pay (managers) = Service Provid
(Management)
User — use (day-to-day) °
° Represent .
Used by

Hired by

| Represent @

Users Customer



Value composition

-rom the customer’s perspective, value consists of two
orimary elements: utility or fitness for purpose anc
warranty or fitness for use.

Utility
what the
customer

gets

Warranty
how it is

delivered




Value Creation

UTILITY

Performance supported?

Constraints removed? Eit for

purpose?

Available enough?

Fit for use?
Capacity enough?

Continuous enough?
T: True

Secure enough? F: False

WARRANTY

Value-created



Utility: outcomes / constraints

Utility
(increase gain)

Field staff securely access
enterprise applications

Loans officers determine
credit rating of applicants

Business processes continue
to operate

(Outcomes supported)

Utility
(decrease loss)

being constrained by
location or time

slowing down the
without loan process

disruption or loss from failures
or disastrous events

(Constraints removed)



Service Provider

An organization supplying services to one or more
internal customers or external customers.

Service provider is often used as an abbreviation for IT
service provider.

Service provider type:

» Type | —internal service provider

« Type Il = shared services unit

« Type |l = external service provider




Internal service provider

(Corporate business
function)

Marketing
R&D Strategic planning
Government Affairs

Corporate
Coatings Plastics Textiles
(BU) (BU) (BU)

Human resources
Finance & admin
Customer care
T

Human resources
Finance & admin
Customer care
T

Human resources
Finance & admin
Customer care
T




Shared services unit

Corporate
(Corporate Business
Function)
Coatings Plastics Textiles
(BU) (BU) (BU)

Business Services
(Shared Services Unit)

Human Resources

Service )
catalogue Finance

& Administration

Senvice
catalogue
Customer Care

Logistics
Service .
catalogue Information
Technology

Service

catalogue BU: Business Unit

SSU: Shared Services Unit



External service provider

Corporate
(Corporate Business
Function)
Coatings Plastics Textiles
(BU) (BU) (BU)
External
Providers
Alpha Co.
Service
catalogue
Beta Inc. =
Service
catalogue
Sepvice
catalogue
Gamma Ltd.
Se:ice
Delta Plc =

Service
catalogue



(Governance

Ensuring that Policies and Strategy are actually
implemented, and that required Processes are
correctly followed.

Governance includes defining Roles ana
responsibilities, measuring and reporting, and taking
actions to resolve any issues identified.




Centralized / Decentralized organization

In contrast, decentralized approaches

The centralized IT approach offers provide flexibility for rapid response and
control and scale economies - at the increased business unit buy in at the
cost of reduced responsiveness and Functional expense of reduced synergy and
business unit ownership. IT leadership control.
Group-wide .
Unresponsive S perspective Users Excesswet t:verall
: cost to grou
No BU ownership economies control S
of systems IT priorities
Variable standards
No BU control of Control of BUs ha'i’;‘? of IT competence
central overhead costs standards ownership
5 \ : Critical Responsive Reinvention of wheels
oesnBUTee q mass of to BU needs
EVery BLs needs skills No synergy

Pooled experience

Synergy

Centralized Federated Decentralized



Business Relationship Management

The process responsible for maintaining a positive
relationship with customers.

Business relationship management identifies customer
needs and ensures that the service provider is able to
meet these needs with an appropriate catalogue of
Services.

This process has strong links with service level
management.




Understanding the customer’s business

Pick a customer and caretully analyse their business to
understand the ecosystem in which they operate.

« What conditions make the customer’s business grow?

« How do your services create or sustain such conditions?

« What challenges and opportunities does their business face?

« How do your services help your customer address them?




Financial Management
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Vychozi stav
T manazer (ClIO), CEO a CFO resi:

» Jak stanovit IT rozpocet?

« Jak resit jeno spravne Cerpani?

» Jit do outsourcingu?

« Jak najit optimalni uroven kvality?

Spolecny zamer:
« Neplytvat penezi a Cerpat IT rozpocet transparentne.



[dentitikace problému

MW

Merit spotrebu servisnich sluzeb

Infrastruktura (IT, budovy, autodoprava, ...)
Vyzkum, vyvoj, rozvoj technologif a systémd

Rizenf lidskych zdroj(




Cost Types

Cost categories such as hardware, software, labour,

administration, etc.

These attributes assist with reporting and ana
demand and usage of services and their com
in commonly used financial terms.

YSlgle

DoNents



Capital / Operational costs

Classification addresses different accounting
methodologies that are required by the business and
regulatory agencies.



Direct / Indirect costs

This designation determines whether a cost will be
assigned directly or indirectly to a consumer or service.

Direct costs are charged directly to a service since it is
the only consumer of the expense.

Indirect or ‘shared’ costs are allocated across multiple
services since each service may consume a portion of
the expense.



Fixed / Variable costs

This segregation of costs is based on contractual
commitments of time or price.

The strategic issue around this classification is that the
business should seek to optimize fixed service costs
and minimize the variable in order to maximize
predictability and stability.




Traditional Chart of Accounts

Traditional Chart of Accounts

Applying Invoice to Chart of Accounts
Salary 60,000

Server Maintenance 25,000

Hardware Depreciation 15,000
TOTAL 100,000




Valuing the Collaboration Service

Sample Breakdown of Service Cost by Accounting Characteristic

Collaboration Service Total Cost Breakdown by Characteristics

Hardware 150,000

Software 25,000 225,000 Traditioinal cost accounting
Labour 50,000

Operational 180,000

Capital 45,000 225,000 Capital structure

Direct 51,000

Indirect 55,000 225,000 Benefit structure

Fixed 100,000

Variable 125,000 225,000 Variability of costs
Subtotal Expenditure 225,000

Collaboration Service Potential Value Add

Utility Optimizations Est. value of service improvement

Warranty Enhancement 10,000 Est. value of service imrpovement

Subtotal Value Add 10,000

Subtotal: 225,000 Current Period Funding Base

Anticipated Peak Demand Variance 20%

Increase (Decrease) 47,000 Additional Funding Required
282,000

Total Service Valuation (future) 282,000 Future Funding Need




Chargeback models

Notional charging — ,twobook” model
Tiered subscription — gold, silver and bronze levels
Metered usage — real-time usage (hours, days or weeks)

Direct Plus — service are charged + shared indirect costs
(costs attributed directly to a service)

Fixed or user cost — by an agreed denominator such as
numer of users



1. Evidence IT majetku

IT zacalo vést presnou evidenci IT majetku na
konkrétni zamestnance

Stanoveni meésicni

ceny za veskery HW,
SW

- DEL-B - Elektroinstalace

l:l QEL-5FK - Elektroinstalace - Slovensko
----- l:l QEM - Oddéleni elektromontage
H- DBE - Bizeni buday

=€ Mirek Novotny

=& veranika viidna

----- “% PCMCIA Eurotel CDMA

----- e MOk 230

EEI---Q BTO138, Latitude DE1O

i Piiztupovd karta , 3

-, SIM. Eurotel, 02533124

----- & Maklady na infraztrktun

----- & PoporalT pfimo v misté - HE
----- & Ffistup k YalP gstfedné, 7780
----- & Manazerské finance, planowvani
----- & Zakladni 5% zada

-3 Panasonic Kx-T5 23080
[-_7 DES - Divize export glueb

f-_7 DFP - Divize finance

[-Z7 DK - Divize komponenty

{ i O O ey B e |

f-_7] DP - Divize personalistika

@ g3 10: Dodavatel

DELL Computer, zpol. 2 r.o.

“o Al YAD Asset Management M=] B3
Soubor  Upravy Zobrazit Fiejt  Objekk Dotaz  Software  Pomiicky  Mapovéda
- BDSHE AV B *Eltif B SRR QB | B 22
-8 FIRMA, a.5. | |/ vlastnosti  WObjekly ¥Software  YDetekee ¥Denik %
EIl:l OB - Divize budowy “laztnost '~_| Hodnota |:|
[#-{_] OEL- - Elektroinstalace - = |0: Mazev MEB Latitude DE10 Pentium b Processor 750

- @ |0: Datum zafazeni 30122005
-@ [ll0: Cisla dakladu 2045056
- Tﬁ |0: Cena [watupni] 34741.,80
@ Ql:[l Irventarmi isho 3000231
- [[EZEvidencni dizlo BTO132
- Druh pocitace notebook,
-@ 59 Dodavatel DELL
@ [* Datum nakupu 30.12.2005
-2 % Ciglo oddéleni 9
& ([ Cislo faktury 2045056
-@ 1 Cena poznamka
@ % Cena 34741,80 |
-8 [y C0/oVD R DYD+CD-Riw -
« | |
Wiechny  AWlastni  AZakladni /
l... | Datuml Dirub 2aznamu | Dirub objektu | ]~
L] 30.1.2006 10:20:33 | Informace Pocitad B
3 3012006 10:20:33  Informace Pocitat B
| & 1 MNE A6 |afrrmare PAritarc P




2. Evidence poskytovani sluzeb

@

e-mail

Nt t l‘\
/2 Helpdesk Portal - Windows Internet Explorer
¢ Oblibené palozky | 35 @ Navrhované weby = @] Galeris oblasti Web Slics ~
28| - | @Report Manager EHelpdeskPortal X .
alvao Helpdesk Portal

o0 telefon nebo

° v ¢ osobne
Hiavni stranka | NOVY pOZadavek | ssz maiosti] ogest Archiv . . .
erte sluzbu
A 3
Fodnikow =
informaéni systém IT podpora (+) s Mabilni telefony
) o

Service Desk

Stanoveni ceny za

pozadavek a interni
hodinovou sazbu




T nakladu

Manazeri vidi kolik IT zdroju spotrebuji jeho podrizeni

Ukazani

Vnitrofakturace IT nakladu

x|
alvao

Server list Piehled slufeb M) svéfeny majetek  Strom

alvao

Server list Piehled slufeb  MQ) swéfeny rmaj

Prehled sluzeb

Stredisko: Slovensko

Mazev sluzby Cena Za mesic v K& | Cena za mesic v £

e-mailova schranka 100,00 400

MOj sv&Feny majetek

Rozbalitvie | shalitvie

.........

= Radek Grodl
@ Canon
h...'—',.. e-mailova schranka

~ | HP 1000

Pfistup na internet 150,00 f&,00

Tiskovwe sluiby 150,00 &,00
e oo

- Mokia 3000
#-E PCSUPPORT




pné  Néstroje  Népovéda

= Souhrn - Microsoft Internet Explorer provided by Sl

k;)|/f)m .. Oblbens <)

Sriem Ll 3

- Dserbriefview.html

=] Edpreit | odkazy »

Evidence IT

Texty a prilohy

Administrace

Pevné

[ Rychlé hledani |

- -
Podrobné statistiky || Prostredky IT

~ ¥yhledat

Uiivatdf“—

Vyhledani
utvaru,

= §\| &loveka

Utery, 25. 24¥i 2007 -

last update 18.9.

J

Souhrnné informace

Fixni
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e

—

Variabilni

naklady
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normy ...
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Naklady za IT sluzby

m Uctarna

m Obchodni
m Vyroba

m Konstrukce
= Technické



Rozpad IT nakladu

Cela spolecnost
= Divize
m Oddéleni

W Zaméstnanci




Prinosy
/acala fungovat trzni samoregulace
« Uvazlive cerpani sluzeb

» Vraceni IT majetku

/lepsily se IT sluzby
 Narovnal se vztah: zakaznik — dodavatel
» Pozitivni zpetna vazba z pruzkumu spokojenost




Doporuceni na zaver

Setrete tim, ze nastavite uvnitr spolecnosti zdravou
trzni atmostéru a aktivujete tak autoregulacni systém

/Zacnete jednoduse ukazovanim spotreby
Nezabyvejte se detaily, dulezity je princip

Automatizujte system, aby vnitrofakturace byla co
nejjednodussi
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Return on Investment (ROI)

A measurement of the expected benefit of an
investment. In the simplest sense, it is the net profit of

an investment divided by the net worth of the assets
invested.

When dealing with financial officers, ROl most likely means
ROIC (Return on Invested Capital), a measure of business
performance. This is not the case here. In service

management, ROl is used as a measure of the ability to use
assets to generate additional value.




Value On Investment (VOI)

A measurement of the expected benefit of a

N

investment. Value on investment considers both

financial and intangible benefits.

The extra value created by establishment of

nenefits

that include non-monetary or long-term ou
ROI'Is a subcomponent of VOI.

[comes.



Internal Rate of Return (IRR)

A technigue used to help make decisions about capital
expenditure. It calculates a figure that allows two or
more alternative investments to be compared. A larger
internal rate of return indicates a better investment.




Net Present Value (NPV)

A technigue used to help make decisions about capital
expenditure. It compares cash inflows with cash

outflows. Positive net present value indicates that an
investment is worthwhile.




ROI' - NPV, IRR, and Payback

Project A Project B Project C
Initial Investment (540,000) ($40,000) ($200,000)
Projected Cash Flow
Year 1l 45,000 $20,000 455,000
Year 2 $10,000 $25,000 455,000
Year 3 415,000 $15,000 $55,000
Yeard $25,000 $10,000 $55,000
Year 5 $20,000 45,000 $55,000
Total Projected Cash Flow 575,000 575,000 $275,000
IRR 20% 33% 12%
MPV (at 5%) %63,028 $66,826 $238,121
Payback Period (Years) 3.40 2.33 3.64
ROI (NPV - Investment) $23,028 $26,826 $38,121



Total Cost of Ownership (TCO)

A methodology used to help make investment
decisions. TCO assesses the full Lifecycle cost of
owning a Configuration Item, not just the initial cost or
purchase price.




Service Portfolio Management
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Service Portfolio Management (SPM)

The process responsi

portfolio. Service po
the service provider

Nas t

meet required business O

ble for managi
rtfolio manage

ng the service
Mment ensures that

ne right e

iX of services to

utcomes at an appropriate
evel of investment. Service portfolio management

considers services in terms of the business value that

they provide.



Service Pipeline and Service Catalogue

Service Portfolio

A
4 N

Service Catalogue

/ AN
Service Pipeline A

A

Continual Service

Service
operation

Resources Return on assets Resources
engaged ea_rned fron] released

f | Service operation

| v | v v

Commen pool of resources




Services investments

Services investments are split between three strategic

categories:

 Run the business (RTB) — RTB investments are centred on
maintaining service operations

« Grow the business (GTB) — GTB investments are intended to
grow the organization’s scope of services

» Transform the business (TTB) — TTB investments are moves into
new market spaces



Investment categories

The investment categories are further divided into
budget allocations:

 Venture — create services in a new market space.

Growth — create new services in existing market space.
Discretionary — provide enhancements to existing services.
Non-discretionary — maintain existing services

Core — maintain business critical services



Investment categories - budget

Vent Transform the L
enture Business (TTB) 3
T S ey r  yn mmMmmMm MMM T T ’
g i EEEEEEEEEEEESESESEEESESEEEEEEEEEEEEEEEEEEAER n .-
Growth
Grow the
Business (GTB)
= .
= Discretionary
SsssEEsssssEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES v
3 EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEN »

Run the Business
(RTB)
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Demand Management

Demand Management is a critical aspect of service
management. Poorly managed demand is a source of
isk for service providers because of uncertainty in

demand.

-XCess capacity generates cost without creating value
that provides a basis for cost recovery. Customers are
reluctant to pay for idle capacity unless it has value ftor

them.




Tight coupling between
demand and capacity

Consumption cycle
produces demand

Respond with capacity



Pattern of Business Activity (PBA)

Business activity influences patterns of demand for services

Demand pattern

Pattern of Business Capacity
business process management
activity plan
Service belt

Delivery schedule

Incentives and
penalties to influence

consumption Demand

management



Service packages

Core service
package

Enabling service
package

Enhancing
service package

Differentiated
offering
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‘ T‘ L C O re /-Step Improvement Process

Service Catalogue Management
Service Level Management
Capacity Management

Availability Management

IT Service Continuity Management
Information Security Management
Supplier Management

Event Management
Incident Management
Request Fulfilment
Problem Management
Access Management

Service Desk

Technical Management

IT Operations Management
Application Management

Transition planning and support
Change Management

Service asset and configuration manage
Release and deployment management
Service validation and testing

Evaluation

Knowledge management

Financial Management

Return on Investment

Service Portfolio Management
Demand Management




Continual Service Improvement (CSI)

The primary purpose of CSl is to continually align anc
realign IT services to the changing business needs by
identifying and implementing improvements to IT
services that support business processes. These
improvement activities support the lifecycle approach
through Service Strateqy, Service Design, Service
Transition and Service Operation. In effect, CSIis about
looking for ways to improve process effectiveness,
efficiency as well as cost effectiveness.




CSI objectives

Review, analyse and make recommendations on
improvement opportunities in each lifecycle phase.
 Review and analyse Service Level Achievement results.

« |dentity and implement individual activities to improve IT
service quality and improve the efficiency and effectiveness of

enabling ITSM processes.

* Improve cost effectiveness of delivering IT services without
sacrificing customer satistaction.

» Ensure applicable guality management methods are used to
support continual improvement activities.




Deming Cycle

Continuous quality control and consolidation

Plan  Project Plan
Do Project
Check Audit

Act New Actions

Business
m
Alignment

Maturity Level

_ Effective Quality
Improvement
_ Consolidation of the level reached

i.e. Baseline

Time Scale



How do we keep
the momentum go

.

Continual Service Improvement model

Business vision,
mission, goals and

What is the vision?\ |
A 4

objectives
Where are we now? Baseline
' Hl assessments
A 4
Where do we want Measurable
to be? ' ' targets
A 4

How do we get there?

=

Service & process
improvement

h 4

Did we get there?

e 4

=)

Measurements &
metrics

S LSS




Metrics purposes

To Validate ____a To Direct




/-5tep Improvement Process
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/-Step Improvement Process

|dentify

* Vision

» Strategy

» Tactical Goals

» Operational Goals

1. Define what you

7. Implement
corrective action

*- should measure \j

2. Define what you
can measure

1 )

6. Present and use the

information, assessment
summary, action plans, etc.

5. Analyse the data
Relations? Trends?
According to plan?
Targets met?

Corrective action?

Goals

2

3. Gather the data
Who? How? When?
Integrity of data?

4

4. Process the data \

Frequency? Format?
System? Accuracy?




At the onset of t
and Service Desi
information. CSI

1. Detine what you should measure

ne service litecycle, Service Strateqy

gn s
can

Nou

ther

d have identified this
start its cycle all over again

at ‘'Where are we now?’ This identifies the ideal
situation for both the Business and IT.



2. Define what you can measure

This activity related to the CSI activities of 'Where do
we want to be?’ By identifying the new service level
requirements of the business, the IT capabilities
(identified through Service Design and implemented
via Service Transition) and the available budgets, CSI
can conduct a gap analysis to identity the
opportunities for improvement as well as answering
the question "How will we get there?’




3. Gathering the data

In order to properly answer the 'Did we get there?’

guestion, data must first be gathered (usually through
Service Operations). Data is gathered based on goals
and objectives identified. At this point




4. Processing the data

Here the data is processed in alignment with the CSFs
and KPls specified. This means that timeframes are
coordinated, unaligned data is rationalized and made
consistent, and gaps in data are identified. The simple
goal of this step is to process data from multiple
disparate sources into an ‘apples to apples’
comparison. Once we have rationalized the data we
can then begin analysis.




5. Analysing the data

Here the data becomes information as it is analysed to
identify service gaps, trends and the impact on
business. It is the analysing step that is most often
overlooked or forgotten in the rush to present data to

management.




0. Presenting and using the information

Here the answer to ‘Did we get there?’ is formatted
and communicated in whatever way necessary to
present to the various stakeholders an accurate picture
of the results of the improvement efforts. Knowledge is
oresented to the business in a form and manner that
reflects their needs and assists them in determining

the next steps.




/. Implementing corrective action

The knowledge gained is used to optimize, improve
and correct services. Managers identify issues and
present solutions. The corrective actions that need to
be taken to iImprove the service are communicated
and explained to the organization.

Following this step the organization establishes a new
baseline and the cycle begins anew.
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From vISIon to measurements

o

Metrics
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Qualitative example

CSF: Improving IT service quality

KPI: 10 percent increase in customer satisfaction rating for handling
incidents over the next 6 months.

Metrics required:
» Original customer satisfaction score for handling incidents
» Ending customer satistaction score for handling incidents.

Measurements:
» Incident handling survey score
« Number of survey scores.



Three types of Metrics

Technology metrics (performance, availability etc. of
component and application)

Process metrics (CSFs, KPIs and activity metrics for
processes; health of a process)

Service metrics (end-to-end service; component
metrics are used to compute the service metrics)
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[TIL?

K Cemu to je?

Kdo to ma pouzivat?



[TIL?

Jaké firmy, organizace, spolecnosti si nasadi ITIL?

Jak jsou velké?
Kdo méa v CRITIL?



[TIL

Provides:
Best practices for [TSM
Common language

- Drives continual improvement



Why should you adopt ITIL?

ITIL provides the foundation for quality IT Service
Management. IT actively supports corporate aims by
offering services which are based on efficient principles
and adequately fulfill business requirements. It can
pecome a profit generator instead of being seen as an
inevitable cost burden.




ITIL Improved Service Quality

n
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ghlig

ne introduction of a consistent set of processes wil

Nt potential weaknesses in the previous

neratl

ons and encourages pro-active improvements.

'tened resolution times, better management

control, more reliable IT services and the

implementation of permanent solutions to formally
acknowledged problems are just some of the many

ways ITIL will revolutionize your [T services.



ITIL Cost Reduction

By applying ITIL Best Practice to your IT operations

yOU can take advantage of many ways of better cost
control and cost reduction.

A lower Total Cost of IT Ownership (TCO) will be
achieved through increased efficiency and productivity,
ower incident volumes, faster incident resolution and
ess business disruption because of service failures.




ITIL Pro-active |T Management

t is no longer enough to simply maintain the IT
infrastructure by adjusting and upgrading it after the
need has arisen - today's IT managers are expected to
support the success of the entire business by planning
ahead and pro-actively shaping the business IT
environment. Because ITIL has been devised by
leading industry practitioners you can rest assured that
you are implementing proven best-of-breed

procedures.




Benefits of adopting ITIL

« |T services which align better with business priorities and objectives,
meaning that the business achieves more in terms of its strategic objectives

« Known and manageable IT costs, ensuring the business better plans its
finances

» Increased business productivity, efficiency and effectiveness, because IT
services are more reliable and work better for the business users

» Financial savings from improved resource management and reduced
rework

« More effective change management, enabling the business to keep pace
with change and drive business change to its advantage

 Improved user and customer satistaction with IT
« Improved end-customer perception and brand image.



Prehled o stavu ITIL

Vychazi z 23 studii o pouzivani ITIL
USA, Spojené kralovstvi, Australie, Nemecko nebo Jizni Afrika atd.

Vztazeno na pocet obyvatel pouziva ITIL 30% az 60% organizaci.
V jednom pripade je to az 85%.

Prvnimi tremi prinosy:
 Spokojenost zakaznika

 Kontrola nakladu
 Rychlejsi odezva a reseni




Jak to
Vydame

I'TSM zavedeme?

smernice? Popiseme procesy? -> ani nahodou! ;-)

Predevsim musi zmenit mysleni IT lidi,

Vetsina IT lidi chodi do prace s tim, ze kdyz se nekomu

NEeCco roz

Dije, tak oni jsou na telefonu a ad-hoc to opravi.

To ze sedi na zidli a cekaji na telefonu povazuji za smys|
SVOji prace.

Muj kamarad to definoval jako: Koule na dverich, pantofle a
,nekde tady behs”




Jak to ITSM zavedeme”?

Kulturni zmena...
Ta se neobejde bez intenzivniho vzdelavani.
VSichni musi na skoleni ITIL.

Oni si sami pak vytvori svoje smernice a postupy, tak
jak si je delali do dnes.

MUzeme jim ukazat, jak by to melo byt, ale oni musi
chtit.
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ITIL guiding principles

Are recommendations that try to help an organization maximize
output value.

Universal and independent on specific goals, strategies, type of work or
management structure of the concrete business environment.

Used
DevO

oy other frameworks, methods or standards such as Lean, Agile,
0s, SCRUM,...

Not affected by changes in an organization.

Fnable the organization to effectively integrate other methods to
manage service management.

Applies to all levels of an organization.



Seven basic guiding principles

1. Focus on value

2. Start where you are

3. Progress iteratively with feedback

Guiding

4. Collaborate and promote visibility Principles

5. Think and work holistically
6. Keep it simple and practical

7. Optimize and automate



1. Focus on value

Fverything should somehow deliver value to specific people (customers,
stakeholders, employees, etc)

Sa|tisfying people's needs should be the organization's primary focus to produce
value.

Understanding how and to whom an organization delivers value is crucial for
business success.

Focus all your plans, policies, attitudes, products and behaviour on value.

What brings value to people changes over time (age, competition, changes in
Macro perspective).

Organizations should detect changes and adapt the business process to match
new circumstances.



2. Start where you are

Assess the current situation in the organization.
dentity things that deliver actual value and can be reused in future.

Understand where your organization and its processes, practices, and
pusiness value curréntly is.

Try to reuse any resources before throwing them away.

Build on current Emcesses that you are doing well. Find their weak
points, and look from another perspective.

New ideas should at first be integrated into already existing processes.
Start from scratch only if it is not possible.




3. Progress iteratively with feedback

This principle encourages working iteratively with embedded feedback
after each iteration.

Organise work into smaller, more manageable sections that deliver
something valuable that can be executed and completed promptly.

Separate work into teams that can work independently at once.

Make little improvements to deliver value early and often to your
customers and get feedback from them.

Regularly analyse the feedback and improve the product based on it.

Show progress to stakeholders or customers to discover if you are
going theTright way.



4. Collaborate and promote visibility

Involve the right people in the right way at the right time to make the
best decisions based on better quality information.

Connect with your customers, involved parties and stakeholders.

Active collaboration of people with shared goals should be promoted
to increase output value.

Share information, knowledge and skills between everyone involved.

Make the progress of employees available to others so that there is
transparency, Visibility and a sense of urgency to the work required.

Calling for help should be safe, easy and encouraged (Service desk,
Help desk, etc)



5. Think and work holistically

Recognize the complexity of the system and organization as a whole.

Fliminate narrow thinking and try to comprehend the bigger picture of
the system.

Encourage everyone to think holistically as a team (we are in it together
—winning or losing).

Consider how we it into this system and how our outputs and
outcomes affect other participants.

Doing what you are best at is not always the best thing to do for your
company. You should do different things to gain a broader perspéctive.



0. Keep it simple and practical

Fvery process, person or resource has its use and brings
valué to the overall system.

Keep things simple so that they can be done better, faster
and with less conflict

Look for patterns and ways to simplity the system to
ncrease efficiency and visibility.

Prevent overdoing ana overcomplicat'ntg things. Make it
easy so that everyone can understand it.

Get exactly the results that are needed, not more, not less.



/. Optimize and automate

Try to maximize productivity by automating everything that can
bé automated economically

Automatization can reduce the needed workforce and hence

d

so reduce cost.
owever, automation can quickly become quite costly, therefore

feasibility and costs cannot be overlooked.
Make everything as effective and useful as it needs to be. Do not

overdo it.

Consider automation in every process, routine, area, etc., within
the company.



Brief summary

There are 7 basic guiding principles.

The guiding principles embody the core of ITIL and service
management in general.

They establish good practices, actions and decisions at all levels.

They guide organizations in their work as they adopt them with
other ITIL guidelines to their specific needs and circumstances.

The guiding principles encourage and support organizations in
continual improvement.
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